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Introduction

While evaluating the security posture of an asset, it is important to identify all software
packages present on the asset.

Qualys supports Software Composition Analysis (SWCA) scanning of assets. An SwCA scan
discovers installed open-source software, libraries, and associated vulnerabilities on your asset.
The SwCA scan identifies programming language-based software packages on the asset.For
supported of list of supported languages, see Supported Languages section.

With SwCA feature, you can detect, manage, and proactively address the potential risk of
software supply chain vulnerabilities in the production environment.

You can schedule a SwCA scan or launch the scan on demand. With the SwCA scan profile, you
can define the scan scope, scan interval, and scan timeout.

The SwCA scan results are displayed in CyberSecurity Asset Management (CSAM). For details,
see SWCA Scan Data in CyberSecurity Asset Management.

SwCA is supported only for Windows and Linux Platforms and can be activated only when VM is
activated for the agent.

Note: This feature will be available only when the Windows and Linux agent binaries with SwCA
scan support are available. For supported agent versions, refer to the Features by Agent Version
section in the Cloud Agent Platform Availability Matrix.

Prerequisites

For downloading the SwCA data collector binary, the Cloud Agent must connect to the
corresponding Qualys Content Delivery Network (CDN) URLs directly or using the proxy to
download the SwCA data collector binary.

Qualys Cloud Agent continues to connect to the Cloud Agent server URLs for activities, such as
configuration download, manifest download and delta uploads.

For the list of Cloud Agent Server and CDN URLs, refer to https://www.qualys.com/platform-
identification/.

Supported Languages

The following tables present the languages and files SwCA supports on Linux and Windows
assets.

Supported Languages - Linux

Language File Package managers/Ecosystem
Ruby Gemfile.lock bundler
Rust Cargo.lock cargo
PHP composer.lock composer
Python Pipfile.lock Pipenv
poetry.lock poetry
requirements.txt Pip
Go go.mod Go
Java pom.xml Apache Maven
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Language

DotNet

NodeJs

File
gradle.lockfile

jar/war/ear

packages.lock.json
packages.config
.deps.json
package-lock.json

yarn.lock

Supported Languages - Windows

Language
DotNet

Go

Java

Node.js

PHP

Python

File

.deps.json
.packages.config
nuspec

nupkg

go.sum

go.mod

jar

war

ear

pom.properties

Package managers/Ecosystem
gradle

jar

Nuget

Nuget

dotnet-core

npm

yarn

META-INF/MANIFEST.MF

pom.xml
gradle.lockfile
package.json
.package-lock.json
npm-shrinkwrap.json
composer.json
composer.lock

ege
egg-info/METADATA
egg-Info\\METADATA
egg-info/PKG-INFO
dist-info/METADATA
dist-info\METADATA
poetry.lock
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Language File
requirements.txt
Rust Cargo.lock
Ruby Gemlfile.lock (bundler)

gemspec

Activate SWCA Feature

To enable this functionality, you must activate the SwWCA module on a single or multiple agent
hosts. To activate the module, go to Agent Management > Agents tab, and click Activate for
<modules> from the Quick Actions menu.

Activate Agent x

Activate this cloud agent for the modules selected below.

The cloud agent platform will start fo contmuousty perform host assessments and report security threats
using this agent Alicense, if avalable will be consumed for 2ach agent activated

File Integrity Monitaring i lgEF
0 agentis) arenc red for Fil and 1 are in pending activation —

85 avallable of activations

Patch Management o .
1

Mot activated. Your agen(s) are not activated for Patch.

191 available of 200 total activations

Supported for only Windows 3.0, Linux 4 6, MAC 4 25 and higher Agent
wersions.

SwiA
o Ea
SwCA 1 ngentis) will be sctivated for S

19 available of 20 «

—

You can also activate the SwCA module while creating or editing the activation key.
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New Activation Key Tum help tips: On | Off b4

Create a new activation key

An activation key is used to install agents. This provides a way to group agents and better manage your account. By default
this key is unlimited - it allows you to add any number of agents at any time

Title Demo Key
Select | Create

(no tags selected)

Provision Key for these applications

CyberSecurity Asset Management Patch Management
Activations managed by CSAM a License limit not enforced.
Vulnerability Management Policy Compliance

O License limit not enforced. d License limit not enforced.
Endpoint Detection and Response

U License limit not enforced.
Secure Config Assessment

n License limit not enforced.

CAPS Cloud Agent Passive Sensor 0 Software Composition Analysis
O License limit not enforced. ) License limit not enforced.
[J Set limits

Close Unlimited Key | Generate ]

Installation and Uninstallation

When the SwCA application is activated for a Cloud Agent, the following files are downloaded
from the Qualys CDN server and installed on the asset:

e For Linux assets—. qualys-swca-datacol lector package. You can view the SwCA
application installed as the qualys-swca-datacol lector package in the software
package manager of the operating system.

e For Windows assets— SwCAScanner .exe file. During the SwCA scanning process, the
SwCAScanner .exe appears among the running processes of the operating system.

For list of Qualys CDN URLs, see the Prerequisites section.

When the SwCA application is deactivated for the Cloud Agent, the qualys-swca-
datacol lector package is uninstallaed from the Linux asset, and the SwCAScanner .exe file is
removed from the Windows assets.

Configure SWCA Scan Settings

You can configure the software composition analysis scan settings for Windows and Linux
assets. The SwWCA Scan Profile tab under Configuration contains the default profiles for
Windows and Linux agents.
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By default, one SwCA scan profile is available for Windows and Linux each.

I Cloud Agent - DASHEDARD  AGENT MANAGEMENT  CONFIGURATION

Configuration Sl swCa Scan Profile

SWCA Linux Config Linux Jun 12 2023 Jun V2 2023
Dt

SwCA Linux Config

test Windaws

abe Windaws Jun 13,2023 Jun 13,2029

SwChA Config

Linux Profile to test Disable Internet Linwis
test_update1234 Windawe Jun 26, 2023

Test for disable internet Linkax

You can also create customized SwCA scan profiles for Windows and Linux assets. To create a
customized profile for the SwCA scan:

1. Go to the Configuration tab and click SwCA Scan Profile.
2. Click Create > Linux Scan Profile or Windows Scan Profile.

3. Enter the required values and click Save.

SwWCA Scan Profile - Windows

To create a new profile for SWCA scan on Windows assets, click Create > Windows Scan Profile.
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€ Create New: SwCA Scan Profile

Software Composition Analysis Scan Settings for Windows
Configure Software Composition Analysis Scan Settings

Basic Information

Provide basic infarmat

New SwCA Profile

[ 10080

Set this as a default profile for the subscription
Profile Settings
Provide scan settings for the SwCA scan profile

birectories to be inciuded (T

‘C\

‘ CAWindows, C:\System Volume Information, C:\SRECYCLE BIN, C:\hiberfil sys, C:\pagefile sys, C:\swapfile. sys

In the Create New: SwCA Scan Profile page, enter the following information:

Basic Information

Enter Name and Description for the new scan profile.

Scan Interval - Define the interval, in minutes, at which the agent scans the assets
associated with this profile. The default value is 10080 minutes.

If you want to set this scan profile as a default software composition analysis scan profile
for your subscription, select the Set this as a default profile for the subscription check
box. This will be a user-defined default profile.

Profile Settings

You can define the scope for the SwCA scan by adding directories to be included in the scan. You
can also specify the files or directories that you want to exclude from the scan.

Directories Included - You can define the directories to be included in the scan. By
default, the */ directory is included for scan. You can enter multiple directories separated
by comma. SwCA scans only the local drives of Windows assets.

Ensure that only the absolute path is supported. The field does not support wildcard
characters and regular expressions.

Note: Include only specific directories in the scan scope to reduce CPU and memory
consumption.
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o Directories/Files to be excluded - You can exclude specific files or directories from the
SwCA scan. To define the files/directories to be excluded, you can enter multiple
directories separated by a comma.

Ensure that only the absolute path is supported. The field does not support wildcard
characters and regular expressions.

Note: Exclude the directories that do contain relevant data for SwWCA scan to reduce CPU
memory consumption.

e Scan Time Out- Define the maximum time after which the scan is terminated. The
default value is 120 minutes.

e CPU Usage- Enter the maximum CPU consumption allowed for the SCA scan process.
However, a momentary spike can occur in CPU usage.

¢ Run Quick Scan- Select the check box to run a scan on the running processes.

Click Save to save the scan settings configured.

SwWCA Profile - Linux

To create a new profile for SwWCA scan on Linux assets, click Create > Linux Scan Profile.

€— Create New: SwCA Scan Profile

Software Composition Analysis Scan Settings for Linux
>onfigure Software Ci »osition Analysis Scan settings.

Basic Information
Provide basic information for the SwCA scan profile

10080

[ setthis as a defautt profile for the subscription.

Profile Settings
Provide ings for the SwCA

?lsah\e \HYEIHE‘IACCESS ) a»
In the Create New - SWCA Scan Profile page, enter the following information:

Basic Information
e Enter Name and Description for the new scan profile.

e Scan Interval- Define the interval, in minutes, at which the agent scans the assets
associated with this profile. The default value is 10080 minutes.
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If you want to set this scan profile as a default software composition analysis scan profile
for your subscription, select the Set this as a default profile for the subscription check
box. This will be a user-defined default profile.

Profile Settings

You can define the scope for the SwWCA scan by adding directories to be included in the scan. You
can also specify the files or directories that you want to exclude from the scan.

Directories Included - You can define the directories to be included in the scan. By
default, the */ directory is included for scan. You can enter multiple directories separated
by comma.

By default, root is included in the Linux Scan profile. However, the following common

network filesystems are excluded from SwCA scan:
o afs

cifs

fuse.sshfs

gfs

gfs2

nfs

nfs4

nfsd

safenetfs

secfs

smb?2

smbfs

vxfs

vxodmfs

O O OO0 O 0o O o o o o o

o

Ensure that only absolute path is supported. The field does not support wildcard
characters and regular expressions.

Note: Include only specific directories in the scan scope to reduce CPU and memory
consumption.

Directories/Files to be excluded - You can exclude specific files or directories from the
SwCA scan. To define the files/directories to be excluded, you can enter multiple
directories separated by comma.

Ensure that only the absolute path is supported. The field does not support wildcard
characters and regular expressions.

Note: Exclude the directories that do not contain relevant data for SwCA scan to reduce
CPU memory consumption.

Scan Time Out - Define the maximum time after which the scan is terminated. The
default value is 120 minutes.

CPU Usage - Enter the maximum CPU consumption allowed for the SCA scan process.
However, a momentary spike can occur in CPU usage.

Disable Internet Access- Turn the Disable Internet Access on or off to disconnect or
connect to the Internet. When internet connectivity is enabled, the SCA process can
connect to the Maven repository to gather additional information to analyze Java
artifacts.
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Click Save to save the SwCA scan settings that you have configured.

Assign Customized SwWCA Configuration Profile

If you want to use a customized SwCA configuration profile, you must assign the SwCA
configuration profile to the host asset.

To assign the custom SwCA configuration profile:

1. From the list of assets, select host asset, and from the Actions menu, click Assign SwCA
Config Profile.

Dashboard  Agent Management  Configuration

&8 Agent Management Agents Activation Keys Configuration Profiles

Saved Searches ~

Search...
Add Tags
ion Last Activity ~ Last Checkq
Assign Config Profile
|| asciam swci contg Frorie | L1 Provisioned May 29, 2023
Feteats Agent May 29, 2023 2:35 PM
Deactivate Agent
Assign UDC Manifest
to VM Manifest Downloaded April 10, 202
Unesian Acedt April 10, 2023 5:14 PM
Activate for FIM/EDRIPMIXDRICAPS/SWCANVMDR OT VM Scan: Jul 26, 2022 3:52:16 PM

PC Scan: Jul 26, 2022 3:15:54 PM
Deactivate Agent for FIMIEDR/PM/XDR/CAPS/SWCANVMDR OT

On Demand Scan

Troubleshoot 13

Clear salections to Configuration Downloaded March 31, 20|
March 31, 2023 9:16 PM

VM Scan: Dec 08, 2022 4:00:41 PM

PC Scan: Dec 08, 2022 7:29:31 AM

T,

2. From the list of SWCA configuration profiles, select the configuration profile to be

assigned to the selected host asset and click Save.

SwCA Configuration Profile x

Select the SwCA configuration profile you want to assign to these agent hosts

Search.

SwCA Profile Name Platform Created by Last Updated -
Test1_edit_to_test_updatedBy Linux quayz_rch2 August 17, 2023
linux_default_include_exclude_windows Windows quays_rch2 August 08, 2023
test Linux quays_rch2 July 26, 2023
Windows SWCA Default configuration(Default) Windows System Generated July 21, 2023
TestwindowsProfile Windows quayz_rch2 July 21, 2023

Cancel ﬁ

3. Click Confirm to replace the default SWCA configuration profile assigned to the host
asset.
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Select the SWCA configuration profile you want to assign fo these agent hosts

Replace SwCA Configuration Profile x

/... Replace the agent's SwCA configuration profile

Test1_edit_to_te The SwCA configuration profile of the agent would be updated. The changes will be reflected in some

time
Please Note that this profile will only be applied on agents that have same platform type as configuration

P .

Cancel Confirm
linux_default_include_excioe_tnux. oy quays_Ico AUgueT oS 2023
test Linu: quays_rc62 July 26, 2023

s SWCA Default configuration(Default Windows System Generated July 21, 2023

The selected SWCA configuration profile is assigned to the selected host asset.

SWCA Scan Data in CyberSecurity Asset Management

You can view the assets on which the SwCA feature is activated in the Assets tab with the SwCA
tag added.

s Seihy Aot Moot % F—— TaGE  NETWCRK  RESFONSES  AULES  REFORTS  CONPIOURSTION 2 G @
cSAM | EASM |EEZE| somere  web ppiicstions  Open Parts
sensors.activatedForHodules: *SwCa’| X (@ ‘ Last 30 Days | =
g TOP HAROWARE CATEGORIES TOF DFERATIRE SYSTEMS CATEGORIES
vimsiza inus pr—
MANUFACTURER O oospassetsty v | [ e | e | 1-90f 9 L7, BB
Vidware k]
ASSET CRMEALTY OPERATING SYSTEN HARDWARE LASTUSER SOURCES MOOLLES
TGS Rename_Rename_ubuntu16 [s] oot
10115 148 149
<3 i D050 5633508
Ll ]
iz 2 localhost localdomain F [a22 root
10.14.29.78 -
2 DS sEse 2 de

For the assets on which SwCA is activated, you can see the SwCA data from the Asset Details
page. From the Installed Software tab, you can see the Components details.

€— Asset Details: Rename_ubuntu16

INVENTORY
Installed Software

Search for softwase.

peLCATION (191 | compamenTs (341) | areR (1597

@ T saodepingsupsa e o 2000 cemsnens

-50 of 341

SOFTWARE KA OFTWARE VERSIDN FEEHNOLOG NAE K BT

ieonv-lite
bytes g tede 2
github.comy/inconshreveable/mousetran

miniziib

negotiator

Ppywin32-ctypes

node-addon-aph

From the Software Component Analysis tab, you can see the Software Components and
Vulnerabilities identified.
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- INVENTORY

Awsee Summary
Systern oo
Newarkinforrmstoe
pen Fors

Instaried Saftm

Trathic S

matan

v SECURITY
Trumisk Score

unerebisies

YMDR Prorsston

Rename_ubuntu16

Software Composition Analysis (SCA)

VULNERABILTIES (82) [ SOFTWARE COMPONENTS (341)

@ e sane dispiars up 1o masimum of 2000 components

SOFTHARE VERSION

FECHHOLOGY NAYE

github. conVinconshreveable/mousetrap 0 50
. minizit z
Cortthcnes negotiaror
Secure Access Congrol pywin32-ciypes azo
node-addon-api ate icde o
~ COMPLIAKGE
T ey i postgres-date 02 neder
pycparser Fh
- SOURCES = z o
Summary
gopkg, 2 200 5

TARGETPATH

1-50 of 341

~ INVENTORY
Aszet Summary

System Information

Network Information

Software Composition Analysis (SCA)

ULNERABILITIES (84) | SOFTWARE COMPONENTS (341)

€— Asset Details: Rename_ubuntu16

Open Ports.
Installed Software . =
QL 2 =
Traffic Summary
Business Information
1-500f 84 B & O &
~ SECURITY
11 me DETECTED DATE 005 SEVERITY
TruRisk Score
980324 Pythen (pip) Security Update for urllib3 (GHSA-wqvg-5m&c-6g24) Tuesday, 12 Sep 2023 11:58:21 AM [ ]
Vulnesabilities Aote
VMDR Pr
T 991047 MNodeJs (Npm) Security Update for jsonwebtoken (GHSA-hjrf-2m68-5958) Tuesday 12 Sep 2023 11:58:21 AM
Active
Patch Management 981109 DotNet (Nuget) Security Update for elFinder.NetCore (GHSA-wmpm-fq7r-jg56) Tuesday, 12 Sep 2023 11:58:21 AM
DR Active
XDR 981247 Python (pip) Security Update for simiki (GHSA-fqr5-gphf-vfré) Tuesday, 12 Sep 2023 11:58:21 AM
Certfieates et
[N — 982959 Nodejs (npm) Security Update for total.js (GHSA-6cf8-ghgj-vjgm) Tuesday, 12 Sep 2023 11:58:21 AM E'
Active
 COMPLIANCE 990886 Node.Js (Npm) Security Update for moment (GHSA-wc69-rhjr-hc9g) Tuesday, 12 Sep 2023 11:58:21 AM El
Active
File Integrity Monitoring
209706 Mada le (M) S acuris HC A EQR.mé: £ anclon 12 S0 2072 115221 102 [ m—
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