
 

Runtime Software Composition Analysis 
(SwCA)  
User Guide  

February 15, 2024 
  



 
 

Qualys Documentation          2 

 

 

Copyright 2024 by Qualys, Inc. All Rights Reserved. 

Qualys and the Qualys logo are registered trademarks of Qualys, Inc. All other trademarks are 
the property of their respective owners. 

 
Qualys, Inc. 
919 E Hillsdale Blvd 
4th Floor 
Foster City, CA 94404 
1 (650) 801 6100 

 
 
  



 
 

Qualys Documentation          3 

Table of Contents 
Introduction ....................................................................................................................................... 4 

Prerequisites ...................................................................................................................................... 4 

Supported Languages ....................................................................................................................... 4 
Supported Languages - Linux ............................................................................................................ 4 
Supported Languages - Windows ..................................................................................................... 5 

Activate SwCA Feature ...................................................................................................................... 6 

Installation and Uninstallation ........................................................................................................ 7 

Configure SwCA Scan Settings ......................................................................................................... 7 
SwCA Scan Profile - Windows ............................................................................................................... 8 

Basic Information ............................................................................................................................... 9 
Profile Settings .................................................................................................................................... 9 

SwCA Profile - Linux ............................................................................................................................. 10 
Basic Information ............................................................................................................................. 10 
Profile Settings .................................................................................................................................. 11 

Assign Customized SwCA Configuration Profile ........................................................................... 12 

SwCA Scan Data in CyberSecurity Asset Management ................................................................ 13 
 

  



 
 

Qualys Documentation          4 

Introduction 
While evaluating the security posture of an asset, it is important to identify all software 
packages present on the asset.  

Qualys supports Software Composition Analysis (SwCA) scanning of assets. An SwCA scan 
discovers installed open-source software, libraries, and associated vulnerabilities on your asset. 
The SwCA scan identifies programming language-based software packages on the asset.For 
supported of list of supported languages, see Supported Languages section. 

With SwCA feature, you can detect, manage, and proactively address the potential risk of 
software supply chain vulnerabilities in the production environment. 

You can schedule a SwCA scan or launch the scan on demand. With the SwCA scan profile, you 
can define the scan scope, scan interval, and scan timeout.  

The SwCA scan results are displayed in CyberSecurity Asset Management (CSAM). For details, 
see SwCA Scan Data in CyberSecurity Asset Management. 

SwCA is supported only for Windows and Linux Platforms and can be activated only when VM is 
activated for the agent.  

Note: This feature will be available only when the Windows and Linux agent binaries with SwCA 
scan support are available. For supported agent versions, refer to the Features by Agent Version 
section in the Cloud Agent Platform Availability Matrix. 

Prerequisites 
For downloading the SwCA data collector binary, the Cloud Agent must connect to the 
corresponding Qualys Content Delivery Network (CDN) URLs directly or using the proxy to 
download the SwCA data collector binary.  

Qualys Cloud Agent continues to connect to the Cloud Agent server URLs for activities, such as 
configuration download, manifest download and delta uploads. 

For the list of Cloud Agent Server and CDN URLs, refer to https://www.qualys.com/platform-
identification/. 

Supported Languages 
The following tables present the languages and files SwCA supports on Linux and Windows 
assets.  

Supported Languages - Linux  

Language   File Package managers/Ecosystem 

Ruby Gemfile.lock bundler 

Rust Cargo.lock cargo 

PHP composer.lock composer 

Python Pipfile.lock Pipenv 

poetry.lock poetry 

requirements.txt  Pip 

Go go.mod Go 

Java pom.xml Apache Maven 

https://success.qualys.com/support/s/article/000006675#FeatureDependency
https://www.qualys.com/platform-identification/
https://www.qualys.com/platform-identification/
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Language   File Package managers/Ecosystem 

gradle.lockfile gradle 

jar/war/ear jar 

DotNet  packages.lock.json Nuget 

packages.config Nuget 

.deps.json dotnet-core 

NodeJs package-lock.json npm 

yarn.lock yarn 

Supported Languages - Windows  

Language  File 

DotNet  .deps.json 

.packages.config 

nuspec 

nupkg 

Go  go.sum 

 go.mod 

Java  jar 

war 

ear 

pom.properties 

META-INF/MANIFEST.MF 

pom.xml 

gradle.lockfile 

Node.js package.json 

.package-lock.json 

npm-shrinkwrap.json 

PHP composer.json 

composer.lock 

Python egg 

egg-info/METADATA 

egg-info\\METADATA 

egg-info/PKG-INFO 

dist-info/METADATA 

dist-info\\METADATA 

poetry.lock 



 
 

Qualys Documentation          6 

Language  File 

requirements.txt 

Rust Cargo.lock 

Ruby Gemfile.lock (bundler) 

gemspec 

Activate SwCA Feature 
To enable this functionality, you must activate the SwCA module on a single or multiple agent 
hosts. To activate the module, go to Agent Management > Agents tab, and click Activate for 
<modules> from the Quick Actions menu. 

 
You can also activate the SwCA module while creating or editing the activation key.  
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Installation and Uninstallation  
When the SwCA application is activated for a Cloud Agent, the following files are downloaded 
from the Qualys CDN server and installed on the asset: 

• For Linux assets—. qualys-swca-datacollector package. You can view the SwCA 
application installed as the qualys-swca-datacollector package in the software 
package manager of the operating system. 

• For Windows assets— SwCAScanner.exe file. During the SwCA scanning process, the 
SwCAScanner.exe appears among the running processes of the operating system.  

For list of Qualys CDN URLs, see the Prerequisites section. 

When the SwCA application is deactivated for the Cloud Agent, the qualys-swca-
datacollector package is uninstallaed from the Linux asset, and the SwCAScanner.exe file is 
removed from the Windows assets. 

Configure SwCA Scan Settings  
You can configure the software composition analysis scan settings for Windows and Linux 
assets. The SwCA Scan Profile tab under Configuration contains the default profiles for 
Windows and Linux agents. 
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By default, one SwCA scan profile is available for Windows and Linux each. 

 

You can also create customized SwCA scan profiles for Windows and Linux assets. To create a 
customized profile for the SwCA scan: 

1. Go to the Configuration tab and click SwCA Scan Profile.  

2. Click Create > Linux Scan Profile or Windows Scan Profile.  

3. Enter the required values and click Save.  

SwCA Scan Profile - Windows 
To create a new profile for SwCA scan on Windows assets, click Create > Windows Scan Profile. 
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In the Create New: SwCA Scan Profile page, enter the following information: 

Basic Information 

• Enter Name and Description for the new scan profile. 

• Scan Interval - Define the interval, in minutes, at which the agent scans the assets 
associated with this profile. The default value is 10080 minutes. 

• If you want to set this scan profile as a default software composition analysis scan profile 
for your subscription, select the Set this as a default profile for the subscription check 
box. This will be a user-defined default profile. 

Profile Settings 

You can define the scope for the SwCA scan by adding directories to be included in the scan. You 
can also specify the files or directories that you want to exclude from the scan. 

• Directories Included - You can define the directories to be included in the scan. By 
default, the */ directory is included for scan. You can enter multiple directories separated 
by comma. SwCA scans only the local drives of Windows assets. 

Ensure that only the absolute path is supported. The field does not support wildcard 
characters and regular expressions. 

Note: Include only specific directories in the scan scope to reduce CPU and memory 
consumption. 
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• Directories/Files to be excluded - You can exclude specific files or directories from the 
SwCA scan. To define the files/directories to be excluded, you can enter multiple 
directories separated by a comma. 

Ensure that only the absolute path is supported. The field does not support wildcard 
characters and regular expressions. 

Note: Exclude the directories that do contain relevant data for SwCA scan to reduce CPU 
memory consumption. 

• Scan Time Out- Define the maximum time after which the scan is terminated. The 
default value is 120 minutes. 

• CPU Usage- Enter the maximum CPU consumption allowed for the SCA scan process. 
However, a momentary spike can occur in CPU usage. 

• Run Quick Scan- Select the check box to run a scan on the running processes. 

Click Save to save the scan settings configured.   

SwCA Profile - Linux 

To create a new profile for SwCA scan on Linux assets, click Create > Linux Scan Profile.  

 

In the Create New - SwCA Scan Profile page, enter the following information: 

Basic Information 

• Enter Name and Description for the new scan profile. 

• Scan Interval- Define the interval, in minutes, at which the agent scans the assets 
associated with this profile. The default value is 10080 minutes. 
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• If you want to set this scan profile as a default software composition analysis scan profile 
for your subscription, select the Set this as a default profile for the subscription check 
box. This will be a user-defined default profile. 

Profile Settings 

You can define the scope for the SwCA scan by adding directories to be included in the scan. You 
can also specify the files or directories that you want to exclude from the scan. 

• Directories Included - You can define the directories to be included in the scan. By 
default, the */ directory is included for scan. You can enter multiple directories separated 
by comma.  

By default, root is included in the Linux Scan profile. However, the following common 
network filesystems are excluded from SwCA scan: 

o afs 
o cifs 
o fuse.sshfs 
o gfs 
o gfs2 
o nfs 
o nfs4 
o nfsd 
o safenetfs 
o secfs 
o smb2 
o smbfs 
o vxfs 
o vxodmfs 

Ensure that only absolute path is supported. The field does not support wildcard 
characters and regular expressions. 

Note: Include only specific directories in the scan scope to reduce CPU and memory 
consumption. 

• Directories/Files to be excluded - You can exclude specific files or directories from the 
SwCA scan. To define the files/directories to be excluded, you can enter multiple 
directories separated by comma. 

Ensure that only the absolute path is supported. The field does not support wildcard 
characters and regular expressions. 

Note: Exclude the directories that do not contain relevant data for SwCA scan to reduce 
CPU memory consumption. 

• Scan Time Out - Define the maximum time after which the scan is terminated. The 
default value is 120 minutes. 

• CPU Usage - Enter the maximum CPU consumption allowed for the SCA scan process. 
However, a momentary spike can occur in CPU usage. 

• Disable Internet Access- Turn the Disable Internet Access on or off to disconnect or 
connect to the Internet. When internet connectivity is enabled, the SCA process can 
connect to the Maven repository to gather additional information to analyze Java 
artifacts. 
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Click Save to save the SwCA scan settings that you have configured. 

Assign Customized SwCA Configuration Profile  
If you want to use a customized SwCA configuration profile, you must assign the SwCA 
configuration profile to the host asset.  

To assign the custom SwCA configuration profile: 

1. From the list of assets, select host asset, and from the Actions menu, click Assign SwCA 
Config Profile.  

 
2. From the list of SwCA configuration profiles, select the configuration profile to be 

assigned to the selected host asset and click Save.  

 

3. Click Confirm to replace the default SwCA configuration profile assigned to the host 
asset.  
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The selected SwCA configuration profile is assigned to the selected host asset.  

SwCA Scan Data in CyberSecurity Asset Management  
You can view the assets on which the SwCA feature is activated in the Assets tab with the SwCA 
tag added.  

 
For the assets on which SwCA is activated, you can see the SwCA data from the Asset Details 
page. From the Installed Software tab, you can see the Components details. 

 
From the Software Component Analysis tab, you can see the Software Components and 
Vulnerabilities identified. 
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