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Release Version Release Date Change Description
4.0.0 July 30, 2024 Initial Draft
4.0.0 February 04, 2025 The document is updated with the following changes

e Section - Requirement 12
- Added new requirement 12.3.3 in the compliance
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- Added new requirement 12.3.3 in the compliance
support diagram

4.0.1 July 28, 2025 The document is updated with the following changes

e Section - Overview
- Updated the heading from Importance of PCI-DSS 4.0
to Importance of PCI-DSS Compliance

e Section - Requirement 6
- Added new requirement 6.4.3 in the compliance
support diagram
- Added new requirement 6.4.3 in the compliance
support table

e Section - Requirement 11
- Added new requirement 11.6.1 in the compliance
support diagram
- Added new requirement 11.6.1 in the compliance
support table
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Overview

The Payment Card Industry Security Standard Council (PCI-SSC) has mandated that all
organizations and entities handling, processing, and transferring cardholder data comply with the
PCI Data Security Standard 4.0 (PCI-DSS 4.0).

PCI-DSS 4.0 is the latest version of the series, which focuses on evolving security threats and
technology. The standard also defines the operational and technical requirements to protect the
cardholder’s data.

The affected organizations are required to implement these requirements in two phases:
¢ Immediate requirements: Implement by 315 March 2024.
¢ Additional best practices: Implement by 31st March 2025.
Importance of PCI-DSS Compliance
Compliance with the PCI DSS requirements ensures that:
1. Your organization has best security practices in place to protect cardholder’s data.
2. Boost the brand image of your business.
3. Itacts as a baseline for your security program.
4. Ensures that your business does not attract any federal penalties due to non-compliance.
Preparation for PCI Compliance
The following are the steps to achieve PCI compliance for your organization.
1. Analyze PCI DSS 4.0 Requirements
2. Review your Organization’s Security Posture
3. Gap Analysis

4. Implement Solution
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Analyze PCI DSS 4.0 Requirements

Let us now check the main requirements you must meet to achieve PCI DSS compliance.

PCI DSS 4.0 Goals

PCI DSS 4.0 Requirements

Maintain an information security policy

Build and maintain a secure network and 1. Install and maintain network security controls
systems 2. Apply secure configurations to all system components
3. Protect stored account data
Protect account data 4. Protect cardholder data with strong cryptography
during transmission over open, public networks.
5. Protect all systems and networks from malicious
Maintain a Vulnerability Management software
program
6. Develop and maintain secure systems and software
7. Restrict access to system components' cardholder data
by business need
Implement strong access control measures | 8. Identify users and authenticate access to system
components
9. Restrict physical access to cardholder data
10. Log and monitor all access to system components and
Regularly monitor and test networks cardholder data
11. Test security systems and networks regularly
12. Support information security with policies and

programs

Identify the requirements applicable to your organization. For more information about PCI DSS
requirements, refer to the PCI DSS V4.0 Standard.

Review your Organization’s Security Posture

Following are the steps to review the security posture of your organization:

1. Define the security requirements: Clearly define the security requirements for your

organization according to business needs.

2. Test the security controls: Test the security policies and controls to ensure that they meet

the security requirements.

3. Identify the security risks: Perform security scans on all of your assets to identify security

risks.
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https://docs-prv.pcisecuritystandards.org/PCI%20DSS/Standard/PCI-DSS-v4_0_1.pdf

4. Generate a security posture report: You should document all your security posture findings
for the planned actions and future reference.

Gap analysis

Once you review your organization's security posture, compare the findings of your security
posture report with the PCI-DSS 4.0 requirements. This analysis will help you identify gaps and
required improvements to meet the PCI-DSS requirements.

Implement Solution

Based on your gap analysis, find the vendor or develop a solution measure internally to meet the
PCI DSS requirements.

The following section describes how you can meet the various PCI DSS requirements using Qualys
applications.
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Qualys Solution for PClI Compliance

The integrated Qualys application suite contains over 20 applications designed to monitor and
protect your assets against any possible risk. This section describes the role of different Qualys
applications in PCI DSS compliance and the procedure to set up Qualys solutions for your
organization.

Setup Qualys Security Solution

The following are the steps to set up Qualys Security Solution for your organization.

Step - 1: Create a Qualys User Account

1. Sign up at https://www.qualys.com to create a new user account. If you already have an
account, log in to the Qualys cloud platform using your Qualys credentials.

2. You must have all the required licenses to start using the Qualys applications. If you do not
have the required licenses, contact your Qualys representative.

Step - 2: Install Cloud Agent and Scanners

The Cloud Agents and Scanners help you build the inventory of your assets. It also establishes a
connection with the Qualys Cloud Platform and uploads asset data.

Install Qualys Cloud Agent
1. In the Qualys user account, open the Cloud Agent application.

2. From the Cloud Agent UI, download the Cloud Agent installer package based on the system
architecture of the host.

Install Agents x

A few things to know before you install agents

Installation Requirements

| Windows " Microsoft Windows Client [EE———
W (exe) X36-32/64 Microsoft Windows Server Install instructions |
Red Hat Enterprise Linux

CentOS

A Linux Fedora
&Y (om) x64 OpenSUSE Install instructions
SUSE Enterprise Linux E—
Amazon Linux
Oracle Enterprise Linux

Red Hat Enterprise Linux

Linux T
&_ ARMB4 Cent0S Install instructions
oL (om) Amazon Linux |7‘
- \{g;:g,tar) x86-64 Gentoo Linux | Install |nstruc|ions‘
@ zSystems & LinuxONE Red Hat Enterprise Linux ISP PP.
(.rpm) £390x SUSE Enterprise Linux | Install Inslrucllons‘

\{g;l;() x64 BES‘:& ‘ Install mSIrucIions‘

Linux Debian PEPETE———

o (.deb) ARMG4 Ubuntu | Install II'ISIHJCIIOHS‘
0 ?gé?)ems & LINUXONE | 340, Ubuntu | Install instructions |
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3. Install the Cloud Agent on the required assets. The Cloud Agent Ul gives detailed steps for
Cloud Agent installation.

4. To learn more about Cloud Agent, refer to Qualys Cloud Agent Online Help.

Scanner Appliance Deployment

You also need to deploy the scanner appliances to get a holistic view of your asset inventory. The
following are the steps to deploy scanner appliances.

1. From the scanner appliances U], Install the scanner appliance in your network.

2. Configure the network settings and ensure that the scanner is connected to Qualys Cloud
Platform.

Add New Virtual Scanner x

You have 998 virtual scanner license(s) available. Choose one of the options below to get started.

Get Started Download Image I Have My Image
Only
Help me to select the right | want to download the I'm ready to complete the
virtual image and configure virtual image now and configuration of my scanner.
my scanner. configure my scanner later.

Start Wizard > Download | | Continue > |

Close

3. To learn more about Scanner Appliances, refer to the Scanner Appliance User Guide and
Virtual Scanner Appliance User Guide.

Step - 3: Configuration

The next step is to configure your account and build asset inventory, create configuration profiles,
and apply these profiles to assets. Following are the important sub-steps for this step.

Asset Management

The CSAM dashboard provides an overview of your asset inventory. To manage it, go to the Global
AssetView application and start categorizing assets according to your requirements.

Perform the following steps to start with asset management.
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https://docs.qualys.com/en/ca/portal/latest/#t=agents%2Fmanage_agents.htm
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https://docs.qualys.com/en/integration/securing-amazon/get_started/get_started.htm

1. Categorize the assets and tag them based on criteria like function, location, and importance.
2. Setup the asset groups for scanning and reporting.

@ Qualys
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3. Tolearn more about asset management, refer to the CSAM Online Help and Global AssetView
Online Help.

Create Configuration Profiles

The option to create a configuration profile is available on the Cloud Agent UL

1. Create the configuration profiles with different scan configurations.

€— Create New: Configuration Profile

STEPS 1/8
Basic Details

N Provide basic information for the configuration profile to manage Cloud Agent behavior.
(1) Basic Details !

2 | Assign Cloud Agen

3 | Scan Configuration

Descriptior

Application Config

5 | Agent Scan Merge
Additional Settings
6 ) Reduced Activity P (7] Make this the default profile for the subscription
[] Suspend data eallection for VM, PC, SCA and Inventory for l agents using this profile
7| Performance s
(] in-Memory SQLite Databases
8 ) Review and Confirm (] Enable 065

[ Prevent auto updating of the agent binaries

2. Apply these configuration profiles to the assets using their tags and groups.

3. Tolearn more about creating configuration profiles, refer to the Create Configuration Profile.
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https://docs.qualys.com/en/csam/latest/#t=get_started%2Fget_started.htm
https://docs.qualys.com/en/gav/latest/#t=get_started%2Fget_started.htm
https://docs.qualys.com/en/gav/latest/#t=get_started%2Fget_started.htm
https://docs.qualys.com/en/ca/portal/latest/profiles/profile_settings.htm

Create Policy Compliance Scan Profile

1. In the Policy Compliance application, define the rules based on your requirements.

2. Apply these Policy Compliance profiles to assets using tags.

2 =

Policy Compliance

Home Dashboard Posture Policies Scans Reports Exceptions Remediation Assets Users

= Policies NN  Confrols | Mandates  Sefup

{4 Createdy

©0 000000000

3. To learn more about the PC, refer to the Policy Compliance Online Help.

Protect your Assets and Network

Once you set up the Qualys Security solution, the next step is to ensure that your networks and
assets are continuously secured. The following applications help you protect your networks and
assets.

VMR Qualys Vulnerability Management, Detection, and Response (VMDR)

You can use the following VMDR functions to protect your assets and network:

e Qualys VMDR gives you a collective view of all the vulnerabilities; you can set up the
prioritization rules and responses for these vulnerabilities.

e VMDR maps all assets on your network with details such as Operating Systems (OS), ports,
services and certificates, and scans them for vulnerabilities.

e VMDR also assigns remediation tickets, manages exceptions, lists patches for each host,
and integrates with existing IT ticketing systems to remediate the detected vulnerabilities
effectively.

e VMDR generates comprehensive reports to document the network status. You can integrate
these reports with other security and compliance systems using VM APIs.

To learn more about Qualys VMDR, refer to Qualys VMDR Online Help.
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mContinuous Monitoring (CM)

You can use the following Qualys CM functions to continuously monitor your assets and network:

¢ Qualys Continuous Monitoring (CM) watches your global network from the cloud and
generates targeted alerts to notify the appropriate stakeholders of potential risks.

o With CM, you can monitor your on-premises systems, mobile devices, and public cloud
instances.

e You can also configure the rules for alerts to accommodate different conditions, entities,
and recipients.

To learn more about Qualys CM, refer to Qualys Continuous Monitoring Online Help.

Epolicy Compliance (PC)

You can use the following Qualys PC functions to define the policy compliance rules:
¢ Qualys Policy Compliance (PC) is a single platform for complete policy compliance.
e Itreduces the risk of security breaches and misconfigurations.

e Qualys PC ensures that all the network components are securely configured and compliant
with industry-accepted standards.

To learn more about Qualys PC, refer to Qualys Policy Compliance Online Help.

File Integrity Monitoring (FIM)

You can use the following Qualys FIM functions to protect your assets and network:

e Qualys File Integrity Monitoring (FIM) monitors integrity violations and compliance across
your global IT systems.

e It helps you eliminate alert noise and prioritize the most critical incidents, changes, and
malicious events.

e FIMincludes File Access Monitoring (FAM) to trigger alerts when critical host files are
accessed. With its agentless network support, FIM generates alerts when any network
configuration deviation is noticed.

e FIM also has pre-configured monitoring profiles to comply with PCI-DSS 4.0 and other
compliance standards.
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To learn more about Qualys FIM, refer to Qualys File Integrity Monitoring Online Help.

W Web Application Scanning (WAS)

You can use the following Qualys WAS functions to protect your web applications:

e Qualys Web Application Scanning (WAS) tool helps you minimize risks and reduce the
attack surface for modern web applications and APIs.

e Ituncovers runtime vulnerabilities, OWASP top 10, misconfigurations, PII exposures, and
web malware and provides quick remediation steps.

To learn more about Qualys WAS, refer to Qualys Web Application Scanning Online Help.

m Endpoint Detection and Response (EDR)

You can use the following Qualys EDR functions to protect endpoints in your network:
e EDR monitors endpoints for suspicious activity and potential threats.

e It provides real-time detection and response to protect endpoints against malignant
software.

To learn more about Qualys EDR, refer to Qualys Endpoint Detection and Response Online Help.

PC
Security Configuration Assessment (SCA)

You can use the following Qualys SCA functions to protect your assets and network:

e Qualys Security Configuration Assessment (SCA) allows you to assess, report, monitor, and
remediate security-related issues based on the Center for Internet Security (CIS)
benchmarks.

e With SCA, you can continuously check if your IT assets are configured securely as per CIS
guidelines.

e SCA not only serves as a security configuration tool but also helps you comply with
standards like PCI-DSS, HIPPA, and others.

To learn more about Qualys SCA, refer to Qualys Security Configuration Assessment Online Help.
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m Patch Management (PM)

You can use the following Qualys PM functions to keep your assets updated:

You can deploy the patches using PM to ensure that your systems and networks are
updated.

You can also create the Patch Jobs, select patches, and select assets to deploy patches.

To learn more about Qualys PM, refer to Qualys Patch Management Online Help.

MUnified Dashboard (UD)

You can use the following Qualys UD functions to view the security compliance posture:

UD provides a consolidated view of an organization's security and compliance posture.

It integrates data from various Qualys modules into customizable dashboards, offering
real-time insights and visualizations.

You can track key metrics, monitor vulnerabilities, and assess compliance status from a
single interface.

To learn more about Qualys UD, refer to Qualys Unified Dashboard Online Help.

Security Assessment Questionnaire (SAQ)

Qualys SAQ offers you the following functions:

SAQ streamlines and automates the process of conducting security assessments and
compliance surveys.

You create, distribute, and analyze questionnaires to gather information about security
practices, compliance status, and risk management from internal teams, partners, and
vendors.

SAQ helps ensure thorough and consistent assessments, supports regulatory compliance,
and aids in identifying and mitigating security risks through comprehensive data collection
and analysis.

To learn more about Qualys SAQ, refer to Qualys Security Assessment Questionnaire Online Help.
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Custom Assessment and Remediation (CAR)

Qualys CAR offers you the following functions to manage security and compliance assessments.

e CAR allows you to create and automate custom security and compliance assessments and
remediation workflows.

o It helps to define specific security checks, generate detailed reports, and automate
remediation tasks tailored to their unique environment and requirements.

¢ CAR helps improve security posture by providing real-time visibility and control over
security configurations and vulnerabilities across various assets.

To learn more about Qualys CAR, refer to Qualys Custom Assessment and Remediation Online
Help.

Ml Certificate View

Qualys Certificate View offers you the following functionalities to manage certificates:

e Certificate View provides comprehensive visibility and management of digital certificates
across an organization's IT environment.

o It helps identify, track, and monitor SSL/TLS certificates to ensure they are properly
configured and not expired.

e Certificate View offers automated scanning, detailed reporting, and alerts to help maintain
a secure and compliant certificate infrastructure.

To learn more about Qualys Certificate View, refer to Qualys Certificate View Online Help.

m Administration

Qualys Administration offers the following functions for system management:

¢ Qualys Administration helps you manage user access, roles, and permissions across the
Qualys Cloud Platform.

o Itallows administrators to configure and control security settings, assign user roles,
manage assets, and monitor platform usage.

e Qualys Admin helps ensure secure and efficient platform management and facilitates the
enforcement of security policies and compliance requirements within an organization.

To learn more about Qualys Administration, refer to Qualys Administration Online Help.
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Qualys TotalCloud

Qualys TotalCloud offers the following functions to protect your assets and network:

e Qualys TotalCloud is a comprehensive cloud security solution designed to provide visibility,
compliance, and protection for cloud environments.

e Itintegrates with various cloud platforms to offer real-time monitoring, vulnerability
management, and compliance checks.

o TotalCloud helps you secure your cloud infrastructure by detecting misconfigurations,
identifying vulnerabilities, and ensuring compliance with industry standards.

e It simplifies cloud security management with automated workflows and centralized
controls, enhancing the overall security posture of cloud assets.

To learn more about Qualys Total Cloud, refer to Qualys TotalCloud Online Help.
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PCIl Compliance Support

PCI DSS Requirement 1

Install and maintain network security controls: It is important to establish and maintain a secure
network infrastructure that protects cardholders' data from unauthorized access, controls
connections between trusted and untrusted networks, and mitigates risks posed by devices that
can connect to both the untrusted networks and Cardholder Data Environment (CDE).

Requirement 1:
Install and Maintain
Network Security
Controls

Qualys Solution for Requirement 1

Req 1.1
Install and Maintain

Req 1.1.1

Req1.12

Reg 1.2.3:
Maintain a network

Reg 1.2.4.
Maintain a data flow

Network Securi — Implement and maintain Define the roles and diagram showing all diagram showing flows
e security polices for NSC responsibilites for NSC iconnections between CDE across networks and
Controls (NSC)
and other networks systems
Reg 1.2 Req 121 Reg 122 Req 1.2.T. Reg 1.2.8:
Network security Define, implement, and All changes to network NSC configuration are NSCs configuration files

controls are configured
and maintained

configure standards for
NSC rulesets

connections NSCs are
approved and managed

reviewed at least once in
six months

are secured against
unauthorized access

Req 1.2.5
All services, protocols,
and ports allowed are
identified, approved

Req 1.2 6
Security features are
defined and implemented
for all unsafe services,
protocols, and ports

Req 1.3.3
NSCs are installed
between all wireless
networks and the CDE

Req 1.3 Req 1.4.3: Req 1.4.4
Network access to and Req 1.3.1 Req 1.3.2 Anti-spoofing measures Cardholder data storage
from the cardholder —| Inbound traffic to CDE is Qutbound traffic from the are implemented to detect components are not

data environment restricted CDE is restricted and block forged IP accessible from untristed
(CDE) is restricted addresses networks
Req 1.4 Req 1.4.2
Network connections NSCs aRreeq\r:W ;\:mented Inbound traffic from
between trusted and —» untrusted network to

untrusted networks are
controlled

between trusted and
untrusted networks

trusted network are
restricted

Regq 1.4.5:
Internal IP addresses
and routing information is
accessible to authorized
users

o

Req 1.5
Risks to CDE from
devices able to connect
untrusted networks are
mitigated

Req 1.5.1
Implement security
controls for all devices
able to connect both
untrusted networks and
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PCIl Compliance Support for Requirement 1

Req.

VMDR

PC

FIM

CAR

EDR

PM

GAV

CSAM

CM

UD

SCA

WAS

1.2.1

v <

1.2.2

v

1.2.6

<\ |

1.2.8

1.3.1

NINNS

1.3.2

1.3.3

1.4.1

1.4.2

1.4.3

1.4.4

NNN NN NN

1.4.5

1.5.1

NNNINSNAINNAIN
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PCI DSS Requirement 2

Apply secure configurations to all system components: Implement secure configurations for all

your system components and wireless environments to prevent malicious actors from exploiting
the persistent weaknesses of default system configurations.

Requirement 2:
Apply Secure Configurations
to All System Components

Reg 2.1
Define the processes and
mechanisms to implement
secure configurations for all
system components

Regq2.1.1
Implement and maintain
security polices for
requirement 2

Req 2.1.2:
Define the roles and
responsibilites for
requirement 2

Reg22
System componenets are
configured and managed

Req2.21
Define, implement, and
configure standards for all
componentes and

Req2.2.2:
Manage vendor default
accounts and passwords

Req2.2.3:
Define and manage primary
functions for system

Req 2.2 4:
Only necessary services,
protocols, daemons,
and functions are enabled

securely e components
Req2.25 Req 2.2.6: Rz Az
All non-console
Document the details of any System security parameters N
"~ administrative access
insecure service, protocols, are configured to
is encrypted using strong
or deamons prevent misuse
cryptography.
Reg 2.3: Req2.3.1 Req2.3.2:

Wireless components are
configured and managed
securely

All wireless vendor defaults
lare changed or are confirmed
to be secure

Change the wireless
encryption keys whenever
appeared compromised

Qualys Solution for Requirement 2

VMDR, CM, PC, FIM, WAS, EDR, SCA

PCI Compliance Support for Requirement 2

Req. | VMDR | PC | FIM | CAR | EDR | PM | GAV [ CSAM | CM | UD | ScA | WAS
21| | V| |V

222 %‘/ ’%ﬁf/ a»f.:»/ »:f

223 %ﬁf &,:/
224 %ﬁf &,:f
226 g:_sf g_:/ »{:_s/

227 g_:»/ g:! g:‘/
232 "’*,jf ﬁ’lﬁ‘/
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PCI DSS Requirement 3

Protect stored account data: Implement measures to minimize storing account data, remove

sensitive authentication data (SAD), restrict access to cardholder data, encrypt, truncate, and

tokenize it to ensure security for cardholder data.

Reg 3.1
Define the processes and
imechanisms to protect stored
account data

Req 3.1.1
Implement and maintain
security polices for
requirement 3

Req 3.1.2:
Define the roles and
responsibilites for
requirement 3

Reg 3.2
Storage of account data is
kept to minimum

Req3.21
Implement the data retention
and disposal policies to store

Req321.1:
Full contents of any track are
not retained after

Req3.2.1.2:
Card verification code is not
retained after autherization

Req3.2.1.3:
The personal identification
number (PIN) and the PIN
block are not retained after

the minimum account data authorization i
autherization
Req 3.3.1 Req33.2:
Req 3.3:Sensetive SAD is not retained after Electronilcally stored SAD
—»| authentication data is not —» authorization, even before authorization is
stored after authentication if encrypted and rendered encrypted using strong
unrecoverable after use cryptography
Reg 3.4 Reg 3.4.1 Reg 3.4.1:
Requirement 3: Access to display full PAN PAN is n?aske- dleriEm Prevent relocation and
Protect Stored Account Data and ability copy cardholder copying of PAN when
displayed
data are restricted accessed remotely
- Req3.5.1.2: )
Req 3.5; Req3.5.1 REp il i Use disk-level or partition REPD ] 3'.
. Hashes used to render stored Secure storage of disk-level
PAN is secured wherever it is—»|PAN is rendered unreadable, — level encryption to render .
~ PAN unreadable are keyed or partition level
stored wherever it is stored PAN unreadable on - .
cryptographic hashes authentication details
removable electronic media
Req 36 SEIET Req 3612 Req 3613

Cryptographic keys to protect
stored account data are

—|

Define and implement
procedure to protect
cryptogrphic keys used

Secrete and private keys are
used to encrypt and decrypt

Access fo the celeartext
cryptographic key is

Implement key-management
policies for retirement,
replacement, and distribution
of cryptographic keys

Ir key-

In key- it

T
policies for manual cleartext
key-management operafion

policies to prevent
unautherized substitution

secured protect stored account data stored account data. restricted.
Req 3.7 eg Req3.7.2: Req3.7.3 Req 3.7.4:
Define and implement (1 BT R T E TS Impl: key-r Impl key- it Implement key-management
—> g —> policies and procedures to L e " L
cryptographic key include generation of strong ppolicies for secure distribution policies for secure storage of policies for key changes of
management process cryptographic key of cryptographic keys cryptographic keys expiring cryptographic keys
Iy Req 3.7.6: Req3.7.7

Qualys employs strong security measures to protect the stored data against unauthorized
access, security breaches, and other security threats.

Data stored within the Qualys Cloud Platform is encrypted using the Advanced Encryption
Standard (AES) with a 256-bit key.

Qualys also employs methods like secure key storage using Hardware Security Modules
(HSM), role-based access control, multi-factor authentication, separation of data
environments, network segmentation, and continuous monitoring and auditing.
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Qualys Solution for Requirement 3

PCI Compliance Support for Requirement 3

VMDR, CM, PC, FIM, GAV, CSAM

Req. | VMDR | PC | FIM | GAR | EDR | PM | GAV | GSAM | CM | UD | CertView | WAS
321 | - f , f
32.1.1 , f

32.1.2 , f

3213 , f

33.1 , {

332 , { , {

3.4.2 , f , {

3.5.1 , {

3.5.1.2 , {

36.1.2 {

3.7.1 {

3.7.2 {

3.7.3 {

3.7.4 f

3.7.5 ‘/

3.7.7 f
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PCI DSS Requirement 4

Protect cardholder data with strong cryptography during transmission over open, public
networks: Ensure that cardholder data is protected with strong cryptography over an open and
public network.

Requirement 4:
Protect Cardholder Data with
Strong Cryptography during
Transmission over Open,
Public Network.

Req 4.1:
Processes and
mechanisms fo protect
cardholder data during
transmission

Req4.1.1:

.| Implement and maintain

security polices for
requirement 4

Reg4.1.2:
Define the roles and
responsibilites for
requirement 4

Reg421:

Reg421.1:

Req 4.2: Implement strong Mainkzin inventory of
PAN is protected with | cryptagraphy and secunity trusted kevs and
cryptography during | protocols to safegaurd Y

transmission

PAN during transmission
over open, public network

Req 4212:
Wireless networks
conected to CDE use

certificates to protect PAN
during transmission

Req 4.2.2:
PAN is protected with
cryptography whenever it
is sent via end-user

strong cryptography zseriiir

e Qualys employs comprehensive data encryption practices to secure data in transit and at
rest.

e For data in transit, Qualys uses Transport Layer Security (TLS) and HTTPS to protect data
transferred from your assets and applications to Qualys Cloud Platform. TLS uses strong
encryption protocols and algorithms, such as Advanced Encryption Standard (AES) with
256-bit key.

e Data stored within Qualys Cloud Platform is protected with AES-256, ensuring high-level
security.

e Qualys also employs robust key management practices to generate, store, and protect
encryption keys.

e In addition to these encryption methods, Qualys implements additional security measures
such as access control, data segmentation, and continuous monitoring.

Qualys Solution for Requirement 4 PC, EDR, CertView
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PCIl Compliance Support for Requirement 4

CertView | WAS

3 !
3 !

CAR | EDR | PM GAV | CSAM (CM | UD

v

Req. VMDR | PC FIM

421 wf

4211

42172

"f;‘j
422 wf

v
v

PCI DSS Requirement 5

Protect all systems and networks from malicious software: You must have clearly defined
processes and mechanisms to protect your systems and networks against malware, phishing
attacks, and other security threats. It is also important to continuously monitor and maintain
these processes to provide protection against evolving threats.

Reqg 5.1
Define the processes
and mechanisms to
protect all systems and
networks from
malicious software

Reg5.1.1
Implement and
—>| maintain security
polices for requirement

Req 5.1.2:
Define the roles and
responsibilites for
requirement 5

Req5.2.2: Req5.23.1:

Requirement 5:
Protect All Systems and
Networks from Malicious

Software

Reg 52
Malicious software is
prevented or detected
and addressed

Req521 Deployed anti-malware

Anti-malware software
is deployed on all
system components

software detect
removes, blocks, or
contains all known
types of malware

Req523
System components
that are not at risks are
evaluated periodically

The frequency for

—» periodic evaluation is

defined in entity's
targeted risk analysis

Req 5.3:Anti-malware
mechanisms and
processes are active, ,
mainatined, and
monitored

Req 5.3.1
Anti-malware solution
are updated fo latest

versions

Req 532
Anti-malware software
performs periodic
scans, real-time scans,
land behavioral analysis

Req 5.3.3
For removable media
anti-malware performs
automatic scans and
behavioral analysis

Req 5.3.4:
Audit logs for anti-
malware solutions are
enabled and retaiined

Req 5.3.5:
Anti-malware solutions
can not be disabled or

altered by users

Req 5.4:
Anti-phising
mechinisms to protect
user against phising
attacks

Reg54.1
Procedures and
automated mechanism
are implemented to
protect agains phising
attacks

Qualys provides comprehensive protection for your systems and network against malicious
software through an integrated Cloud Platform service. To learn more, check out the following

points.
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e Qualys employs malware detection capabilities to scan for known malicious software on
endpoints and servers.

¢ Qualys threat intelligence keeps your systems protected against the latest malware trends
and threats.

Qualys Solution for Requirement 5 VMDR, CM, PC, FIM, EDR, SCA, PM, UD, CertView,
GAV, CSAM

PCIl Compliance Support for Requirement 5

Req |VMDR| PC | FIM | CAR | EDR | PM | GAV |CSAM| CM | UD | SCA | WAS
521 | ~f 44 /

522 | f /

523 V4 V4 /

5251 | of

531 | o | | A4 /

532 | o / /

533 | /

534 VARV 4 V4

5.4.1 v
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PCI DSS Requirement 6

Develop and maintain secure systems and software: Security vulnerabilities risk payment data.
Regularly install vendor-supplied patches and follow secure coding practices. Ensure timely
updates based on risk analysis and manage system changes securely. Protect public-facing

applications against attacks.

Requirement &:
Develop and Maintain
Secure Systems and

Software

Qualys ensures the maintenance of secure systems and software for customers through proactive
monitoring, automated tools, compliance enforcement, and continuous improvement practices.

v

'

Req 8.1:
Define the proceszes and

> mechanisms for

developing and
maintaining secure
systems and software

Reqf.1.1
Implement and maintain security
policies for requirement &

Reg@.1.2
Define the roles and responsibilities|
for requirement &

Req 8.2:
Bespoke and custom
software are developed

Req6.2.1
Bespoke and custom software are
devel oped securely based on
industry standards

Req@.2.2
Training for software development
perzonne

ReqB.2.3
Bespoke and custom software are
reviewed before release

securely
Req6.24
Implement soitware engineering
techigues in development to migate
common sttacks
Req 6.3.2 -
Req 6332
Req 8.2 Req6.2.1: Inventory of custom software, All system c:‘c»oonar-ls o
. . . Security vulnerabiltes are identified bespoke software, and third-party R pan
Security ies arz protected against known

identified and addressed

and managed based on standard
industry practice

components is
maintained

wvulnerabilities by patching and
updates

Req 6.4:
Public-facing web
applications are protected

Req6.4.1
For public-facing web apps. new
threats and vulnerabilities are

Req@.4.2
For public-facing web apps,
automsted solutions are deployed
to detect and prevent web-based

Req6.43
Methods are implemented to check
suthorization, ensure the integrity,
and maintsin an inventory of ai

agsinst attacks addressed on ongoing basis
sttacks payment page scripts
Req 8.5: Req 6.5.2: Req 6.5.3:

Changes to all system
'components are managed
secursly

Reg 8.5.1:
System components are made as
per standard proceduras

Confirm the PCI DSS requiremets.
after completion of significant
change

Fre-production environments are
separated from production and
aecass control is enforced

Reqg 8.5.4:
Roles and functions are separsted
between pre-production and
production

Req 6.5.5:
Live PANS are not used in pre-
production environments if they are
not part of COE

Req 6.5.8:
Test data and test accounts are
removed from production before
deployment
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You can leverage the following Qualys services to develop and maintain secure systems and
software.

Qualys provides detailed reports and analytics to help customers understand their security
posture and track improvements, including:

e Real-time visibility into security status and trends.

e Detailed reports to demonstrate compliance with various regulations and standards.

Qualys Solution for Requirement 6 VMDR, CM, PC, FIM, WAS, SCA, PM, CAR, CertView,
Admin, GAV, CSAM

PCIl Compliance Support for Requirement 6

Req. | VMDR | PC FIM | CAR | Admin | PM GAV | SCA | CM UD WAS

6.2.1 /
631 | l
6.3.2 l
633 | f /'
6.4.1 f f
6.4.2 v 4 V4
6.4.3 ,f
6.5.2 /
6.5.3 / f
6.5.4 {
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PCI DSS Requirement 7

Restrict access to cardholder data by business need-to-know: Ineffective access control can allow

unauthorized access to critical data. Implement systems restricting access based on need-to-know

and least privileges to authorized personnel, aligned with job responsibilities. Access control
processes must be clearly defined and managed.

Requirement 7:
Restrict Access to System
Components and
Cardholder Data by
Business Need to Know

Req 71
Define the processes and

Req7.1.1:
Implement and maintain

Req 7.1.2:
Define the roles and

appropriately defined and

managed via an access

including privileged users
based on requirements,

mechanisms to restrict  —»| - o
access to cardholder data security polices for responsibilites for
and system components requirement 7 requirement 7
Req72 Req7.2.1:
Access to system Access to system A ; e _T.Q.Z.t R qu 7.2|'3'
components and datais — components and data is e DEEIIE VIS, S Pualay = EhE

approved by authorized
personnel

assigned. control system(s).
Req 7.2 4: All user accounts Req ) S T2
All application and system All user access to query
and related access privileges, i
. B 7 accounts and related access repositories of
including third-party/ vendor
privileges are assigned and stored cardholder data is
accounts, are reviewed .
managed restricted
Req 7.3 Req 7.3.1: Req7.32:
Access to system An access control system(s) is q 7.3 Req 7.3.3:

components and data is
managed via an access
control system(s).

—»|

in place o restricts access
based on a user’s need to
know.

The access control system(s)
is configured to enforce
permissions

The access control system(s)
is set to “deny all’ by default.

¢ Qualys ensures restricted data access based on the business need-to-know principle

through a combination of robust access control mechanisms.

e Qualys employs strategies like detailed role-based access policies, granular permissions,

continuous monitoring, and maintaining detailed audit logs.

Qualys Solution for Requirement 7

CM, PC, Admin
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PCIl Compliance Support for Requirement 7

Req. VMDR | PC FIM |CAR |EDR |PM |GAV |CSAM |CM |UD |SCA |Admin
7.2.1 / 4
7.2.2 / /7
7.2.3 V4
7.2.4 V4
7.2.5 4 V4
7.2.6 7 V4
731 4 V4
7.3.2 / V4
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PCI DSS Requirement 8

Identify users and authenticate access to system components: Allocate unique identification to
each account so that actions performed on critical data can be attributed to the known and
authorized users. It is also important to implement and maintain strong authentication
mechanisms and policies, such as multi-factor authentication.

Requirement 8:Protect
Stored Account Data

Req 8.1: Req 8.1.1: Req8.1.2:
Define the processes Implement and maintain Define lhg rgles and
and mechanisms for security polices for responsibilites for

authentication requirement 8 requirement 8

Reg 8.2:
User identification and Req8.2.1 Req 82 2: Req823
related accounts for All users have a unique ID Group, shared, or generic Addition, deletion, and

users and before access to system accounts should only be used modification of credentials

administrators are compaonents when neccessary should be approved
strictly managed
Req 8.2.5: Req 8.2.8:
Access for terminated users Inactive user accounts are
is immediately removed or disabled within
revoked. 90 days of inactivity

Reqg 8.3: Req 8.3.1 Req 8.3.2:

Strong authentication q .21 Strong cryptography is used Req8.3.3
All user access to system 3
for users and to render all authentication User identity is venfied before
— —* compenents for users and
factors unreadable modifying any

administrators is
established and

administrators is
authenticated

during transmission and

authentication factor.

—authentication (MFA) is
implemented to secure
access into the CDE

—]

console access into the CDE
for personnel with
administrative access

managed. storage
X Req838
e 834 Req 835: Authentication policies and
Invalid authentication attempt :
. Set/Reset unique the procedures are documented
is prevented by lockout .
) passwords and passphrases and communicated to all
option
users
Req 8.4: Req 8.4.1: MFAIs
- Req8.4.3
ulti-factor implemented for all non- Req 8.4.2: MFA is implemented for all

MFA is implemented for all
access into the CDE.

remote network access
originating from outside.

Req 8.5:
Multi-factor
—| authentication (MFA)
systems are configured
to prevent misuse.

Req8.5.1:
MFA can not be bypassed,
must have at least 2 layers
for authentication

Req 8.6:
Use the proper

credentials for user
accounts and
applications

—> Interactive login is prevented

Req86.1:

unless needed

Req 86.2:
Passwords /passphrases for
interactive login are not
hardcoded

Req863
Passwords/ passphrases for
any application and system

accounts are protected
against misuse
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Qualys helps you implement comprehensive user authentication mechanisms to safeguard your
critical data in any security situation. The following Qualys Services can help you meet this

compliance requirement.

Qualys Authentication APIs provide secure authentication for integration with other

systems through a secure API key management system and an industry-standard

regulatory protocol like OAuth2.0.

Qualys also employs policies such as session management, account lockout mechanism,
audit logs and monitoring, and periodic access review.

These practices protect your data and system components against unauthenticated intrusions.

Qualys Solution for Requirement 8:

CM, PC, Admin

PCIl Compliance Support for Requirement 8

Req.

VMDR

PC

FIM

CAR

EDR

PM

GAV

CSAM

CM

UD

SCA

Admin

8.2.1

8.2.2

/7

8.2.4

8.2.5

8.2.6

83.1

8.3.4

8.4.1

8.4.2

8.4.3

NENDNN NN

8.6.1
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PCI DSS Requirement 9

Restrict physical access to cardholder data: Physical access to cardholder data or to the systems

that store, process, or transmit this data should be completely protected against unauthenticated

physical intrusion by malicious actors. Implement policies and mechanisms to access, store, and

destroy media associated with cardholders and protect point-of-interaction

tampering.

Req 9.1
Define process and
mechanism for restricting
iphysical access to cardholder|
data

—

Req9.1.1
Implement and maintain
security polices for
requirement 9

Req9.1.2:
Define the roles and
responsibilites for
requirement 9

Req 9.2
Physical access controls

Req9.2.1:
Appropriate facility entry

devices from

Req 9.2.2:
Physical and/or logical
controls are

Req 9.2.3:
Restricted access to wireless

Req 9.2.4:
Access to consoles in

——|

. —>» controls are in place to
manage entry into facilites restrict physical access to implemented to restrict use of] laccess points, gateways, and sensitive areas is restricted
and systems systems in the CDE. publicly accessible so on via locking when not in use
network jacks.
Req 9.3: Req 9.3.1: Procedures are Req 9.3.4
Physical access for implemented for Req0.3.2: Avisitor log is used to
personnel and visitors is —»  authorizing and managing Procedures are implemented maintain a physical record of

authorized and managed.

physical access of personnel
to the CDE,

Requirement 9:

for authorizing and managing
visitor access to the CDE

visitor activity within the
facility and within sensitive
areas

Restrict Physical Accessto —»
Cardholder Data

Reg 9.4:
Media with cardholder data is
securely stored, accessed,
distributed, and destroyed

—

Req9.4.1
All media with cardholder
data is physically secured

Req 9.4.2:

All media with cardholder
data is classified in
accordance with the

sensitivity of the data.

Reg 9.4.3: Media with
cardholder data sent outside
the facility is secured.

Req 9.4.5.
Inventory logs of all electroni
media with
cardholder data are
maintained

Req 9.4 6:
Hard-copy materials with
cardholder data
are destroyed when no
longer needed

Req9.4.7:
Electronic media with
cardholder data is destroyed
when no longer needed

—

Req 9.5:

Paint of interaction devices
are protected from tampering
and unauthorized
substitution.

—

Req9.5.1
POI devices are protected
from tampering and
unauthorized substitution

While Qualys focuses on digital security, organizations must implement physical security controls
to restrict access to areas where cardholder data is stored.
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PCI DSS Requirement 10

Log and monitor all access to system components and cardholder data: Implement the policies
and mechanisms to monitor all access and maintain logs for tracking and evaluation.
Organizations must set up an alert mechanism to report the failure of critical security controls.
Also, ensure that all the access logs are protected from unauthorized destruction and

modifications.
RETIDE Req10.1.1 Req 10.1.2
e Implement and maintain Define the roles and
> mechanismstologand — P y
security polices for responsibilites for
monitor access to cardholder
requirement 10 requirement 10
data
Req 10.2. Req10.2.1 Req10.2.2:
Audit logs are implemented Audit logs are enabled Audit lags record all the
—| to support the detection of —{ and active for all system 9
. o details for each auditable
anomalies and suspicious components and e
activity cardholder data.
Req 103 Req10.3.1 Henillas Req 10.33 e iaar
’ Audit log files are . Use file integrity
Audit logs are protected from Read access to audit logs Audit log files are promptly
—> . —> : protected to management and change
destruction and unauthorized files is limited to those with| backed up to a secure 5
N N prevent modifications by detection system to prevent
modifications. a job-related need . . storage N .
individuals. tampering of audit log files
Requirement 10: Req 104 Req 10.4.3:
Log and Monitor Al Audit logs ;re n‘ev‘iewed o Req 10.4.1 Exceptions and anomalies
Access to System y 9 — Review the critical logs at identified during the
identify anomalies or
Components and cuspicious activi least once daily review process are
Cardholder Data P ty addressed
Req 10.5: Req 10.5.1
—| Audit log history is retained Retain audit log history for
and available for analysis at least 12 months
Req 10.6: Time- R LI Req 10.6.2: Req 10.6.3:
- - System clocks and time . A
synchronization mechanisms B Systems are configured to Time synchronization
— — are synchronized using
support consistent time the correct and settings and data
time-synchronization
settings across all systems. consistent time are protected
technology.
Req 10.7. Req10.7.1
Failures of critical security Failures of critical security
——>|control systems are detected,—>  control systems are
reported, and responded to detected, alerted, and
promptly addressed promptly

Qualys Solution for Requirement 10 VMDR, CM, PC, FIM, SCA, PM, UD, GAV, Admin
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PCIl Compliance Support for Requirement 10

Req. | VMDR | PC | FIM | CAR | EDR | PM | GAV | CSAM | CM | UD | SCA | Admin
10.2.1 . / _ / _ /
10.2.2 _ / | 7

103.1 _ /
103.3 _ /

103.4 _ /

10.4.1 _ / _ /

1042 | & / _ /

10.6.3 _ /
107.1 . / . /
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PCI DSS Requirement 11

Test the security of systems and networks regularly: Organize the test procedures to ensure all
the security policies and mechanisms are effective and up to date. This includes testing all the
systems and networks, identifying both internal and external vulnerabilities, regularly performing
penetration testing, and detecting and responding promptly to unauthorized changes to critical
system files and software.
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Requirement 11:
Test Security of
Systems and Networks
Regularly

Qualys Solution for Requirement 11

i

i

Req 11.1:
Define the processes and

Regq 11.1.1

Req 11.1.2

mechanism to regulary Implement and maintain securty Define the roles and responsibilities|
test system and network policies for requirement 11 requirement 11

security

Regq 11.2:

Identify and manitor
‘wireless access points.
and sddress unauthorized
ones

Req 11.2.1
Authorized and unauthorized
wireless acoess points are
managed.

Reg 11.2.2
An inventory of authorized access
painis is maintained

Req 11.3:
Identiy, pricritize, and

Reqg 11.3.1:
Perform internam vulnerekility scan

Reg 11.3.3

Reg 11.3.4

—® =ddress intzmal and N o . Manage sll other applicable Perform internal vulnersbity scan
to identify high-risk and critical h o !
external vulnersbilities s vulnarshiliiss vis suthantication scanning
regularly
Req 11.3.4 nEE Req 11.3.4
Perform intemal vulnerability scan . o R . Perform extemnal vulnerability scan
=M= Perform extemsl vulnerability scan. =
sfter significant change sfter significant change
Req 11.4:
% Req 11.4.2 Req 11.4.3
Perform intemal and Req 11.4.1 ) ) )
X Internal penetration testing is Externsl penetration testing is
—® externsl penetration Define, document. and implement

testing and address

exploitable vulnerabilities

penstration testing methodalogy

performed periodically by qualified
rasource

performed periodically by qualified
resource or third party

Req 11.4.4
Exploitable vulnersbilities found
during penetration testing are
comrected

Req 11.45
n case of segmentstion of CDE
from network, cerform testing on
segmentstion control

—

Req 11.5:
Network intrusion and

Req 11.5.1:

Req 11.5.2;

unexpected file changes Intrusion detection and prevention Change detection mechanism is
are defected and measure are in place deployed
addressed
Reg 11.6.1:
Req 11.5: =

Unsuthorized changes an

payment pages are
detected and responded

A change and tamper-detection mechanism
s deployed to alert on HTTP header
for unsuthorized chenges snd evsluste

HTTP headers of payment pages

PCIl Compliance Support for Requirement 11

VMDR, CM, PC, WAS, EDR, PM, GAV, CSAM, WAS

Req.

VMDR

PC

FIM

CAR | EDR | PM GAV | CSAM

UD | WAS

Admin

11.2.1
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Req.

VMDR

PC

FIM

CAR

EDR | PM

GAV

CSAM

CM

UD

WAS

Admin

11.2.2

11.3.1

11.3.1.1

11.3.1.2

11.3.13

11.3.2

11.3.2.1

11.4.4

11.5.1

11.5.2

11.6.1
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PCI DSS Requirement 12

Support information security with organizational policies and programs: Implement a strong
information security policy to ensure that all stakeholders involved in maintaining the
organization's security are aware of the security risks and PCI DSS compliance policies. The policy

should be thorough and identify, report, and remediate any security incidents.

Req 12.1 Req 12.1.2 Req 1214
A comphrehensive an uver:iegeﬁrﬂ\j olicy s Information security policy is The seiler? 12;“3 — Responsibility for information
information security —» DEEEy reviewed at least once every ELe by security is formally assigned
established, published, defines information security to a Chief Information
policy that is known 12 months and updated as
e implemented, and maintained T roles and responsibilities Security Officer
Req 12.2
Define and implement Ry (22
net Document and implement
acceptable use policies —»| -
e —— acceptable policies for end-
technologies user technologies
Req12.3 Req 1234
5 Req 12.3.1 Req 12.3.2 Req 12.3.3 q
r?:f"k;,‘y"igii;g: Each PCI DSS requirement Atargeted risk analysis is Cryptographic cipher suites Hardware and software
: that provides flexibility is performed for each PCI DSS and protocols in use are technologies in use are
evaluated, and reviewed
supported and documented requirement documented and reviewed
managed
Req 12.4.1
Req 12.4 Responsibility is established Req 12.4.1
PCI-DSS compliance is—»{by executive management for| Performance reviews at least
managed the protection of cardholder once every three menths
data
Req 12 5. Req 125.1
Scope of PCI-DSS Inventory of system Req 1252
complianceis  —» components in use with PCI-DSS scope is
documented and function/use is maintained documented and confirmed
validated and regularly updated
. y Req 1262
FeqEarl ST Rz (20 Security awareness program Req 126.3;
Information Security with Security awareness Req 12.6.1: Implement formall e o el e o e
Organizational Policies and education is an security awareness program ty <
e every 12 months and for personnel
g ongoing activity for all personell
updated
Req 12.7:
Personnel are Req 1271
screened to reduce ——>{ Personnel who would have
risks from insider access to CDE are screened
threats
Req 12.8: Req 12.8.4
Risk to information R Req 1282 Req 1283 implement a program fo
n Prepare the list of all third plement a prog
assets from third-party | | arty service providers with Writtne agreements and Implement an established monitor third party service
service provider P P acknowledgements from all process for engaging with roviders PCI DSS
wheom the account data is =
relationships is e third party service providers third party service providers compliance
managed
Req 1285
Maintain information about
responsible TPSPs and entity|
for PCI DSS compliance
Req 12.9:Third-party Req 12.9.1 Req 12.9.2:
service providers a . TSPSs support their
TSPSs acknowledgement of
supports their - onsibility to protect customer request for
customer's PCI DSS e o information to meet Req
compliance 1284 and 1285
Req 12.10
Suspected and Req 12.10.1 Req 12.10.2. Req 12.10.3. Req12.10.4
confirmed security An incedent resposnse plan Review and test incident Designated security personal Periodic training of incedent
incedentes that could exists and ready to be response plan at least once are available 2477 for response personnel
impact CDE are implemented every 12 months incedent response
immediatly responded

Req12.10.5
The security incident
response plan monitors and
responds to alerts
from security monitoring

systems

Req 12.10.6

Incedent response plan is

modified and evolved as
required

Req 12.10.7
Implement security incedent
respsonse if stored PAN data
is found at unexpected
places
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Qualys Solution for Requirement 12

CM, PC, FIM, EDR, SCA, PM, GAV, CSAM

PCI Compliance Support for Requirement 12

Req. VMDR |PC | FIM |CAR |EDR |PM | GAV | CSAM |CM | UD |SCA | WAS
12.2.1 | /

12.3.2 ”f . /

1233 | f ' f 7/

12.3.4 /

12.5.1 P ANy 4

12.10.1 { 4

12105 W | AN 4 /7 .f
12.10.7 : f /7
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