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This new release of the Qualys Enterprise TruRisk™ Platform (PA/PC) includes improvements to
Policy Audit/Policy Compliance.

What’s New?

Qualys Policy Audit/Policy Compliance (PA/PC)

Improved Data Collection for Compliance Reports
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Improved Data Collection for Compliance Reports

Previously, generating a compliance report could take weeks to complete, making it difficult for users
to access timely compliance trend data.

With this release, we have introduced a new preference, Enable Policy Trend Data Population. When
enabled, this preference significantly speeds up data processing, allowing users to generate
compliance reports with complete trend data for all previous dates more efficiently.

Once the preference is enabled:

e Manager and Auditor users can view the full trend data in their compliance reports.
o All other users will see a note indicating that detailed trend data is only available to Manager
and Auditor users.

o If the preference Enable Policy Trend Data Population is not enabled, the existing workflow is
followed for data computation, and all users can view the compliance report with complete
trend data.

e Toenable the preference, contact Qualys Support or your Technical Account Manager (TAM).

Generate a Compliance Report with Trend Data
1. Navigate to Reports > Reports.
2. Select New > Policy Report.
The Policy Report window is displayed.

New Policy Report

Use the following form to create a new policy report.

Report Details

Title: Security Technical Report
Report Template: * Policy Report Template v | " Select
Report Format: * HTML pages v

Report Source*

Select a policy to draw data from.
Policy DISA Security Technical Implementation Guide (STIG) for Red Hat Enterp v

Include:
@ All Assets in policy () Select Asset Groups in policy () Select IPs in policy () Single Instance () Select Asset Tags

Note: This report includes trend data for Manager and Auditor users.
Teport wi ssefs in policy cannot be generated If ihe user is a sub-user and the Asset Tag Scoping is enabled.

Report Options

[ Scheduling

3. Enter the required details.
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4. In Report Source, select the Policy to draw data.

Under Include, select the All Assets in policy radio button.

6. Click Run.
The report generation is initiated.
If the Enable Policy Trend Data Population preference is enabled, the report is generated
successfully within minutes with complete trend data.

v

Pass Criticality Summary Fail Criticality Summary
@ URGENT 15.48% (13 of 84) @ URGENT 9.09% (1 of 11)
@ CRITICAL 22.62% (19 of 84) @ CRITICAL 27.27% (3 of 11)
@ SERIOUS 57.14% (48 of 84) ® SERIOUS 54.55% (6 of 11)
MEDIUM 4.76% (4 of 84) MEDIUM 9.09% (1 of 11)
© MINIMAL 0.00% (0 of 84) © MINIMAL 0.00% (0 of 11)
UNDEFINED 0.00% (0 of 84) UNDEFINED 0.00% (0 of 11)

— Trend Summary

Trend Start Date: 0512112025
Technologies: 3 (Windows 2008 Server, CentOS 5.x, CentOS 7.x)
Total Passed Total Failed Total Error Total Control Instances
83 (87.37%) 12 (12.63%) 0 (0%) 95
Approved Exceptions Pending Exceptions Active Hosts Controls
0 0 3 100

The following pie charts display the number of control instances and their states on the trend start date.

Note: For all users (except Manager and Auditor), a note is displayed here highlighting that the
trend summary data is available only to Manager and Auditor users.

Pass Criticality Summary Fail Criticality Summary

@ URGENT 17.84% (48 of 269) @ URGENT 66.67% (4 of 6)
@ CRITICAL 38.29% (103 of 269) @ CRITICAL 16.67% (1 of 6)
@ SERIOUS 37.17% (100 of 269) @ SERIOUS 0.00% (0 of 6)
MEDIUM 6.69% (18 of 269) MEDIUM 16.67% (1 of 6)
© MINIMAL 0.00% (0 of 269) ® MINIMAL 0.00% (0 of 6)
UNDEFINED 0.00% (0 of 269) UNDEFINED 0.00% (0 of 6)

— Trend Summary

Note: Trend summary data is available only to Manager and Auditor users.

Control Statistics (Percentage of Hosts Passed per Control)

— 1. Controls
Order Control ID Statement % Criticality
11 1045 Status of the 'Clipbook’ service (startup type) NA
12 1048 Status of the 'Shutdown: Clear virtual memory pagefile’ setting 100% (1 0f 1)
13 1052 Status of the 'Devices: Allowed to format and eject removable media' setting (NTFS formatted devices) 100% (1 of 1)
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