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Here is what you get with Qualys EDR 1.0.1!

Roles and Permissions

Added Certificate Information for File Events
Malware Details added to Event Datalist report
Event Tree for File and Registry Events
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Roles and Permissions

With this release, we introduce new EDR roles and associated permissions. Depending on the
roles and permissions assigned, the user can perform actions like creating, editing, or deleting
rules and actions.

Using the Administration module, the Manager user for the subscription can assign these roles
and permissions for all the other users.

Note: EDR users created before version 1.0.1 will continue to have the same permissions.
Manager: A user with the Manager role is considered a super-user and has all the available
permissions. They have full privileges and access to all modules in the subscription. Only users
with Manager role can create other users and assign roles.

EDR User: By default, the EDR users have EDR Ul permissions only.

EDR Analyst, EDR Incident Responder, and EDR Manager: By default, these users have EDR Ul
and Alerting permissions.

Note: The Manager user can customize the permissions for all the roles.

Example: The default permissions for EDR Manager:

Role Edit: EDR Manager Tum helptips: On|OFf %
Edit Mode Edit permissions for this role
Role Details
M Role Permissions by Modules (8) Remove All
Remove
Actlon Log ﬂ Endpoint Detection and Response

¥ Alerting Permissions (7 of 7)

Alerting Access

Create, Edit, Delete your own Action
Edit any Action

Delete any Action

Create, Edit, Delete your own Rule
Edit any Rule

Delete any Rule

Name Description ¥ EDR Permissions (1 of 1)

EDR UI Access
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Example: As the EDR user has Ul access permission only, the user can only see the User Activity
tab under Responses.
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Role Edit: EDR User
] Usar Manager Edit Mode Edit permissions for this role.
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Added Certificate Information for File Events

We have now added certificate information for the file events. This information will help you
verify the authenticity of the file on which an event is registered.

Want to view the certification information for a file event? Select the required file event from the
Hunting tab. Click Quick Actions > Event Details and scroll to the Certificate section.
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Malware Details Added to Event Datalist Report

To give you more information about the detected malware, we have now added the following
three columns to the Event Datalist report.

e INDICATOR_SCORE
o MALWARE_FAMILY
e MALWARE _CATEGORY

Download formats
Choose from available formats and click Download. Once the data is available, the dewnload will begin
automatically.

Available download formats
® & Comma Separated Value (GSV)

Select the timezone 1o use for dates included in the report *

(GMT 08:30) India Standard Time (1ST AsiaKolkata)

]EVENT_ID RESPONSE RES!

DST_PORTDST_FQDIPROTO  REG_KEY REG_VALLREG_ASSET_HOSTNAME ASSET_|P4 I INDICATOR_SCORE MALWARE_FAMILY MALWARE_CATEGORY
RTP_Ob83a56d-879b-4ade-9446-c

APD-FTP-W7-64-1.gbaslab.com 3
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Event Tree for File and Registry Events

To give you a detailed picture about the events related to a File and Registry events, we have
added the event tree for File and Registry events.

Example: Registry Event Tree

&~ Mapping

+ —o— —

0 Mutex 23

9 Registry 1 & HKU\S-1-5-21-3280220440-

9 iexplore.exe e

Example: File Event Tree

¢— Mapping
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e setup.exe e 0 File 1@ old_chrome.exe
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