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CYBER SECURITY
AND IMPORTANCE



WHAT IS CYBER SECURITY?

Cybersecurity is the practice of protecting systems, networks, and programs from digital attacks. These
cyberattacks typically aim to access, alter, or destroy sensitive information, extort money from users, or
disrupt normal business processes. While some components of cyber security are designed to strike first,
most of today's professionals focus more on determining the best way to defend all assets, from computers
and smartphones to networks and databases, from attacks.

Cyber security has been used as a catch-all term in the media to describe the process of protection against
every form of cybercrime, from identity theft to international digital weapons. These labels are valid, but they
fail to capture the true nature of cyber security for those without a computer science degree or experience in
the digital industry.

WHY IS CYBERSECURITY IMPORTANT?

In today’s interconnected digital world, everyone benefits from advanced cyber defense programs. On an
individual level, a cybersecurity attack can result in anything from identity theft to extortion attempts to the
loss of important data such as family photos. Everyone relies on critical infrastructure such as power plants,
hospitals, and financial service providers. Securing these and other organizations is essential to the
functioning of our society. A single security breach can result in the exposure of millions of people’s personal
information. These security breaches have a strong financial impact on businesses and lead to the loss of
customer trust. Therefore, cybersecurity is very important to protect businesses and individuals from
spammers and cybercriminals.

TYPES OF CYBERSECURITY THREATS

Common cyber threats are:

e Malware such as ransomware, botnet software, RATs (remote access Trojans), rootkits and bootkits,
spyware, Trojans, viruses and worms.

e Backdoors, which allow remote access. Formjacking, in which malicious code is inserted into online forms.
e Cryptojacking, in which illegal software is installed to mine cryptocurrencies.

* DDoS (Distributed Denial of Service) attacks, in which servers, systems, and networks are flooded with
traffic to take them offline.

* DNS (Domain Name System) poisoning attacks, in which DNS is compromised to redirect traffic to
malicious websites

e Phishing is the practice of sending fraudulent emails that resemble emails from reputable sources.

* Social engineering is a tactic that adversaries use to trick you into revealing sensitive information.


https://www.simplilearn.com/why-cyber-security-critical-to-organization-article
https://www.nerdwallet.com/blog/identity-theft-and-cyber-security/?creditsidebar
https://www.csoonline.com/article/3268976/nation-state-attacks-the-cyber-cold-war-gets-down-to-business.html

TYPES OF CYBER SECURITY?

Infrastructure Security

Infrastructure security is the practice of protecting critical systems and assets from physical and cyber
threats. From the perspective of IT, this typically includes hardware and software resources such as end-user
devices, data center resources, network systems, and cloud resources.

Network Security

Network security involves addressing vulnerabilities in your operating systems and network architecture,
including servers and hosts, firewalls and wireless access points, and network protocols.

Cloud Security

Cloud security is concerned with securing data, applications, and infrastructure in the Cloud.

IoT (Internet of Things) Security

loT security is about securing smart devices and networks connected to the 10T. |oT devices include things
that connect to the Internet without human intervention, such as smart fire alarms, lights, thermostats, and
other devices.

Application Security

Application security involves addressing vulnerabilities resulting from insecure development processes in
designing, coding, and publishing software or a website.

THE CHALLENGES OF CYBER SECURITY

Cyber Security is becoming a severe issue for individuals, enterprises, and governments alike. In a world
where everything is on the internet, from cute kitten videos and our travel diaries to our credit card
information, ensuring that our data remains safe is one of the biggest challenges of Cyber Security.
Implementing effective cybersecurity measures is particularly challenging today because there are more
devices than people and attackers are becoming more innovative. Mitigating cybersecurity risks to your
organization can be challenging. This is especially true if you have transitioned to telecommuting and have
less control over employee behaviors and device security. An effective approach must encompass your entire
IT infrastructure and be based on regular risk assessments.

BENEFITS OF CYBER SECURITY

The following are the benefits of implementing and maintaining cybersecurity:

© Cyberattacks and Data Breach Protection for ©@ End-user and endpoint protection.

Business. .
©@ Regulatory compliance.

© Data and network security are equally protected o )
©@ Continuity of operations.

©@ Unauthorized user access is prevented.

© Faster recovery is possible after a security breach.


https://www.itgovernance.co.uk/cloud-security

HOW DO WI-FI HACKS HAPPEN, AND WHAT DOES IT
MEAN TO YOU ?

SNIFFING

This involves a malicious actor using readily available software to intercept data being sent from, or to your
device

Example Scenario

You are at a local coffee shop using free Wi-Fi to login to an email
account that doesnt encrypt your login credentials.

A malicous actor is sitting in his car outside, using a free software to
capture the information you submit. He is able to access your account

information and potentially uses the same data to access your account,
such as online banking or online shopping

SIDEJACKING

This attack involves sniffing data packets to steal session cookies and highjack user’'s session. These cookies
can contain uncryted sensitive data, even if site is secure

Example Scenario

‘3 ? / T 3 You are on your social networking site and suddenly your status is
« B = - - updated without you doing soWhen you started that browser session
. and hacker was eavesdropping and hijacked your session. While she

doesnt necessarily hace your password, she can impersonate you during
your open session to access messages and send information to contacts

EVIL TWIN

This is a rogue Wi-Fi network that appears to be a legitimate network. When users unknowingly joins the
rogue network the attacker can launch a man-in-the-middle attack, intercepting all data between you and the
network

Example Scenario

You are the airport, waiting for your flight. You take advantage of the
free Wi-Fi but there are multiple networks to join. You choose the one
with the best connection un-aware that its a rogue Wi-Fi network
created by a hacker. Once connected he installs malicious software and

steals your sensitive data



ABOUT

« Malvertising ( Malicious advertising ) is the attack via online/web advertisements to spread malware.
These ads spread malware through a legitimate website.

* These malware ads look authentic but once clicked upon they re-direct the user to a malicious website or
install the malware in the user’s device.

HOW DOES IT WORK?

* Malvertisements are distributed via the same methods as normal online advertisements. Infected graphic
files are submitted to a legitimate advertisement network with hopes that the advertiser won't be able to
differentiate between trustworthy ads and harmful ones.

* You can fall victim to malvertising by either clicking on an infected ad or even by visiting a website that is
home to corrupted ads.

BEWARE IN ACTION

Nothing catches the eye like a stunning visual online advertising. The image stops a potential user in their
middle of work, draws them in, and allows the user to get trapped in the cyber attack.

e Advertising of Flash games. ¢ Advertising of Online dating.

« Advertising of Free downloads/ software. e Advertising of obscene content

¢ |llegal streaming e Popup claiming your device is infected.
* Advertising of Not safe for work content. » Advertising of free coupons/discounts.

HOW TO PROTECT YOURSELF

* Use an ad blocker plugin in your browser to block all ads while you're browsing. This way there won't be
any uncenescessary ads.

« Avoid Clicking on too-good-to-be-true Google or Facebook/ social media ads.
e Ignore Web pop-ups that say software is out-of-date or prompting to install antivirus.

* As a general rule, you should resist clicking on ads, no matter how credible the site
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Always check the
authenticity of the person
before accepting friend
requests online
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Avoid unknown links that
offer anti-virus or anti-
spyware services online
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Beware of software
that are available
for free
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Ensure “block popup
windows” is enabled in
your browser settings

Do not install
unauthorized
software

et off AivedaR &t
SISAIS T & forw
HRHE 3R UTHIOTS
AgHTSE BT IYART B |

N
° -

Use trusted and authentic
websites for downloading
any software
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Be cautious while
downloading any software
received through email
attachment
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Check the validity of the
certificate for a website and
its issuer before proceeding

with downloads
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Beware of the files
received through
Bluetooth
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Activate Safe

Search in your
browser Settings
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Beware of posting critical
personal information
while accessing online
services
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Remember to track and
unsubscribe unwanted
online services which have
auto renewals enabled
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Avoid using currency symbols
in text based emails, instead
use three-letter currency
indicators like (USD, INR) to
avoid spam filters
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Always prefer the maximum
key size supported for
encryption by access point
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Avoid sending
sensitive data
in emails
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Never reply to
lottery e-mails
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Use strong
passwords and
never share them
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Ensure using different
passwords for different
online services




Secure Password Practices

Your password is your first line of defense
in Cyber Security .

1. Create strong password Password (Feve )
08 to 10 characters,

2 Uppercase characters / \ y—
il @), )

I 9pecial character.

Just this Ioasically caoh maoke o
assword str and complex,
t this should not be common
ke PassworDEI23

2. Avoid easy guess 3. Use a password

Nf"‘w:v' use il' >ONA) munﬁgefs
Sgpnse Rl Password managers as
ch ens name :f-w’ _l a means oF pr‘achclna
2 pet's name) thal high level of ‘
AL ”‘“-’1"““ acaqy and to help keep their
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oetain sanity. With password
» _ managers, you only need
Ay Sl 2l remember one
g a password password as a

passwor‘d
stores password for

4. Use different passwords
for different accounts

It con be tempting to use the same password for
every account, however this makes it easier for
hackers to break into a multitude of accounts
DIVEI"GP‘:Y your pa«;c;wordg by using a dif-ferent
passwords for every account.



5. Secure your
mobile phone 6. Replace passwords

With the growing use regu'ﬂr‘g

of mobile phones to

conduct business, or it can also be +emp+ina /
access company to keep the same old
sensitive infFormation passwords for years.
are becomlna a major or reuse as a hew
couse of concern’in passwords. However,
the security chan m? passwor‘ds
community. Securin regularty is a 3qod
your phones with a pasf—;wor‘d practices.
stron Pa«;sword or

use f—lngerprlm
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7. Change password when
employer leaves company

Do not let former employees hack. or gain
uhauthorized access into business accounts By
making it common practice to change pae;words
when an emp\o\/ee leaves the company

8. Do not write, store and share
your password for any reason

Password must not be inserted
into email mess or must not be
share in any other form of
electronic communication. Do not
write password down and store
them anywhere in your ofFice.

Any employee Found to have violated this guidelines may be f;ubjec’red
to disciphnary action.



