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Introduction

With the Cloud Agent as Passive Sensor (CAPS) feature, the Qualys Cloud Agent can collect the
data in the subnet passively without any active probing of the device that it is monitoring. The
Cloud Agent can monitor all network traffic and flag any asset activity. You can add one or more
domains to detect whether the asset is on or off-premises.

The Cloud Agent listens to broadcasts and multicasts traffic for building the asset inventory and
fingerprinting the operating systems and the device information of the assets. CAPS currently
supports analysis of the following protocols —DHCP, ARP, NetBIOS, SSDP, mDNS.

The asset metadata is sent to the Qualys Cloud Platform for analysis, with which you can
classify the unmanaged assets by operating system and hardware. CAPS considers split tunneled
assets as off-premises and, therefore, will be in an inactive state.

This provides real-time visibility to all managed and unmanaged across your global, hybrid IT
environment.

The CAPS module applies only to the Windows platform and is available as part of the CSAM
application. The assets discovered by CAPS are displayed in CSAM. For details, see Assets
Discovered by CAPS in CyberSecurity Asset Management.

You must perform CAPS configuration before activating the CAPS module for an agent host.

Important

When multiple cloud agents within the same subnet are configured to act as passive sensors,
one cloud agent is elected as a leader and discovers assets, and those assets are shown in the
CSAM inventory. In this case, the CAPS Leader tag is added to that cloud agent. The standby
ensures continuity in case the Leader leaves the network.

The leader CAPS-enabled agent:

- passively senses network traffic

- sends the asset metadata to Qualys Platform
The Standby CAPS-enabled agent:

- does not sense network traffic passively

- does not send data to Qualys Platform

Note: This feature will be available only when the Windows agent binary with CAPS support is
available. For supported agent versions, refer to the Features by Agent Version section in the
Cloud Agent Platform Availability Matrix.

Prerequisites

For the CAPS feature, the Cloud Agent must connect to the corresponding Qualys Content
Delivery Network (CDN) URLs directly or using the proxy.

For the list of Cloud Agent Server and CDN URLs, refer to https://www.qualys.com/platform-
identification/.

System Resource Usage
The following section presents the CPU and disk usage by CAPS hosts.

CPU Usage
On active and standby CAPS hosts use 1 to 1.5% of CPU. Other CAPS hosts use less than 0.5 CPU.
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Disk Space Usage

e The binary image 1s approximately 10MB.

e 20 uncompressed log files — 10 MB

e Two uncompressed log file — 20 MB

e 2-3 temporary payload files each few MB. The size depends on the number of assets in
the subnet.

Note: CAPS memory usage is a function of how many assets are present in the subnet. Per
Asset, the average memory usage is below 100 KB. If the host is in a fully populated /22
subnet, thatis, 1000 assets, then the memory usage can be 100 MB. Only the active and
standby CAPS hosts will use this memory.

Configure CAPS Settings

To define the settings for the Cloud Agent to work as a passive sensor, such as the interval at
which data is uploaded, and the scope of passive scanning, in the Cloud Agent application, go to
the Configuration tab and click CAPS configuration.

Cloud Agent ~ T T P

Configuration |EPEEEIRTSPRERE <uca scan Profile

CAPS Configuration

Data Upload Interval

Domain or include Assets

In the CAPS Configuration page, define the following settings:

Data Upload Interval

Define the time interval, in minutes, at which the agent uploads CAPS data to Qualys Cloud
Platform. The valid range is 15 to 1440 minutes. The default value is 30.

Scan Scope

In the Domain or Include Asset section, you can define the scanning scope by defining a domain
name. You can also add specific IP addresses or a range of IP addresses in the domain to be
added to the scan scope.

e Domain Name - Add a domain name. The scan scope includes all the assets that are part
of the specified domain name. This is a mandatory field.
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Note: The Domain Name must be an exact match with the Connection-specific DNS
Suffix found on the endpoint. For example,

Configuration CAPS Configuration

15

Domain or Include Assets
f address

e the domain and IF range within your network to identify the assets you want

TOMAN NAVE PIIP RANGE

No
wyq.comn

Ethernet adapter Ethernete:

on-specific DNS Suffix . : w
82574L Gigabit Network Connection

ion Enabled . . . .

i(Preferred)

To discover the configured domain name, you can use one of the following methods:

o use QID 45606 : Network Interface Domain Name System (DNS) Suffix
Information Extracted Through WMI

o run the ipconfig /all command at the endpoint

IP/IP Range - Add one or more IP addresses, separated by a comma or IP address range
for the specified domain name.

Click Add.

Assets to be Excluded

You can define some assets to exclude from the scan by specifying the IP, Mac address, or range.
The assets are excluded from the Inventory.

To exclude the assets with the specified IP addresses or IP range, select the IP/IP
Range check box, enter the IP addresses or IP range, and click Add.

To exclude Mac assets, select the Mac Address check box, enter the Mac addresses or IP
range, and click Add.

Click Save to save the CAPS configuration.

To revert the changes made in the CAPS configuration, click Cancel.
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Activate CAPS Feature

To enable this functionality, you must activate the CAPS module on a single or multiple agent
hosts. To activate the module, go to Agent Management > Agents tab, and click Activate for
<modules> from the Quick Actions menu.

Activate Agent x

P —— Acfivate this cloud agent for the modules selected below.

MIGULIR SUDSGTIUON (185 EXPITEG,
64 available of 100 total activations

Patch Management
Not activated. Your agent(s) are not activated for Patch.

191 available of 200 total activations

Supported for only Windows 3.0, Linux 4.6, MAC 4 25 and higher Agent
versions.

Il_joFF

SwCA
SwCA Not activated. Your agent(s) are not activated for SWCA.
19 available of 20 total activations

Il_joFF

CAPS
CAPS 1 agent(s) will be activated for CAPS.
1 available of 2 total activations

4 Red Hat Enter

cacn =

You can also activate the CAPS module while creating or editing the activation key.

New Activation Key Tum help tips: On | Off b4

Create a new activation key

An activation key is used to install agents. This provides a way to group agents and better manage your account. By
default this key is unlimited - it allows you to add any number of agents at any time

Title Demo Key
Select | Create

(no tags selected)

Provision Key for these applications

CSAM CyberSecurity Asset Management o m Patch Management

Activations managed by CSAM License limit not enforced.

VM Vulnerability Management pC Policy Compliance
License limit not enforced. O License limit not enforced

Endpoint Detection and Response
License limit not enforced.

O

]

Secure Config Assessment

o SCA License limit not enforced.
CAPS Cloud Agent Passive Sensor Software Composition Analysis
O License limit not enforced. License limit not enforced
[ Set limits
Close Unlimited Key
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Assets Discovered by CAPS in CyberSecurity Asset Management

You can see the assets discovered by Cloud Agent as Passive Sensor (CAPS) on the Inventory
page in CyberSecurity Asset Management (CSAM).

You can use the search token inventory.source: CAPS™ to search assets discovered by CAPS.
You can also view the assets grouped into managed and unmanaged and take action on the
unmanaged assets.

CyberSecurity Asset Management - DASHBOARD  INVENTORY ~TAGS RESPONSES RULES REPORTS  CONFIGURATION 2@ [ng

CSAM  EASM

inventory. source:*CAPS® @ Last 30 Days
5 TOP FOCDWARE CATCGORIES TOP OPERATING SYSTEMS CATEGORIES
- — wintons [— e
3 1-50f 5 o O &
=
Asser CATEAUTY UPERATIVG SYSTEM HARHARE LASTUSER SOURCES
>
i Desktopas§ [e2a B Micross a
Virtua| Platto

! sl Machine

1

1 Ip-172:31-20-10 =) [as] ® o

.=
shaw less —
SOURCES
WINDOWS LAB TARGET [5] [=1] B Mcrosoft windows 10

. L 2
o A
L= A EC2AMAZ 94K596M [ B Micionst Windows Serve 20 S
s i g '~ - 9 T
Pas 1 B

You can see detailed information about the asset discovered by CAPS from the Inventory >
Sources > CAPS tab, such as Agent UUID, First Found, Last Seen, and so on.

€— Asset Details: WIN10-106

> INVENTORY .
Cloud Agent Passive Sensor

> SECURITY

# WIN10-106
Geographical IP- 10. yalmi | Agent ULID: 635 2biieiiieiiieidieiiiigg -37bx | Lest Checked In Date: 2023-10-11

> COMPLIANCE

First Faund Last S=en
- SOURGES Sep 29, 2023 12:33 PM QOct 9, 2023 07:57 PM
Summary 0~0 Sacn Mac Ad 1r;1..? |1n=1 Sacn 1® -.d--BG—

ive Sensor

Agent Summary

Alert Notification

Webhook (Beta)
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