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TotalCloud™ — The Risk-Minded CNAPP

Al-powered Cloud Native Application Protection Platform
(CNAPP) for Cloud and Container environments.

Your Cloud. De-risked. I':;;gi':ﬁc'*:va;r::: With

TotalCloud™ provides a holistic view of risk

by correlating unique indicators from diverse
Qualys sources such as Six Sigma vulnerability
detection, Al-powered threat detection,
externally exposed assets, and asset criticality,
and combines them with SaaS and cloud
infrastructure posture. By bringing these unique o Contextualize The Impact
indicators together, TruRisk™ Insights offers With Attack Path Analysis
a singular, prioritized view of your cloud risk
landscape—the power of a risk-minded CNAPP.

Prioritize business-informed, exploitable risk with
TruRisk scoring. Qualys FlexScan offers flexible
coverage for both long-lived and ephemeral
workloads using agent, agentless, network, and API-
based scanning.

Contextualize the impact of vulnerabilities by
mapping active attack paths to lateral movements
and crown jewel assets. Assess additional blast
radius impact from insecure developer endpoints.

Secure Kubernetes and Containers

: v From Build To Runtime
Discover Q)

Continuously discover and assess images and
containers across Kubernetes, Docker Hosts,
Assess Registries, and CI/CD Pipelines for vulnerabilities,

™ FlexScan™ malware, secrets, and SBOM.
TotalCloud

Al-Powered CNAPP e p Stay I_Qesilient Against
Malicious Threats

Detect and stop Zero-Day Threats and Malware with
Deep Learning Al-based detection and correlation of

Remediate Pelodizas Cloud Trail and Real-Time workload events.

QFlow™ TruRisk™

Achieve Audit-Readiness With
0 Continuous Compliance

Support for over 40+ Mandates across Regions and
Verticals. Qualys enables policy audit across CIS,
NIST, HIPAA, PCI, and more in runtime, as well as 1laC
to ensure you deploy safely and securely.

Remediate With No-Code
Automation Playbooks

Remediate your risk from build to runtime with
low-code, no-code drag-and-drop automation, and
customize workflows to meet your business needs,
including integrations with JIRA and ServiceNow.


https://www.qualys.com

Qualys TotalCloud includes:

g2 Dashboard Cloud Security Dashboard AWS Security

Cloud Security

Posture Management
Monitor, analyze, and assess the status of your multi-
cloud assets and resources to identify misconfigurations

and non-standard deployments to remediate issues and
proactively enforce best practices automatically.

= Seamless 3-Step onboarding helps you get started in
minutes without deploying agents.

= Continuous discovery and inventory of
multi-cloud resources.

= One prioritized view of risk with TruRisk Insights.

= Visualize the Attack Path for critical resource exposures

and blast radius.

= Continuous compliance monitoring of 40+ global

Kubernetes and
Container Security

Discover, track, and continuously secure containers — from
build to runtime. Discover vulnerabilities across the entire
lifecycle of your container images and running containers
with out-of-the-box integrations.

Vulnerability detection and risk assessment for images
and running containers.

Proactive risk prioritization with Attack Path Analysis.

Map vulnerabilities—whether in the OS, base image, or
open-source packages—to application layers owned by
developers or the base layer owned by SecOps.

Drift detection of the running containers from the
corresponding images.
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compliance mandates.

Cloud Workload
Protection

CWP With FlexScan offers
agent-based and agentless scan
techniques to continuously discover
and monitor all your workloads,
detect software vulnerabilities, and
scan container images across a
multi-cloud environment.

Rapidly assess all your cloud
resources for vulnerabilities
with a risk-based view in under
10 minutes.

Scan with flexibility and
precision using Qualys
FlexScan™—including no-touch,
agentless, API- and snapshot-
based scanning, plus agent- and
network-based scanning.

Get a holistic view of risk by
correlating unique indicators
from diverse Qualys sources
such as Six-Sigma vulnerability
detection, Al-powered threat
detection, externally exposed
assets, asset criticality, and more.

Insights from over 180k
vulnerabilities sourced from over
25+ threat sources.

= KSPM for EKS, AKS, GKE, and OpenShift helps
uncover blind spots in API configurations, RBAC,
and network segmentation.

Infrastructure as
Code Security

Integrate existing CI/CD tools

to assess Infrastructure as Code
(IaC) artifacts continuously.
Prevent misconfiguration in your
cloud accounts by scanning

your deployment IaC templates

- CloudFormation and Terraform —
before deploying.

» Scan your [aC templates for early

visibility into misconfigurations.
Support for popular [aC formats
like Terraform, CloudFormation,
Azure ARM, etc.

» Detect drifts to minimize risks
due to misconfigurations or

changes made after deployment.

» Ensure cloud infrastructure
compliance with mapping to
over 40 global compliance
mandates, including PCI DSS,
HIPAA, and GDPR.

Cloud Detection
and Response

Inspect multi-cloud network traffic
for suspicious communications,
unauthorized activity, crypto
mining, malware, zero-day threats,
and more. Identify assets that are
being actively exploited in real time
using deep learning AL

= Get continuous real-time
protection of your multi-cloud
environment against active
exploitation, malware, and
unknown threats.

» Detect threats from build
to runtime.

= Detect zero-day and novel
threats in near-real-time using
deep-learning Al
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Insight Discovery over time

Cloud Workflow
Automation

Build and play automated
remediation workflows with a
no-code orchestration platform
(Qualys Flow) with enterprise-grade
precision. Achieve use case-based
requirements and build automation
and response playbooks through a
drag-and-drop interface of nodes
within minutes.

» Drag and drop visual nodes
to create a Workflow.
No Coding Required.

= Build custom security controls,
inventory, remediations, and any
cloud management workflow.

= Free up security teams from
mundane tasks, allowing them
to focus on high-priority
security issues.

= Orchestrate end-to-end
remediation workflows.

= Integration with existing tools
and teams, providing
seamless coordination.

Posture (Default) CISO | FEDRAMP | Global Visibility Posture

Threats

2

Top TruRisk Insights

INSIGHT TITLE

Top Risk Factors

143.2K Weaponized Vulns
20.4K Associated Threat Actors
92.4K critical Failed Controls

19 Weak Credentials
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Public VMs with eritical vulnerabilities and malware, along with risky 1AM credentials v [ ]
Public VM with vulnerability associated to ransomware with no encryption on attac... ¥ [ ]
Critical exploitable vulnerability on public VM with full access to RDS 4 ]
ive privilege and all 1AM artifacts & ]
C2 DNS detected on VM with a critical explaitable vulnerability 4 [ ]
‘Workloads with AWS secrets keys that can access sensitive data 38 [ ]
Office 365 Plugins that have access to sensitive data v a
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EC2 Instance

EC2 Instance

aws-common-terraform-s3-b... S3 Bucket

subnet-0810633c3faad637 Subnet
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SaaS Security
Posture
Management

Helps you protect your SaaS
applications from cyberattacks and
ensure compliance with industry
regulations. It manages users
and data access rights effectively,
identifies misconfigurations in
your SaaS applications (Microsoft
365, Salesforce, Zoom, Google
Workspace, and more), monitors
user activity and data access to
detect suspicious behavior, and
provides one-click remediation.

» Complete visibility by
automatically inventorying all
your SaaS application users and
user groups.

= Simple, native integration with
leading SaaS apps.

= Offers a full, detailed directory

of users and files providing
granular insights.
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Cloud Identity and
Entitlement
Management

Continuous visibility, control, and
automated least-privilege access
for every identity across your
cloud environments. Detect risky
identities and access privileges
across multi-cloud environments,
providing visibility, control, and
enforcement of least-privilege
access.

= Comprehensive and detailed
inventory of cloud identities
and resources.

= Leverage TruRisk Insights to
identify and prioritize potential
security risks based on their
potential impact.

» Analyze potential lateral
movements to understand
the scope of a security
threat and prioritize response
efforts accordingly.

» Continuously monitor overly
permissive entitlements and
unused identities to identify
potential security risks.
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KEY BENEFITS

e p Complete posture visibility 85% time saving with a
in under 10 minutes A\ unified view of risk
Rapidly assess all your cloud resources, One prioritized view of risk to fix
including transient and ephemeral what matters most instead of looking
resources, for vulnerabilities and at siloed data.

misconfigurations with a risk-based view in

der 10 minutes.
e e O Real-time threat detection

with deep learning Al

Continuous detection of known and

i Continuous scanning to reduce

exposure to vulnerabilities unknown threats—ransomware, malware,

Flexible, multi-vector scanning with and active exploitation in real-time.
no-touch, agent, agentless snapshot,
API- and network-based scanning for

in-depth assessment. ® Achieve Audit-Readiness with

Continuous Compliance

Support for over 40+ Mandates across

Manage security posture , . .
& d risk tire Regions and Verticals. Qualys enables policy
and risk across your enti audit across CIS, NIST, HIPAA, PCI and more

SaasS application stack in runtime as well as 1aC to ensure you

Provides a protective shield for your favorite deploy safely and securely.
enterprise SaaS apps like Microsoft 365,
Salesforce, Zoom, Google Workspace, and

more, keeping them just as secure as your .
core cloud environment. Understand Potential Impact

with Attack Path Analysis

% Detect vulnerabilities that
other solutions miss
Six Sigma (99.99966%) accuracy with any

scanning method avoids alert fatigue to
reduce the risk of breaches.

Learn More

& Ready to take the next step to de-risk your cloud?

© Visit qualys.com/totalcloud
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