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Qualys Browser Recorder User Interface
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T RBEHINE T, EZETERHONTUVIEHEHE T, QUALYS (. COILFREEREDIRIEE
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Qualys, Inc. (NASDAQ:QLYS)IEZ. 5T RR—=ZADEF1UT14HLOIITSA4T7 Y
AV 21—=30DINAAZFPTHY., U—FT1 2770145 —TY, Qualys Cloud
Platform EFDHET7 TVIF. EBREXFIVTAA VT VITIIREFITIUR
TIRMU. ITYZRTLEWN 7TV T5—a3 VN8B, AV TS3M1T7 VR, REDE
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Core N ERICEENTHY ., Wb BERZF v ITFv U TCTTIOTRDT7 O 3 U=k
U. BT AT —RZRENDEEICER. wE. BETSEI, £z, II39HIC

REFRTINTVBIR=INS Ul EREERL. NSA=F(ED Selenium IV K
DUALNSFIRT S EETTET,

Qualys TS50 L -9 —DNEDLIITELLENERTHEL £ Do

Qualys Web Application Scanning (WAS) [&. Firefox 55 1) — REFICHERE
LR 27z Selenium IDE Firefox IGARIEBEN\SEEERINIZX VT RD
BEZUR—FULTETFRLURZ, RVUTHILY ., RF v F(XEMAREREYT—
2J0—%FTES—FTEET,

ZDFr LU Chrome ILaRI&EEIL. AEBIIC Selenium IDE D& YaE D TR
BREBRDEIDICEREITINTVLETD,

CNIE, Seleniun IDEDSREINEBHENR Y U S b CERIENSH S & 5 25
SENTUET,

Qualys WAS *° Qualys MRt 3 FDDEFa1 )T+ HLCIVTSA TR V)
1—23aVICEULLBRVWEEIE. BTERIC Qualys Community Edition ZHR LT
LYo

Qualys 5% L 1—5—0DikE

Qualys Browser Recorder I Web Extensions API ZAXR—X[CRAFEIMN. Chrome T2
HTOETEHR—EUTUVWET, Selenium IDE DI AR TOEBEEHIFL., BZ<<D
SELHEERLERME L TVLET,

- TAMT—=RRO) T ZHIML ERTRETEET,

S EARTNA VI —TI—ZRIANEOT—I—T, §—4 v FEREBRTEZE
EP

-1 DONXIWTEBROTANIA—MZERT. REL. EITCTTXET,
- TRAMRA—rOBEE N A—&lERNIBE T R—FUET,
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Qualys Browser Recorder M4 VR b—JVIFEETY, FIEEBHRICTHALED,
Qualys Browser Recorder (DETIRSRMF

Qualys Browser Recorder M1 X b—Jb

Qualys Browser Recorder D7 A X b—Jb

Qualys Browser Recorder DR
ChromeWeb 75O HD&RIFH/N—I3 &5 0-RLTA IR —ILTBEIFTTY,

I—F—(&, RN DOHRIHUZBEET A SRV T NZEFERTITDREHIC,
Javascript & HTML OBEEDEARZERER T DINENRHBY X,

QBR [&. &=HTD Microsoft Edge TS5 IHICEA VA M—=IVULTERATEET,

Qualys Browser Recorder D1 X +—Jb
Qualys Browser Recorder 9 (X <4 VX r—IVF BFIEILRDEHY TT,

27w 1:6Google Chrome 75U ZRE. Chrome A b 7ICEEILE T, Chrome X~
7 Qualys Browser Recorder Z#%EUE T,

CHERDEAE. INSORFICARLZEDEHARINKT, CODERE [FTIRD
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Search for Qualys Browser
& Qualys Browser Recorde. X .~ © Recorder in Chrome Store

< C | @ Secure | https://chrome.google.com/webstore/detail/qualys-browser-recorder/haainhfanpobbliabiinhcimclbkagdp prd @ [ o I = R

i Apps [ Tech Publications-£ [ Training @ POD1login @ POd4 @ POd4 [ QWEBBO § System Dashboard- BN 1:Make a great reco

o - Qualys Browser Recorder Click Add to Chrome @

OVERVIEW REVIEWS RELATED

ATYT IREINBDFUVIRY TP YT« 2 ROTHEREREDEM]IE D ') W U
LET,

© Add "Qualys Browser Recorder"?

It can:
Read and change all your data on the websites you visit
Display notifications

Manage your downloads

Add extension

A AM=IFIEZETTITDET<IC, Qualys Browser Recorder M TSI ICIEFEIC
BN EEZRTINSRIRY TZY T T4 U RIDKRRINET,

RAOUT DS

Qualys Browser Recorder ZR< &. LI—RIEELEICHYERT, LOI—KRZEOD
WO &, BRIZDITEIDEEHZRAIBLET .

oA, Qualys Browser Recorder I&. 72V 3aVICEDWTIOVY I RETRN F—
AICBEEFNICEALVE T, EF. CNICIIROEOHNEENET,

- DUoDoUy Y - click E7zl& clickAndWait O R

- {EDOAA - type AYUR

- ROYTIIIURRRYIZASDA T 3 UOBIR - SELECT IV R
- FIVIORYIREFRESIARYIES YYD - Click AXUR
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Selenium X2 V)T ~TOD WAS /NS X—45 DER

IRTE. SELENIWM X2 T THERATES WAS DINS A= —(F 3 DEEFTR—bT
NTVET,

WAS /N T X—% Btz

Web 77U —23 > DAR—X URL B89
@@webappURLEE 2 EHICERLES.

O94 > IA—LDI1—HF—L%EEUET BI=HITERL
@@authusername@@

=

OJ94 2004 —LDINZAT—REZEET B8
@@authpasswordee@ cEELET.

Selenium X217 ~TERRRER WAS /NS AX—4—DFEMICDULTIE, TQualys
Browser Recorder Zf{ERH U7z Selenium X2 U T RDIERL] =0 w o LTLES
LYo

RICANERIDZDTL & SH7?

A AM=IVFIEZETTITDET<IC, Qualys Browser Recorder M TSI ICIEEIC
BN EEZRTINSRIRY T7ZY T T4 U RIDKRRINZET,

& Qualys Browser Recorder - Chror X+ = X
€ C @ https//chrome.google.com/webstore/detail/qualys-browser-recorder/abnnemjpaacaimkkepphpkaiomnafidi/related * O @&
pps @ Qualys - My Applic. [ Vulnerability Mana @ Documentation | Q @ Welcome | Qualys. X e

o Qualys Browser Recorder has been
added to Chrome

& chrome web store o

Home > Extensions > Qualys Browser Recorder

o Qualys Browser Recorder Remove from Chrome

Offered by: Qualys Inc.

s % %k % & 5 | Developer Tools | & 3124 users

Qualys Browser Recorder IC7 O ERTBICIEZE S ITNIEXNTITH?
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AZa1—N—=0DWalys TSI I-9—732 °  &E0 )Yy ITBEFT LD
TE Qalys TS5 LI—9—-ICP IO LRAULTERATERT,

Qualys Browser Recorder D7 A1 XA —Ib

Z2T7Y T 1:Chrome T ERES. XZ1—/\—® QualysBrowserRecorder 7 2>
=0V OULET, 201w oL, [Chrome HSBIFR]ZEIRT DH. [HaRIEREDE
B %= &RT 2727 TY,

- O X

.F".OQO

Qualys Browser Recorder

Remove from Chrome...

Hide in Chrome menu

@anage extevs'onD

HLARIEBED Web R—INDBAT. Qualys Browser Recorder ILARIEEENNEIRTINTLIE
P

ATYT LR=IDTEICH B HEREEEDREIR] 7 I2Z2 0w I UET,
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= Extensions Q_ Developermode @

< © Qualys Browser Recorder
off »

Description

Qualys Browser Recorder is a free browser extension to record & play back scripts of any web application.
Yl e P NI WL
peNenc 2bsite

View in Chrome Web Store

Source

Chrome Web Store

(Remove extension » )

27v 7 3: THIRROMESR) Ry TPy T4 RIT THKR 200y o ULET,

© Remove "Qualys Browser Recorder"?

Report abuse a

Qualys 75o¥L1—4—-1—H—A209—TJ114 X

Qualys Browser Recorder MR T BT HXIERY—Ib, RA1U XZa—FATFv3v
[CDWTEBRZEZRHELL D,

Y —=)VIN—
TRARRA—=ERAY
ITA459—RAY
OJRAY
SRV
REXRA Y
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Ry bF—
TR—rIVYUR
Qualys 5L -5 —%M3

Qualys Browser Recorder DT XTI ERRA VEY—IN—FATVaVERTHELL
Do

© Qualys Browser Recorder1.2.19_19 [\TOO| Bar — = »
gonpDn  —

Test Suites & Command Target

Automation Test Suite * doubleClickAt

Step1* dragAndDrop
Step2*

Step3*

Editor Pane

Development Test Suite

Step1*

* + @ & B
Step2*
Command dragAndDrop
Test Suite ||rage

Pane
Passed: 0 Failed: 0 /) \Value

Reference
Log/Reference

dragAndDrop(locator, movements String)
Arguments: Pa ne

« locator - an element locator
« movementsString - offset in pixels from the current location to which
the element should be moved, e.g., "+70,-300"

wW—)VI\—
W—=)LIN—DRY I ICEBNTLEZEL,

[



Icon Name

Tool Bar
Qualys Browser Recorder User Interface

Description

Record

Starts and ends your recording session. Each
browser action is entered as a Selenium
command in the editor.

Playback Speed  Controls the speed of your text script execution.
Icon Name Description

Play CurrentTest Sequentially plays all the test cases of selected
ﬁ Case test suite listed in the Test Suite pane.

Play Current Test Sequentially plays all the test suites listed in the
E Suite Test Suite pane.

test case script in HTML format.

Play Entire Test ~ Stops your playback.
Suites
3
Pause/Resume Pauses or resumes your playback.
Save Allows you to display, copy and save the selected

Note that Selenium IDE HTML format must be
used for compatibility with Qualys Web
Application Scanning (WAS).

TARRL—=ERALY

[TRAb RA—=F] D4 RITIE TR RA—hETRAE T—RERRLET,
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Test Suites = + ___EIC}E;&O)?X I\ X'f - f* Eﬁﬁj&iﬂ'o
i o —RARVTVSTR XM — DU R M ERTUET,
Step?2 —TARZRA—rERE, TRAMZRA—ERAVICEENDTA
Step 3 TO);’X F’T—Xh‘ﬁiﬂﬁ’ﬂll—%’f«%ﬁ?iﬂi@'o
Pt —EARTINLT A MT—E BEERINTVETI T —
Step 3 * Z_C“a—o ﬁéE?ﬁ\ %’7__2 I\I)__X(:IJ:\ %n%‘néﬁihli%/ﬁ&b
FEhESHERTIEVVEESFHEIFERESRESD 7 1 I UHERR
INET, FERICEK TN, KBUETZ S 7—XOBOHE
ENRRINET,
IFA49—RAY

IF49— RAVIE IRTOFPIVIVNRET BEREEZ B ENTEET,
CCTC TR =RV REFRE SUEELE T, BER. FRXATVITRLEST
INEY,

Command Target Value
https:/iwww.google.co.in/?gfe_rd=c
open r&dcr=08&ei=rPJ3WryDE6OcX5Eg
PgD
click i=stb - Right-click Menu options
type id=lst-ib Igtest stock

sendKeys id=lIst-ib

.... link=Stock News, Latest Stock Mar

Editing

Insert New Command
Command type \__/T00|bar it

Clear All )
Target d=lst-ib

Toggle Breakpoint
Value atest stock market Ctri+B

Execute This

\Command )
ANV RL 9=y bl KU ME] DEANT 1 —ILRICIE, WEERINT
WBIAVY U REZFDINTGA—=Y—DBFRRINET, NSIE REBERIN WSOV
JREEECIDIANTA—IVRTY, OV REERL, YYD XZa1— #F
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VI VFERIFREY—IVN—EFALT. IYROIE—, HILWLWITY Y RDIFA.
IRTOIANYRDO) 7, AR RDOERTRE, TXIFRIRIZEFHRTTEET,

ey —JL/IN—
Editing Toolbar
Icon Name Description
+ Add Inserts a command
- Delete Deletes the selected command.
. Copy Copies the selected command
r Paste Pastes the copied command
b
OJRAY

(O] RAVICIFE. EFTPRDSTIIML X YTE—IDKRRINET, Qualys Browser
Recorder MEZ L TWLWBDMIDWT, UPILY A LDEHZERHUET,

Log Reference

[info] Test case passed

[info] Executing: | open | https://www.google.co.in/2gfe_rd=cr&dcr=0&ei=rPJI3WryDE6OCcXSfEEPED | |
[info] wait for the new page to be fully loaded
[info] Executing: | click | id=1st-ib |

[info] Executing: | type | id=1st-ib | latest stock market | v

Clear Logs\jl

INSDXYE—IE ZLDHE. TAS T—ZADT NNV IIC&KIEEXT, OJ%
JU7FBICE OJDO I 7RI =7 )Yy I ULET,

SRRV

14
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[BR] RAVICIE IT7449 R4 THREBERIN TSIV Y ROERRERANEK
TCNET, £z FOINVYRTERHINZ O —9—C{EICEAT BEBEER TN

ESC I
B‘E Fastfl - - - -

Test Suites & + Command Target Value

Development Test Suite open https:/iwww.qualys.cor

v Step 1 CCIICK link=Web App Securify )

Automation Test Suite click /idivi4)/ulllifalspan[2]

Step 1 click css=span.g-play-butto
Step 3 click css=svg.g-modal__clo

Step 2
+ @ @ B
Command click
Target link=Web App Security ~ [ 3

Passed: 1 Failed:0 = Value

Log Reference

click(locator)
Arguments

« locator - an element locator

Clicks on a link, button, checkbox or radio button. If the click action causes a new
page to load (like a link usually does), call waitForPageToLoad

HEETB/NIX—YDHIIEELHE—HKIT DIUENDY ., EET /NS AXA—-FDIE
FIIEEULRIRFE—HMTDUENDY . IBETD/NITA-IDIY 1 TIHEEINEZY
1 TEHITIVENRHYET, N5 3 DOEFOVWITNAT—ERULRVNES, O
YU RIFEUVLSEITEINZE A

RERT Y

[RF] 914V RITIE TR T—AZFRMIOBRTIE—UTHRETI XTI, ]
7£. Selenium IDE HTML & Sidex HTMLFERD 2 DD T 7 A VRN R— R EINTL
x9, T IAIENRTIE. X2 TFIESelenium IDE HIML FERTH o oO—REINE

15
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9, Selenium IDE HTML FZ=NI&k. Qualys Web Applciation Scanning(WAS) & DEIRMED
EOHITMEBETHDZEITEEULTLRESEL,

TANT—RERA T4 THATRTTBICIE. V—ILIN—=D TRiFI R Z&ET 1w
JUERT, [(BR] FOVIIIZEIJ I LT, HIML BRZYUEZTEELR

EP
‘Z]EHEHE F‘“"' - . - RN

Test Suites

Download Test Case as Script
Development

7 1
D (Selonium IDEHTML
_ SideeX HTML 'R

Automation T _50CTYPERMIED W3C//DTD XHTML 1.0

Step 1 Strict//EN" "http://iwww.w3.0rg/TR/xhtmI1/DTD/xhtml1-
strict.dtd™>

<html xmins="http://www.w3.0rg/1999/xhtmI"

xmi:lang="en" lang="en">

<head>

Step2 I <meta hitp-equiv="Content-Type" content="text/htmi;

charset=UTF-8" /=

<link rel="selenium.base" href="https://www.qualys.com/"

=

<title=Development Test Suite=/litle=

</head>=

<body=

<table cellpadding="1" cellspacing="1" border="1">

<thead>

<tr=<td rowspan="1" colspan="3">Step 1=/td=</tr=

Passed: 1 =/thead>

=<tbody=

<tr=<td=open=</td=<td=https://www.qualys.com/=/td><td=

<ftd=

<ftr=

<tr=<td=click=ftd><td=link=Web App Security</td><td=

=ftd=

<ftr=

Step 3

Log Refd

click(locatg
Arguments:

« loca

Copy to Clipboard Save As File
Clicks on a

page to loadg

FRMT—RlE TP AIUBRESN TS RA T 1 THRHN) TRRSNET,

16



Example
Building Test Cases

Y bF—
—BHBT IV IUDYI— LAY FE—DVK DN ERT ZENTIET, RLUTHTRE
=,

Keys BEL]

Ctrl + S Save a test suite.
Ctrl + 0 Open a test suite.
Ctrl + P Play this test case.
Ctrl + 1 Insert a new command.
Ctrl + A Select all commands.
Ctrl + X Cut a command.

Ctrl + C Copy a command.

Ctrl +V Paste a command.

Del Delete the selected command (s).
Ctrl + B Toggle a breakpoint.

YR—hIYUR

Qualys Browser Recorder TIE 500 LA LDV Y RERELTVWET, CNIFK. TRART—2X
DIEEICHEBREE—BMNICERAINDZIYIRDIJRANTY, IV RORERUZRIC
DWTIE, OV RUI7L I RADEESBUTLESTL,

Command R BA

open FRMTL—LTRLERESFT., CNIE. 85 URL SiEst
URL DmAZZIFANET, Topen] IV RIE. R—IDNFHmH
RAFENDDEFOTHOFATUET, "AndWait” 71w o R
[FHEERNT T,

click o0, MY, FIVIRYIR, £RESIARIIED
JwoULET, 2UYY PUOIUIUICE2THULLWR—IN
SAAFENDIFZES (U IONEEFZHATNDIFERE) (&,
waitForPageToload ZMU'HEUET,

waitForPageTolLoad HUWR=—IDGAAENDDEFEET,

waitForElementPresent IEEUREZNR—I LOEINMNIHBDZEEHRALET,

verifyText BEEOTFAMEREBULET, CNIE. TFRXMESTIANT
DELZETHEEELEXT, OOV RIE, I—H—ICFREFIND
LoFIENTTFRANTHDIERD textContent

17



Configure Input of Time-Based One-Time Password (TOTP)

(Mozilla DL TZoH—) F£7=ld innerText (IE DELD
RIZSIH—=) OLWInhz=ERLET,

sendKeys BEULREROF—XO—I14RVbZE, BEF—CEICA
ALEMDELIICUZTaL—FULET,

type ANT1—ILRDEZ, AAULEDIDEIITHKELET,

pause EEURRE (UMM FRLET,

mouseQver BEUVERDLIINIRZELI—Y—ZYI1L—hUZE

ER

verifyTextPresent

BELETHERN NY—UN 1—H—ICRrSndL s
O IENER—IDECHIIRRIIND & &HERUET,

selectFrame

RIEDI4 VROIHEDIL—LEBRUET .

18



Example
Building Test Cases

T AT —ADIEEE
RDFIET., TANT—RZERAINSHERTEET,
ATV TS
2T T 2 HwE
RTYVT 3 TFRANT—ZRDORE
AT7Y T 4 TANT—RADET
1
ATV 18BE
i;?*ﬂ&JTd)l—ﬁ‘—li\ Web 71 FEDPYERUNS T AT —RZEEHRKIT D Eh G

Qualys Browser Recorder < &. SFERY UNRALBICHY EXT, FERIIEI YD
D& POIUIVDEENREIATINET,

So#kAh. Qualys Browser Recorder 1. 72V 3aVICEDVWTIOY Y RETR N ¥—XICH
BHICHEBALE T, BE. CNICIEROEDOMEENET,

—)20%01)vY - click &zl clickAndWait I~ K
~—EDAAN - Type AV K
—ROYTITDIIZASRYIZANSDA T3 VDER - Select IV R
—FIVIRYIRFRIES VAR ED YD - ClickONY VR

Qualys Browser Recorder I&. URL NRZ#&iNT 2V FDFTL URL /INAZEEEHUL X
9, e TRH<) OY U RIE Lz Web U1 b2 URL /ISR ZEEEER UL F T, 8%t
INZAEFEDRV T hEA R—bdBE, Qualys Browser Recorder & iR— kBN
5ZJIVINRICEEMICEIEULE T,

ATV 2IRE
A5O3 DEHFMNTTURES, AV RERETDIHN. HFULWITY U REBATESE
CP

AV RDEA

INVVRZEBRULTHEIUY O UL, GOV YIXZa—mS [V ROEBA]ZERUED,
Qualys Browser Recorder [&. BIRU7ZITDIT S TICZEBITEEMLE T, &, REY—
JWIN—D T+] 0w O FTBZEETETXET,

RIS THFRARIT4—IVRZEREIT DIV RZFALT. HILLWIVY I REZFD/INSX—%
_Eljj bia—o

OV RDiRSE

BEIDTEE RV, [OAVIRL [TV ] XU E] 71 —ILRZERUTRET
BEIFTY,

19



Configure Input of Time-Based One-Time Password (TOTP)

FRIA——F. REULETANT—IRZAVUTrZTFRN/xnl T74 9 —THI. R
) PR ERETITDCEITFELUTLSETL,

ATV 3 TAMT—ADIRTE
Qualys Browser Recorder (. 7R bk « 5 —XRETRXb « A1 —bFZEXBILET, 1 DULED
TANT—RAEEBIMULT, TARXA—bZEEHRTEET,

BCTHERAIIEHICTANEREFT BICIE. BL2DTANT—RZEREFIT DN TR T—
RETARZAA—FCEMULTHSTRAMRA—bERFLEXT, TARRA—bDTAKT
—APMREFSNTURVEEIE. TARRA— b ZFRFTDHIICERIFI DL DITKOH SNZE

Jo TAL T—R/AA—bZEFREFTBICE - [TAS RA—=F] D14 RIT TAL T
—R/AA = EBERL. RIFTBIHENDT AL T—R/AA—bZGIIVIULET, T7
AIWBRICT7 I =237 1| UAORHIFZEENDEETEEEA.

s¥: Qualys Browser Recorder &, 7R b - ¥—RXRFLFEFTAL - RA—k - D7AIVETD
IV DSEMICREVE Y. T 71 IVERIDSFRICRET 24 T a0 zBRICT BICIE.
Chrome 75 0HFICHEFL. [BREDPFHERED>Y I O—RIIBHLET, [F00—FK
IRHICE I 7N IVDIRTFEFIZESR T D] ATV 3 &B/RMLET,

Downloads

Location
- Change
C:\Users\prsaha\Downloads

(Ask where to save each file before downloading @& j

Open certain file types automatically after downloading Clear

[Test Suite] RAITTART—R/ZAAM —bZREKICIE W—IVIS—D [0pen Test
Suites] 22UV IO UTEEFED I 7AMIVESEBU. BEOTA XA —bZRA<&. Qualys
Browser Recorder @AY RMIVY Y RRA VICRRINET,

ATYT 4 TFRANT—RADRT

Qualys Browser Recorder Tld. TR T —RZETITBLHDELDA T IV %EFERHTSE
F9, TAL T—RZE—EICETLEY., ElLEERBZET>]ZY. —EIC 1 179 D2FETLE
V. IRERRHD 1 DOV REERTLUEY., T~ R4 —b2E0ON\NY FETETOE
UFBZENTEXT, TANT—ADETIFIERICKENTT,

TANT—ZADHEAT
TANT—R%&ERL. BERY VZEV )Y I UL TREDT AN T —AEBELET
TARRA—bDRERT

TARZA—bZEERL. BERYVEO VY ILT, RMEOD—RFINTVETRAZXAM—F
RDIRTDT AR T—RERITULET,
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Example
Building Test Cases

E1k & Bt

[(B&E] R VId. BEEEFELEZEYVYEZET, TANT—RZEZETIBDESE BURY Y
ZFEARALUT. TAMNT—XAOERTHRICTAN T —RZEBLETEFET, TRAMT—REELEUE
5, CCCRUELERY VEFERULTT AN —RZEZBEUET,

BHRTIEHD
FAR T=RICTL—0HA VR EBELT. BEOIVY RTELEIEZENTEE

Fo CUE TRAMT—=ZADTNYITIZILEXRT, TL—UIRA D bERET HICIE. OV
VREBRULTEI UYL, [TU—I9RA OV EBZ]EERULET,

2D 1 DOV FERERITTS

OV IR D4 RITERED 1 DOANYVRZEOUY O L. G2JvoILT [COOAYIUR
E=ET] BBRUET, CNIE. 1 DOV REEGRT IIBERICENTT, NICLY., F
BPRDIV I RETICTARNTEET, 1 DOV REEITLT, EULLETINSIHE
OO R TETET,

5
=TI E LY E<EBRETDIZHIC, YO TIVTAMT—IEERULEL LD, TzEZIE
QualysWeb U1 FZRA< 1z ICHEBRFIEZEFHRKL THEL L D,

Z2T7w 7 1:Qualys Browser Recorder =, [EB]1ZV UV O ULET,

Test Suites & Command Target

+ @ @ B
Command
Target

Passed: 0 Failed:0  Value

Log Reference

ATY T2 TSIOFORLETSIHFICAAL, HEIVUYOULET, 2UvoTBEV
[Z. Qualys Browser Recorder [FEEICTOV T hZEFRRUETD,
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Configure Input of Time-Based One-Time Password (TOTP)

Command Recorded

o command: click

target: link=Docs
value:

ATYPI—EDI Y INRETULRES, USBLO—FT1 20 8BEFZEELTIREOHDRY
#91)w O UXT, Qualys Browser Recorder I&. ITF 4 9—HNDIARTDF7 I3 V=B
BICAAUET

Test Suites & Command Target

Untitled Test Suite * open https:/fwww.qualys.cor
Untitled Test Case click llspan
click link=Docs

click link=Release Notes

+ @ @ B

Command

Target

Passed: 0 Failed:0 ~ Value

Log Reference

ATV 4 TART—RETARRA—FERFLET,

oonoo Q

Test Suites & Command Target Value

Untitled Test Suite * open hitps:/iwww.qualys.cor

Untitled Test Gooa——=tiale 1
Save Test Case ‘

@ | link=Docs
Rename Test Case |

/lspan

g N e

link=Release Notes

Remove Test Case |
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Example
Building Test Cases

ATYT5:INT, ERUERTYTEBETEET, RV UTHMEEICETIN, OF
RAT=h AV RBPEATND & BRAVPDIVREICEDY T,

goopnl = [

Test Suites & Command Target

Automation Test Suite open hitps:/fwww.qualys.cor
new click //span

Untitled Test Case click link=Docs

click link=Release Notes

+ @ & B
Command

Target

Passed: 0 Failed: 0 &‘Ue

Log Reference

“TINTO) Iest case passed
[info] Executing: | open | https://www.qualys.com/ | |
[info] wait for the new page to be fully loaded
[info] Executing: | click | //span | |

[info] Executing: | click | link=Docs |

[info] wait for the new page to be fully loaded

FREEINR—DT I A LINZT— R (TOTP) D AN DR

Qualys Browser Recorder MMLARSML. WAS ¥+ T 2 BERIUE (2FA) E=HR—LTE3
KOICRYFEUR, DFEY. BRZEFEAL T, 2FAICERINDBBAR—ZADT YA LIVA

T—RA0TP) b—20 VDAHNZBEMETITE T, IsendTotp) IV RIE, QBR & WAS XF+
VIO AN Web 7TFUST =23 VICE U TOTP ZE/KT D712 ICHBIRMEZIE
HIBEHITFERAINET

sendTotp IV RI&E, TOTP DANEZFHFDTA—L « T4 —I)URICHULTHERULET,

Q@R XU TFKT sendTotp AV RZEEERL T, /\wvIa - ZIVTUXL, Wi 91 L -
T4 R (BWEBA), BRUNFRERTEITIVNENBYET, CNSDEF. BFEDRS
DIELLY TOTP ZXERK T B/=HICHETT,

sendTotp OV RZEFATDE. XF v UAIC QBR F/=zE WAS TUIVICK>TRIUTS
EAERITEINDZCIC, TOEEDOELWL TOTP RERIN. T4 —ILRICAAINET,
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Configure Input of Time-Based One-Time Password (TOTP)

Command Target Value
open http://10.11.68.45/login_2/php-login-script-without-using-database/login.php
click css=html
sendKeys name=Username Alex
sendKeys name=Password 123456
fireEvent name=Password change
click name=Submit
click id=totp

GendTotp id=totp SHA-1, 6, 120, PEHMF’SDNLXIOGGSU>
fireEvent id=totp change
click css=input[type="submit"]
+ 0 & B

Command  sendTotp
Target id=totp 57 K Q

Value SHA-1, 6, 120, PEHMPSDNLXIOG65U
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Troubleshooting: General QBR usage Troubleshooting

Input Arguments

INTX—4 SRR
locator (wEER)I L X NOT—%—,
settingsString (WMWBEIEBR) b—0 VERDEEDHIZINSD 4 DO3|#%E

Z(FANET, settingsString INSAX—=F—DRD 4 D
D51 %, ROIBEFTIVIXYDEE L TIEELE
9. hashing algorithm - HMAC /\'v < 1 DEEICERT
DN\va1 7IVTI XL, BRMEE. SHA-1. SHA-
256, H KU SHA-512 TY, number of digits - b—2
VDN, BRED =T VDRIILES 6 H7H5 8 M T
9, time window - =T UNEWMTHIHWE EBEE
30 #), secret key in base32 - =0 UEERT B
HIZ/I\NY1END Base 32 TITYI—REINMEF
—o settingsString MfFI: TSHA-1. 8. 60,
GEZDGNBVGY3TQ0JQGEZDGNBVGY3TQ0JAL
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Troubleshooting: Script playback in Qualys WAS scan
Troubleshooting

SO A—Ta0T
FSTWva—T 1Y BR O—RRHRMERRE

1) R0 VT hEfRF. ml 3 TRET S ROUT HOREFSHREEEL
X9

T IAIETIE @BRIET 7 A IVZ. hinl HEBRF CRIFUR T (ENTERWR XM 7 —
5. IEFEICIE XHTML TF), Chrome T 1495 20—R9BHIICET 7 1 IVDORFHAZ
RID] EEMITDE WEICKHUTHIRTZ. l [(CEEL. 771 IVOREFS
FIERETEET, T7 IV xml THRIFT D\ . hinl HRF TRFT SN IEERD

DEEA, £E5E5% QBR H LU Qualys WAS COBEICFERATEEXT,

DRV VUTEOBEREIC Element ROV EXHA
AV ThEEFRITDE. 9= FHABEBIGEIRINE T, HRICEL>TIE BHR
DAV TRRBERICY—TY rZERDIFSNRVNCENRHBY ET, QBR TlE. RO

WITTIINSERTDZET, 9—7Y bOEGDIRBFEERTERT, HIICDONT
F. UTFDOROU—=223y b EZBRULTESL)

Test Suites = + Command Target Value
Untitled Test Suite * open https://community.qualys.com/
Untitled Test Case * click css=span.nav-link.j-ui-elem > i.ic
+ @ 2 B

Command click

Target css=span.nav-link.j-ui-elem > i.icon-search v 3
css=span.nav-link.j-ui-elem > i.icon-search
Passed: 0 Failed: 0 Value /la[@id=1j-nav-search)/span/i
Ni[3)/a/span/i E——

3) BRIV FDY—7Y hEFHTHET S

@R OV VRDIY—TYEZERETDIEF. ROV TN EFHTRET DEFICHL

WBERHY ET, xEBELRAEIE. SEIRE RV T ADEFRERHITIDZET

T, SNHEDNR—ITHS bﬁﬂ6\nﬁzb7$2hat®4J977T4jE%§

EZONYOUET, BEEFEIEL, HIFEFFUREEED Iclickl OV R%ZE
[waitForElementPresent] IV RICETHAET,

OV VRZEFHTEMIBDCEETERT, 9. MYIOTFILRE, Web R—
LOEREERUET, VIRZEERALTAEIUYIL, [RE]IEERULET, NIC
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Troubleshooting: General QBR usage Troubleshooting

ct P) N— —/(Z) D()M t: i __(u_197§y]LJ\ _ ::75\93 L_(Z)§£g§$§%f %EJ&_ﬁﬁgﬂfz?i'55:75525%5353173
[FRCENTEFRT . —MARAEE. Tidl FzIE css DFFRD 2 DTY,

—EBDF TV T—23 U TIE id="name” THEAISNSKI D, SN, XE>FT+—

L T4 —=ILEDBY. "name” [FZDERICHULT—ETT ., cnld. FIRAERSEE

[CREBEGERETH DI ENELL<HBYET, HIAE:

w<div id="ext-comp-2838" class=" section-panel section-edit-panel x-form-
label-top" style="width: 648px;">

w<div id="ext-gen2092" class="section-panel-header x-unselectable">
event

<span id="ext-gen2095" class="section-panel-header-text">

Record Information</span>
</div>
b <div id="ext-gen2093" class="section-panel-bwrap">(-</div>
</div>

CC Tl RNt 3VIT id="ext-9en2095” EWOBZRENHDZENE>TY &
hhWERd, CNZXV2V)TETERTBICIEK. OV RDY—5 Y rEUTERELE
9,

Command Target Value

waitForElementPresent id=" ext-gen2095”

TS0 ORFEEY—IVEFERLUTCI VY —=IICTIOERTIZEICENTVDES
(&, ROOY Y REFRAUTIARNTO id="name” SBEE|ISEHITENTETET:
document. querySelectorAlLL( [id]:not([id=""1)")

» docum

rySelectorAll(" (id] :not( [id=""])")

gecko ext-gecko3 ext-mac x-border-layout-ct"> ©
main-frame-header x-border pa nel x-box-layou L ct" style="height: 110px; left: 8px; top: Opx; width: 1200px;"> O
nner" style="width: 1200px; height: 'llap o
eader-logo x-box-item ux: \ayo t-center” style="width: 1200px; height: 4@px; left: @px; top: @px;"> Q
ux-layout-center-item" style: wldlh lZ&Op height: 40px;"> O
-box-item x-box-layout-ct" styl width: neap height: 7@px; left: @px; top: 40px;"> Q
x-inner" L “width: 1200px hquht 70px;"> ©
ass=" 1ra—4=—¢ra)n—bar x-box-item nx»l vout-center” stvle="heioht: 36ox: width: 120@ox: left: @ox: ton: @ox:"> 4

id="name” BRMAREDOHNSQRXVGE., £21E id ZFERULRVERZI—TY MITD
WMWENHDFERIE. css DFEMEFEALT. 5IAFCEEN ZEDERETDZIEET
TFET, CDI—T v &K ROEREFERLET:
css=<css_element>:contains("<some text>"), EEEERURAOU—2 3w ~EER
L T. css=span:contains(”section-panel-header-text”) ZERALTEULY—>v
ZSBU. VSRBEFRITDIEETELXT, COBITIE. BR XV UTHIRD &K
SICRYET,

Command Target Value
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Troubleshooting: Script playback in Qualys WAS scan
Troubleshooting

waitForElementPresent css=span:contains( “section-
pane l-headertext”)

4) 1——DREHVBERT 1 —IL FOBEMME

TA—LRADT A —ILRR T VT4 TITRBDAIC, 72UV IREDI—F—BIENNE
RIGENHYERT, COHE. YIRZFERULTIA—ILRZEIUY I UL, ANT Db
ENRHUET, FDOIFTUATIE "keyPress” AV RZEFERLT. R2UT DB
$DO—EELTITA—ILRET7 VT4 TICTBENTEET, LLTIE. keyPress O
NURZEFERITDIAIUTDBITY,

<?xml version="1.0" encoding="UTF-8"?><IDOCTYPE html PUBLIC "-//W3C//DTD
XHTML 1.0 Strict//EN""http://www.w3.org/TR/xhtml1/DTD/xhtmll-strict.dtd">
<html xmlns="http://www.w3.0rg/1999/xhtml" xml:lang="en" lang="en"><head
profile="http://selenium-ide.openga.org/profiles/test-case"><meta http-
equiv="Content-Type" content="text/html; charset=UTF-8" /><link
rel="selenium.base"” href="https://example.com/Login.aspx" />
<title>test3_good</title></head><body><table cellpadding="1" cellspacing="1"
border="1"><thead><tr><td rowspan="1" colspan="3">test3_good</td></tr>
</thead><tbody><tr> <td>open</td>
<td>https://example.com/Login.aspx</td> <td></td></tr><tr>
<td>waitForElementPresent</td> <td>csls=b</td> <td></td></tr><tr>
<td>click</td> <td>cbAgree</td> <td></td></tr><tr> <td>type</td>
<td>id=rtbEmail</td> <td>qualys@example.com</td></tr><tr>
<td>keyPress</td> <td>id=rtbEmail</td> <td>\13</td></tr><tr>
<td>type</td> <td>id=rtbPassword</td> <td>10K4you2use</td></tr><tr>
<td>keyPressAndwait</td> <td>id=rtbPassword</td> <td>\13</td></tr>
<tr> <td>clickAndwait</td> <td>id=btnSubmit</td> <td></td></tr>

<tr> <td>waitForElementPresent</td>
<td>ctloe$navBari$btnLogout</td> <td></td></tr></tbody></table></body>
</html>

5) IR T PvIT T4 RODUNIE

—EDT7 TV T—23 Tl BEATOCRCEFOMD T U7« EFT 4 BITHRY T7wY
T4 RDZEFERTIEENRHVET, TDHERIE. 1 MLERY TPV IO«

JRIODIA RIESY—S Y hETB "waitForPopUp” IV RZEEBINT 2NENS D
MEULNFEBA, F RYTPYTI4 U RIMBIRSNTVWDZ EEERT D

HD TselectWindow] IV REEBMUET, RIC. BEEHYIC sendKeys IV

R& click OV RZEERLTOVA Y TJ—LEXELET,

<tr>

<td>click</td>
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Troubleshooting: General QBR usage Troubleshooting

<td>id=loginButton</td>
<td></td>
</tr>
<tr>
<td>waitForPopUp</td>
<td>title=Quick Login</td>
<td>50000</td>
</tr>
<tr>
<td>selectWindow</td>
<td>name=login</td>
<td></td>
</tr>
<tr>
<td>sendKeys</td>
<td>name=user</td>
<td>testuser</td>
</tr>
STV a—FT 1427 Qualys WAS ¥+ U TORO T HDOBE
1) RFv 2 LR—E7T QID 150100 (Selenium Diagnostics) ZMHEEEL XTI,

WAS ZF+ WM& T ULIZS. AFv UL iR—bZFRU. lnformation Collected for
QID 1501001 Z=®EBELE T, CCICE. RV U T rOZBERITRTIINET, XU
DR ADEIVY RREFTEINTLIORDNY EFT, AFvF—TCHENREL
F5AIE. CCICRREN., BYGREREZHEUDICENTEXT,

EZIE. BERARDHSEBN2EEVWDIIS—MRRINDIEBEENRHYET, TDI5
BlE. X2 TR 50000 = UMDEZRD "waitForPageToload” I~ RZ&EEHIUL
THTLETV, FE ROtV aVTHRETEILDIC,
"waitForElementPresent” IV RZEBINT D EKIDIGENHY FET,

2) AF v JRICEEINKRINLZC EEHEET D
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Troubleshooting: Script playback in Qualys WAS scan
Troubleshooting

SREEA 7 ') T % Qualys WAS (277w FO— R U7z, SREENERICTET U & &
RIDEHDERKRREIEET DUENHYXT, EFRKRBFIE. XRIUTDOETEIC
REVERADOREE NI DVENHYXT, LA ROV RHREERY
DEIVYITBIE (T—IN—AD POST EREEMT D) DFE. T—/IN—DRE
HEEbEEﬁ%ﬁt—ﬁ?é%gﬁ%UiﬁoLJWIWMDmibﬁWbt_t
ZHERTDAETT,. RSN TLWBETFI 0, HIML Y —XI—FE®KICHZIY
TIOVESZ—RIEDIENTEXT,

HUWeb 7TUT—2 30Tl BE. CORVDIGED—ERTHD/Z1z6. BifR

MNogout] MIEMFINT+ATUR. 12U, [FEAEDERI/AIAX Web 7 TUZEET
Z<DFFLWPTUT—23 VI, 57<0)1’i_1 a. BANICOI DT Y EFRHATRY
UTETIRELERT . ERFRO—BNF TV ITNIDE. RAIDISEDHTHDZ
EITERULTLIZE W, 0G5, SRBEENEII LU COMREIERRTNKIT SAEEMEN
HYUET,

FREDAA CIRELIEMRIDO—EICEIE T SHD L VIAREDESWITAK, BR XTI
ThBEFRZERUT, SREERANR— I TOHMEAATRRERDFEEHR L. RELIER
FREICWAS A "F=2—" ERKR (%" X)) ZFEAIBHETT, cOIYFUA
TlE R UT L BARARNZERBDFELER—I(CHFRET DIERNREON o215
BICDH, TTRTERITINE T, WAS XF+ L R—bT QID 150100 ZH#:39 2
ECEITSNEIRTORI )TV RERETEXT,
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Troubleshooting: Script playback in Qualys WAS scan
Troubleshooting

CNDOFEET D&, MREEERKRIFE ANYTHING BRESMN. QID 150094 (FIEFICESE
INECEERELERT, 72720, BR XV UTEHERICEITING . FREHEROR—
9?9—?v#§§ﬁﬁjﬁ5ﬁm%é\QW1WWOHZGU7FHm§kE%L$
TENBEH I EZEHRS L. QID 150095 X @BR ROV TP TUT—3 IAD
wﬁkiﬂbt;tﬁﬁibiﬁo

DX RZEERETBICIE. WaitForElementPresent OV R OOV 3vES
BUT BR RVUTRZREL, XORO—223w MIRT LIS, WAS RO
SEIEFRFRIRIC 7. %7 (BIARTRL) ZFERLTEEL

Selenium (Automated Authentication)

Script: Qualys Browser Recorder Script Download View Change

Validation Regular Expression*

3) TwaitForElementPresent] ZER U TWAS CIEREICHEET S

Q@R XU T ®D "waitForElementPresent” IV RlE. TEXIFELERNTERL
BAEICERTEET, ExE Web 7PV —o 30 L0 T2 YDTRICEH
ARAENDETCORBEHERT DEHIC, IV RIDEEZENMNT DHNENRSDHE
(X. "waitForElementPresent” IV RZFERAULT. 9—45v hEZRNFTHAAXTNTE
FARREICR D E TERITZ—BELETEET, NEBEUISERT DL, TsendKeys
OV RZFERAUTWASEREEL O—ROI—H—RZEFOIETIIHERTIT. R—IIC

TIOTEAURHE. 3<IC sendkeys IV RICHEEITDIHANHYIC. RHIC
FwaitForElementPresentJ ANV RZFERLULT. REQRIJ—I)ILRAO—-Fr/L 2S5
VIETNBETRIVUTEDBEZEKUET, LEZE 1—F—R2DTH—L 7

14 —=J)URH id=user THAIINDIZE. BR XAV UTREZELT. &=FD open 1
Y RMEIC "waitForElementPresent” OV¥ Y RZEEINTEXT, RIDEFIZRI T
FlE. ROV TrORREICFERLUT, ERICREESNLECEZERTD_ETT, N
. UTFICKFETRINTLVET,

Command Target Value

open https://www. myapp. com
waitForElementPresent Id=user

sendkeys Id=user John. Smith
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Troubleshooting: Script playback in Qualys WAS scan
Troubleshooting

sendkeys Id=password P@$$w0rd123

click Id=submit

waitForElementPresent Id=logout

A0 UTHBRE WAS ADIREEIERFIRELER L T, SR = KR T SO EMEZER
HET, FBIERDR—IICDHRTEINDERERDITDIUENGYET, DM DT F
A FEEFERZFERTEET,

TzEZIE R=IICTOT7Th] EWDSIRIVDFWERY UDRNHDEUET, <l
%z waitForElementPresent IV RTERTBICIE. CORY U ZEZTFIMBEKRTIE
R, FOEBZXRTHBITBIHNENRHDYET, ULEMROT, TOT7T ] (IELEE
AN, R DR ZDEDICBSBBEINTVWBIGEIE id = logout #EELE T,

CDOBITIE, QBR IRV TADOREINY I RELT waitForElementPresent %38
muEd, FIZIE:

BR RV TREZEEFTDIZHDIL XY MERDIFZAEICDVNTIE, TQBR O¥
RDY—5y b EFENTHRET D] OREZSEBLTIETL

4) SREER VT DEERICHEIOT 1 VZERLLET D

WBR ZfEA U TEREER 7 ') T hZEEk 9 515 A. Chrome DY—oI L hE—RZEFAT
DWENDDZENHYET. NI E%T%U)Cookie\ O—NIVRA L=,
Windows #i& 0T 1 VREICKY, PTUVT— 3Ry —LALRICDI——Z5RET
e, BEGHZENHYET, £©55A WS AFv U, RFvF—XZDT—
GICPVRATER BN, [D7)—271%) BEZERALTWe PTUT—Y 30 e
EIBRD. TOBRNSRIUTHERHFIT D ENEETT,

Chrome =2 LW b D4 U RIZERE, EIICRI )T HERHFT BHEITTT, IR
V=L bE-RTERTBEHICIE. Chrome DILEREEED —J Ly FE—F
TR REZBMICULT, BR ZBMICT SUBENGDHZENHYXT,

5) L&D SS0 ZFAHITBDIEIXRT7IUICTI DORAER VI M =FEAHT S

DTG A A SS)ZERTBNeb 7TV —23 VEIF v T INENDHD
%—Alat Qualys WAS @ Selenium X2 ) &AL CEREEZRINS BN ENH DA
’fib\=<ﬁb)$3“(n¥%ﬁ) BU SSO0 XAZXLZERTIEHRD Web 7TUNES
. =D open AN RMD URL ZRRWLWT. SBEER V) T AE—THD15%a0
VET, ZDHBRIE. TFAITA9ZFERUVUTCRIVUTAEFHTHREL., RLZE
F@@webaDpURL@@J BIAFRV)ICETMADCENTEEXRT, UL WAS /NS X—
—EMEINET, WAS AF v VRICAIUTERARBEINSDE, XFvFH—I WAS
/\7>< I—%FH L. Web 7FUT—23 oDy —5 vk RL ICESBRZET,
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Troubleshooting: Script playback in Qualys WAS scan

Troubleshooting

NICkY, Z<DERD Web PTUTEMNET D 1 DDFBEERV ) THZFERTED
fzh. RV TEOEBAKBICERIEINE T,

LUFIE. WAS XS X—4ZFERT S Selenium RV U TRDORZARY F T GEARTS
NTWLWxd),

<tr>
<td>open</td>
<td>@@webappURLO@</td>
<td></td>

</tr>

<tr>
<td>sendKeys</td>
<td>name=emai [</td>
<td>test@example. com</td>

</tr>

<tr>
<td>sendKeys</td>
<td>name=password</td>
<td>mypass</td>

</tr>

<tr>
<td>click</td>
<td>id=SignInButton</td>
<td></td> </tr> ...
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Command Reference

a2k U270 2RK
CDETIL. Qualys Browser Recorder CTERATES2IANTCHINVY RZE
JZAMUET,

A

addLocationStrategy addLocationStrategyAndWait addScript
addScriptAndWait addSelection addSelectionAndWait allowNativeXpath
allowNativeXpathAndWait altKeyDown altKeyDownAndWait altKeyUp
altKeyUpAndWait answerOnNextPrompt assertAlert assertAlertAndWait
assertAlertNotPresent assertAlertPresent assertAllButtons
assertAlLFields assertAllLinks assertAllWindowIds

assertAl WindowNames assertAllWindowTitles assertAttribute
assertAttributeFromAl lWindows assertBodyText assertChecked
assertChildWindowName assertConfirmation assertConfirmationAndWait
assertConfirmationNotPresent assertConfirmationPresent assertCookie
assertCookieByName assertCookieNotPresent assertCookiePresent
assertCssCount assertCursorPosition assertEditable
assertElementHeight assertElementIndex assertElementNotPresent
assertElementPositionLeft assertElementPositionTop
assertElementPresent assertElementWidth assertEval assertExpression
assertHtmlSource assertlocation assertMouseSpeed assertNotAlert
assertNotAllButtons assertNotAlLFields assertNotAlLlLinks
assertNotAl WindowIds assertNotAlLWindowNames
assertNotAlLWindowTitles assertNotAttribute
assertNotAttributeFromAl IWindows assertNotBodyText assertNotChecked
assertNotChildWindowName assertNotConfirmation assertNotCookie
assertNotCookieByName assertNotCssCount assertNotCursorPosition
assertNotEditable assertNotElementHeight assertNotElementIndex
assertNotElementPositionLeft assertNotElementPositionTop
assertNotElementWidth assertNotEval assertNotExpression
assertNotHtmlSource assertNotLocation assertNotMouseSpeed
assertNotOrdered assertNotPrompt assertNotSelectOptions
assertNotSelectedId assertNotSelectedIds assertNotSelectedIndex
assertNotSelectedIndexes assertNotSelectedLabel
assertNotSelectedLabels assertNotSelectedValue
assertNotSelectedValues assertNotSomethingSelected assertNotSpeed
assertNotTable assertNotText assertNotTitle assertNotValue
assertNotVisible
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Command Reference

assertNotWhetherThisFrameMatchFrameExpression
assertNotWhetherThisWindowMatchWindowExpression assertNotXpathCount
assertOrdered assertPrompt assertPromptAndWait
assertPromptNotPresent assertPromptPresent assertSelectOptions
assertSelectedId assertSelectedIds assertSelectedIndex
assertSelectedIndexes assertSelectedLabel assertSelectedLabels
assertSelectedValue assertSelectedValues assertSomethingSelected
assertSpeed assertTable assertText assertTextAndWait
assertTextNotPresent assertTextPresent

assertTitle assertTitleAndWait assertValue assertVisible

assertWhetherThisFrameMatchFrameExpression
assertWhetherThisWindowMatchWindowExpression assertXpathCount
assignld assignIdAndWait

B
break
C

captureEntirePageScreenshot captureEntirePageScreenshotAndWait
check checkAndWait chooseCancelOnNextConfirmation

chooseCance lOnNextPrompt chooseCancelOnNextPromptAndWait
chooseOkOnNextConfirmation chooseOkOnNextConfirmationAndWait

click clickAndWait clickAt clickAtAndWait close contextMenu
contextMenuAndWait contextMenuAt contextMenuAtAndWait
controlKeyDown controlKeyDownAndWait controlKeyUp
controlKeyUpAndWait createCookie createCookieAndWait

D

deleteAllVisibleCookies deleteAllVisibleCookiesAndWait deleteCookie
deleteCookieAndWait deselectPopUp deselectPopUpAndWait doubleClick
doubleClickAndWait doubleClickAt doubleClickAtAndWait dragAndDrop
dragAndDropAndWait dragAndDropToObject dragAndDropToObjectAndWait

Eecho echoAndWait editContent editContentAndWait
F

fireEvent fireEventAndWait focus focusAndWait

G

goBack goBackAndWait
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H

highlight highlightAndWait

I

ignoreAttributesWithoutValue ignoreAttributesWithoutValueAndWait

K keyDown keyDownAndWait keyPress keyPressAndWait keyUp keyUpAndWait
M

metaKeyDown metaKeyDownAndWait metaKeyUp metaKeyUpAndWait mouseDown
mouseDownAndWait mouseDownAt mouseDownAtAndWait mouseDownRight
mouseDownRightAndWait mouseDownRightAt mouseDownRightAtAndWait
mouseMove mouseMoveAndWait mouseMoveAt mouseMoveAtAndWait mouseQut
mouseQutAndWait mouseOver mouseOverAndWait mouseUp mouseUpAndWait
mouseUpAt mouseUpAtAndWait mouseUpRight mouseUpRightAndWait
mouseUpRightAt mouseUpRightAtAndWait

0

open openWindow openWindowAndWait
P pause

R

refresh refreshAndWait removeAllSelections
removeAl [SelectionsAndWait removeScript removeScriptAndWait
removeSelection removeSelectionAndWait rollup rollupAndWait

runScript runScriptAndWait
S

select selectAndWait selectFrame selectPopUp selectPopUpAndWait
selectWindow sendKeys sendKeysAndWait sendTotp setCursorPosition
setCursorPositionAndWait setMouseSpeed setMouseSpeedAndWait
setSpeed setSpeedAndWait setTimeout shiftKeyDown
shiftKeyDownAndWait shiftKeyUp shiftKeyUpAndWait showElement
showElementAndWait store storeAlert storeAlertPresent
storeAl[Buttons storeAllFields storeAllLinks storeAllWindowIds
storeAl IWindowNames storeAlWindowTitles storeAndWait
storeAttribute storeAttributeFromAllWindows storeBodyText
storeChecked storeChildWindowName storeConfirmation
storeConfirmationPresent storeCookie storeCookieByName
storeCookiePresent storeCssCount storeCursorPosition storeEditable
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storeElementHeight storeElementIndex storeElementPositionleft
storeElementPositionTop storeElementPresent storeElementWidth
storeEval storeExpression storeHtmlSource storelLocation
storeMouseSpeed storeOrdered storePrompt storePromptPresent
storeSelectOptions storeSelectedId storeSelectedIds
storeSelectedIndex storeSelectedIndexes storeSelectedLabel
storeSelectedLabels storeSelectedValue storeSelectedValues
storeSomethingSelected storeSpeed storeTable storeText
storeTextAndWait storeTextPresent storeTitle storeTitleAndWait
storeValue storeVisible

storeWhetherThisFrameMatchFrameExpression
storeWhetherThisWindowMatchWindowExpression storeXpathCount submit
submitAndWait

I
type typeAndWait typeKeys typeKeysAndWait

U

uncheck

uncheckAndWait useXpathLibrary useXpathLibraryAndWait
v

verifyAlert verifyAlertNotPresent verifyAlertPresent
verifyAllButtons verifyAllFields verifyAllLinks verifyAllWindowIds
verifyAlIWindowNames verifyAllWindowTitles verifyAttribute
verifyAttributeFromAlIWindows verifyBodyText verifyChecked
verifyChildWindowName verifyConfirmation
verifyConfirmationNotPresent verifyConfirmationPresent verifyCookie
verifyCookieByName verifyCookieNotPresent verifyCookiePresent
verifyCssCount verifyCursorPosition verifyEditable
verifyElementHeight verifyElementIndex verifyElementNotPresent
verifyElementPositionLeft verifyElementPositionTop
verifyElementPresent verifyElementWidth verifyEval verifyExpression
verifyHtmlSource verifylLocation verifyMouseSpeed verifyNotAlert
verifyNotAllButtons verifyNotAlLFields verifyNotAllLinks
verifyNotAlIWindowIds verifyNotAlLWindowNames
verifyNotAlIWindowTitles verifyNotAttribute
verifyNotAttributeFromAlIWindows verifyNotBodyText verifyNotChecked
verifyNotChildWindowName verifyNotConfirmation verifyNotCookie
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verifyNotCookieByName verifyNotCssCount verifyNotCursorPosition
verifyNotEditable verifyNotElementHeight verifyNotElementIndex
verifyNotElementPositionLeft verifyNotElementPositionTop
verifyNotElementWidth verifyNotEval verifyNotExpression
verifyNotHtmlSource verifyNotLocation verifyNotMouseSpeed
verifyNotOrdered verifyNotPrompt verifyNotSelectOptions
verifyNotSelectedId verifyNotSelectedIds verifyNotSelectedIndex
verifyNotSelectedIndexes verifyNotSelectedLabel
verifyNotSelectedLabels verifyNotSelectedValue
verifyNotSelectedValues verifyNotSomethingSelected verifyNotSpeed
verifyNotTable verifyNotText verifyNotTitle verifyNotValue
verifyNotVisible

verifyNotWhetherThisFrameMatchFrameExpression
verifyNotWhetherThisWindowMatchWindowExpression verifyNotXpathCount
verifyOrdered verifyPrompt verifyPromptNotPresent
verifyPromptPresent

verifySelectOptions verifySelectedId verifySelectedIds
verifySelectedIndex verifySelectedIndexes verifySelectedLabel
verifySelectedLabels verifySelectedValue verifySelectedValues
verifySomethingSelected verifySpeed verifyTable verifyText
verifyTextAndWait verifyTextNotPresent verifyTextPresent
verifyTitle verifyTitleAndWait verifyValue verifyVisible

verifyWhetherThisFrameMatchFrameExpression
verifyWhetherThisWindowMatchWindowExpression verifyXpathCount

W

waitForAlert waitForAlertNotPresent waitForAlertPresent
waitForAllButtons waitForAllFields waitForAllLinks
waitForAllWindowIds waitForAllWindowNames waitForAllWindowTitles
waitForAttribute waitForAttributeFromAllWindows waitForBodyText
waitForChecked waitForChildWindowName waitForCondition
waitForConfirmation waitForConfirmationNotPresent
waitForConfirmationPresent waitForCookie waitForCookieByName
waitForCookieNotPresent waitForCookiePresent waitForCssCount
waitForCursorPosition waitForEditable waitForElementHeight
waitForElementIndex waitForElementNotPresent
waitForElementPositionLeft waitForElementPositionTop
waitForElementPresent waitForElementWidth waitForEval
waitForExpression waitForFrameToLoad waitForHtmlSource
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waitForLocation waitForMouseSpeed waitForNotAlert
waitForNotAllButtons waitForNotAllFields waitForNotAllLinks
waitForNotAllWindowIds waitForNotAllWindowNames
waitForNotAllWindowTitles waitForNotAttribute
waitForNotAttributeFromAlIWindows waitForNotBodyText
waitForNotChecked waitForNotChildWindowName waitForNotConfirmation
waitForNotCookie waitForNotCookieByName waitForNotCssCount
waitForNotCursorPosition waitForNotEditable waitForNotElementHeight
waitForNotElementIndex waitForNotElementPositionLeft
waitForNotElementPositionTop waitForNotElementWidth waitForNotEval
waitForNotExpression waitForNotHtmlSource waitForNotLocation
waitForNotMouseSpeed waitForNotOrdered waitForNotPrompt
waitForNotSelectOptions waitForNotSelectedId waitForNotSelectedIds
waitForNotSelectedIndex waitForNotSelectedIndexes
waitForNotSelectedLabel waitForNotSelectedLabels
waitForNotSelectedValue waitForNotSelectedValues
waitForNotSomethingSelected waitForNotSpeed waitForNotTable
waitForNotText waitForNotTitle waitForNotValue waitForNotVisible

waitForNotWhetherThisFrameMatchFrameExpression
waitForNotWhetherThisWindowMatchWindowExpression
waitForNotXpathCount waitForOrdered waitForPageToLoad waitForPopUp
waitForPrompt waitForPromptNotPresent waitForPromptPresent
waitForSelectOptions waitForSelectedId waitForSelectedIds
waitForSelectedIndex waitForSelectedIndexes waitForSelectedLabel
waitForSelectedLabels

waitForSelectedValue waitForSelectedValues waitForSomethingSelected
waitForSpeed waitForTable waitForText waitForTextNotPresent
waitForTextPresent waitForTitle waitForValue waitForVisible

waitForWhetherThisFrameMatchFrameExpression
waitForWhetherThisWindowMatchWindowExpression waitForXpathCount
windowFocus windowFocusAndWait windowMaximize windowMaximizeAndWait
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