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Qualys TruRisk Eliminate NL—=>JH1 K

FU®HIC

AERHE Qualys RL—=>JH4 R0 TruRisk Eliminate DFBa LDEIERET BzpDH
SEERFIADNRDET, FEEHA MEDTU—- N2 (CHA > TPYTOIZE, TruRisk

Eliminate DL —=>9%245— MU TS,
https://www.qualys.com/training/

@Qualys. Platform  Solutions Customers Resources Support More (Q Community Login Contact Us

Certified Courses Video Libraries Onboarding Training Instructor-Led Training

Take free self-paced or instructor-led certified training on core Qualys topics, and get certified.

Get Started: Video overview | Enrollment instructions

Vulnerability Management Learning Path:

Vulnerability Vulnerability CyberSecurity Enterprise
Management Management, Asset TruRisk™
Foundation Detection, and Management Management
(optional) Response (CSAM)
You will learn how ETM enables
VL:T:::;ZS :fn:(;:f::\ft An introduction to core Qualys Learn to organize and manage security teams to elevate risk
sensors and core VMDR data in a better way using various management to a strategic level
functionality. features of the CSAM application. while ensuring continuous

oversight and data-driven
decision-making.

e 3\
Scanning Reporting TruRisk Eliminate
Strategies Strategies
Scan a complex network of Build a reporting program that Learn how to reduce cyber risk
devices. impacts security decisions. comprehensively for your global IT
assets by integrating patch
management, mitigation and
isolation to proactively remediate
vulnerabilities.

COURSE
S QUALYS TRURISK™ ELIMINATE (TE) - SELF-PACED COURSE
Qualys TruRisk Eliminate ILLEEE



https://www.qualys.com/training/

TruRisk Eliminate Overview

AEFTAT(E. Qualys True Risk Eliminate (LT, TRE) H' True Risk J2vhJA—LADBEE
ZL5RU . eSS EE DS A IV INDOF TEDERPEZIBHEL. EDISICNAVKRZEIRTZN
ZERBALTLET,

RN NN FER (Patch) RIITRL 81 (Mitigate) & BeEf (Isolate) &LV5&E
REZZIBINL. EAFIKI T TEURIZE T IF5N3LI(CUIETTY,

MessEERS 1 ITY 1IN DA

BEDFER (Discover)

FYRNI=Y EDEE (IHFk-H-/N-7IVr—23>%) #iEBEL. aRE-EziT\ET.
» BENMRITORVE, EF1VFARRBROBED I RANEZE(CRDE T,

1Bk DILIE (Inventory / Configuration)

BEED OS, BAE#NYF. BAFIVF -3V EDERKIEHRZINELET .,

> COIBIRNEEDERA YTIIIVALDEE, BEEMITORERICRDET,
B%ERT (Prioritize)

BEON- R HBE5N2BEAYTUIIYAZSRU. BEDIRREEZZEESHE T, EDMEssE
DoMUY RENZRHET

» ZZT. True Risk I IYNURIIBRCEIUBEEMICHESLET,

4L (Eliminate / Remediate) — *TRE DI #i5

B 4 FMTTAINDEEDRE (\YyFEDER) 2BEME- HBILET.

- COI ¥R 1T7T—X%. TRE H* Patch / Mitigate / Isolate O 3 FEXTHLFRUE T,

True Risk Eliminate (TRE) D#h#éeE & &3

Qualys (FBFFO)\WFEREEICIIZ. 2 DDOFERETBNUEL.

Patch (J(WF#EA) - "5 —IHOEENvFEEAT 3. ROIEENRFERTY,

212U, 7GR, BIRETAN, EIEETE (99259 4L) REDHBIET. BIFERANELLNT—
ANHDET,

Mitigate (#8F1) - JCYFHRRE BEEARTORATE, LYANZEEPY-EREL
RE NI - HERTZHEZEB CURVZERLET . /\WFETOIMEEL [ELT. HEmEIRD
BEFBHRIEIRA.



Isolate (fERE) — /\YFERBMEARTEERIZSTE. BEEZRYMNI—I8ICIEREL. Cloud
Agent BHETEBTEALOCLET BEBREZE (AT NEERE) ZE k. BREHTER
TERSABRYNI-IICEREEE T BHEMietF1)71Z2mIL I 3D R=ARPRKER .
ZD 3 DDFEH(CED., IIBPHIFICISURERY R VKR — MEAE T,

Risk-Based Vulnerability Management (RBVM) O&E XA

RBVM (. $iif#ZRZIE (CVSS &) EHFITIKFULRVEEET, L T2ZRBUTRYRIICE
HBEEMIZITVET .

o ERTEEMY (Exploitability)
o HEDEERE (Asset Criticality)
o EIRARE (Business Impact)

Qualys Tld. VMDR (Vulnerability Management, Detection and Response) & True
Risk I YZETDILT.

MRl - FHMil - BEEMT - EEFTZABD-/I0-THELET,

TRE (FCOMEE 1 DEP D ZIRKRMEA ICELE TR I 515212180\ F T,

ERA A=
RSP O VR TOEAEEET 5L, ROLSBED T NEHHITY.,

BEOWBMIMER - ATv EHEE Cloud Agent BAfiRizFIv/U. MiIHORIFRNZ
2

BEEEDIIFF - BEIIVT HIVRBY - IHEKICAT =G EU. URIEHmRFCE AT
T

BEEMIOIN-INEME - Exploit AR, 15—y hEH. 71 RILFEFREZERL
18 SLA ZTE.

M5 DI (Patch / Mitigate / Isolate) — HIRA4TIANEHRRS Patch Z B &5iE
H. TAMFE-ELIEART]RS Mitigate T—Hf51H, BRMNEL. MFEEARTIRS Isolate T
FHUAD,

BRILERFIE - [REROBMFREE. F2E25Hl. ZEEREZIUV7UTHHAAEENT.

T (FEEE 275U . LR— M TrIfRA,



Qualys Patch Management Overview

COETZT(IUATORFICDOVWTEHEALTLETD,
1. \yFEBDERE

o EDONYyFREDMEETIH(SERAI RSN FIRTHEEL L.

o BEUT7IVT—33>%EH D OS T/\WFEA I 20ONHER,

o BEIBLAHINTETE VE-MENAIL. )\ ATV RERIETEA1 AU- 2 ERNEH
.

o AVALLORTS1—IVHEED IT BEBROSH ML LERE,

2. Qualys Patch Management %5

o GiIEfTABMEINEYY1-33> T, WFEREHRIELEF1)T 251,
o BRSSEDIRE. SyFOTAN B 02T 517> AR N R CENE.
o BRASREZERU. U751 LT/ FIRTTOMEE EORIRIE A E] 6E.

3. ERAVYH

o tFIVFIURIER : HeSEHEPBRBNADE L Z&/IME,

o ERMEELE : UV-VJ0-05HE1E.

o IVITFATIRHML : MEEMHFEEBTHIT .

o JAMHUR : FENWFEEDHIMT TCO ZIE T

o BSREEN : BEMEICKD IT F— AhEBSRIZEFZ(CEERPIEE.
o TLE AN -BEFEMNISTI(T O REMER,

4. MESSIEEE L DEH

e Qualys Vulnerability Management A EDE 3L, MESEHEEMNER/\vFZ2EE)
TREETT,
o  BEURIMESS R BITHIEIETTRE,



5. HITEEE EHEEE

o OSPVT7IVT—33>, H—RIN—-F4 YT D) WF(THT T

o  A2A-YNEFENHNET VPN RETECTE/\YFEATEE (ZTE-hJ1-VE—AD
1ARRE)

o HUWIWF (superseded) %:HBILIIZRAL,

o HESSHEDFELIE PRI DBREICEDVWT/ WF 3 Z B0 EE,

BEODAMILLEHE

ZOt)2a> TR BEORAPFR(IFEDORANSH LT/ WFEEED 1-)L2BMEL. /\yF
RS RAERI 25 E2FBUET, . S AEREHITOI7IVERECHITZY
JOEEMOVTHIERZRDET .,

1. 258=
S T7I74R=23>0-770— | O8I ZFHIALE T . N V5V RI-I 1Y MDEEEE/IY
FEBEI1-IVO/ELD 2 DORERATYT THEKINTVES V5VRI-J1 MY AN
—ILENTUVRWE AL, FTENZREITD2NENDDET,

2. J39RI-IIOMDASAN-)IEERTE
J39RI-I1IY MINYFERDRIHREZMNTT . - YNEE(ISIRI-Z1> M1V XM=
U JF BRI TERLIGRELET . Activation Key (. 75T RI-S1> M/ AM=)LT
BIRCERI BB ITOTIPAIITY, COF—%EE (RAN) [GEAIZIET. ZOEENE
DEZ1I-NOY—ERICTICRTEINZRELEFT .



New Activation Key Tumbap o On [OF X Activation Key Tumbep tox On O X

...............................

.........................................
a m
............................. e -
1]
—
Endpoint Det n File Int
[ | S
SCA ~
.......................... -
m Cloud Ager Se ﬂ Software Compostion Anatysis.
S
m e
P et Compontion Aty
E - = o ’
.
[ | [n sopr——————— ]
Close Ganerate ose =

3. \yFEBEEI1-IDOFE

o FEAAYIITOTFANOEIE
I3 RI -2 1> MRANDIRREZFEERL . VI hIIT7 W0\ FOBEEIEIE S 228 Dsx
ETY,

o JWFSLEIADEIDYT
TEZXNTOT7ANERTELTE, SN/ WFBRETEERA. @H%Z
HEIDENHDET,

4. \yF337 OFERL
o OS PEMFMBRTL) WFZITEHRLES . 5T ERALTEREZTIL—TEL. ZIEK
() wFERLET.
5. POTAN—33>F—D1EE]

o TITAR-IAVF—([FEHEE(CEATE, EOEZ1-IN2BMEITINERELFT .
o« —IEEEEHEET. BIF&EESHLLVED1-IZEITEET,

[Apply Changes to all the existing agentsIFIvImvIA(E, I5URI-T1>b
D Activation Key ZiRE T BMRICRRINDATIAC T, IERCEBRIEEE T,
COFIVIRYIRZEAINCT DL, IRTEZD Activation Key ZERUTWRINTORIFI—
TIVNMIHUT ZEEABTH—IEERINET,



Bz (&, Activation Key (CFRUWEZ 21—l (B : Patch Management) ZEBHILIZ
Ze COATSAV BT BE, I TICEDF—THBREN TV R EE(CFHILLES1-)L
MEINENZEY,

6. EBIRAMODES1I—IVENM (HI5T—2R)

o TOFANR=3AF—([CEFNTOVETE. IFERANCFEIT/\WFEBEZEMMETEE
a_o
o [Quick ActionsIN5ES1—-IVEEIRL. RSA9-2AICLTEMELET.

Cloud Agent v
D Agent c Activate Agent o

&% Agent Management JYSYSN  ActivationKeys  Configuration Profiles Activate this cloud agent for the modules selected below.

The cloud agent platform will start to perform host and report security threats
using this agent. A license, if available, will be consumed for each agent activated

File Integrity Monitoring
Agent Host os Version Last Activity - 1 agent(s) are currently activated for FIM.

WIN-2K19-TEMP|

Endpoint Detection and Response
1 agent(s) are currently activated for EDR

sdargad-windo

Supported for only Windows 3.0, Linux 4.6, MAC 4.25 and higher Agent
versions

m Patch Management - J
v

windows-desk-01 I Microsoft Win. 7022 VM Manifest Downloaded
16 hours ago 2:57 AM

cacn =

QQL T/\WFEIBEZ1- /L ERAINTORVLW Y E D3
not activatedForModules: “PM”
7. ¥FvvI 1YL XHE

o J\WFOHARIEUTHFrYS 11/ X% %R AE. Windows J\YFIXERX 4GB (C25
EHEBNMNETT,



~ Agent Configuration Profile
» Assign target hosts to CA Configuration Profile that has PM enabled.
« Default Cache Size is 2048 MB.
* The Recommended Cache Size is 4096 MB for Windows Assets.

Application Configuration

Select applications to enable data collection for monitoring and remediation

Enable Patch Management (PM) for this profile. o)
Cache Size

®) Limited Unlimited

Cache Size (512 - 10240 MB) *

[40964 ]

8. S1EVAE

o J\WFEIBSAUIREWA, V) ZFE>THREEZIEBEL. AEREE (. 7R
18) (FBRINET,

o JWFEIEBES1-IZ2BIMELTUVTE., S ANRINIEEN\yFERETEEEA.
—= PR NTOTPAERTE + AT RABEANMRBRMETT,

o SAEVADEISMR
[Patch Management]—[Configuration|—Licenses ]9 TEIELE Y, CCTE
LT AZEIDHTEY,

o TAUITHESR
Patch Management DEER—-ST QL #&ZFRZERALFT :

| icensed:true » A AHDDOERE
licensed:false » SAEARULOERE



= Configuration xenses

L
: Patch Management
» AL 358 days o0 Jan 25, 2026 0529 AM
Drsabled

License Details Caiculaton for hoenses consumed
7 Total Licenses
Consurmed
20K ==

Include Assets to Patch License Configuration

[ Included assets tagged with the following tags (1) [+ J

Q
Excluded assets tagged with the following tags (1) ©

9. 7RAAYNOI7AI
= Q)

="

Patch Assessment Profile (&, /59 RI—> 1> MIEEZZAFY U, EONNYFHRRBLTND
M EDOYVINITITHIesE 2T 3 DI - EYRTT,
— J\WFBEHAORHREL T, FTEEDIREZ [EFECICIEI 3D ETT,

AFVIROER - £ OS 07V —2a %1l 2N IEE,

AFrUHEDEE - TIANCE 4 BECECAFrONRITENF I DRILRTZ 31—
SCIEER

HIILELZBREBEOHIE - FEOEEI N —TICOHFTOI7 IV EBATEET,




10. YT ZAHOVI’Sa>UANIVERTE

10

PowerShell £TRUS—DINLIXR (Windows 3JH)

Bypass Execution Policy D&k

[Bypass |ZBCIBE. BEEDRYS —2MRALTAIUT MeRITRIHE(CRDF Y,

EBADBRMCBIFRB(RITTES
EEPHEAYVE-IRULTRITEND

JCFEIRT(E, OS NNyFEABFC PowerShell 27T MefES1zs. RS —HELLE

TITWKRI D ATHEMENBDE T DD, NN RZBIMMETZIET. ALA—X(CRIVT
MeR1TTEEY,

ISYRI-SIOPAFrOOER ()\vFTITIESE)

Defer Cloud Agent Scans (&, /\WWFEIB(CHITZITIRI-IIO MDAFVT VB
YEE—BSH(CERAT BHEE T, KHT. Windows /\FDF O 0—-)L/\wI>30%
FITIBHRIC. AFrESITHRELRVESICT BN E Y.

BE, 737 RI-210 MRS AT v A& E B ERINEZ EHIN(CEITUE T,
Defer Cloud Agent Scans 2Bt 9 3L, \YFIITDORTHREBIZIRI-IIV M)
AFrE—BELL. SITHTTUREIC AT 2BRALET .

PIEBURS NUDS D)y FHD 00— R (HHEBEISA BT ES)

[Download Patches from Internal Repositoryl&(d. /OWFEIBCHVNTINER
RIA—SIEE) \YFZEUS TERVZEIC. HROURI N (RERY—/C) H5)/(yvF%
A>0—-RIBIHDEETT .

o BE. JWWF(F OS PYIRIITOR -1 M EIEII>0-RUET,

o ULHU. RYRD=IHI8 (4>9—rwNEFATL, tF1UTR)S—) PRV —H4
MOT7ICAEENGZHE. REIURS NZzFIBLET.

o COATIAEBINMET DL, V3IRI-S10 NIIBEESNEAZIURS NUMSIYF
ZEUSLEY.



11. BEQWRETNIVLY)

o JWIFEBIEBNEMREET—BERT.
e |licensed:truet licensed:false TSAt>XE8®EJ()LYBIHE,

.............

12. XYFS3)ADOEEEN

o FAEIZIETEEZEIRL. FRFFEIFO/N\yFTIT(CEITEET.

Assets ndow:

Quic
L] wing-pmo0
vvvvvvvvv MPLATE 1
a win2019-pm T
-] win10-pm
] ShardawinServer ]

Qualys Patch Source

033> TR, ) WFRHSITTRERAINR L ) WFY—-R (ROA-DT>F O VEHERY
KD =X RURT NIHBSAD > O— REJEER/ \WFHE) (CDOWTEREALEY . Windows.
Linux. Mac ARL—FT4 >3 2T AICBET B/ \WFII DWW THRRLET,

n




NyFRmO#E(RT T, FIARGR\YFY-2A%2HERITS

o EHOEITNDD. ENTNOIFHZIERU CERIIUNEETT,
BENRER : NXV5-0J0-/\L CDN

o OSV7IT—23>0)\WF(E BEAS-MRHTIAKRY NI -INSEEULET .
TFIVFIREE

e Qualys (397>0—-RUEE)WFETIINBRAEINYS LB TIREEL. S5(C Malware
Insights TZ &M ZHERLET .

SREE B ERIZE DX

o FREHIE\wFIE BEENFETIVOO-RL. REURI MICECELES.
o I-TIMEBURSNZSIRTESRLD. HEZEMEIZRENHDET.

Qualys Gateway Service (QGS)

o ANER)\WFOFYSatEEEL . FREHTE/ (W FOPIBBURS NUBEEEZ IRIIL TLIET,
o RYRNI-IEEZERL. NRNBEAAHEIEETT

Linux EED/\YvF &R
e Linux Tl&. 739RI-212 M) OS EZ=ED) o - EIBY—)L (apt. yum 2E) %Z{EH

LEY,
o AR NFIAEFE, FR1C) WFZREL. SIRNTEZRMULEI.

Linux Asset
O
(o}

Q, 6
C o
Qualys Cloud Agent Package Manager Package Manager Repository

RyFIaTRITRIDEER

\ 4

12



o BB MICKHER) CwF M TV EZFERL TS T ZBIIA I DIENEETY,

Qualys KXyFhvs0%

1. KyFER(CHFBMQualys /\yFH50OJ 1DEE

o JWFEBOEERERRE. Qualys /\WFHY0YJ DHBEHZIBETZETT,
e CMHAOY(L. Windows:Linux-Mac @ 3 DD 0S ZEICFIARIEER /Ny FE—E{bL*
ED
o JWwF(L. Kess1E (CVEID) &UXPEN. QID (Qualys ID) TEELTVET,
o QID (& CVE ID iMRVZE(EFRFRENRN,
o  ZOMAHHCLD. BREIDRAGEIEREICIEIENRIRELRDET,

2.35K

2. Windows /\wFh40% D45

o 2FEHONYTF :
o Quality Patchable : BF(CEMSEIAE,
o Acquire from Vendor : S2:EIBERNINE,

% Quality Patchable ($E(C/\wF 3T (SENNTESN. Acquire from Vendor (FZEHi
ERIBE,

o JANHFULIHEE
o [Missing]FIvITHRER/ WFZFRTRo

13



o [installed | FIyI CHEAREH WF 2R,

o ['Non-superseded ] Ta#T/\WwFDHERR (L WFEERIN)
o FPAIVODERM. :

o Y- (] : WinSCP) (&l Acquire from Vendor %<9,

7% Patches Windows

25 2 ™

3. Linux /\yFHH05 D458

e Linux (IRBANYFOHRREIEE (0S DEFEMFCLD)
o BEEMIOEHDOY—b:

o EB. HFIV. EXERE,
o JAYII1IH :

o 5l : Ubuntu 18, Ubuntu 20. EXEHI.

14



QUICK FILTERS

Uinux
Patch

Rocky Linux SEUrity .vu..vw. s +v -y (RLSA-2025.

Rocky Linux Security Advisory for raptor2 (RLSA-20. > 2

Rocky Linux Security Advisory for kerel (RLSA-202 > D

Rocky Linux

Rocky Linux

Rocky Linux

Secus

Secur

urity Advisory for cups (RLSA-2025

ity Advisory for firefox (RLSA-202

ity Advisory for webkit2gti3 (RLS.

Debian Security Update for libreoffice (CVE-2024-12

Debian Security Update for libreoffice (CVE-2024-12

Ubuntu Security Notification for Linux kernel Vulner

4. Mac /\vFHH0% D58

.-
e
[
[
e
.
e
[

Windows [E)#k. Missing / Installed / Non-superseded TJ1/L5T]&E,
ARSI T14L98%0.,

© Qualys
2 Patches

44

Total Patches

QUICK FILTERS

os

Patch

firefox135.0.1.umy

microsoftedge133.0.3065.69_universal. Feb 17,2025 X86.64,  MEDGEM Security 376966

W important
B important

5. RERIINVIVYY (VIVEEE

15

A1

BileEHHIBED RebootRequired: (True/False)

Acquire from Vendor H&5H

DownloadMethod:

(Available/AcquireFromVendor)
TF1VFANYFOHRAR  IsSecurity: (True/False)
O-)V\wJaJgERI\YF  IsRollback: (True/False)




o
023-Security Only Update for
loncompliant devices maght n
KB4601275: Time zone change in Windows
DST changes in Windows for Fi (October 2.
Hotfix for Windows 8.1 (KB3031598)

6. Acquire from Vendor /\YFOBEZHLFIE

o [Enable Patch1%2/Uy/9 %L, PREBURS NIC/\YF 2 BLE T 3 EBEN RN,

=FIIE :

1. AEBURS M®D URL 5%%E (S:B5I URL) »

2. NOH-5)NyFESI>0— KU, AEBURS NICERE.
EE

o COHEEX Windows & Mac DX,
o YIRIITAVEETIARERURS NUHNSDAT > O— R IEBEML T 2HEHD,

22 Patches Windows

16



Enter Repository URL Or Upload File
Enter the language-specific local repository URLs. The Qualys agent will download the binaries from the URLS that you enter. You can
find the vendor URL from the patch details page from where you can download the binaries into your repository. Learn more...

How to Enable Patch ? Remove Vv

\1/ Download Patches from Vendor Urls ») @ Enter Repository URL or Upload File

Enter Repository URL or Upload File

(® Use existing URL (O Upload File to Qualys Cloud
Language Support URL
Select Language Support v Enter Repository URL
Refer Vendor URLs

LANGUAGE SUPPORT URL / INSTALLER FILE

-
Cancel

Patch Deployment Job D48 B}

NyF7FI7 0414 DHE
o JOYFRIWFFT IO - RIEEHT, KYFEBES1-IVRO 3 DDIFANSTTTA
ISR

1. Jobs £33y (RHEIEMN)
= XZ1—7E0[Jobs |9ThBRE,
o JWFORMREERE. D370l INTERERTEE.
2. Assets 97
s BIREFHOEEC) \vFEER.
3. Patches 97
= BIREHO)\YFEEEIGER.
o HIBREIA
o 1>3JI3BNNTES/\WF(IEK 2000 4.
o OSZ¢ZBIZad (Windows. Linux, Mac) TEIHE,

17



JaTVERkFIR
1. Jobs U4 RUTICreate JobIRY>&EIUYY
o [Deployment JoblZF/z(&IRollback Job |ZiE4R,
o Rollback (3BIF/ CwFZEDH I Tl B,
2. J3TVBWAN
o WA : TaJg (FEAD)
o R : A GFARERZCHIER)

Z Jobs Windows Linux Mac

0 <

Total Jobs

o * The final number of patches and assets will be calculated some tim¢g

QUICK FILTERS

Create Job v/ <P Filters

Deployment Job
STATUS AME

Rollback Job

BEDREIRAE

o BiEk1: BEATER
o FEITENM (FIvIhwIX)
o CSVAR—MbEE]EE,
o Bik2:BEHJTER
A B EIZ(FEFNC(T 5,
o Any : WITNHDFTH—EFTNILEN,
o Al : IRTOATN—EIBEEDHEN.
o BRI BRERHEE (Bl : Do Not Patch]%Y) .

(@)

18



< Create: Windows Deployment Job
Step 2/9
Basic Information
° Select Assets
Select the assets you want this job to deploy patches on.
o Select Assets
®) Manual Asset Selection Import Assets

Select Pre-actions This option allows you to select assets manually This option allows you to import the asset from the CSV
file you upload.

@ Include assets to this job. e

Choose assets you want to add to this job.

Select Patches

Select Post-actions
() Add Exclusion Assets

Schedule Include or exclude assets with the tags selected

TR % Include hosts that have tags as per the following filter: Any e
Any host that has even one of selected tags associated with it, will be included.

Job Access (

) Add Exclusion Asset Tags

Review and Confirm

Cancel Previous Next

Included hosts tagged with 4 tags as per the following filter: 5| v «—— Remove Al @P

[INW: Internal Network DOM: Development < TYPE: Server X IOS: d X ] &

Add Exclusion Asset Tags

Excluded hosts tagged with 2 tags as per the following filter: Any vV t— Remove Al @]
| INFo: Acceptable .. > | WARN: Do not Patch > —
Pre/Post 733>

o HOSTERZN |AKS5IODIVFISAVE 5 DORANF ISV %KTEAIEE.
o BTV ORITHIEIIERK 180 5.
o 70234 .

o VYINITIFDAYVAN=I/ToAYAR=)b

o LIZANF-ZE (FULRANTRICRIIHZBEHD)

o AWUTNEST (BAZX LR : 20KB. XF#1 LR : 20,480)

o JATLBIEE (BRIREItO7IZI%ETS)

19



« FE:
o AMTNImFIBESHESHRL (BEFI—TBHL) .
o HITHRIEWLR—MIRZNEITLUR- NCHESRTIEE,

Select Pre-Actions

[Run Script J

Run Script

AOUTIRITERITRYS —

o RAIUTNEFEITIZME. ZEPLAVT—S2FRRIERLVHIC(E bypass execution
policy 2B LT 2HENHDET .

o ZOFERF YTRAIVTSAVLANNOBRTITU, /\WFEROREEE CUINEXET,
o BMELIBL. BENE-BEZRUDRIVT M EERUTERITOIRECRDET

Linux COIV-RARNFZIS3>

o JWFEREI (Pre) & % (Post) (CRVUSMN2EITTEEY,
o  ADUTMIF&ETEATFIDIHNENDD, BRANXFEL 20,480 XF,

o  EATEIRERAVITNE STIVAIUT M® Apple AOUTMT. BIUXFEEIBRNMERENE
ED

NyF&IRAE
o FEhHEIR:
o [Select patches |BEIEI TE W + 127UvIU. J\wFziEN,

20



o  TIAKNTIwithin scope IRIH AR THD. EIRUZEE(CRET B/ \wFD
HRTRo
o  THIA—PIRFETES(TRDIAHBIEE,
o [latest patches only [ZiEIRT DL FEHER ) \WFZFRIMNTEET,
o« BEEIR:
o JWFERIOI7AVEREL. MEEHEAI7OERIERICEDVTEERRIR,
o Bl : 23780 ULk, B LADITESE., 64bit XFFERE,
o IBEDOIITHSEFA
o TANEHIvFEAESIT(CEFATIEE.

Select Patches

Choose the patch selection option to install patches on the assets you selected.

(e Manual Patch Selection ~ Automated Patch ~ Patch Selection from
" Selection ~ Another Job
Select manually from the available list of patches. Define QQL to automatically identify Select the required job to fetch
patches to remediate current and patches from its latest run.
future vulnerabilities every time the
job runs.
Selected Patches (2) e
PATCH TITLE ARCHIT BULLETIN KB
Security update available for Adobe Acrob... X64 APSB25-119 QARDC250012... X
December 9, 2025-KB5071417 (OS Build ... ~ X64 MS25-12-W11-..  KB5071417 X

FIOA5E

o AVFTIVR:
o JIVRI-T1>MMFIVIA DU R CRIEFEIT,
o ATI1-):
o FEBRZEREL. —EIRDEZEEMSET (B8R -88-8A) TER.
o [Patch Tuesdayl2EDFEHFREEDIEE.
o FTIANKTEI-IIbOO-DNILLY —STRITENEIN F—I1LY—>
HEDOIRE.
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« Create: Windows Deployment Job

Step 6/9
° Basic Information On Demand Schedule: Schedule the job to run at a set time.
START DATE START TIME
° Select Assets X
12/24/2025 04:56 PM ) Recurring Job
0 Select Pre-actions TIMEZONE
By default the system will use the agent timezone. Set timezone
° Select Patches Patch Window
You can configure a patch window to run the deployment job only within a particular time frame. Learn More...
° Select Post-actions ® None Set Duration
o Schedule Note: Not setting the patch window will allow the cloud agent to take as much time as it needs to complete the job.
ptions Randomize Download Time
You can configure randomize download time, in which the agent attempts to download patches at random times after the
job starts. Learn More...
Job Access o The configured randomize download time works only if Windows Cloud Agent version 5.5.x or later is installed.
Review and Confirm ® None Set Duration

RKyFU1o KD

Cancel Previous Next

o JWFZIATNFIATE DRI ESTE (30 43~168 KFfE)
o YRUACHIATERVSE . REISERRE(ERE.
o I-SIVMATFA> AU O-REFEAERENRRRZENHDFET

« Create: Windows Deployment Job

Step 6/9

° Basic Information
° Select Assets

Select Pre-actions

o

0 Select Patches
° Select Post-actions
o Schedule

Options

Job Access

Review and Confirm

22

On Demand M Schedule: Schedule the job to run at a set time.

START DATE START TIME
12/24/2025 04:56 PM ® Recurring Job
TIMEZONE

By default the system will use the agent timezone. Set timezone

\

Patch Window
You can configure a patch window to run the deployment job only within a particular time frame. Learn More...

None @) Set Duration

Note: Enabling this setting ensures that the agent starts the job within the specified patch window (e.g. start time + 6 hours). The job
will time outif it does not start within this window.

Patch Window *

6 Hours v

Randomize Download Time

You can configure randomize download time, in which the agent attempts to download patches at random times after the
job starts. Learn More...

BB Tha nnnfimiiead randamiza daumlaad Sima winra anks i€ Windaun Alaid Amant uasninn € € v ar lntar in inatallad

Cancel Previous Next



AFv L DERGEE

o [Defer cloud agent scans |A7>3> T, J\WwFS3TRICHESTHER T v ZBIESEB LN
AJEET Y,
o JZIEU. RAFvONSEICRIIAZTN TLBIB SR T v MBEENE T,

RYMNI—IADFZELSSH LAY > 0— REFE

J\FZITBHIEEFC. INTOEEN B> O—- RERIIAT LRy NI —IICEBTRANNDE

T, EDID. TOF LRI O— RSB ERTEL . BECELICRRZI(ZITII>0—- Rekiia
FRETEEZDMUET . RARETLERMEE 2 BT, 8. CORTEZITIEARFL
ZATYIIYFHI > O- RIGFIETEF A . CNE S3TRIARICT A RILESREZFIALT

NNy FZERICAI>O0-RIZHEETT . YT RIIAET 3 BRI LH3IEEIE. COEERIHE

"/LFT.

« Create: Windows Deployment Job

Step 6/9

°

00 0 00

Basic Information

Patch Window

Select Assets You can configure a patch window to run the deployment job only within a particular time frame. Learn More...
e None Set Duration
Select Pre-actions
Note: Not setting the patch window will allow the cloud agent to take as much time as it needs to complete the job
Select Patches
( N\

Randomize Download Time

Select Post-actions You can configure randomize download time, in which the agent attempts to download patches at random times after the

job starts. Learn More..

o The configured randomize download time works only if Windows Cloud Agent version 5.5.x or later is installed.

Schedule
None ®) Set Duration
Options
Note: Ensure that the randomize download time period is not greater than or equal to the patch window. If the patch window is not
specified, you can enter the maximum permissible randomize download time period. Other jobs will halt until this job execution is
completed.
Job Access :

Randomize Download Time *

2 Hours v
Review and Confirm

BEHEAYE—-TESTE
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JFZITORITHFICE, 1T~ (CHU CRAICBEIRE A - D2 RN TEEFS INHHMER
(CA> - ATIHTENBIHET Y, Linux TIFBRENYE -2 IAIN NTRRLFIN HIHEIEEIEE
TY. BEBFTONVY MIVRREZECTEET, BHIA—IEK 50 FFTERTER
T Fe SOFA ORI D—EBRERL CEAIRE G S DA TS 3> WD ET . Mac Tl )y
FERARFCEARIBIRANZIET AT - 2R RTEFT.



IKYFIaT DIBELREF
TITVERREE MOI T~ (CZI TPV CRERAT S TEFY, 2L, BINTEREE (IR E
DAI-TAICRENE T, ZITGMREFLTEMEIFBMRFOH I TEETEFY, A& (AN
BFRITOIRE, BREIEDIRETREFINTT,

KXyFS37'0H

o JWFFI1-ZXF—MIE : TAMRBETERICEML. BERINEABRIETHARISE
RLEY,

o BEBFREQ/\YFEMA : EHFEERPTIRIETY (I : Notepad ©IT5UY) %EFHh
LEY,

o BENBS\YFEA : RSBFCRICEEZEHUES,

NCSC #38®D 5 DDIIR

BEHARVS—DFRE : INTOEEZIWRICLET,

BEOTERBE | RRIFRZMELTT.

VRO DBEIRKII . EEEELEALEIHZEELET,

BEHULBVWARAI DR : ML (BEEEFH5F.

TOCADEMNBRREL : S5 ERMERICIRELF T BTV, SR
PB-EX(F 5 BUR. EBE&EG 7 BUA. 20Mhid 14 BEIATY.

vk wn o=

Internet-facing services and software 5days
Operating system and applications 7 days
Internal / air-gapped services 14 days

Recommended SLA for remediation from NCSC

Patch Job Status

1. €E51-IVOEE
COEZI1-ITIE. J\WFSITDRT—HIARERTTEICOWTEREALE T, /\WFEIBRES 1)U,
JFBERPIY RI-Y-A\DBE Nz BT 3. BIOTOCAZERLET . §—TYNRI
ETRREINZ A E—JPBAE. COTOTRCLHTHIEENET,

24



2. J39RI-I1> b Ul DEE

Qualys Cloud Agent (&, T—>1> bEAROEITZIBHLEFI . —75. Qualys Cloud Agent Ul
(F. JWFEIBITOTAERITL. /WHBARICAYE-S2RRUET RN AvE—S(C
(& /NyFEARER. EITH. T TROBRNIZFINET,

AWFAOAM-DTTOER

JWFDA>ZR=)UET St.deployed.exe |EVIBIDOTOLIMEHELES . Windows D3 TR—
TTIE BROZITHERREN, EITROTITVRTE TRIEDSI TR TEES, COR-ST
(F. D3TE AT 1-A1T JRINF, BER. BIRENATREDBRNERTEET,

3T AT—HADIEM
TV CREBORT—IZN®BNES . EREDEATOBEITY

o EPMICIEBRLEH (Partially Configured) : /\WFDFHENEN. MOKENKT T TI,
o #IME (Disabled) : T3aJEEITEINFEAN. REAIETT.

o B (Enabled) : FEESNIEFHICEITINET,

o ¥{FH (Preparing) : 3TEEI7(N (XZJ1ZXN) ZERRHTY,

o ¥{@5%T (Prepared) : YZJIXMMEBREN. BEICHD>O-ROJEETT,

o EfTH (Executing) : TIaTHBIAEIN. BENSESNIREINET,

5. JaTEBOIERAE

TIT=BNBI 14907923 | - [EB %R R IBBIRT DL WREEDES IR R TE
9. HECE, 5T T RE. BEEEBFSLREDIRBINRRENET, LEBOMISTITE, EE
DAT—HIZAMERHCRENE T

STATUS

« Job Progress : ISOLATENOW_1760919846909 [JER NSRRI R EL RS T CR RN
1 ‘
ARt Asset STATUS
[ @ Completed: 100% (1)
QUICK FILTERS
Completed 1 o Job result may take some time to appear after the status is displayed.
1-10f 1 ¢, M &

25

STATUS ASSET NAME JOB SENT ON

Completed patch-test-pc Oct 20, 2025
On Oct 28, 2025 11:50 192.168.1.14
Scanned on: Dec 23, 2



6. FHlE#HREIS—I—R
BEEEIC AYAM-NiBH KB AFYT N/ F a2 TEEd . AFyTHEEBE N
YFNBEAARE, BUA Y Ab—ILiFEd . F3MhO/ WFICESIASNISE T . KBULI/(Y
FOFMF. I5-3—F (HTTP RT—4R No AT—4%R, Exit I—F) THERTEE I, HleL
T. OS A7—9X 191 NIREDIZS. Web TIHRHETEET.

Failure Details

Refer to the failure reason and error codes for more details.

Reason for Failure
FleSignaturef ailed. The vendor paich fle faed the signature validaton

Error Codes

7. SaToEs
STTR-INBIITEIO-, BRBERELYNCERMTEET, HIZE. FAMBETOR
%, AEEIECERY BICIERITT,
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% Jobs Windows Linux Mac

16 <

&5t Jobs
e * The final number of patches and assets will be calculated somr
QUICK FILTERS
e ‘ Actions (1) v ‘ Default Jobs
STATUS -
Assets Responded 13 View Details AE
Disabled 3 View Progress
:chNow...
tall Job
SCHEDULED
KELIM...
On-demand 11 tall Job
Once 5 |
pelete )LATEN...
tall Job
JOB TYPE
Install 16 JKELIM...
KELIM...
«otall Job

Automated Patch Selection

ZOE72a> TR KYFEIRZLOSH(CU. YRIEIRZ LDBIFEICIT ST DER 2 13 FFEC DL
THFUET . TNl TruRisk RJ7. AEssED QDS. UTIVI1 LAOBRIFIHRZEDESRICE IV
TITITENTEET,

1. A¥— A= bA=33>DHIE
A= bMA=PA=23V(F RIEATREURIOE VR ZLFEL ., HER/YFBREEE
BENCEAY3T3T2FR I BEHEA T . JNICED. FEITOMIELDETR(CAESS E%
{EIETEFT . AN— A= A=23>FTKYFERITRBLTVRAVER IO7TO—-F2EHRALT
W&,

2. YAIN-Z2D7T0O-F
VADZRAE(CTBIET BEEHRZDL. BAN\—tF1)FT)RIZFHELET, TOFER. IR
ESSMIIROUZIZNERICERR I DD BEEE T T2 HRLET, Fie ERYRINDF
EHEEIINENDDET
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@ ouolys

VMDR Prioritization

Asset Tags (1)

Age ety Real-Time Threat Indicators (RTI)

VEVILE N

Priori Inerabilities
° 100% @ Instances 1.35% @ Unique

of8 of 649

3. BEDYI 1 LBSIRGIFTT

Qualys DHEEZESIL T, BEDYIPBEEICEDE, st EREMEZHEAENETE
UDWBFRIRMIZZERELE S . TNICED, J\WWFOEKRELI T EEOEEHEERTEE
ED

4. BEMEOFI=

HME/\—RILBEFR IPBIESAED/\vFZEEMEIDIET, RIRN(URIZRRTEET . X
fe. AN EER - BRRAOTOERZBENMEIBIL T, ERREDOS VERNTIEECRDET,

5.VMR €J1-)DiEH

28

VMR (Vulnerability Management and Remediation) £ 1)U, /\WFERITOTREH
al. BEOERELIEHOEAE ZBEEM I TREIRIZRELET , INICKD, YZI%Z
WS TN \WF ST ZNRIAVERR TEFT




6. BEIRMILR—he)\yFEHR

VMR OEBSEIEMNLR—NC(E &REURIOE VIS Z4FEL. Windows:Linux-Mac D& T
—S1OMIEIET 2/ \WFEIBIRTEET , DaTERBFIC(E. 57/ wFH B EIM(CS IS N E
ER

. Oy FINvFI

TOsyF)\WwF (. BEYRIOEWEER BEIFI(AFTEL. Windows DRfESH 4 #HAHEH(C
{BIES 2330 %ERLET . AT 1—ILERTE(CLD., SR DOMESTECH I TEFT, IRTE(
Windows BEDHFIHLTVET,

Create: Windows Deployment Job
Step 4/9

Basic Information
©Q s : Select Patches

| Choose the patch selection option to install patches on the assets you selected.
° Select Assets

° Select Pre-actions Select manually from the available list of patches. Define QQL to automatically identify patches to Select the required job to fetch patches from its
remediate current and future vulnerabilities every latest run.
time the job runs

o Select Patches

Vulnerability (vulnerabiflities.vulnerability: (threatIntel.malware:True or threatli X 7 @ Ex] ] m

Select Post-actions

Note: For optimum performance, only missing and non-superseded patches that match the QQL criteria will be added to the job.

. BRI OTUITIOALDEE

POAyFIyF I TR IILDITRI2H ADIVEEEDMRESS 42 BEMIEE I 25 EN T HE
TY, CNICKD, IREBEN RISt BRI 3T TOREIZIEHE TEFI .

. S FERICLBVRAVIER

JWFEBESD1-LTE, BEOMSSMT —5%ERAL. FEO7 TV -33>2B8ET3T(C
DEETEFT . IV REBESHTEDT T IFFHCEELISELTVET,.

10. BERMEVYAVIKRHESR

29

MBEBER 1T TE, MESSHEEICEDVWTIYTVEUAMEL. BICRITRBEZHEHF TEEI. &
fo. TUZARRHESE I T, Windows T—2 12 MU TREZIRI) (wF 2 i7nl. duRRY
AMERERIRLET .



@Oualys i Platform

& Prioritized Products Patch Automation Risk Reduction Recommendation

o Use this report to prioritize products for patching. This report shows the list of products in your environment and how many vulnerab
these products installed. Products that introduce the highest number of vulnerabilities should be patched first. You can use Patch m

-] \( Actions (2) vV \ < Filters ™/ ¥ lCIoud Agent

View Related Patches
VULNERABILITIES

Create Job using Query

D

446
Chrome 252
Windows 162
Office 113
Wireshark 26
(J  Reader 19
Docker for Windows 19
Acrobat 18
VMware Tools 14
VMware Workstation 11
@ Qualys ® 9
& Prioritized Products Patch Risk
@ A maximum of 50 entries based on the top high and critical QID count is shown on this page. You can achieve a risk reduction by applying the suggested latest patches. >
W | cloudagent GroupBy
Qios
PATCH TITLE PRODUCT NAME MISSING IN ASSETS CRITICAL QIDS HIGH QIDS
Microsoft 365 Current Channel: December 16,2..  Office 1 8 0 PATCH NOW
December 9, 2025-KB5071417 (OS Build 22631...  Windows 1 3 1 earcrnon )
Google Chrome 143.0.7499.170 Chrome 2 3 0 patcrrow )
VMware Tools 12.5.4 VMware Tools 1 1 0 PATCH NOW

RyFoa-ILI\vo

Windows {yF20-)L)\WJ93(C(F. 3TEI23>0 Windows 7Tl ZaJVERk N> %
UvHU., TO-II\yI 23T AT mEIRUET . O-IN\wIS3T 05— RTE ) wFERS
ITEEMROFINETHELE TN, O—IL/\WIalEER) \WFDAHNITRT T . X/ WwFIH&ZR/ (-
(CMpatch.isRollback:itrue [E AU THERRTEE T,
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@Ounlys D 9 W

2 Patches Windows ~ Linux  Mac

2 Patch patch. isRollback: true | X @ H } =
<

&%t Patches
2 Filters v/ 1-20f 2 RN

QUICK FILTERS PATCH STATUS
APP FAMILY PATCH TITLE PUBLISHED DATE | ARCHIT ~ BULLETIN/KB  CATEGORY  ASSOCIATEDQIDS  VENDOR SEVERITY MISSING  INSTAL
2 December... Dec 9,2025 X64 MS25-12-W1.. Security P.. 92025 B citical 1
KB5071417
VENDOR

November... Nov 20, 2025 X64 MSNS25-11-. Non-Secu. - [ None 1
2 KB5070312

BEDEIR(L. T EOEEPEESI TITAET . —EERLEO-IL\WIS3T(C. EBISFRL
WOYFZBINUEWEER. ZOS3T%HRE I TRCETHRIGTEET, DFD. D3TEBIERT
DINE(FRL BFEOSIT () \WFRENTEFT,

Linux BEDBEFLNEET, —BHNMSFEFIRNTO/WFHIBIRTEF T, BEDERIINIIF
FE(HMERBEIRTITOWE I N, BIBEROFERNOEEDHTRTY, tLZ(E FFEOHUEDH
EIBERIGIIHE. Mg O&E(C(3/\WFEBAPEERRETEE A

Qualys Gateway Service ZE>E/NvFEH DR E b

ZDt/33>TlE, Qualys Gateway Service (QGS) & NN/ \WFERIZITORBEL(CE
DI DM DOVWTEZLET,

Qualys Gateway Service (QGS) (&, Qualys Cloud Agent DERZE&RE{L T BIHD
IRIBY TS4T2ATY, QCS (F. TOFSY-LREFryS 1Hae#IRML . ARBRFv -7 T54
VORESERBEE ZFEE T, WIHIRIR(E. VMware. Microsoft Hyper-V. AWS,
Azure. Google Cloud Platform. OpenStack. Nutanix T9, Qualys VDR OEEZ(E
ENMNERRUTHATSEEY,
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Qualys Cloud Agent = @

Qualys Cloud Agent / QGs \
@ o

Qualys Cloud Agent

Vendor Content Delivery Network

QGS (& 3 DDEMEE—RHHDET

20F3E-R (FIAIRN) : Cloud Agent h* QGS ##ZHL THERY —ERC7ITEALE
ER

Fry>1E—R : Cloud Agent iMI>0—-RI 48R T7AILR/N1F)% QGCS (CFy>aU.
2y NI —IFBEETILET .

JWFE—R : Windows BERBIFHC, 4U>0—-RENTZ)\wF%Z QGCS (LRFLET . COTE-RIC
(& 250GB MU _EDEMNTIAINNETY,
Fry>1E-RE)WFE-RETIAILNTIIEEINTHD. Qualys Enterprise TruRisk
Platform @ Ul hSERETEET . CNSOMREZTER I3 T. Ry NI —Isiske Bz KiE
(CER¥TEET,

aEualys Gateway Service Operating Modes

40GB
Proxy Mode Primary Default Mode

Disk

Cache Mode
250GB .
Patch Mode Secondary Windows Only
Disk*
Config Files,
Ma n?fests' patCheS * Required Disk - Min 250GB

Cloud Agent Binaries

o
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INYFLKR-b

JOFLIR—MNIDWTEREALE T, /WwFLR— M. Windows., Linux. Mac OEE(CFULTE
R CEFT, LIR—MDRTE(} 4 DORTYTTITVET,

F9\ LIR—MEEITIDWRERD) WFERELE T, S5(C. BEEZIETEL CLRN—MOSEEZ L
DEFHICRDIADCEDHTEET,

R, LIR— IS ERE T 2 EAEZ R ELE T . BifEETMER 1T 5B 1@ Z 30 BRI S A0

EHSSBETIF(IFEDNRIBEEE THEIEE TEET,

3EHFB(C. BESUTRHRINUE WFERBRUTE WwFZBIRULET .

BREIL. UIR-MNEREXAT IR —-TILTINEINEEIRTEET,

< Create Report: Windows

Enter Query
Narrow down the information you want to include in your report by forming search query

Patch

Asset

Select Timeframe Include Filter Group By
Failed ) ("Suco
Today

yyyyyyyyy

Specific Range

B _E THEREERUTZIVIA LT —5E. LIR—NIADI>O-RENFT, e X (E T1ILT— 0%
FHBEZEAUCSES. BIRUIT - ASUIZ QQL MU DFERNEDFELR— MR
ENEYT . LIR—MNIOBSPRRZICET 5L E(E. UTC 91 AR TELTIRDNE T,
Lik—MzRiad 3L, 79260 TUIR(CEID I BIBENDDET . 5T T I #ERT T |
AT —HZNEREN. LIR— A2 0-RTEFT, -V =T LICRABICPIEATEBLR—b
FERFHD 10 HFTTY . FERENEELR— M 7 BREFRFESN, TOET—SBHIRENZT,
LR=N& CSV FERT ZIP 7/ IbeLTHI>O-RTEET, CSV TPIUICE. Ul ICRRENT
WBT—AITINZ T, Ul [KEFRRESNBLVOODDFIESENTVET . Lik— M7 1 IS EHEE
TERAI1GB FTLRDFT,
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Using Unified Dashboards To Communicate Risk

Ot TR Ny FEBRERURYRAVESROFEME . BEE. 237, B0 lzEEHR TS
FeDIAERATERSF I TRV 2R— ROV TEBLET,

Ay 1R—RiE, BREEPESRZOTUS I ADERICBVWTIERCEEBRY—-ILTT, XK
HAPFELETHMIEE (KPI) REDT—5%. BEOT—FY—-ANSUNEL. 2B, fFEEIC
TOCRATERBARCERRUET . T-IES 173/ -3 2 BVBCET. Fyv>ah—RIEX MY
2ZERBENEZ. 1-T DT —IAROEMH R BIMRZIEARL P IKUET,

F—HvS1R—RT(E, BRZNEEITZIANIABOLLERZEBIATX. MU REFEL. #2
BT —ACBOBENRREZSBRIEIETEE T, v R REIEEZRELT2DIC1%
YI5FY, FIvSR—RE BLOHBIY—-RT—F%EFRRI DIV NDESKRTT, 18R
IVRE>TIMSTYNRIBINL, TS 1751/ -3 %58 TEE T, DSy 1R—R%
YERRU. UIDEX3CEERIAET T, £z, Ay aR— RO, S 1y MR E TV AR— KA >R— bk
LT, A9 ME® Qualys J21=F(NTHBTEET . TIAI DAY 1R— REEBIICHRS
NAZAU. 41y RN, A AEE, LATVINEENTEEFT . XZ1—-2F>THv>1R—R%
BB TZEL,

NYFIBREESYY 1R — K& 2408 WFERIKROEE 2R RUET . RIFTOFER/N
yFOEENTIVRI (TF1UT4)WF, TF1UT1Y-)b. FFEF2VF71/wF) (TRUET . Fe.
BESNDER) WFOBIEEFSORI NOBBEEHERTEET, T I4) hDFYS 1R —RR—
SICEZADVLSTY NG, fREE - HIBR BINTTEETT . Fv>1R— RO, STy hDEWV.
HBEFECOVWTE, FENCEREINN N —Z> ) 8@z CB<IZE,

YAIHIREAY S 1R — R, MESSHEZIEIE T I DEERFIEZIRRUET . 5 DDATYIIC
(& =R 7= 3> 0)\yFBRNEENFT, MEFEHED QDS SIDOMERY MTR
BIEHFRREINET . thL) Microsoft MESSHDIEIE([CDOVTHEBRDE 1-H'HDET . /IyFA~
BETEIETE2RME5514E, Java, Web H—/U—, SQL REDIE OS MEs5IEMEIE S EOMEER
TEFYI, 5 FEBEOZTYIE Mac ORESSIHEIE T, S5(C. SBIEMIRUZTHIRO ARG A —
H—BIDMESS ML 1—EiRteN 9,

Y LDITBEIEDIHD 3 DDE> My 1R—RTIE T>H ADITVOBRIZEFORIECD
THOMUET JRIIOTIZAVE. TP LADITRESE O MMG#IBRET DL T I, Qualys (&
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25 L EDBRA>TIZ IO ZAN- M —ZEAL T, CORRZIEBERUTVET .2 FBIEE. OST
(EIERJRER S Y ADITIRESE T . 3 HERIE. T3 OILRMEERED 7 TV —23> TIEIE
BRERAEESIETY . CNADIBIRICED. T>H ADITHESSIENE X IEPIRTEOFIMEEIFR%
FARFETE BETOTRZMEU TIRIZRSEET,

Qualys OFINEEEFRE Y > 1R — RiT. MESSHEEIR. /&, WENEERERTY.

Fixable Ransomware Vulns. 3rd Party Apps Patchable

377 931

Patchable Server 3rd Party

136

Step 1: Fix by patching 3rd Party apps Step 1: Vulnerability Breakdown by QDS Step 1: Current Mean Time to Remediate Step 1: Vulns Reduction Over Time

11.63%

<= 0 vunerabittes
. 45p..... 1.13K

113K 973K No data available

Fubyovomaton | Total s
Step 2: Fix Old Microsoft Vulns Step 2: Vulnerability Breakdown by QDS Step 2: Current Mean Time to Remediate Step 2: Track Progress, Vulns Reduction Over Time
o, weoun 289
18.43% §
CRMCAL ,] 23 1.62K vuinerabi o p<=9

1.79K 9.73K MO D27 s An error occurred while loading the groupBy data

O Microsoft ins Tota Vs

Step 3: Fix Vulns Without a Patch Step 3: Vulnerability Breakdown by QDS Step 3: Track Progress, Vulns Reduction Over Time

12.98% “

1.26K
NoPatches Vuns | Total Vulns

'''''' 186

TruRisk Mitigate

COtEHI23>Tld. TruRisk Mitigate DEE 4L ZOHLEE. BRROIZOHDEEDT7I71T1EN
SHEISEDERETNI—II0—. BRES 1-ILICEETZSEIFR QQL MI2IOVWTE
BLEY,
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ARSSTEDINTI/ WF MRS NZINDITEHDER A /\WFOBANSURIEHITEN 35S
o, D WFEROYA I TERLTWSIZEEHNET . 20D, /\FBRETORICHE
SSMEDURIZEER I DHENHDF T, IOUESFIATE YUAJER (Mitigation) (C&DT

RESSTEICHIBU YAVRTIFRCENTERT.

True Risk Mitigate (. CISA *° Qualys DRI A - HSIEN3EE LI R IV M
FERUTERICHIELED . True Recommendations Tld. /WFERNTERVEIFMEIC
LT QID ZEIEPI2aURYES I U RBDBIIRZIRMHAUES . INICED. )yFBAICEK
BEEVRA)ZEB TEET, Fian/\WFER. BRER. S715—23>07-9J0—(C&
D, >—LLARMAKERZEIRUET . o, TOTAHESSHEICHT I BBHEIEIRML. IRNTOFERE

VMD LiR—MNIRBREN, TR aI RS EHERUET.

BlEL T, QID 378985 DiFA. JE— NAEENEIFHBOES/L YA (U TN-AF7-IX
B2170\ FXT-9zEUS TERMIEMENHDET . COFERIK(E. DES. Triple DES.
IDEA. RC2 BB OERA%ZEILTEETI, CNIEETAH —2aVC IO TEIRTEEY,

RANTITAT =235 BME T 255 2 285DFET . 1 DB(F V5TRI-T12 MOTHTAN

—23F—%FRAL. TOF—ZFEO>TIRNTORANEEFHIZ5ETT . 2 DBI(E I-S1> M
Z1-mSERIFFEEDTITATRANEGRIRU ., 5745 >3 BIME I3 55T,

MO HEIRR MR T DL 745 — M Z1— DB S 51 > B mEZIUYIUE
9, CCTRBIAMO R HEIRR. 7I71716&NIz OS #HERTEEY,
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i
New Activation Key

Activate Agent x

Activate this cloud agent for the modules selected below.

Patch Management
1 agent(s) are currently activated for Patch.
imit end hase

Supported for only Windows 3.0, Linux 4.6, MAC 4.25 and higher Agent versions.

Mitigation
[ MTG 1 agend t od for Mitig
Rnotent hase

ISL Not activated. Your agent(s) are not activated for Isolate.
t not ¢ I hase




VMDR Tl&. True Mitigate TZ7«4'— MaJEERAESSEE R CEZE T, FEQ QQL h—
> lvulnerabilities.qualysMitigable:true 12{EB 93¢, 714 — NAJEERRESSEZ2 —
BRRCEFT, e, ST -3 711> Tkl $ 2 EHRIEET I

1D Vulnerabilities
T ———y |
Total Detections
| A KEV |; - I e Patchs ftical Vit
e - oz 4 o
e hrome 60 M uLzoo B |
CATEGORY
an Microsoft Windows Reliable Multicast Transport. as LT} un 18, 202 Mey27,2025 . Bakwubd
379868 mn@vmnnusouu 112 Multipl... » LLLL] un 18, 2025 May 27,2025 Bakuub [ st aos
0 EY 1T Google Chrome Prior 10 112.0,5615,121 Multipl " [T T P May 27,2025 Dakwub { crmom a0s
2226 Microsoft Windows Server Security Update for 9 LLLL] Aun 18, 2028 May 27,2028 Banwub | ey

BRUMSE S U T, 702305 (BE EOES 4) 27)wI932LT. RELTWS
J\OFORER. AT T URIBREFIEORTINTEXS AR/ WFHH5E(E. Messitzie
ETEFY. JWFHNICISERATERWMESE, 74— N3 ATZ a2 6H0FT .

ST =23 LZZANF-OEFLNAFIOTOVIRENHDET . 1 FIOTOvIE—FF
BIRERBRIE THD. FERNICETEMEENVETY S5 — hENERE IR 4
(FaNn., B THRTEET, ST —2a>DEIENERINS L. B EEPETEDRAV(3E
UITRRENET .

FIZ(E QID 92226 (F/\WF TIEIET DN AT LIN-RIVITIT4H - NTEET ., SAT LI
—RIDIAT A % BIRT B, BiETS CVE h'ERSNET, STl LSANEFH (574
IWR) FEEFEDRYNI-0T7ORNILOTOvI%EIRTEE T, 2y NI—-07ORNILOTOvH(E
DA% 100%IEKRMLEITH. L ANIEF(E 90%IERMLET . BIRUIEIT15 =23V EoT
QDS A7 (FERDEN S THEINET,

37



@ Eliminations

QID 08 ASSETS REMEDIATIONS MITIGATIONS RECOMMENDED ACTION
Microsoft Windows Server Security Update for Ma. " Bakuub June 10, 2025-KBS0610. Enforce System Hardening 1) mere Remediate Now
92226 Microsoft W Patch Change

SMB Signing Disabled or SMB Signing Not Required [3s Bakuub Remediation not available Modify regijtry

9004 Microsaft Windows Server Vulnerabilty carit be patched with Qu.. i .

Google Chrome Prior to 125.0.6422.112 Multiple " Bakuub Remediation not available Block Binades

View Mitigation
Script Based Mitigation

ASSET Qo Qos PROPERTIES

Port: - | Protocol: -
Bakuub 92226 [ e ] SSL: false ' Service: -

° You can choose different mitigations at the time of job creation.

CVED/ QID MITIGATION TITLE DESCRIPTION RISK REDUCTION FACTOR
Enforce System Hardening (Default) Disable Windows Feature WSL2. While the script it... 80
CVE-2025-24084
®
Stop Service (Default) Stop and Disable Windows Routing and Remote A, 100
CVE-2025-24051
®
Block Specific Network Proto... This PowerShell script utilizes the Set-SmbClientC. 100
®
CVE-2025-24054
Registry Update (Default) Restrict NTLM to ensure it cannot be accessed by 90
®

Close

S4T30 TITDRETIE, TITFA NIERAZA AL BEPTISIVGERVES AT
T1-IIASTIVR (REVSIRI-Z12 MOFIYIAVRFCRIT) FRFIEEBRFTRET
EEY, BARELCHBEIREEDBIMEOIHETY . sREZHERR. D32 REFLTRTETY
Bh\ IATEMNMETEEY,
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@ Oualys 9 (s

@ Eliminations

s ASSETS REMEDIATIONS MITIGATIONS RECOMMENDED ACTION
| Bakuub June 10, 2025-KB50610.. Enforce System Hardening 11 more Remedate Now
. 8 Signing Not Required » Bakuub Remediation not Modify registry Mitigate Now
. b, Microsoht Windows Server Vulnerabiity cant Fix o
@ ouos
Create: Windows Mitigation Job
Step 1/7
O Besi iermaden Basic Information ,-'.
Select Assets e R
SelectActons  mska v
Schedule
Options
Job Access
Review and Confirm
tion
gation
) : QDS
92226 : L]
CVE 1D/ QID MITIGATION TITLE DESCRIPTION RISK REDUCTION FACTOR
(®) Stop Service Stop and Disable Windows Routing and Remote A 100
CVE-2025-24051
®
(®) Registry Update Restrict NTLM to ensure it cannot be accessed by 90
®
CVE-2025-24054
() Block Specific Network Proto This PowerShell script utilizes the Set-SmbClientC 100
®
(o)

T3JE/TE. QDS EHE)ERHENET, HIXE. QID 376424 (FATTH 95 h'5 65 (LT
M0, BEESAOVAIZDT7EERUET . SQL b= vulnerabilities.mitigated:true |
ZERATRE. ST - NEHDIESE e —EBFRRTEET,
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1) Vulnerabilities

1.58K .

Total Detections

Vulnerability Q_ search

@ Qualys Insights consolidates data to get an enhanced view of the security posture. View Qualys insights | XX
QUICK FILTERS
pa— ® rooe (R Govety < Fiters v/ 1-500f 1582 (< [3] & C
N o Qo TITLE Qs @ SEVERITY LAST DETECTED ¥ FIRST DETECTED ASSET TAGS
asa vroses
266
376424 Microsoft Edge... ‘ o' L L1 Now 25, 2024 02 0ct 4, 2024 05, ISL_ENABLED_...
177 495268
Active  Mitigated 495268(
102 ;
90952 Microsoft .NET... ‘ 1; Ll L} Now 25,2024 02 Oct 4,2024 05, ISL_ENABLED._...
CATEGORY Active ! oatosdl
'
Window o 90955 Microsoft .Net ... \ 4 L 1] Nov 25,2024 02 Oct 4, 2024 05. ISL_ENABLED....
'
|
]
!
!
v
« Vulnerability Details: Microsoft Edge Based on Chromium Prior to 98.0.1108.55 Multiple Vulnerabilities
Detection Summary
QOS Details Qualys Detection Score (QDS) Details®
e Qualys Detection Score (QDS) is calculated taking into acoount the CVSS scare and the vulnerability con . nediation o
General Information
Exploitability Contributing Factors for asset ISL_ENABLED_ASSET_WINDOWS
Patches
Highest Contributing CVE Mitigation Applied
Malware CVE-2022-0609 T
CISA known exploitable
CVE Details
65 Associated Malware and Threat Actors
Active Threat Actors
Medium 6 Active Threat Acto
. Exploitability
Qualys Detection Score Recently Trended on Feb 10, 2025
Additional Insights
< View Job Progress: RISKELIMINATIONMITIGATENOW_1766796676255 / Qualys-DemoPC
=. Qualys-DemoPC
0S: Microsoft Windows 11 Pro 10.0.26200 64 £ I N/A Build 26200 UBR 7462
o Click the Learn more link to know the possible reason for Skipped actions. Learn more...
P Filters
STATUS Qi PROPERTIES RETURN CODE RETURN MESSAGE
Succeeded 110495 Port: 0 | Protocol: - | SSL: false 0 Action executed successfully.
1 more
STATUS CVEID MITIGATION TITLE RETURN CODE REASON SCRIPT OUTPUT
Succeeded CVE-2025-47162 Registry Update 0 Mitigated Show More
M ®

QID (&, BhEFZINTD CVE W'=745 — hENTUBEICDH 745 — NBEH [ERDET
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QQL M=% EX(E, 745 — NEJEERMESIIEIRGE (BPDHY-5T8) | BIEBHNEIN.
F45'— A% (True Risk Mitigate, PC > b-). BEIRRE) 2R TEEY,

Finding Mitigations
QQL Tokens

+ vulnerabilities.qualysMitigable:True/False
» vulnerabilities.mitigated.state:Partial/Complete

« vulnerabilities.qualysMitigableType:Fix/Mitigate

» vulnerabilities.mitigated:True/False

+ vulnerabilities.mitigated.method:TruRiskMitigate/PCControl/TruRisklsolate

RAE(C, 745 —23>00-IV)\YIERIEET T . T4V — NEHDIESE M 2ERL. O-IL/\w)>
IV =VERR I DL BEVMISMEZTOREICREES, INE /WFERPREI M—ILHF
FARJRE(CITIZS(CARITY .

TruRisk Isolate

EEDMRERE (isolation)(d. MESSMHE(CIL T/ WwFPIEFIRZEA TERVGEDEREBDOFEREL
TEMUET, fRRkL(E. BEZRYRNI-Ih5HI0EEL. IBEZERTISIETI VIURI-1
S NCEHTEAINBI, V7T RI-T1> M T UL BIERIBEFRIRETIN, ARL—T1>)
SATLNSOBEFEFFRIENER A /Y FPEIMRNFIATERWVGS. RafeEatbIdce
T TrueRisk ZEATEET,

PRREDIEFEC 2 FEEHDF T 1 DB 7ITANR-23>F %I B75ETI . C0F—%
ERE BUF—ZFFOIRTORAN FRFENMSEIMSNIRANPREIZER TEET. 2D
B&. BR0I-C10 MRAMEIRL. E21-IVOBMMEATS o biRaiEA~ (T BTET
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9, fREtaFIFAT3(C(E. Windows Tld Qualys Cloud Agent /N\—>3> 611 LIBE.
Linux Tl& 711 LIENPRETT,

New Activation Key Torm hebp tos: x Activate Agent x

Create a new activation key

Activate this cloud agent for the modules selected below.

Saect | Crote
Patch Management
m T ager() s comsy scieted forPrch
Provision Key for these spplications Supported for only Windows 3.0, Linux 4.6, MAC 4.25 and higher Agent versions.

Vulnerabiity Management ﬂ Policy Compliance MTG Not activated. Your agent(s) are not activated for Mitigation.

“ m Endpoint Detection and Response. m File Integrity Monitoring
m Securs Config Assessment =
Cloud Agent Passive Sensor a Software Composition Analysis.
Mitgation
Software Composition Analysis
BN ot activated. Your agentis) are not activated for SWCA
olate t not enforced. P
a \
cancal =3

m CyberSecuriy Asset Managoment “ Patch Management
Mitigation - |

nolfu - ) |

ClanAd Anant > Artiviatinn Kewve FClanid Amant S Tealant Amantle\l S Antinne < Antivinda T

A ADHEEIR RIS RITTHRTEET . BABRH IO FREiE(ERLTLS
BEX. 2ROBE LN ZHEZRTE, OS BlOMNEREFR RENF T, HIX(E. Windows T 8
4. Linux T 5LV ESICHERTEF Y,

License Consumption

Isolation Patch Management

Isolation Management Total Consumption
R -
V,sv;ruu. . 130§ 100

Expiring in: 2.22K days Mar 15, 2031 05:29 AM
tus: Active

License Details

T
18 e

100 o

PREEZERELILEE . BINNVEERR TEE T, IS, PRBESNITRA MMFEDRY NI —JH —E X
FINAREBIETERLINCTBIHDICERTY, HIXE RANDRFET7 ST —> 3> =8l
D AFEDORAL> (] : updates.microsoft.com) ADIEFEIFRIUEDTEET, Fle. 45
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ED IP 7 RLANDEEFF BRI TEEX T . TNUTLD, [RBESNEEENRERY —ER(ICT7 IR
L. BfiGOERTEDSNT T,

PRBHEXIRY T 7y T OIMROTF A NORTE TEEF Y, PRBtENITimR 01— Y- NMEHREZERT
EBLS A= TPRLRAZA N T BLERIRETT .

Asset Isolation Notification

@ Novtcason is sent only for Windows assets
Customise your notification message

Please contact IT Admins 10 get help.

Notification Preview

Your asset | rantines
°“""“ Quays com . amorTisett@aualys com 'our asset is quarantined

PRBt >3 OVERIE. /\yFEIREE CHEISHEZEIRL. 7723>0 ROYTIU N SRz EIR
IBIETITVEY, MESSHECETSTHEE INSIRat 2RI 2 LB TEET,

PRBk(E. ZR(MRITEMEEEEZITV. RYNTI-IICBMETEET. BRACEREEi oD
—I\wo2aT%ERLET . lEREhEEEZIRRIS(CE. QQL M- lisolated: true ]
ZENET , WREEZEIRU. 77230NSTURIHBROFRR 1 2&IRS 2L . REEHRBRDA TS
ILHERENET,

P Assets Windows Linux Mac

1 Asset v asset.isIsolated:true

Total Asset

° * The patches might show a count mismatch if the agent scan data is not the latest. Learn more...

QUICK FILTERS

O {P Filters \/

0S FAMILIES
Microsoft Window. 1
STATUS ASSET NAME
STATUS
Scanned C3 CM-1S02022
Scanned ! Scanned on Dec 27, 2. 40.79.253.19,10.0.0.13

PERESNIMeSS (L. QQL b7
[vulnerabilities.mitigated.method:TruRiskisolate | CHER TEE Y, COIBE.
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QDS ZJ7(% O (TR U. gL 1y RO —H(CIEHFiEN TLRLzSH, EBICFEIELRVER
BRENFI ., BFEER. REBREEMTONTORINE Za7EFBUV LERUET, BIFEICEBR
Fvox{TOCET. A7 MhaEt)cEHiienzd.,

626 Vulnerability vulnerabilities.mitigated.method: TruRiskIsolate | X @ ] =
<

WEH B CISAKEV Ransomware Vulns Critical Vulns (QDS >= 90)

63 37 21 oo

QUICK FILTERS
SEVERITY
. - . Asset Groupby P Fitters etections 1-500f 626 (/3] & C &
) 162
an TImE SOURCES QDS SEVERTY  LASTDETECTED) © FIRSTDETECTED © ASSET TAGS
2 o
s » 116780 Adobe Flash Player and AIR Use-After-Free Vulnerabili... o\  EEEE  Dec27,20251 May 28,202 3 cM-1502022
Mitigated (isolation 1319215535
CATEGORY .
90043 SMB Signing Disabled or SMB Signing Not Required oY mmm Dec 27,2025 1 May 28, 202 3 cM-1502022
Ubuntu 263 . - . g 1319215535
Mitigated (solatir
Generalremote se 164
Loea % 116748 Adobe Flash Player and AIR Multiple Remote Vulnerab... Y oY mmm Dec 27,2025 1 May 28, 202 3 cM-1502022
Mitigated 1solatior 1319215535
Windows 5 9
Office Applicatio 2 119594 Adobe Reader and Acrobat Remote Code Execution Vu... \ Al M Dec27,20251 May 28, 202. £ CM-1502022
7more Active ted 1solatio 1319215535
124152 Adobe Flash Player and AIR Multiple Vulnerabilities (A.. oY EEEEE Dec27,20251 May 28,202 3 CM-1502022
o | Mitigated (isolation 1319215535
25
4 122076 Adobe Flash Player and AIR Remote Code Execution V... /| B W Dec27,20251 May 28, 202 (2 CM-1502022
7n A Mitigated n 1319215535
oR 6
105171 Windows Explorer Autoplay Not Disabled for Default \ o Dec 27,2025 1 May 28, 202 (2 CM-1502022
Windows 2008 R2/7 © 1319215535
Mitgated (isolation 1 31921553
TYPE DETECTED annnt Eaahlad Aaakad | anan Aoad. m—u - Pan a7 A09E 1 Aaun0 209 2 Aaaiennnns

ME

YA



