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https://www.qualys.com/training/

Qualys Query
Language (QQL)

Learn the basics of Qualys Query
Language in this course. You will
use Qualys Query Language
(QQL) for building search queries
to fetch information from Qualys
databases.

File Integrity
Monitoring

Log and track file changes across

your global IT systems.

API Fundamentals

Learn the basics of the Qualys API

in Vulnerability Management.

PCI Compliance

See how to scan your assets for

PCI Compliance.

Cloud Agent

Learn how to configure and

deploy Cloud Agents.

TotalAppSec

Learn the core features of Qualys

TotalAppSec as well as best

Kubernetes and
Container Security

Learn how to effectively discover,
track and secure Kubernetes and

Containers from build to runtime.

TotalCloud

Learn how to monitor and secure

your public cloud infrastructure

practices to effectively build a using Qualys TotalCloud.
‘Web Application and API security

program for your organization.

Discussions Blog Training Docs Support Webinars Trust

@ Qualys. Community

2 ) Free Training login | Create an account

Instructor-Led Training

Certified Courses Video Libraries

TotalCloud A certified courses >

Hands-on labs or lab simulation will cover
the following topics to complement the
coursework:

Agenda

- Qualys Enterprise TruRisk Platform covering CNAPP

- Sensors and Connector Setup

“ Cloud Security Posture Management (CSPM) - Creating AWS Connector

- Exploring Resource Inventory - Review Compliance Failures

- Vulnerability Assessments performed in the Cloud (CWP) ~ Providing Asset Criticality

- Reporting, Dashboards and Responses - Create API-Based Assessments

- Custom Controls and Beyond (QFlow) - Create Snapshot-Based Assessments

- Kubernetes and Container Security Overview " Create Cloud Perimeter Scans

- Saa$ Security Posture Management (SSPM) ~ QFlow Scripts

- Cloud Detection and Response (CDR) ~ Create Dashboards and Reports
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TotalCloud HOME DASHBOARD  INVENTORY POSTURE POLICY REPORTS  RESPONSES  CONFIGURE

Hello Yash

TotalCloud - Simplifying Cloud-Native Security
Scan and rapidly assess your posture using Qualys FlexScan powered by VMDR.

Continuously monitor and assess your multi-cloud services and resources in real-time for active exploitation,
malware, and unknown threats.

2, Discover and Inventory Zz») Discover Vulnerabilities & @) Detect Active Exploitation () Prioritize threats with
= &) : X D Ll
Mlsconﬂgurau&ns TruRisk

@\-; Remediate

Geta ive picture of multi-cloud inventory, the location of assets across global regions, and full visibility into the public cloud assets and resources.
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TotalCloud - HOME ~ DASHBOARD INVENTORY ~POSTURE POLICY ~REPORTS ~ RESPONSES  CONFIGURE 803

TotalCloud Demo - Banking Application V3 (DEFAULT)

Ay w Last24Hrs v Toulwdges cou 18700 (@) ¢, Ly B

7 7 1 45 2

Workloads Inventory Vuln Ints By FlexScan FlexScan Unique Finding CSPM Critical Misconfigs CDR dynamic threats

Container Images CS Drift Findings
X
TRURISK WITH FLEXSCAN TOP CSPM MISCONFIGURATIONS CWP VULNERABILITIES
coRoL RESOURCES FALED VacowT NAE PRSI CRENTD
Ensure no securty groups alow ngress from 0.000/010pon 22 32 0 hekapi RedHat Enterpise —  Jul §,2023 0407 PM
Tots Conrbuing Vulns cncsny [ High
131 2 PI7231872290-  Ubuntu Linux 22042 Jun’, 2023 0209°P.
4 . Ensure that Lambda function has tracing enabled 6
) 369 H W crcal e 15 s B High
= B Medium 57 Low 56
Low Ensurethat VPC access for Lambda Function i notsetto defout(Nul) §
3 Toal Assets s I Hioh
Ensure versioningis enabled for $3 buckets 5
ey [l Yogh
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[0 Controls  Exceptions

En 1-180f 18 L ¢ @

Total Policies Y
PouCY TIE PROVIDER BXECUTON TYPE CREATEDBY \OOIFED Y
GCP Kuberetes Engine Best Practices Po. 0 ¢ SysTEM SYSTEM
PROVIDER 20120,20201253 PM 0ct22,20
o = GCP Infrastructure as Code Security Best 0 & SYSTEM SYsTEM
Nov 16,2021 03:35 PM Nov 16 335 PM
ocp 6
. 5 AWS Best Practices Policy aws ¢ SYsTEM SysTEM
Ju18,2019.0538 PM Jan 25,2022 05:54 P
POLICY TYPE Azure Infrastructure as Code Security Bes A g SysTEm SysTEm
Nov 16,2 oM Nov 16,2021 03:34 PM
System Defined 1
IS Microsoft Azure Foundations Benchm A ) SysTEM SysTEM
User Defined 2 -
18,2019 0536 PM Jun8, 2
EXECUTION TYPE IS Amazon Web Services Foundations Be aws D SysTEM SysTEM
o0 30,2020 0515 PM May 19,2023 01:56 PM
Run Time 15
AWS Database Service Best Practices aws SYSTEM SYsTEM
Buld Time 3 v ; ——
201 20,2020 1253 PM 22,2021 01:58 PM
AWS Lambda Best Practices Policy aws D SYSTEM SYSTEM
o0 29,2020 09:54 AM 0ct22,2020 03:43PM
GCP Cloud Functions Best Practices Policy 0 T SYSTEM SYSTEM
BUF ($RZF v —HERER
INATV—iT £\ o
@ Qualys.
TotalCloud HOME DASHBOARD  INVENTORY ~POSTURE  POLICY ~REPORTS  RESPONSES  CONFIGURE a
paadied
Posture
Amazon Web Services .
G Last24His v | =
TOTAL EVALUATIONS FAILURES BY CRITICALITY REMEDIABLE
159 254K
112
Total Controls Evaluated -y
al Controls Evalu P
= = = Failed Evaluations
PoLICY 1-500f159 <3 & C O @S
AWS Best Practic 0 o CONTROL NAME cRmeALTY sewvce SECURTY POSTURE
Ui bt 1 Ensure multi-factor authentication (MFA) is enabled for all IAM users that have a console password L -
LoEiE ) = Policy : CiS Amazon Web Servces Foundations Benchmark wTow—
test ® 2more
AWS Lombda Be. "
2 Ensure console credentials unused for 90 days or greater are disabled W Hon 1AM 2 25
e Polcy : CIS Am > Services Foundations Benchmark —_—
CONTROL RESULT e
o o 3 Ensure access keys unused for 90 days or greater are disabled [ B ™
o i Policy : AWS Best Practices Policy T
ACCOUNT 4 Ensure access key1 is rotated every 90 days or less W Hon ™ 4 .
ooy e Poicy : C1S Amazon Web Services Foundations Benchmark T
Zmore
aws qualys-dem 100
qualys dev(3932 100 6 Ensure IAM Password Policy is Enabled W o ™ 3




CNAPP ¢ TotalCloud

II3VREAT4T PIVT—2ARETSYRIA—L (CNAPP) (& I59R 24747 7)o —232(Cd,
ERRMRE IR T HTHERDVI1 -2 3> HE T HEOER M ZEALTVFT.

TOTA LC Lo U D C NAP P Scanni'ng for vulnerabilities in the cloud

(VMDR with )

Cloud Workload Protection
Protects infrastructure by Platform (CWPP)

build to runtime.

scanning laC code for |
misconfigurations and non- Infrastructure as Code | Cloud Detection Continuous real-time protection of
standard deployments before it (1aC) Security o pmseienE S *s the multi-cloud environment against
N T and Response active exploitation, malware, and
is deployed. N 7 (CDR) ‘ unknown threats. '
o .
Inventory of public cloud Cloud Security . o] . .
resources. Posture iy o . Discover, track, and
Detection and remediation M . e Container Security >\ continuously secure
anagement .
of misconfigurations and non- (CSgPM) NG TotalCloud CNAPP . - (cs) fcomai"em_fmm

standard deployments. . ‘

Qualys Cloud Platform

CyberSecurity Asset Management | Vulnerability Management | Compliance | Patch Management | AppSec

CSAM| | VM || PC | | PM | |WAS| | EDR | | XDR | ® @ 2

Apps Cloud Users loT

® @ e

Network  Security  Server End
Point Qualys Apps

Qualys Quick Connectors

ok, tac. Corpéries Procentaton @ Qualys.

Qualys TotalCloud (&, 75V RtEF1UTRRFr—EH(CSPM), J—RELTOAYISANSIFr(1aC)
TFaU7+4. 959R9-90— MRE(CWPP). 959 MREEIIG(CDR). I>7F+31U54(CS)ZREU
Qualys T3y hJA—LhSHEL TR I BE T, I3 RRATAT DT TVEA S TIANS)F v BIEIIC
RELET.

COLYARITIE I5IRRATAT IV —334REI'SYNIA—L (CNAPP) & TotalCloud [CD
WTEBLELER.
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Remediate @ Prioritize
QFlow . TruRisk™
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TotalCloud Datasheet

Blog: TotalCloud and CloudView Integration
Cloud Security Posture Management

laC Security

Cloud Workload Protection

Cloud Detection and Response

Container Security

V39 REF2IVUFT1DEDHD Qualys Eo5—

Cloud Security Posture Management (CSPM) Cloud Workload Protection (CWPP)

| | | | |

Oe

Oe

|
cLouD - s VIRTUAL CONTAINER INTERNET
CONNECTORS cLoub SCANNER SENSOR SCANNERS
AGENTS APPLIANCES
i
Sync cloud resources Continuous Security ~Remote scan across  Secure container Perimeter scan for
and their metadata View and platform for ~ Your networks — environments edge facing
additional security hosts and across build, ship, Instances/Host and
Cloud Security starts solutions applications and run URLs

from here

Cloud Connector (95O R EDVUY —REXSYTFT—HEBEEASEXT,

Cloud Agent (305 RED VM [C1 VR k=)L URESSMHIBRZ MG CRE L E T,

RERFX v F—TFPTSAPIVREIVSOREDVM ICA VA R=ILUL, TSAR—MK
BRYKD—ORDOD7PELYrZJE—RRFPY UKD,

Container Sensor (IB@EPD IV T F A X—=ILIRNJDIEFEMHE, REIR, ¥

IWOTT7, Y=Ly MREBEREBEULEY,

AV —RYRRAF v F—E. ABCABLTWB 7Y rZUE—RDSRAFPVUL

fEssdEEIRELE T,

TFIIFTFECERENBIRFTDFTT . V5T RIRIFE IATOISIRIY R —EFFTIREL. TR
I B IRMELE T, Qualys 73V REFIUT1(E, SEEFRISVRTSYNIA—ABIFOIRIIDEA


https://cdn2.qualys.com/docs/mktg/jp/qualys-totalcloud-datasheet-japanese.pdf
https://blog.qualys.com/product-tech/2023/05/31/totalcloud-empowered-with-cloudview-integration
https://www.qualys.com/apps/cloud-security-posture-management/
https://www.qualys.com/apps/infrastructure-as-code-security/
https://www.qualys.com/apps/cloud-workload-protection/
https://www.qualys.com/apps/cloud-detection-response/
https://www.qualys.com/apps/container-security/

DBIREDFE T, 5T RRATAT DAV TSANSIF v 7TV -S> Dt 1UT 158163 318IC. Cloud
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Public Cloud

cLouD Sync cloud resources

CONNECTOR and their metadata to
@ Qualys /A
Azure

Qualys Cloud Platform @

Connectors 3

CON Discover Resources that are present in your cloud
account
root
111
UAT Prod <
(management acc)

ou ou

N\
@;’“) Appl OU

Account (member acc)
222
Account
member acc) 444

(member acc)

AWS Organization Structure

Resources
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IRDAF. BERTEOYYFD APl R—RARFX v VERFY T3V RAR—2ARF v
VEFERLUT, 959RD—00-—KRERAXF P VITDLSICHRETEET,

Asset Tag

Ty RANzEDFZREN DR — ST IUNCSIB T 35571 UF T,
7y JICIE. 944 (Dynamic tag)EE#i9474 (Static tag) hHphE .

5 IBEEBIE(CIROTVET  BIT EF I ZFFOENTEFT,

) e ABRICERT 27575 CORBE2EECLTII%Z

SRTEL TSN,

COFEEHRER 7y bOEIRFTERIBEULSEL TVSHEBERICE O TIER(CIRII5F T .
Qualys TruRisk ZfERI23HEE 4J(CT7EyMNEBEERTEIDENEETY, ZITUXLD—ED
LT, tDEANRCTHNE BEEEOSEVZEZYME TruRisk 27N &E<HDET.

#EAREIN

LTI (Bl 1 EC2) #AEKEE 1 DIERRL. IRIACLOTAUR— ReENEIARTO 7y NI E
FHICZDYTHEREINDLIICIT B EaBENDLET , FREINE EC2 X497 —4(CEDNWT,. EC2 7
YNIEBICHIRBINTEET,

4 Asset Groups ll Registry Settings

Asset Tag Hierarchy

Child tags do not inherit
attributes of their parent
tags.

Tags should be limited
to a single attribute, not
multiple (i.e. "Dallas
Workstations” is both a
location and a device

type)

Multiple tags can be
combined when
selecting targets for
scanning and reporting

4 l Operating System

[ os:AIXsx

[ os:AIx6x

[ os:Ax7.x

l OS: Amazon Linux

[ os: Centos 5.x

{ os: centos 6x

[ os:centos 7

{ os: Cisco 108 15.x

l OS: Oracle Ent Linux 5.x
l OS: Oracle Ent Linux 7.x
{ os: sotaris

l OS: Ubuntu xx

l 0S: UNIX/Linux (ALL)
{ os: Windows 10

l OS: Windows 7

l 0OS: Windows 8

AG: Linux

AG: PUNE - EXT - ALL

AG: PUNE - EXT - BUL...

AG: SAN JOSE - EXT ...

AG: SAN JOSE - EXT ...

AG: SAN JOSE - EXT ...

AG: San Jose - Interna...

AG: San Jose - Interna...

AG: San Jose - Interna...

4 Agentless Tracking
ALT: Errors

ALT: Used

‘l Informational
{ nfo:pHCP
l Info: Firewall Detected
l Info: Scan Interference
[ Info: Stale Host

l Info: Sticky Keys Enabled

l Reg: Critical Registry A...
' Reg: Hardware Info No...
l Reg: Installed Patches ...
l Reg: Installed SW Not ...

l Reg: System Info Not ...

4 ‘ Host Type

[ Type: Cisco ASA

l Type: Cisco Controller
[ Type: Cisco IP Phone

' Type: Cisco PIX

l Type: Cisco Switch

l Type: Domain Controller
' Type: Meraki Device

[ Type: Mobile Device

[ Type: NCR ATM Machine
l Type: Print Server

[ Type: Printer

[ Type: Server

l Type: vSphere Server
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AWS Organization Connector

Azure Connector Deployment
GCP Organization Connector

Cloud Inventory

@ Qualys

TotalCloud HOME  DASHBOARD INVENTORY POSTURE POLICY REPORTS  RESPONSES  CONFIGURE

Amazon Web Servi

Last 24 Hrs

account. §d: "qualys-dev(39.

17

Total Inventory Types 216,2023:1
0
b}
INVENTORY TYPE 1-170f 17 LOB®
utnet 5 AVENTORY TYPE SeRvCE TOTAL INVENTORY
N §
~ @  Instance o /
P P
[ VPC 2 21
P 2
6 more @ ~Rros 2 2
REGIONS 0 subnet VP 59
®
Security Group 4
"
oh ” £ RouteTable ¥Es 25 0
N. Cakfornia 15
Sec 5 ©  NetworkAcL b 21 21
o W S3Bucket
@ Qualys
TotalCloud ~ HOME DASHBOARD INVENTORY POSTURE POLICY REPORTS RESPONSES  CONFIGURE &

Amazon Web Servi

Instance + Last24Hrs v =

52

50 16 9 6
Total Instances
Without Agents With Public IP Docker Hosts With Vulnerabilities With Threats
ACCONT lnstance =l o ‘ @ 1-500f 52 L ¢, e
e s com. »
EC2 INSTANCE 10 ACCOUNT 10 REGION SIATE FIRST DISCOVERED ON VULNERABILITIES ACTION
1
7 i-Oebadas! 72485 N, Vieginia Terminated Jul 16,2023 11:08 PM
REGIONS
i-03bb019 i2485 N. Vieginia Terminated Jul 14,2023 10:56 PM
pie “
3
-0f59c41¢ 0 Singapore Running Jul 7,2023 0948 AM 0
:
i-00287aa na Oregon Stopped Jul 7,2023 09:48 AM
i-09b65a3 na Oregon Stopped Jul 7,2023 09:48 AM
1-067a616¢ na Oregon Stopped Jul 7,2023 09:48 AM
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T4 —EDTVURERFERLT, BRUEYITDIY —ADHERRTEET,
B2 LY —ZER L THERERSNCHBEZEIRT 2D, REDEHE, A7V 3
VEFERUTHRY LOBRNEEZERL. BRRBREZRDIALIENTEED,
TotalCloud Tl&. MESEMHEDEIEZ. UTDYA TDIY—-RICH UL TDHRRINEKT,
AWS: EC2 1 VY RH VR, Azure: IRIEVY> Y, GCP: VM A1V RHVR

fEs514E T — 4~ ZEUS 9 B(C(E. Qualys Scanner Appliance Z{ERUERAF vV PCH
SORAVRIVRFEFREBY Y VHRE SN D H . Qualys Cloud Agent A1 VR
E=IlENTWD, XEQFIRIIRNTHRESINGE APl R—=RFXZBFRFvFyavhk
R—RADRAF vV HEEFERLULTRF vV ENTLWIREBLHD XY,
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TotalCloud HOME  DASHBOARD  INVENTORY POSTURE POLICY REPORTS  RESPONSES  CONFIGURE

CRMCALITY

Policy UM Exceptions

3

Total Providers

Microsoft Azure

") Google Cloud Platform
541
269 aws  Amazon Web Services

90

EXECUTION TYPE

AvkO-ILE, —EDRR DIV ISA TV RZRES S UIRE T DDICERS
nN3RYY—DBREZRTI,
ETEIVRO—-ILEEIREIY FO-ILIE. ENFNRBICEICT IO TUL
2059OKRUYV—-R&EN1CTYTL—RMRICHFEETDOVSDORIY —RAOFHDICERS
nxd,

RUY—(F, —BDOVY—-RDIVTSATVREINES SCRET DD(CEBEN
33V hO0-ILOESETY,

Qualys MR 29 CICEATEER IV RO—ILERYY—EISOREF 21 UT 5
BOFHIBICFERT DI EDH. ARYAFHEAR(CREDIY FO—)LERY Y —ZERT
BCEHTEXD,

IV ~O—)LFHBIC KB LTSS ([CIEECBINR IR Z FIREN TRV FUAT
(&, BINIBHDRB(CIRDIGENHDET,
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Qualys TotalCloud Policy Control List
https://cdn2.qualys.com/docs/qualys_cloudview_policy_control_list.pdf

Cloud Security Posture

@ Qualys

TotalCloud HOME  DASHBOARD INVENTORY POSTURE POLICY REPORTS  RESPONSES  CONFIGURE aed

ast 24 Hrs

vvvvvvvvvvvvvv FAILURES BY CRITICALITY EMEDIA:

A — 2.97K 110

W Pass_su

= - Foled Evol

oK - ailed Evaluations
1-500f 181 $ C - Rd
o CONTROL NAVE CRMCALTY SERVICE SECURIY POSTURE
W o ™
CONTROL RESULT 2 Ensure console credentials unused for 90 days or greater are disabled W v 1AM 18
- Amazon Web Benct

4s 3 Ensure access keys unused for 90 days or greater are disabled W o e 19
ACCOUNT

+  TotalCloud @ RRF v, §TCEF. SVFALLTIYVRO—=IL ( "OSDRIRRF ¥,
YI7457) LEWRYALDIY RO ( MlaC RRF v, T7497) o3y ~O-)L
THERBRDFRENET T,

- OSOFEESKDOBRIRERELEXI,

« JDVHO-IIOAREBEZEET 2FIRZRRUET,

- OREOSVWELDOIVRO—-LIEHLT, DVYIUYITEETERT,
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Cloud Security Posture Report

@ Qualys
€— Create Report
STEPS 1/3 ) )
Basic Information

@ Basc information
2 Report Source

Review & Confim

(s )

®) Comma-Separated Value (CSV) Portable Document Format (PDF)
&

DSORUY—ROIVTSA 7Y RIRNREERT BIcHDLUR— M ZERTERT,
O30 RREBEAODEHORIY—CDVWT, UY—RDIVTSA 7V AiHi DT
BODLUIR—EERTEXT,

Qualys 2 T'JE5 (QQL) OO TUFHBHBLRN—-~DrP—RZFERLT, AVTYY
ROFHBL R—~ZERTERY . LIR—DERBCERSNIES, 91w ITP O3
YAZa—H5 CSV Hfcld POF FRTYHOYO—KRIBIEHBTERT,
BELOLR—-FTE TYTL—hZERET DICOHOFREERE L. WHI S LIR—
hFZBEELTRRTEXRT,

LIR—hFTYTL—hTERULERECH U T, EBERX—RDOLIR—kERD Y —R—
ADLIR—bD 2 BEOEBLOLRN—~EERTERT,

=%

1. Qualys TotalCloud D1 > XA > RCOTA > ULET,

2. [RUZ—=]1>[3>b0O-)L] (C#EL. AWS, Azure., GCP T{ERBIEERI> bO—)L &R UE
ER

3. [RUZ—]1>[/RUS—] (CBBIL. AWS, Azure. GCP TERRJEERRUS —ZHEELET,. [UR
—AJICEI UM ERES A ZRHEUET . AWS/Azure/GCP AT SA 7R zFa1 UF 14K
HEERLET .

4. [LIR—=B] > [LR=K] (Z8EL. 5T R FJONRAFT—DORR s T507 4R RIS —=ER
LT. AWS/Azure/GCP DLR— hEERRLET,

5. CSV ZF/z(d PDF LR— bz D>0O0—-RUTHRLETD,
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Cloud Workload Scanning Methods

TotalCloud (C(Z. Qualys FlexScan (C&BLAEERAFv MEENEEINTVETD,

APl R—RDRF v v (HRRGHOMEEEZIRE LR IH. SIENRMSSEH/Ly I
RBELE A,
2Fv T3y MMAR-RAOFHBETIE. AWS D—20—RDRFYvTFIY3v A X=Y
EHUTRF v ZEETLU. REDIESEEMZITLERT,
I—IJIVIR—RABLUVRY RD—IR—RDRF ¥V (Scanner Appliance %{E
B) & REEERTINZD—20—RCELTHED., SHEECTIUENRMESEH/IL
v INROSNDBECELTVET,

Dy—-2x

BUF OOV IZIN—F1—N)7ILTIE, TotalCloud THIFRIRER R4 BF3EZAVWTEHEZITOEHDF
I P BB (CERBAL CLE S,

API R—ADAFv>
AFTVTS M —ZADAFV>
A5 RRUA=H—=AFv>

BUF® Qualys JOJEEETE AFYT2ay M AF DR+ v 7 EZ LB U A3y T2y hAFv>
W39 R0 —-I0— RORFY > ([CRERTTE TIIBRVIBEZERBAL TVET .

0% : ZFvT2ay R v R TR RIER

=%

1. Qualys TotalCloud -1 >X&F>(COT1>UFET,

2. FlexScan A7>3> (API X=X, XAFwIT> 3y M=, F@FTFTRRUA-H—-X
Fv>) OVWITNHEFERLT EC2 1> RIZRAZRAF V2 ITBDLDIC AWS OARTFZH
EULET,

3. AFvNRETURES. [IR—A] > [MESEHEREIADRE] (CBBUET,
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https://ior.ad/9CbY
https://ior.ad/9C0G
https://ior.ad/9C0L
https://ior.ad/9C0N
https://blog.qualys.com/product-tech/2022/11/01/why-is-snapshot-scanning-not-enough

4. MESEMEOHEETSTRUR I T 2R UET,

AFvODEB K

COEFTAT(E. Cloud Agent & Scanner Appliance OF —FUNESTEDEWNCDWTEREALET,

1. Qualys (FHESSHEHEDIZHDIRLIRF0 /O —ZMH L. 11— — (CRBRT—FUIRESE
ZIRMELUTVET,

2. SOFVITSATRIE KRR OMESEHEEUE— MSIEETEET ., TOEMME. /RA ML
DY—EX/IR— hOBEER, B2 D)UY MIEHEZSRX 2Ry ND—0TIILFVUZTFT)\A X
DERIREDER(CKD TERDFT,

3. Qualys Cloud Agent (&, B/RX NI RXFLAB—EXELTO-HILICA A R=ILEN, 7K
ARZELC1IDDI-2 > MIFELET ., SAFTALALNLOERTIET 2 NSDI -2 >
MM, AT —)LESNEffR TEMEiT —4% Qualys Cloud Platform (CEHBIMISXELET.

4. BTIEMIREFERAF > EVWDESRIABH(CENE T, Qualys Scanner Appliance & Cloud
Agent DS ZERF(CERAT DEMEHDFET,

Cloud Agent

BARIC, RRA K OS A Cloud Agent GFLWY T THRZEEY) THR—k=hTW3
CEEERLTLIESLY,

Cloud Agent ZIRA Y AT ALICBATZAEICDOVWTE. Uy O 2)—AHDRT
VINA 2TV TDOETAZSELIEEVN, ROEHIY I3V TREODI-V IV EE
AT BRICERIBEEXT,
BADOERFIEOHWE : 1. POTAN—YI3IVF—%ERULET, 2. T—II VLD
AVRAM=ILICERTZIVYREIE—UET, 3. IT-YIVrESDYO-RUE
o 4. BRTOD7AILEBRLET, 5. ¥OVO—RUEI-YIVREEALD
MRRANYRTACBE U, 1 VYRAM=)LIRYREERTUET, 6. Cloud Agent 1 U
VRUCI—Y TV DERRESNTVWRZEZERULET,

ETATIELBLS RFa XY EESRULDIFEIE. Cloud Agent 29— 4 RZESEL
20\,

Cloud Agent DINRTDORF a2 AV E - HIR—,ESNTVBRIRTDARL—FT 1 VT
VRFA[IFDI—IV TV RDAYVRN=ILAARIEZIESTY, SEOHLEEL, &
ANEBNTERLS, COERZSE(ICLTLLESL,
IT—ITVREBATRIERAEE. IRVRSAY, TJ-ITIVAX=I, YVILD
T 7EHEY—ILD 3 DTI,
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https://success.qualys.com/support/s/article/000006675
https://success.qualys.com/support/s/article/000006675
https://www.qualys.com/training/library/how-to-cloud-agent/
https://www.qualys.com/training/library/how-to-cloud-agent/
https://www.qualys.com/docs/qualys-cloud-agent-getting-started-guide.pdf
https://www.qualys.com/documentation/#cloud-agents

MHEEIGUTTOFVEREZERLTLIES L,
T—ITVEEGRORSTINYa2—FT 4 VT 1 ZORFAXVETE, I-Y TV E
BICEATIRMEDNSTIVYa—TFT 1 VITAEICDOVWTERBALED,

Cloud Agent OliZEESITRIEBET B(C(E. Cloud Agent LILIXR— KL —Z
VOD-RFXLRBEERETASATSYU (BSELLESL, 2OYU—-XD2FBEDE
TAFT TICRREHATI,

FAYR=FT 1 VT H—RICEHINTVWDIIRTO) VY EHBEBEERL TS
U\o

=%

1. AZIR—F 42 0&FETIDICIE. EC2 1> AP R, Azure REXS >, GCP 1> RXHF >R
([C Qualys Cloud Agent M1 > XA > ACOTA>ULET,

2. [I—-2x>2 hEHE] > [77O074R—=23>F—] ([CBEL. [HESEERE] ZZRUCIRE

THLWIOF7AR=23>F—ZFRULET.

3. HiR—hEnNTLB 0S IS5Y hIA—LADI—I MUAN-—ZT7AILERTUT
=AO>O-RUET,

4. DSIRADRARIC Cloud Agent =501 UET.

5. Cloud Agent MFTROUTF> 3> (CLR—bU. [I-212 BB > [I-21>2 6 4
T(CRRSNTVD T L =R LEF T

A7’>3> : Qualys Gateway Service

Qualys Gateway Y—EX(&. I->1> 8 —4%% Qualys T35y hJA—AlCTOFS 32375472 ATY,
HiRIEZ KR (CEFITE 3128, Qualys Patch Management ZZFADGSIIEREEFNTIT, CF|
FABRICHERY — LI T 2B,

1. AWS t® Qualys —rD 45 —)) - AWS E£® Cloud Agent DFOF & LT
Qualys = kDA —N\ZERLTVBRHEd. COHA RHARECRIEEXT,

2. Azure £E® Qualys 7 —kFD 49 —)\ - Azure £® Cloud Agent DF0F>& LT
Qualys =k A/ —N\ZERLTVBRHEd. COHA RHARECRIEEXT,

3. GCP VM t® Qualys “—k2Dx4H9—)\- GCP £® Cloud Agent ®70F> & LT
Qualys =k A/ —N\ZERLTVBRHEd. COHA RARECRIEEXT,

4, ETAVI- - SOEFTAIYU—-XTIE, QGS DHREE IE UL WREAEC DL TEREA
LTWET,

Scanner Applicance
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https://qualysguard.qg2.apps.qualys.com/portal-help/en/ca/agents/troubleshoot.htm
https://www.qualys.com/training/library/cloud-agent/
https://www.qualys.com/docs/qualys-gateway-service-deployment-guide.pdf
https://www.qualys.com/docs/qualys-gateway-service-azure-vm-deployment-guide.pdf
https://www.qualys.com/docs/qualys-gateway-service-gcp-vm-deployment-guide.pdf
https://www.qualys.com/training/library/qgs-training/

DIVRZFvF - PHODNMCBUCEEEMISNTWS Qualys 759 RAFv I ZERLTHMERNS 7y b
ZZAF VI Bl SMEBNS DRSS IEZ IMBINEEE DR A | THESR TEX I . DFD. Qualys TAFvFLLE
OO-IEFHTVRIEE. SM88 (\TUy) IP) 7EyNUTEBIMNICRFv> 2BIaTEET.

REAFYII5T1vID 1P §EH :
1. VMDR A® Qualys 4> RX&>R(COT1>ULET,
2. [NLT] (BL) > =23 2ER] (CBEBLETS.
3. RERFVINSTaVIZHATDUENDD IP SHEHBLET,

Qualys Z2FvF7T54T7>R - BB (T5A~R—hK IP) 7tyhdiz&(d. Qualys AFvF 75472
ZBATIMNENDDFET, V5T RI-J12 M B AL TVRWGER. Qualys 2FvF 7T 7> 2 %{E
FAUTIRTORZ NS 2 AN-UET . X7 HIRAO RO RS 1-RNAR T AFv > OHT—5%
INELET, AFv>&., INESNISEFIERIETIYNIA-AISEREENE T AFv T —DOH2FERHT 35
A, T3vRIA—LAOT—AIRIEIDORAF v L EICIREEICRDE S . SREBIERNNDERRNICEFHEIND
g5 MEAR I (C(E. Cloud Agents & Qualys Scanner Appliance OERZHEIDLET .

—HEEIC, AFvF —(3H—FYNITERLFEVMSFRICEAT2ONRIE CT o AF VT —DAFr RO
A=YMDI—T1>2E Qualys T2y IA—LADI—FA I ZHEIIL R—LJ)—RICT-IA>UTFT
YI1IU, BHIEIRORF 7> T3TeRIETEBLICTIRENHDET

DIIREBIBIRAFVYF—FITSATPIADEA

Azure, AWS. GCE 757U RRIEIC Qualys Scanner Appliance ZE&A 33z NEFETOTA%IR
RIBICF LT OETAZIEELZE,

1 Azure T® Scanner Appliance 7704
2 AWS T® Scanner Appliance 7704
3 GCE T® Scanner Appliance ®7J04
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https://vimeo.com/839687488
https://vimeo.com/237991145
https://vimeo.com/839689361

TDMD Scanner UY—-2XR

AR IIVEO TS COBRICMEESEE, I ERERICEVZIBEANET BEOELHIBEE
D, REFFEHRIFTVERA. UHU. SO, FAEOBZMIFZDZF O TVWSELSICHE TOE

g-o

YIR— EDREBRIHER. BERAF v F—DT TOA A4 FZESELLEEW, ZOAAC

KT, BATOCROPEE, HIR—EENTVWBREIETSY KT —AICDWNT

FMBLTLXT,

22X v F—DrSTIYa—FT 1 VI CETRELHDERZEBNLET,
RIEP T S5A TV 2DY A ZAKE- COUYVIZEFRULT, REB7Z IS4 7VROTA

AEBEIITRELTLIEE L,

YT RAIUTSa>ADRAFv>-5—5y D& hl

VMDR v

Dashboard  Vulnerabilities  Prioritization ~ Scan

Address Management

REEYCURRA | New v | | search || Fiters v | [ < Display Comm

IP Tracked Addresses

DNS Tracked Addresses

[l Info Track NetBIOS Tracked Addresses

O [© Export Al 245
O [E Download... 249
O i 64.41.200.250

AFvFTISATORZERUTIZIRT Y MR
Fv> 93, cNBOT7EY MM Qualys BT R
T2 as GBI 2ENSGDET . UL 1 [
PRODEZETT .

AWS H&U Azure IR945(E EC2 1RV A
& Azure RAEN S 22 AFv >3 ERELT Qualys
BIROVTS 3L BEIIGEINT BTz D45
RBRI-JJ0-%RHLFT,

GCP FIZZ20Mh0)5I REIB DS RV RYD A% 27> 323, IP hSvF> 4 DNS hvF> 4,
NetBIOS bowt>J M 3 DD I I5ENSIEIRL T, cNBO7Ey M VMDR B 29U 2338
92BN HDET,
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https://www.qualys.com/docs/qualys-virtual-scanner-appliance-user-guide.pdf
https://success.qualys.com/discussions/s/article/000006009
https://success.qualys.com/discussions/s/article/000006881

Scan Configuration

VMDR v [EJ Heo~ Marcus Bumows - Qualys Training (vann3quéd) v  Log

Dashboard Vulnerabilities  Prioritization Scans Reports Remediation Assets KnowledgeBase Users

i=Scans Scans Maps  Schedules  Appliances  Option Profiles [T Lot SearchLists  Setup

Overview
Credentiais Breakdown: [EJE] unuses 6 Passing 0 Faing 1 Problematc 0 in Vault 0

Ps #1Ps  Modified

17217.02 1 0812272023 o
0672272023 o
64.41.200.243-64.41.200250 . 082272023 M o
64.41.200.243-64.41.200. 245 3 06/22/2023 farcus o
ot 06/27/2023 o
Default Net w (] 06/22/2023  Marcus Burrows - Qualys T. o

Global Default Net Windows AR - Windows TR L.. o 06/22/2023

o BEMFHMBERF v VERBITIICE. ABEDH 1 DDRF v F P ISA T VADRE
T“a_o

o RAFXPIYARIDRAF Y FTPISATVREBIRTDEEE. RFX v VDY vhE
ITRIRRANEBEZZRBIDIDNENHDEITH. CNERF vV ERBT DIEHICHER
H5—D20IVKR—RY LTI,

o RFPVUA—TYRECE RYNTOVIOELEBEDSEBD IP PRLR, £(&
Qualys Y 7ROV T3 VRO 1 DD IP PRLANEENET, MR IP ZRF
vYIBEIC, ETHTROV T3 VICEBINTIRENHDET,

o INTOBIHIETHMBERF vV TlE. SXSFBRRAFPVYREERF P ATV VES
CATYaVTOT7 7MW EBIRTDRENHDET, RAF vV TRADBNRATY
3y - A7 7AW EERTZIBER. RF vy - Y=y NI BRIALCERT S
SREEL D— RBER T 2RELH D X T,

==

AVR=TA2IET T IR ARERFYF 7 TFA TV REB D TA YAV TRF v % FIE T 2 BN
HOEY,
1. Qualys VMDR O > &> (COJA > LET,
2. [PISATUR>AFv>] [CBEL. AWS¥AZUre¥GCE BEBICIRABRFv I 7TSA TR
=7 701 UEY,
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3. BNz EC2 4> R X /Azure RIENS>7%& VMDR 77HD> MCBENITENMTSD
M GCP O>Ea—F+>0 AR X% VMDR (CEBIFDLS(C AWS/Azure JRD

DEEHRUET

4. [RFv 2] > [RFv 2] (BBIL. 5D RA 2RIV ADZEESNTVENRAFv >
¥ EC2 AFv2ZBBUET (CNICKD. XAFvF—HEUEESN. RY bD—TE
ZHER I DD(CIRIIEFT ),

AFFEF1VF (I E

AFTFEF2IUT1 DR

o T HEEINETIVT—232ZEIR, SvT SDEIT—-ATIRE
o Docker RANMCEIHY—ZE AL, A X=JEODTFTDAIRY NZEUS
o HEIsHEIRLABRETHZ RN

1. AVFFeEYY—EBAL

Container Infrastructure Security

J3uiejuo)
J3uleIu0)

cflcfleclfc|c
12|35

General Sensor
(Image and Container Assessment,
Container Drift Detection)

J3uleIu0)

-
+
C [ C Cc [ Cc C C C Cc
1 2 3 4 5 1 2 3 4 5
Container Engine Container Engine Container Engine

Host / VM Host/ VM Host / VM

Orchestration Engine

Container Engine

Q Host 0S

Cloud Agent/

Scanner Appliance
(Host Level Assessment)

- o
Ry, e S\ M
O OPENSHIFT B :Eg»: MESOS
kubernetes

Amazon ECS -

o IFFXAT4TtY—% Docker 1 X—SEU TR,
o HR—MNR&RIE : Docker. containerd. CRI-O. & Linux T4 ANJE1—-33>,
o FTIOME—R: —M&>Y— LZZANIEIY—, Cl/CD oY —
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2. oFFEFaVTERHEE

Inventory Assessment Drift Detection
View |Search | Relate Vulnerability | Compliance Software| Vulnerabilities

Registry Hygiene DevSecOps Integration Serverless Security
Public | Private CICD| APIs AWS Fargate (ECS)

Qualys Container Security Assessment & Response
Container Native Protection

RUI RIS T D

o AX=INSEMULI>TS GENMYINIITOMEMEZED) ZHFE
o IVHANRIETOREZEEZIRE

@ Qualys

Container Security HOME ~ DASHBOARD ~ ASSETS EVENTS  REPORTS  CONFIGURATIONS 203

Assets osts Containers

55.6K

Total Containers 24.1K

198 757 1.49K 23.2K

Root Containers Privileged Containers Containers detected witho... Containers in Drift Containers not Compliant
VULNERABILITIES 0 1-500f 55565 ) WG O®
Severty 5 s1.8K
Severtty 4 LS CONTAINER CREATED ON HOST STATE LAST SCANNED VULNERABILITES COMPLIANCE
Severity 3 363K ”
Severity 2 70K k8s_testcontainer_daemonset-exampl... Dec 15,2022 1919211681881 us-east-2compt. Running anhour ago 1 24
Severity 1 621K Container Id: {51c93136041 192.168.18.81 an hour ago
k8s_testcontainer_daemonset-exampl... Dec 15,2022 1p-192-168-68-53 us-east-2. comps  Running an hour ago 1 24
STATE Container Id: 540f17879066 1921 s Tt —_— ——
DELETED 46.4K h
) P _cs-demo-ngh8z_d... Dec 15,2022 19-192-168-18:81 us-east-2.compy Running an hour ago 18 24
9453 1921681881 2howrs ago B ———
STOPPED 568
UNKNOWN e Dec 15,2022 191921681881 us-east-2compt. Running an hour ago 43 24
CREATED G 192.168.18.81 2 = ———
ORIFT Dec 15,2022 91921681881 us-cast 2compy R 2hours ag0 18 24
as 192168.18.81 = e ———
Vulnerability 1.46K
Software “ k8s_centos7-demo1_cs-demo-hbxxh._... Dec 15,2022 9-192-168-18-81 us-east2.comp.  Running an hour ago 43 24
Container Id: 871863624526 192168.18.81 2 hours ago - — ——
PRIVILEGED
k8s_centos8-demo1_cs-demo-hbxxh._... Dec 15,2022 p-192-168-18-81 us-east-2 comp.  Running an hour ago 1 24
2 LK Container I fe6fdcclaels 1921681881 2hours ago — ——
true 198
kBs_centos8-demo1_cs-demo-ngh8z._.. Dec 15,2022 19192-168.18.81.us east-2comp. Running an hour ago 1 24
ROOT Container 1921681881 2 hours ago — ———
false 0K k8s_alpine-demo1_cs-demo-tgbés_de... Dec 15,2022 19-192-168-68-53.us-east 2.comp.  Running 2hours ago 24 24
e 4.9k C d: 5/653c93ed9c 192.168.68.53 2 - — ——
COMPLIANCE POSTURE k8s_centos7-demo1_cs-demo-tgb6s..... Dec 15,2022 68-68-53 us-east:2.compe  Running an hour ago 43 24
Container Id: b3a2145ec0c7 6853 2hours ago = — ——
PASS 394K
FAL 162¢ kBs_centos8-demo1_cs-demo-tgbbs._... Dec 15,2022 19-192-168-68-53 us-east-2.comps.  Running an hour ago 1 24
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4. I>7TFT O
@ Qualys

€— View Details: k8s_alpine-demo1_cs-demo-tgb6s_default_be77a799-5b51-4b0c-b40d-dbaa79cffesf_4791

View Mode

Summary

k8s_alpine-demo1_cs-demo-1gb6s._default_be77a799-5b51-4b0c-b40d-dbaa79cffeSf_4791
orift State Deleted

Vulnerabilities Compliance

24 24
5 — Pass 17

29% [

Associated Containers
16

2%
7%

CI/CD

Qualys Container Security
Vulnerability Analysis Plug-in for Jenkins

f. Jenkins

CSJenkinsPhugin Pipeine Demo - #23 -+ Qualys Report For d23bafSbTb1b
Quolys.
) §
A Sage o Vot et —
T . . sire
Suan Ropart: CIch bece 12 s K08 St e Ouli
mage S<on Summary
s . . - Sove Sotys | Sove S
> x x x x > > x x
.
Winerabines trend Combrmad Vidmsssities (178) R PR—"
L= s
™ .
.-,
Purchansny
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LIANRFYY

o (EFETEZAMMN—S0H%LSANICARIFI D8, LSANZFv> %
e Jenkins 2 Bamboo BRED Cl/CD V—ILEREL. BUATA A2 ARERIB(CANRIMTE
tHHziEfit

.....

'Y
M o
(2}
(2]
(2}

Qualys Container Security (CS) (. IYTF 514 71 VILOBEHNSEREZT. ©
FalFsZ=RELEY,

AX=IEDVTFERTL. BHEEPEROFX vy TZREL. VRIZRELE

a_o

RITPOIVTHICE T DHEHEEBROEREREUET,

HOWTO : Oyt tFalsqs i InNsSOOUYHORI—Fa—cUPILTE, TV
THEYY—ZSXIXRREICEMIT DFIEZHESR L. Qualys Container Security
DA1—RYT —REBRTEEXT,

Cloud Detection and Response

5291 ht+1V71

D5IRRY RD—URS5T 1 v OEREL. FERBEPT VT 1 ET A BBUNHE
BLET
559 RFNFI—YOSESFRMRA Y N TREPLOT 1 BRERE LT
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https://www.qualys.com/training/library/how-to-container-security/

« BEOCHESNTVIEEZREL. RELXT
- RORFa2XYECDR 21—Y A4 RT(E. COR DEMZEMIBT B CHERIER
ERHIELET,

@ Qualys

TotalCloud HOME  DASHBOARD INVENTORY POSTURE POLICY REPORTS ~ RESPONSES  CONFIGURE

Amazon Web Servi.. [

2 2
Without Agents With Public IP Docker Hosts With Vulnerabilities With Threats

NO REMAINING FILTERS ype Instance [ e [N P 7 Fite 1-20f 2 4 ¢

vvvvv

1-031135p61det 2880482 N. Virginia Stopped oct26

i-0aech365d25 880482 N. Virginia Stopped

QQL: instance.hasThreats: true

@ Qualys
€— Inventory Details: i-03f135a6fde8f7e3f

CLOUD METADATA

Security Threats
10US COMMINICATIONS (2)

Internal

INVENTORY

:::::::

Oct 24,2023 (]

Oct 23,2023 mmm

SUSPICIOU COMMUNICATIONS Tl&h3574v7 ENMSIRUVBEZIRHELE S,

LiR— M EE D#E T

RIhDhoE> k
«  Qualys TOEENBIZE SLA [TH>TWBRZ EEERLTLIES LY,
o BIEFT—HICEYYYVaR—REFERLTIESL,
- QAL ZFEARLTI\YTavILTLIEEL,
BB LR—BCEULR—FFTYFL—bZERLTLEEL,
« THINAY=Y (TIFE) EBICHIFLTIESL,
o ULIR—FZERICFALTVWR - —EELEL., BURBEDBHRNETNTWNDS
EEERBLTLLEEL,
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https://cdn2.qualys.com/docs/qualys_cdr_aws_user_guide.pdf

HvyaRk—R

@ Qualys.

€— Add Widget to Dashboard (VMDR)

Add or Customize Dashboard Widget Templates

Q_ search for Widget Templates. OR 4 Build your widget

< Al (169) ) Cortificate View (6) ) CloudView (8) ) Container Security (18) ) File Integrity Monitoring (11) ) ( VMDROT (11) ) Endpoint Detection and Response (8) ) ( CSAM (17) ) Patch Management (15) ) (_Policy Compliance (21) )( VMDR(11) ) (* Context XDR (10)
QUALYS DEFINED TEMPLATES (10)
Fixed Disabled/Ignored Vulne...  : Hygiene: Tracked by Agent Vs..  : Latest VM Scans TOP 50 - CRITICAL Vulnerabili..  : TOP 50 - HIGH Vulnerabilities
[ Ee— - - e e s - ——
486K — o _— —— B
= S . ——— = =
. = —— = =
Widget shows Disabled/ignored Vulnerabiktes Hygiene Widget wil Track il assets with a : Top abel CRITICAL TOP 50 CVSS Criticalty Label HIGH
that are Fixed. A 30 days 30days
Created By: Qualys Created By: Qualys Created By: Qualys Created 8y: Qualys Created By: Qualys
Customize Widget Customize Widget Add 1o Dashboard Customize Widget Customize Widget

1. Ay aR—RE T—PZFEPOHET DB (CRBEICHELET.
2. FRICHBENLZY Y2 IAR-—REDAZTY METHDY MMCAZR— b TEET,
3. FvZaR—RhSERANKLIR—NIT7IEXTBICE 2 BOVYYITRRIFTY,

8&8H : Unified Dashboards and Reporting Resources - Start Here

BXIRMHGIHRSESSE

Custom Assessment and Re

Upcoming VM Scans

View the upcoming Scans as p
Qualys threat intefligence feed
Created By: Qualys

Add to Dashboard
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https://success.qualys.com/support/s/article/000005975

@ Qualys

< VMDR Prioriization G &5

Asset Tags (1) CID Qualys TruRisk Mode cvSs Ratieg:

- 513K

s e [T 197 211K =

Tota Assets Total Vulnerabites a7

+ Exclude Tag 8

Age petection | Vunerabiy | Real-Time Threat Indicators (RTI) Match Any | Match A Attack Surface

nnnnnnnnnn ©

Runnag Service «©

Not Mitigated by Cont @

motely Discoverable Only »

Facing O e )

1. > Y—=@YCREAL. BURIIRITBEZHREL CLDIEE. BRIBAITITLR— ~MIAESSHE
BETOJSACEDTRELHECHNUET, BEIIVUYIFTILEITT. REREBERT IS 3
SEFITCTEFT,

2. FU=FEALUTLNR— bERIAL. RERZERL TRy hD—IOTHRSSEN L DI SNz Z
RN HESSHEOHAMZER U CTHESSIENFE LIciiZE R LUE T,

3. RTI (& Qualys Threat Protection ®—&TY., ZNICKD. HFEDHESSHECBREZEIMTDIR
DERCEDNT, SOICBEIBMAZGITDSENTEFT.

4. WEMREHT(E. REFEDOKRSV\WESEEICEBEIBMAZMTTRIZHDT 1 IILI—EBIMENET
BIENEAIfTF7Z TruRisk ([CERETDE. PILTUXLZERAL TS HSHTRMEIFED R0 EBRE
E, BIUOEBEOCEBENEZE N, BEEEOEFIBMMF (TR DBERXDT7HEMENE T,

QQlL

1. QL (Qualys Query Language) D{iI&ED}

e QL Qualys 759RT5Y R TA— ARITOLK— R DHFY—IL
o HEROCYFAIBT PDF PRATLYRS — MR T BLK— N —)L JEERBD, 12955574
TRIBE TT a5 AL I3 BIIEL TS

2. ERFIA>FUA
o —HKRER] (One-off queries)
o Bl : FFED CVE (CRAT 2B, EEZIDEES. RIERAMDIKARRRE

o LIR=hF>TL -3 380, IV BEERITISHNRIEK
o« BDRUFREIIEM :
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o JIVERFUTHBFIAEE
o AYTIR—RIASTYMIAFHADILT, GEHICHRERZRR - B TED

3. vyaR—-RIsS1y bDOFIS

o UPIIALEFRICLD, BFOBHREEICTROR
o TFIUFTARLYROIERY. LEWMBDERZY 574 )UICHERS BT HE
o THFAM=ZD QL LHEREX(CENTIBIRIZHN EIEE

4. HEFRBILR— MEFIFTIRE

o JWFLR-NI, 1BERZFYITFrUCERF - ACEM Y ZBRICERY
o ZRUL. SEIOEREA>IIIT1ITRITVESYS 1R~ RIBEE

5. AUHESE{F

e Qualys I-Y-7hU> MwE
o AYIIIR—RIEEPY, STy MERRIC (& JITUERRAFILAWA

Who Needs QQL?
mmmm

Dashboard Qualys Users High Level Results exportable
Widgets to PDF
On-demand QQL Qualys Users X High Level Results exportable
Queries to CSV
VM Templates Qualys & Non- X High Level & Detailed CSV, DOCX, HTML,
Qualys Users MHT, PDF, XML
APIs (raw scan data) Qualys Users X Detailed CSV, JSON*
Hybrid — VM Qualys & Non- X High Level & Detailed CSV, DOCX, HTML,
Templates & APIs Qualys Users MHT, PDF, XML
Third Party Non-Qualys X High Level & Detailed Varies depending on
Integration Users third party application

2
+ QAQL is ideal for Qualys users looking for a quick, interactive way to view asset
and vulnerability findings and details.

* QAQL is the foundation for building Dashboard Widgets.
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VMDR

2.
14

@ Qualys

Vulnerabilities

DASHBOARD Cmmxullunﬂ PRIORITIZATION ~ SCANS ~ REPORTS  REMEDIATION  ASSETS  KNOWLEDGEBASE  USERS

Vuinerabiity vulnerabilities
2 79K o A ; Syntax Help View AR Tokens
vinerablities disabled ; - v )
ot s — St e of o e 2014001, 1810.) e
- ——— The 0 i clcuated respectve of the wierabiystatus
winerabities hostAssethame
105170 Show findings that were detected n the last 30 days 2s{
SEVERITY Veleorabiien host0S vulnerabilities.detect onAge: (00..30)
X o orage | Tonesen onoes !
4 1.06k Active 327449354
s a5 A ;
2 29 'SV) Multiple Vulnerabilitie... Ll L] May 12,2022 May 11,2022 WS2019-EJUF25(
) » Leverage the convenience of the ]
“Quick Search” pane on the leftorthe | ic vuinerabiities fo..  mmm May 12,2022 May 11,2022 WS2019-EJUF25|
CATEGORY power and flexibility of the “Custom 327449354
OEL 709 "
Windows 7 Search” field near the top. DoS) Vulnerability for May .. I May 12,2022 May 11,2022 WS2019-EJUF25{
~ 27049354
. « » . “«ryy i » .
You will find a “Custom Search” field, along with a “Quick Search” pane, in the
VULNERABILITIES section of VMDR.

VMDR Query Tokens

Vulnerability v Q

Click the “Help” icon within the “Search” field. » ®

® Qualys Unified Dashboard
Q

Getting Started
+ Dashboards

© FAQs (e7\"}

Qualys Query Language
QQL User Interface Elements
+ Qualys Query Language Syntax
+ Search
QQL best practices

11 e

Global AssetView

CyberSecurity Asset Management

-Search-

Endpoint Detectio Patch Management

Click, to view VMDR
query tokens.

Vulnerability Management
Detection and Response

Token & Value Hints

X

vuln
All tokens in the

hierarchy (namespace)
vulnerabilities.disabled are listed.
vulnerabilities.firstFound
vulnerabilities.found
vulnerabilities.hostAssetName
vulnerabilities.hostOS

wvulnerabilities.ignored

©)

Syntax Help View All Tokens
Select the number of days from the range (00..30, 31..60, 61..90,
91..180,180..+) singZthe vulnerability was first detected (by a scanner or
cloud agent) on the asset till the current date. The age is calculated
irespective of the vulnerability status.

Example

Show findings that were detected in the last 30 days.

vulnerabilities.detectionAge:[00..30]
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vulnerabilities.vulnerability.title
Use quotes or backticks within values to help you find the title you’re looking

for.

Show findings for Microsoft vulnerabilities (unbroken character string): Not
vulnerabilities.vulnerability.title:Microsoft Seias?t?ve

Show findings for Microsoft Edge (character string with blank space): Not
vulnerabilities.vulnerability.title:”Microsoft Edge" Case

Sensitive

Show findings for Microsoft Edge Security Updates for April 2020: ~
vulnerabilities.vulnerability.title: Microsoft Edge Seniisteive
Security Update for April 2020°

Integer & Number Range

Use brackets or parenthesis, depending on your intended outcome.

(850 1000] less than or equal to
» greater than or equal to 850 and less than 1000:
[850 .. 1000)
Integer VMDR 2.0 The ARS range is 0-1000
Asset o s —
Risk 0-499 500-699  700-849  850-1000
Score Low Medium High Severe

riskScore

Greater than 850 and less than 1000:
(850 .. 1000)

Greater than or equal to 850 and less than or
equal to 1000:

[850 .. 1000]
greater than 850 and less than or equal to 1000:

greater than

less than

greater than or equal to

Use an integer value (0-1000) to help you find assets based on a specific risk score
(ARS).

Show assets with a risk score equal to 800.
riskScore:800

Show assets with a Severe risk score (greater than 850)

riskScore > 850

Show assets with Medium or High scoréZs
riskScore:[500 .. 849]
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Integer Performance Tip

A specified list of integers provides better performance than an integer or
number range containing only starting and ending values.

Use

vulnerabilities.severity: [1,2,3,4,5]
Rather than

vulnerabilities.severity: [1 .. 5]

Date & Date Range

vulnerabilities.vulnerability.published

Use a date range or specific date to specify when vulnerabilities were published in the
KnowledgeBase.

Show vulnerabilities published on a specific date.
vulnerabilities.vulnerability.published:2022-07-19 yyyy'mlnfdd

Show all vulnerabilities published before a specified date.
vulnerabilities.vulnerability.published < 2010-01-01

Show vulnerabilities published within calendar year 2021. 2
vulnerabilities.vulnerability.published:[2021-01-01 .. 2021-12-31)

Show vulnerabilities published between Jan. 1, 2022, and now.
vulnerabilities.firstFound:[2022-01-01 .. now]

Time Units for use with “now”

y - year snow — ly, now + ly
M - month ‘ now — 1M, now + 1M
‘w-week ‘ now — lw, now + lw
d - day A now — 1d, now + 1d
h - hour ‘ now — lh, now + 1lh
bm-minute. now — 1lm, now + 1lm
s - second ‘ now — 1ls, now + 1ls

For exclusive use with the “Date” and “Date Range” data types.



Date Performance Tip

Queries containing tokens with the “Date” data type, perform better when using
comparison operators (with a single date) instead of bracketed date ranges
(with starting and ending dates).

Use

lastVMScanDate >= now — 90d z

Rather than
lastVMScanDate: [now-90d .. now]

Boolean

vulnerabilities.vulnerability.qualysPatchable

Use the values true | false to identify vulnerabilities that can be patched by
Qualys. 2

Show vulnerabilities with patch available via Qualys
vulnerabilities.vulnerability.qualysPatchable: "true"

Show vulnerabilities with patch not available via Qualys
vulnerabilities.vulnerability.qualysPatchable: "false"

BRELR-FF>TVL-b

1. HeSSTELR— MERRDRIRSA

o LIR—MEERR T D&, TR A NDIESSIEFHENNE
o FHMSIE :

o AFXVF-TTFATUATAFY>93

o Qualys Cloud Agent Z1>ZX~=)L33

2. LiIK—=b52TV— hO&IR

e Qualys 2>Y—JL®[Vulnerability Management|7JUs—33> — [Reports|t/33>
— [Templates]9JTT> L — M =iEsR
o FIFEIRERT>IL—b:
o BTEOIVEYNTVIV—-b (HIRIVTaUICEEND)
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o FATIUMBAUiR—b (INewl—=[Import from library ] Ti&fN)
o HNARILTUIV—MERE (INew|—=>7>TL—M1TiER)

3. 70— MREDIE

o  AANIVERTE

e [Findings]7JT. LLF O 2 #8ED T 1> R T#iER
o Scan-based findings (RFvAZRICEDI(FvITavh)
o Host-based findings (KA hEAEDERFTIAAEZ K BR)

4. Scan-based findings O%F#

o RFvF-=TTFATIADHNERL (Cloud Agent [FAERRURLY)
o HFEN:
o MEESMRAT—HR G, 70710 AEIEFEH BA-T>) FFERREINZV
o MURBREIEENLY RXFvI2avbsT—-IDfH)
o EIRAE:
o AFVAEROD
o FREERECRFYIBREIONS TN 1-F1>)

5. Host-based findings D4F4&)

e ZETF-TIFATLAP Cloud Agent TUELLRRF¥> 57— FEHE
o HFEL:

o HMESSMERT—HAZIBIIA]AE

o M rREHRZFRROIEE

o EHNOEFEIRREZRIR

o JEER
o FREIE—ROEE. ZFr>GR— b RAMDETLIRRE(CFZEEND
o EBEBINEUGEEINTORWMGE, T-I0BEHICHEENHS
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o LIR=M-Fyh:
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7. Cloud Agent ¢EAFvFH—DFT—453#IR

o MADT—INGIIEE. LU T2ERATEE :
o AFr TN
o I-J1N—-4Dd
o M.
o EIRRWA(FNUnified View FEEDEE(UKTET

ATI1-ILKR-bOE

1. BWIIN-TDIER

o B® : L/R—M2IE Quality 1-H-(CE2RIS
o FIE :
o Id-Y—t933>0[Distribution Groups )97 TEHULWIIL—T=/ER
o HANVESEE (B : [IT Admins))
o 3EQuality I-H-0OX—=)L7RLZ%ZEBN (#BEA]. h>XXEID)
o ®RELTET

2. LR—-bDRFS1-U>D

o FIE :
o [Reports|tt933> — [Schedules|¥9J — #FIRAT > 1—IERK
o AANL. TTU—N TA=YbN WREKTE
o ATTa1-UIEBMEL. B -5EEZETE
= B BARKRESERICES
o IBXIFETE :
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3. tF¥IVF1E5E

o ATII>:
o AT O-REED)(AD— MEE
o A9 0-REZOHIE

4. AN —-SEH

o FIAINM: 1-H-Z¢IC 200MB
e JKX:500MB FTiBhNoIfE
o BINKEE : St PDF OX—ILECIREBMLEIEE

5. MESSEEEDAT S 15

o BERHRY:
o XK : MESERFV>
o B :RELK-b (RAXHTALERLD)
o NBE :)\WFLIR—bk — JWFF—LA

o BAMBIEWIS : BHAFvr> &LKR—
o BRULAKR—b : BIEBHESEME. IJEI74TLR—~
o AYIIR—KRT SLA EHRTLEFESR

Scheduling Calendar
Authentication Patch Report — Fixed Vulnerability
wrasinsan [l ASEDES
Patch Report - Executive
San Jose Summary
Vulnerability Scan Patch Report -
DO Dallas
Patch Report -
San Jose
epo Dallas
Patch Report -
San Jose

Urgent - Urgent - Urgent — Urgent -
Exploitable Vuln!!! Exploitable Vuln!!! Exploitable Vuln!!! Exploitable Vuln!!!

Authentication Patch Report — Manual — One-off
oy s [
Patch Report —
San Jose
= Authentication Patch Report - Manual - One-off )

@ Qualys.

Dashboard Review

Patch Report —
San Jose
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Remediation Misconfiguration

1. UAFAI—->a e niiE

o Total Cloud (&, /\TUwHH35R (AWS., Azure. GCP) MOI> M O—)L5B ZI&H

U IBIE I SRz iR Mt
o ZKREULEOYMO-IVEFFTEL. D29y TIEIERTRE

@Ouaiys
TotalCloud HomE NVENTORY ~POSTURE POLICY  REPORTS  RESPONSES  CONFIGURE
Posture Clowd Posture JEEITRTINN

Amazon Web Services -/

Im...“..,.. trve snd control. cosalt:FATL I

TOTAL FVALUATONS FAURES BY CRITICALITY

.
—— m
=3 | i
' d
Remediable
controls ¢ e 20 sonuty porpe thow e Sum 0800 0 pot 22
s Ensure versoning I enabled for 53 buckets
9¢ Ensure Block new public bucket policies for & bucket s set to true
SERVICES @ o for bucket s set to true
o8 ' o ¢ Ensure that Block new public ACLs and uploacing public objects for a bucket is set 10 true.
CONTROL CRITICALTY @ ¢ Ensure that Remove public access granted through public ACLs for a bucket is set 10 true
v | @ g Emure Mocknewpubkc buckatpoces for n sccount s st e

“ 2 biic and.  bucket L setto true

2g Ensure that Block new public ACLs and uploading public objects for the account s set to true

o a¢ Ensure that ACLs for

2. RAFv—H97 D&El
o IVPO-IFHMER (S48 -AE6H8) 2—8BF R
o [Remediablelh—RI(C(E. {BIERJEERKEN)Y - ANFTRENS

Amazon Web Services ‘

181 I 341K

% o weoka ow
poUCY
AWS Best Practic ns ™ CONTROLNAVE
€IS Amazon Web. 2
1 Ensure multi-factor authentication (MFA) is enabled for all IAM users that have a console password

AWS Lambda Be. " ey e A e e R
CONTROL RESULT 2 Ensure console credentials unused for 90 days or greater are disabled

Polcy : IS Amazon Web Services Foundations Benchmark
AL 136
PASS 4 3 Ensure access keys unused for 90 days o greater are disabled

mazon Web Services Foundations Benchmark

ACCOUNT
o » 4 Ensure access key1 is rotated every 90 days or less
9242 " Policy : CiS Amazon Web Services Foundations Benchmark
095 1
- 6 Ensure IAM Password Policy is Enabled

Failed Evaluations.

cameany

TOTAL EVALUATIONS FAILURES BY CRITICALITY REMEDIABLE

129

Failed Evaluations

CRTCAUTY

W v

1-500f 181

SERNCE

Last 24 Hrs

SICURITY FoSTES

Last24Hrs v

SECURITY POSTURE
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=K 22 ADT7HLEZA%AER P (CEFR] 9 R TE (I RENEHITE

o

o IVIIWMEIETEREZRENEIEE

isRemediable:true and control.result:FAIL

RESOURCE ACCOUNT

5g-0770 %673681
5g-0195 %7368
590913 673681
sg-0fa7e %673681

4. {EIERITOSFMHF

o

o

{EIEIC(FIBER AN

A

I

00N BT s
Syéey [ e ]
Sydney [ |
Sy 12 minute | )

ey mintes o [ ]

ELERDPGE

Total Cloud H* AWS (TIE#EL. X TEEEEITS

Remediate Resources

Applicable Resource (1)

5g-07703(5483183ce35

1, Vikram kamat, authorize to execute remediation actions on the selected resources.

5. IRVIREDEE
(EIERREZFIAT BICE RISV RT AV MOIRIINTIAT 1T -3 /I

o

RESINTVWARIE

WEIMERM SNRE, HERUANIA> S >IN T THEERRIRE

Sol-Arch

Applications

Select applications to be associated with the connector
AssetView: Asset Inventory

Cloud Security Posture Management

Enable Remediation
x the misconRgurat;

1-50of 59

REMEDIATION

Last 24 Hrs



6. HEFRDIEM

o JRV5%ERK (Asset View. APl Zfli, CSPM EZ1—)LRE) (TS0 THRERIERD
BR3

o Azure ° GCP THEEk.

7. IBHNHEEE : EC2 UY—RIRME
o [EIEBEEE “*ﬁfsfmii'zé\ EC2 A2 AADADIZ IR IAM JOTJ71 )L ERBRH BI EE

ollow these steps to create an IAM role in AWS that gives Qualys cros
Configure Zero-touch API-based Assessment

Configure Zero-touch Snapshot-Based Scan 1-Log in to your Amazon Web Services (AWS) Console.

Delete AWS Connector 2 -

Synchronize Instance Data
Run Perimeter Scan th AWS

>ther AWS accour
ssions. Show me

View Assets and Resources (from

View Perimeter Scan Details A unique external ID gets generated during connector creation in Tot:
Edit Connector Details

5 - Depending on the type of connector you are creating, ect the fo
Detach AWS Member Connectors
« AssetView Connec
Attach AWS Member Connectors paetViaw: Connecton
Azure Connectors Create a policy that includes the permiss!

+ GCP Connectors

scribelnstances

+ Scans

+ Search Tokens n

* AssetView Connector with API-Based Assesment Enabled
Create a policy that includes the permissions:

“ssm:ListinventoryEntries”
“ssm:Describelnstancelnformation”
"ec2:Describelnstances”
"ec2:DescribeAddresses”
"ec2:Describelmages!
"ec2:DescnbeReg|onI

o AccatView Oraanizatinn Cannactar

8. 1-Y—iERER
o {EIE#RE(C(EIManaged Remediation I1ERHWHE
o EBEEFEGEVRO-IEENINA

Role Creation Tum help tips: On | Off X

Step2of 3 Edit permissions for this role
1 Role Details & Select how users would access this application
- =
o Permissions v % ur Access API Access

3 Review And Confirm
Select modules which this role should have access. For each role you can define which permissions would be granted

Modules TotalCloud i

Role Permissions |

TotalCloud

Cancel Previous m
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