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Catalog

To enable software catalog sync, check the "Sync Software Catalog” checkbox. Last Sync Pagination

Software catalog data will be added in staging tables. Rey
Sync Notes
Sync Software v/
Catalog to CMDB
To sync software catalog data to CMDB, check the "Sync Software Catalog to CMDB"
checkbox.
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Submit Test Connection
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Download Assets Since: Qualys 72> &> ServiceNow I 7t v F R+ 2 HEf 2 ERL 3, 27
Va—nid, ERINEFRZRICT ey P E Xy ver—-FLET, Fvvue—FFTE5T7ky b

DEIE, Fvva—FRNyFOIALX Tu T4 ICLoTRAEVES, XY vr—FF5T %
Y FOBOEBILOWTHLLIE, Ty 77— o774 OffizSHL T I,
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API Filter: B8E b — 27 v 2 L C, EHIH > TT vy b 27402 Y v LTS,

f4l: operatingSystem.category1:'Linux'

ZDOF—=2VICiE, LINuXARL =T 4 VIV AT LDTRTDOT £y P B —ERRINET,
BB =27 voHiconTlx , 2% 27V v 7 LTLEE 0,

Run, Starting, Repeat Interval - 21732 27 ¥ 2 — VOB EZHZ TLZ 3w, 22 21F, 15
53T EICEMNICA T Y2 —ATE LT,

Auto Approve - TN EERT 2L, Ty POHBIEAZRLZEMCAY T, Zhickh, Fnm
Xy ay T—INCAT =YV 7 T5T7 2y b FECTKET 2 FRISET T,

Exclude Unmanaged Assets - CDF = v 7Ky 7 A% A Vit 5 &, HEHUARNT £y b 2k
N 256, T IEREHT £ Y b % Qualys 205 ServiceNow IC[FHA L W&t 2o F
Ty 2Ry I AEFVICLET,

CI Operation- CD 7 4 — L FiZ, =7 v b Cl 7 7RI T % 32D Cl #52F % f2 4t
ERS

Insert - Cl FEL WA, FTL L a—FEHALT T,
Update - Cl 23 E7ET 2561k, ClLa— F2HEHFLE T,

Insert and Update - SIfFDO Cl L a2 — FZ2HH L, FELAZVWEGRF LWL a - FEFERL
7

Qualys to ServiceNow Sync - %7 & v b CTHUS 3 2153 % #E IR L £ 3, : Sync Ports Info, Sync

Volumes Info. Sync Network Interfaces Info. Sync Software Info

Qualys 72> » ServiceNow ~DFIHAEIATIZ, 10 3T L ICA T Y 2 — VR EHHT % 2 & % BH)
»LET,

BIREER L7256, [EE %22V vy 272 LTAT Y a— A EERL 1,

#: [Meta Info] 7 4 — F & [Last Run Timestamp]. [Last Fetched Host Id] 7z &D % D fthd >
LOMPDEMAT 4 =N Ficld, A7V 2 —LOEFRICOMERMBAN S NE T,
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ServiceNow #*% Qualys Scheduling ~

Qualys CMDB B J51a[RIEA7 7Y d>2 7 ¥ 2 — A icBB L, [[FEH/51E] ¢ [ServiceNow to

Qualys] #FER L £ 7%

| © i Qualys. you nesd Q i role.

Name [ SenviceNow To Qualys |

Active 1@

# APisaurce [ Uspod2

s Sync Direction | ServiceNow o Qualys

i
[2](c]
Y]

ServiceNow to Qualys Sync | Metalnfo |

Run [ OnDemand vl

Last Run Timestamp | l =|

AssetScope

Table [ Computer [emab_ci_computer]

Query [ Add Filter Condition ][ Add "OR® Clause ]

=choose field - * | —oper—

—value -
|If Clis already presant in Qualys
Sync Business Information to Qualys [

Use Custom Attribotes for Asset []

Metadsts
Business Application Tsble | Services {cmdb_ci service) vl
Business Application Attributes business_criticality, created, environment, lsst_updated, managed_by, operationsl_status, owned_by, status, supported_by, support_group, used_for
Business Services Sync Last Run Time [ ] = |

\ Configuration’.

Dynamic Tagging ]

|IFC1is NOT prasent in Qualys

¥ Trackingmethos [ P

[ Only NETWORK_RANGE tags are availasie.

AssignTag/Group | ~None -

Y]
[For ic Asset $ [attribute_name) attribute For e, All Assets pply tag "All_Production_Assets' tag ]
Enable VM? []
Enable PC? []
[ ik shisif Palicy Compliance.

Ensble Asset Identificstion Service [

% Connector UUID I $5043912-23cf-4af5-b143-411be4843bf0

Agditonal AIS Info

ATV a—VEEKT 570 B Ri M E AL 55

Last Run Timestamp

Name Demo Schedule Run Periodically
Active v Starting 2021-06-28 21:59:49
>k APISource = QAPODOIL quays_cf2 Q ® 3k Repeat Interval Days 10
>k Sync Direction ServiceNow to Qualys v Hours 2 25

2021-06-29 00:58:31

45

Name - 27 ¥ 2 — A % BA$ 3 D icf&Ziro
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Active - fEiKT B AT a2 — A ZHNCLTT 7274 AL T35 ICEIRLES, BTRT7 Y
—NmT T4 7T BEAEIZ. COF T avEEMICTAI LN TEE T,

API Source - APl ¥ — 2 % # IR L 37,
Sync Direction - [ServiceNow to Qualys] #:#{R L % 7,

Run, Starting, Repeat Interval - E{7$ 2 27 Y 2 —VOMEZEZTLEE W, e 21E, &
TV a—NEF VYTV FTOAEITTE L ICHERTET T,

ServiceNow to Qualys Sync - IP & 7+t v b X %7 — X % ServiceNow 7* & Qualys I[C[RHCTZ %
‘j‘o

ServiceNow 7* & Qualys ~DO#HEHATIZ, 10 0T L IR T Y2 — A 2EHHT 2 2 & % B
HLET,

Asset Scope - [{l#i3 2 7t v F OHiFHZERL T

Asset Scope

Table  Computer [cmdb_ci_computer] v
Query  Add Filter Condition ~ Add "OR" Clause

choose field v oper value

T—7NavER—pvitrsz)avR—3v rEEHRHTLIE, BFGLTTR2Yy P AXT
— X TF—TNEERCTE T,

FIAMIDT A=A FBLERLTI TV R T ALY VI, Ty FAXT— 2%
Qualys IZ[FIHH L % 9%

Cl 2% Qualys iCBEICFET 258

HERKIEH (Cl) 113, CMDB 77— 7 A HNOT_RTOT 1y b OR-AFERSE TN T T,

1f *Sync Business Information to Qualys" is enabled you i spplication t ¥c tags for asset/busii tadata attributes. f Dynamic Tagging for asset/business metadata attributes, g0 to “Configuration -> Dynamic Tagging
Configuration’”

B ARERE Ty P A X T — X% Qualys IC[AH L. Sync Business Information to Qualys
Fzyv 7Ry JAZAMTTE T T,
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HZOF 2w 7Ry Z7RAEAENC LA E, Ty bOXAXT 2RI NERTA, FL
WIP T FLRZFFOT 2y F DAH Qualys ICFA T N E 7

Ty b A2TF—2@YE: oy 7REFL2 Y a 2V LT, Ty P AXT—2F
Wt 7o avomy 72@ELET .

Asset Metadata company
Attributes  created

department
environment
ip_address
last_updated N
location &
managed_by
owned_by %

status

HLWRYy 77y 7 o4 v FuBRERRIN, VA M2OEEEZERCTEET, [74v40D8
m A7 ave [Z74n20ET) A7 avEFEHALCLa— 200> ([Save] 227V v 7
LEd>uy s K 2vik2)y 2 LT, ERLEEBEZe Yy 2 LTS,

Edit Members X

Add Filter Runfilter (2

UZ b6 ER L 729X TCDEMIX. ServiceNow 7*5 Qualys IC7 & v b X 257 — X Z AT
ER=

Ty FPBIVPEYAR - TTV T =23V  ARXRT—RDT7 4 =L FDy ¥V 7 2RRT 5
Appendix Z ZE < 72 & W,

Business Application Table: £ A X7 7'V r—v a vEEP—v 2AHIGEIRL 2T T T
— 7% ServiceNow 2> 5H Qualys IC[AHIT% ¥ 9,
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Business applications: CMDB /X7 4 7207 7V r—va vy —2 2 [FAHT 2 201l L
ES

= Business Applications [Business Application ReadOnly view] m Search fortext ¥ Searc fortext ¥ Searc fortext ¥ | Searc fortext
T
@ Q = Name = Description = Business process = Application type = Architecture type = Install type = Status = Technology stack = User base
Search Search Search Search Search Search Search Search Search
In
KnowBe4
@ Knowed new (empty) Production

CSDM: CMDB R EHH D H — b RICHEINTWAR YV AR T FY 7y —3v a v 5 — X & [EH]
570 EHL T,

If C1 s already present in Qualys
Sync Business Information to Qualys [

Asset Metadata Attributes E] ccompany, created, department, environment, ip_address, last_updated, location, managed_by, owned_by, status, supported_by. support_group

Business Application Table | CSDM - Business Applications {cmdb_ci_business_app) "]

Business Aoplication Attributes Services {emdb_ci_service)
S Business Apolications (cmdb_ci_business_app)
| 1£*Sync Business Information to Qualys" 1Sl & et e )

Services: CMDB {7 4 7 L D% — Y R F — X % [FHT 2 =D I L £ 9%

Semmsm Convert to Application Services 2\« IBUIECS ¥ Search

? All>Name = Campaign Management
@ O\ = Name = Business criticality = Environment = Managed by = Support group = Supported by = Owned by = Location
=Campaign} Search Search Search Search Search Search Search
@ Campaign 2-somewhat critical Development Patty Esposito Application Security ~ Victor Johansson Sean Adams San Diego
Management

Business Application Attributes: [E Y 3R - 77V r—vavgl] £ 7y avony 7 %2
By zicit, vy 2fRBREL 2 > [EHCBIMEIG) A 7> aves )y 7 LET,

Business Application  business_criticality
Attributes |~ Created

environment
managed_by
operational_status
owned_by
status 3
supported_by -

LN
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FLOWRy 77y 7 94 v FUBEREIN, VA2 LEEEZERCEIT, [74120D8
A7 av e [7ANEDETF] A7 avaEHLCLa—FEol>[RE 229 v 72
LEd>uy s Kavas )y LT, ERLEZEHEZ0Yy 2 LET,

EYARTFV T —vavERFY - XA TERL T TOEN%Z ServiceNow 2> & Qualys
CHATE £ 3%

Edit Members

HE: VAR X2 7= 2FAMOEE, Cl 28 Qualys IKHFET 256, Pl e d 10Ei
ServiceNow I[C[AHi L, CMDB 7 — 7 VAT 2 0 E 3 H Y £3, 2D Cl X Qualys 7t >

b ID i BEEAT T 6 41, ServiceNow 72> 5 Qualys ~D B Y3 R X 27— 2 OREAICH S 1L &
ER

AR Ty FAZT—XBIVOECIRART IV r—vavolé, IEKH] 74 —1F &
[ EHH | 74— FiET72y FAZXTF—2DRMIICHETH D, HIELENTLZ X 0,
INLDT7 44—V F%RHIET2E, T—2%FT 27200 APIIEOH LIdRBEL 4,

Ty PARXRT—2DHh AR LEEOER

H A2 LJEMIZ. Qualys CSAM £ v = v b U TS 2 7k vy MicBT 21EHRTT, VX b
BN AR ZLENEEZEET 22 Ld, A2V b CHfST 2 b TEE T, TOfHI,

Ty b YATFLAER AR ZLBHICERTREINET, Ty PRI TALE) VI LT
D, HARZLEHCHESCTEREEZEITLAEZYVTE XS,
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1)  SET: [Use Custom Attributes for Asset Metadata] D723 'SET' o6&, 77V 77—y a vid
MARTICERR L 7= h 2 2 L@tk 2 HIBR L. #rL W@tz SET L ¥4,

2) ADD: [Use Custom Attributes for Asset Metadata] Ofifi2* 'ADD' o5&, 77V 77—y a v
EHEFTLVEEEREML 3,

HhRZLEMZEMT 35

1) ARz LEE 27 avo |22y 27 LET, Ll a— VEmEZAEE 9,
V=R TF—=TN 74— FiCit, ServiceNow 2> 5 Qualys ~D A7 ¥ 2 — L% FIR L 7z &
R ENAET vy bRa—T T—TARHBNIC AT I NE T,

2) Target ¥ —%Z45E L £ 9, Target ¥ — (%, 7 X X L& ServiceNow 2> H Qualys 1 [F]}H
IN/EIC Qualys F—Z VICRREN D H A X LEEF—TF,

3) V=R ZATLLTIV—=R-T74—=0F] ZERLT, TOYV—R-T—=TN 74—
ANFOMEERFEAT 22, [R2) 7] Z#RLCAHRLL - 22 ) 7O hZFEBIL
j—o

a) [Source Field(Y —A 74— F)] T, fiHAlRER Y — A XA 7D Y X 2 HERT 5
FEIR L 72 fE2° Qualys Asset Inventory & [AHi & 1% 7,

by [AZ7 YV 7P ik, BNOT—TA0bEET — 2% 72y F 35227 7 Z2iEELE
ED

4) TEE] %27V v 2 LT, AARLBERFRLET,

Cl #* Qualys ICTF7E L WIS E
Cl BE DS Qualys X EBRBEICHIE L e WA 13, ServiceNow 2> 5 Qualys ~® IP @ & % HifS
LT
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If Clis NOT present in Qualys

% Tracking = NETBIOS v
method

Only NETWORK_RANGE tags are available.

Assign Tag/Group ‘ Dynamic Asset Group v ‘
For Dynamic Asset T "NO"G"l ‘ Assets' stri
or Dynamic Asset Tag DmeK erp ent}_Assets’ string

will be evaluated to apf  Dynamic Asset Tag [

Static Asset Group

Asset Group Name | Static Asset Tag

Show available fields/columns

EnableVM? v/

This needs to be enabled else synced assets wont be scanned by Qualys.

EnablePC? Vv

Tracking Method - ServiceNow %> & Qualys I [R5 2 5413, 7 v F 0B %E% IP,
DNS. T 721X NETBIOS 7> &3&ER L £ 9%,

Assign Tag/Group (Optional) - Z DHREZZE LT, B 7y b A —7 BTy b X
I @NT ey P I—T BTy b 27 EEL YRy TR v ERBINLE L,

Fw v 7%y 95 [Dynamic Asset Group] %IRRT % &, DT X A+ Ky 7 ANKRI
h, ThZHHLTI VY EZALTTEy b ZA—7%ERKL, 7y b %7212 Cl % Qualys &
[FAC% £ 3,

BT 2y X 7RERT L, ZOTFA MRy 2 ABEREIN, ThEFHALTI Y24
LICENNT 2y b 2 7 RER L, TRy FE721E Cl % Qualys & RIATE 9,

SENT ey b A= TRER X TR T B ICE, TL—v A MY v I L EES
ZHACE £, BHLIE. ${environment} D X 5 i ${attribute name} DIEX T T ¥ £
j—o

(ERAIRER 7 4 — AV FIFIRRR | A7y a v FERLT, =7 v b - 7= hbEEE
BITEET, chix, 2=y b T—7AnbEHARRBEEOZARY HHY A FTh
b, ERTREZREME R 2 v — L ¢, ${attribute_name} DFERCEI /N — TR T 72134 7% 7
4= FICHEOfFIT 5 2 B TE T,
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If Clis NOT present in Qualys

X Tracking = IP v
method

Only NETWORK_RANGE tags are available.

—
Available Fiel
Assign Tag/Group Dynamic Asset Group bilable Fields X v
For Dynamic Asset Tag/Group Name, use the following syn t_tag " the attribute. For e.g. 'All_S {environment}_Assets’ string
will be evaluated to apply tag name 'All_Production_Asset{ **'® hed
Asset Group Name |
how fields
]
i
S ’

EnableVM? v/

This needs to be enabled else synced assets wont be scann ,,

Enable PC?

SEAF I IR TURETZRIN—TEBAT =TT =T
(x_qual5_itam_nwapp_qualys_asset_groups ¥ 7z I£ x_qual5_itam_nwapp_qualys_asset_tags)ic
TTICHES 280, CMDB XU WFEAT 7V i3, MOEES 2 70— T £ 7132 7% O
HMLZERT 2720 CHBLEEA, RDVIC, RF =YV 7 T—TADoBED R TI7N —
TDXTID EE =7 IDE 7y FLTHEHAL T

[T 2y b - =7 ] ZBIRT 2L, ZOTFFRAL - Ry 7 ZARFRIN, ThEHH
LCEFED qualys 7Ty b« A —7%RBELTCANTEES, [BRE | Fx %2209 2L
T, VA5 qualys Ty b« 20 —7%FRL 9,

(BT 2y b 27| 23&RT 2L, ZOTFF A MKy 2 ZABERI N, TREHHLCEF
Dqualys Ty P2 T ERBLTCANTEEZ T, BB A2 %2270y 27 1LT, VAL
qualys 7t v b X 7% EIRL £ 9,

T 2y 273N T 2y b 2L — 7, [Static Asset Tag] F 7213 [ Static Asset
Group] & v 7 &%, Qualys Cloud Platform @ % 7" % ServiceNow 2> b Rl I W2 {TED T &
v MICEID S TET,

F: NETWORK RANGE 2 4 7o #i|@s3 7y P 2 7BANEINTET, hodRToT %
vy PR ZIIEEINE T,

$7. RT3 72y MCT 4 A X —SE @ IP 7 FLA)RBIT 3 2 & 2 o L g
$, TABLE %#i#iN4 5 & 23, 7 — 7 LI "ip_address" & \» 5 GEIDH S 5 2 & 2HEZR LT
{7ZE v, 5 L, ServiceNow > Qualys D [RIEAZSHERE L 70 WATEEMED D » £ 3%,
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VM(WesstEE ) 134 7> a v 3, FAfT27 vy P 2AF ¥ v 35720107 7 4L+ T
o TwWET, 2O T aviEAMICTL L 2BEI® L 3, PC (Policy Compliance)
FEMCT L LIEATY 2 T

BEREH L 726, [RE 227V v 7 LAV a—VEERLE S,

E: [Meta Info] 7 4 — /L F & [Last Run Timestamp] 7z & DD W O DZEH 7 4 — L FIC
3. AT Y2 VOETRICOBIERBPANT I NE T,

H:VM & PCOMHDOA Ty a vy BSlEshicoT w354, IPOBM7o—IZEREL A,

Ty FEMY—EXDFME
A7 Y 2 — LD Asset Identification 9 — & 2 2 F#hIC LT, Asset Scope TEIR L 7z Cl %
Qualys 1235 L £ 3, Qualys Asset Identification Service (3, A7 ¥ 2 — L CffiHE 1%
ServiceNow Connector ® Qualys Ti%iE & 1172 Asset Identification Rules % {iffl L T, ClI % B
HFOTEy Fe—HE®EIELET, ThHDOTEy FEAIAL—LIZ, Cl 2D Qualys
Ty bre—KIELkH>ELET, BRI ->78E. Qualys D7+t v Mg ClJEHETHE
EnEd, T 200206 0EEIE, HTLWEHRINT & v b 23 Qualys I2E
fn& i, %< Qualys VMDR, iEHHE Y 2 —, 23RV —a VvV FI3A TV REY 2 — L %
HFHLCT 2y b 272774 7L CEBETE £,

ServiceNow DR E
TY=A—YFIRA—=YF T2y bOT Ry MY - A2 GRICT BITIE, [TRST 1]
~— T [Enable AIS (Beta) - Asset Identification Service to sync managed and unmanaged

Asset to Qualys sync] + 7> a v % true ICEREL £T
1. RIC, [RAT7Ya—A L [ #2272 Y vy 2 LET
2. ServiceNow to Qualys 27 ¥ = — A Z1ERK L £ 3,
3. Asset Identification Service Z HMICT 247y avicF =y 72 AN T,

4. 2% 7 % UUID %381 - Qualys ServiceNow 2 4 7 2 O —EO#HAF % fHEL £ 7%
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HhR2 LEMZENT S
Qualys ICEET 2 W A X LBULAH 255613, ThoE2 A7V a—LIBINTE 1,

1 [Ty PAEZT—=2hAXLEEBEHE) X T, [New] 227V v 2 LEF, HiLwr
a—FHEAME IS, V=R 7—71 74— FiZid, ServiceNow 2* 5 Qualys ~
DATY a—NVEFRLEZE ZICHEEINAEZT vy P Ra—7 7—=7AR3HEINICA
HxnEd, THENLTHE T,

[}

Source Table Source Type Source Field Source (Script)

2)
TargetKey # 8 E€ L 9, £—7 v b ¥—II, 7 X & LJEMD ServiceNow 2> 5
Qualys IR & 72141 Qualys K= X VICR R I NS H A X Mg+ — T,

3) SourceType L LT [V—R 74— V] ZFNLT, FOYV—R+T—=TN 74
— NV FOEEFT 220, [R2 ) 7] ZFRLCARRL - 227 ) 7Ol %[F
ML E

a) [Source Field (Y =27 4 = F)] T, fiHARER Y =X XA 7DV X | 5> 5iFER
T2 &, EBRL -2 Qualys Asset Inventory & Rl & % 4,

by [RZ V7 FCiE, HNOT =7V bET 2% 72y F 3525220 7 %45
ELE T

25
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4) Submit #27 Vv 27 LT . #AZLEEEIFERL XS
Run Schedule

[RF ¥ 2 —] > ServiceNow to Qualys ICFEE) L, A7 Y2 —12ETLET, HLEo [5F
CHEIT] %7V v 7L FT,

M O TERICFE) L C [Sync Queues] % 7 FKR L, BEDETAT -2 2% —~ERRLE
T, BRI TE. Ty A UYRVFPIVICEERRRINT T,

ifiu”u.% atic X % &, CMDB Sync CMDB X5 R T 7°) o AIS HAEIE, 175k 7+ » F T
ELWHRZRHELET Ty oK, BREE T -2 AMICL>TRR 560D Y £

:‘*
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BTy b 2 TFIFERE
CMDB t ¥ REM(A T — & A, fHifk. BRE. VA RELEHE, ©VART TV r—vav
JBYE) I E DT & 7 % HEIRIC/E S X ORSF L. VMDR OESEIERLAT T, TRy o2 =
—7HE, A F Yy v E LR - P OEBEOZOICTXTDOQualys V) 2 —> a V[T 7Y
THEATEZHLVEINT £y b 2 7 ERERESBME N E L7,

== Dynamic Tagging Configuration -—
< = Created 20210812 06:09:17 & e e

Enable Dynamic v/
Tagging

You can either select the existing tag as a parent tag for creating dynamic tags for the business metadata. If a parent tag doesn't exist in the Qualys Subscription, the
application will create a new static tag with the same name.

UseParentTag

>k Parent Tag Create New Tag v
Creation

>k Enter Parent Tag gw_test

Name

=  Attribute List for Taggings  Search  Attribute Attribute Name ¥ Search 1 to6of6 ]

0 7 Tesging Configuration record = d4c6a7a31b713090af808773604bcbbe

{E} O\ = Attribute Name = Active = Parent Tag Name = Selected Parent Tag = Tag Prefix Value = Sample Tag Name
(@  department true {empty)
@ status true (empty)
(@  environment true (empty)
(@  support group true (empty)
@ company true (empty)
(@)  businessApp.Name true (empty)
Actions on selected rows. v 1 toé6ofé

P72y PRI T ZBHET 5720 IC B gtz AT L5

Enable Dynamic Tagging - ZDF = v 7R v 7 Z%ER LT, B & 71T
‘j‘o

B
i
R
o

L E

KAFIvy XV IBERENCTBE, FILA Ty a v [BE 72 EH] B8FRI N, #
R T DRI D T T

Use ParentTag- 5 = v 7Ky 7 A% A vicT b, MEOX V2l E /2 3fEHT 247> 3
YBHEMICTE Y T,
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FE B2 TGN L GG, £AF Iy s 273BER LTERKINE S

Parent Tag Creation - Z DA 7> a V2R LT, LW X 72 ERT 220, BtfED 2 7% 5
RLEF

Enter Parent Tag Name - Z D4 7' a VLT, X 7 OLHIZIEES L UVREL £ 7,
<J= T ¢ =~

Enable Dynamic v/
Tagging

You can either select the existing tag as a parent tag for creating dynamic tags for the business metadata. If a parent tag doesn't exist in the Qualys Subscription, the
application will create a new static tag with the same name.

UseParentTag v/

K Parent Tag Use Existing Tag v
Creation i

>k Select Tag Q

(& 7DERR] 74—V FE0 [BfFOX 7% A7 a vz ERT3 L. 2 70ER
PR=VICFEREINT T, TRICX Y, BY R 72 EIRLL TR0 T,

SelectTag- 2 DA 7y a vEFHALC, BIFEOX 7% ERL T3, MR R v 2#HL
T [Ty b 27 DR DOPHEDOX 7E2EIRL T,

HHMEORIHZH LA 7 LGERLT, ¥R ART—RDEAF I v 7 X TRERTE
I, Bla s Qualys ¥ 7227 ) Ty a VICFEELARWEA, TV 75— a VIER C4RIT
LV 2 7% ERL 9,

Save-Save # 7V v 7 LT, BlER7HERHRIEL T,
H CoEMEICd X S EERL R WEEIZ. 2o@EE false 72774 7L ¥ 1,
B R FBERENE L, EVFRR A RXRT—2EBEINE T,

EYARAA R T2 FEAEI NG L, Qualys 3Ny 7y FoT vy roEED & 7 E B
WAL £ 3,

JEYEY R b A D @I BN E 72 I LEREER LT, RIS L TR 72 ERTE £,
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H: 7y P ARXT—2ZRMPATIEIC, FAFIv 2Ty P RINFERERTO LELD
V¥, CNHLDOTFIEIZ, Ty b AXTF—%% Qualys ICFRIBAL 7214, BN X 7% 7 %
v MICHBINICEA S 3 -9 IR,

R DFNE% FEAT L <. Dynamic Asset Tagging Configuration % #%7E L £ 7,
1. B2 7 REICEE L CaERIC L £33

2. Xic, ServiceNow 2> 5 Qualys ~D A7 ¥ 2 — AV Z{ER L, ATV 2a—ALTTEy b
ART = REERBE L 7%

3. ATV a— VB REL T,

4, 27 2=V EETLET,

XTFITDOEEY X b
[ 7t DJEMEY 2 M 22 a v Tid, B2 ERB X BEINTE £,

¢ |i= Attribute List for Tagging ’

—
== Created 2021-08-12 06:17:08 =% ooo Update N

Attribute  department
Active
Create Parent Tag in the hierarchy to create the dynamic tag for the selected attribute. The parent Tag name will be similar to the attribute name for e.g. 'Department’
UseParentTag | |
Tag Prefix

Sample Tag Name
Finance

Update

Attribute - 2D 7 4 — L FIZ 3BTRS, BE 74l £ 3
[Department] ).

Active - F v 7Ry 7 A% FVICTBRE, T7HALFTEIRINTVWBEEHDOEAF I v
RITNRT 7T 4 712D ET,
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== Attribute List for Tagging -
< = Created 20210812 06:17:08 @ = oo Update N
Attribute department
Active

Create Parent Tag in the hierarchy to create the dynamic tag for the selected attribute. The parent Tag name will be similar to the attribute name for e.g. ‘Department’

Use Parent Tag

>k ParentTagType  Select Existing Tag v
%k Selected Parent Q
Tag
Tag Prefix

Sample Tag Name
Finance

Update

UseParentTag- 5 = v 7Ry 7 A% ERT 5L, =T IH LA T a v R RInET -
LR ZEER LD, OB A 72 @R L 720 T 501 Lb 3,

Parent Tagtype - 204 7> a VLT, HL WX 7 Z2{ERT 2 2. BUFORLZ 7 %8R
LT

Selected Parent Tag- DA 7' a V2L, MEOB 4 72 RIRL £7, K] Fxv
EHEALC, 7Ty b2 7V R M2 0BGFEOREZ 7 2B L GEIRL 3,

== Attribute List for Tagging -
< = Created 20210812 06:17:08 @ T coo Update N
Attribute department
Active
Create Parent Tag in the hierarchy to create the dynamic tag for the selected attribute. The parent Tag name will be similar to the attribute name for e.g. 'Department’
UseParentTag v/

> Parent Tag Type Create New Tag M

5k Parent Tag { gw_test|
Name

Tag Prefix

Sample Tag Name
gw_test
- Finance

Update

[« 24T 74 —=NF2b [FHL27OER] A7 a v 2ERT B E, BHE 740
NR=VIRRNENTT, chick b, 27 CEYRLETIZMf e RY £,

Parent TagName - 204 7> a v 2 AL T, HA 704 ZIBES L UREL 3%
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< = Attribute List for Tagging f
== Created 2021-08-12 06:17:08

1t

o Update 4,

Attribute department
Active v
Create Parent Tag In the hlerarchy to create the dynamic tag for the selected attribute. The parent Tag name will be similar to the attribute name for e.g. 'Department’
UseParentTag v/
> Parent Tag Type Create New Tag N

>k Parent Tag gw_test
Name

Tag Prefix | [v/

Xk TagPrefixValue 1

Sample Tag Name
- gw_test
Finance

Update

(27 TV 74y 7R Fzyv 2Ky ZREAMCT R L, [F7 Tv 74y 7 Al TF A+ R
VI APR—=VICRRINT T,

TagPrefix - F = v 7Ry Z RAEERL, 277V 74 v 7 ZAZHEMLT, 27T 7 4
7 A%BL ¥,

Tag PrefixValue - 207 4 — AV FEEHLC, 277V 74 v 7 Zflix AILE 9,
TLT7 4y 2 AE AT L. TOREDEMER ZIGEME L E T
Sample TagName - 2O 7 X 2 + Ky 7 zicit, Bz 7oA EREhE T,

Update - 557 %27 Vv 7 LT, $iLKERL 282 V@R 2 EHT L £ 5%

ESRXX - 2UT4HhLVEDTYyEYS

vy AERED ~ v ¥ 7’1, App/Services Business Criticality 2* & Qualys Asset Criticality
Score Z it AT 27O DEE R AT v I TF, EVARBEHE vV SIE, VAR TS
Vo7 —avOEEEL Qualys EEE OB ok 2 24t L £ 3,
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S T All 7 total Business Criticality Mappings
&

4 O\ = Business Application Table A = Qualys Asset Criticality Score = Source Criticality

~ Business Application Table: Business Applications (cmdb_ci_business_app).(3)

()  BusinessApplications (cmdb cf business 5 High
(D  BusinessApplications (cmdb ci business ... 2 Low
O Business Applications (cmdb_ci_business ... 3 Medium

~ Business Application Table: Services (cmdb_ci_service) (4)

(D  services(cmdb ci service) 5 1-most critical

(@  services(cmdb ci service) 2 4 - not critical

(@)  services (cmdb ci_service ) 3 3 - less critical

’D Services (cmdb ci_service) 4 2 - somewhat critical

EVARDOEREy Y I, Ty POEBEERITOX 7 EERTERICHERINE
T, Ty FOBEEE X, vV RLETICOAhr~v Yy IINTE T,

VAR TV —vav La—FiconwTiE, HE22007 -V (EVAR T FY r—v
a Ve —ER)EHF—FLTVET, TNOLDOT—TNOMGTOEREER2T 74— F
DIEIZERAEYVEF, 77V 7= a VICEEEELAAEH Y, 4% Qualys ICFIEHT %
VERBY T, V—AOBRBEEAK, . ®xL)E %D Qualys HALEDOEZ HfE CiEZRTE
T, BECLGLT, Ly e v 72ENLizY, o~y vy 7% —EEH LY T
=

H: Y4 X app.name Z R E, BEER T E2FOTRTOX ZVIIERE T A,

7'ANT 4 DEF
Asset Sync Properties IC 13, fEDXFRTIICATT TN TWE T, Z7Z L, =—XCHDETHDOT
QEAEHET L enTEET, BMFEOTe T4 2R/ LAY, HZHEFLEZY T 51,
Qualys CMDB Bi-directional Syc App> Configuration > Properties 1ZfE) L ¥ 3,
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BT RTARED L) ICEEET 20 RTCAHATIL X I,

Size of Auto Approval batch- 27 22—V X721 2Dy a 7 THERINE Ty DL,
HBEIKZRY 2 725 qualys 7 v b T — A 06T 2y F 28T 2HIRZERL £ 7%

Download Processing Batch Size - X7 v v — F 7'ut v ¥ 230U 3 % 72 0 15EIR 3 2 [ *
2—DHIREERL 7,

Size of Download batch - Z DEEZMHHAL T2 2D 7w 37 4 KL 7,
- ATV a—JiIlkoTiThbNS 1HO API ERIFRHLTC7 2y FEINETEY D
RRE
- Xyvan—FR7akyHilLoTHFa—o—BIl7 2y FBIU0UNEINE L a—
F DR,

Size of Upload batch- 7 v 7u — F 7'mt v 423 % 2 — 2 H3#ERN LT Qualys ICT7 v 7’'m— F§
5L a— FDORKE,

Max Transaction Lifetime(Z;847) - Qualys 7 7'V i i, A7 ¥ 2 — A FEFT R BRI IR 23 &
DEF, 7740 TIERHEHIBRIE 10 5 ICERE I T E 3743, IEHIR X 10 43225 60 77
FCOEEDORIICAECXES, A7 V2 — VK% 20 0 ICEKET 2L, A7y a—nld
20 0 RICHFIEL 9, COX I AREA. RORAT Y a— LI NEETIR, fioETHEILL -
Siih o EA T E T,
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API Timeout Setting (3 Y BHAL) - APl ZRIC R T 2 J0E O AR (2 ) B HAL),

Software catalog APl page size - 2D 7' m %7 11k, 12D APIMUIHEL 2L 7VvE 5 7+
77 La—FOREERL I,

Certificate API page size -1 2D API MO L 26 703 25EBHE O 2 ER L £ 3,
Use Custom Attributes for Asset Meetadata -

. [Ty P AXTF—=RICHRZLBHZER] A7 avzahcdsicit, [Truel %
BINLCR—VREELE T,

. [Ty PAXT—RICHRZLBEZER] 47 a v 2 8hcd 3icid | [False] %
BIRLC— V2 RFELE T,
Enable AIS (R—%)- 7+t v bl —v 22 HRc LT, BTy P EREHMT Y b %
Qualys IC[HHAL £ 7,

. [Ty by —CRZ2ERALTCEE 7Y F EREHET £ Y % Qualys IC[AH$ 3]
AT a VERMCT ST, [True] ZiERL TRV 2 REFL T,

«  Asset Identification Service % #%ic LT, HHT £ v F L REHT £ v I % Qualys IC[A]
W47y aviElilHT2icit, [Fasel ZFEIRL TR—VE2REL T,

T—2YVARMIDHREZAL X
T—R2Y R, W OrDINBERINET, KT 20 ehAEx<A4 XLy, FDIE
JFaRZEHE L= c& £9, ¥ [Qualys Asset Group] %7 —% U X MCBINT 206%2nR L %

s

1) A v=fvolae TAavi2zY vy 2 LEd, Personalize Lost Columns 254K v 77 »
Z7LET
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Personalize List Columns | X

Available Selected

Application Name
Business Calendar Active
Condition Class
Conditional Updated
Created

Created by

Day{run_dayofmonth) > ~
Day{run_dayofweek)

Display name £ v
Packapge

Protection policy

Repeat Interval

Run

Run as

Runastz

Starting ¥ =
+" Wrap column text Compact rows Active row highlighting

+ Maodern cell coloring
+ Enable list edit + Double click to edit

2) MEAWEE U R Ficid, BTEFERTRICA-sTWaHREaEhEd, o)X b, TRt
U %R L £9, 72& z21E. [Qualys Asset Group] Fll 2 X727 ) v 735 L,
[Selected| V A MICHEEIL £ 3%

3) WMoOFTFRAFDPVIEL, FTA2 ) v 7 I XbiRERE, MOFRELENE - I1ZERhic L
S8

4) [OKI %2V vy 27 LET,

[Qualys Asset Group] 7123 m & E 3, ZDFICiE, £ 75 XML ICHAET 2 5E ICERRR
InEd, o4 vE -7 —ATQualys Tty F I —TREHATE R0EE (XML I T
€y PN —=TBREITNTORVAEDOEE), FIOEIZZEICRY £T,
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Actions on selected rows... v/

= SyncQueues UMY Search  APIURL v | Search 44 « 1|/ to20f2 » »»
§  All>Schedule Sys Id = SCHED-SN-T0-QG
@ Q = APIURL = Request time = Responsetime = Processing Start = Processing Finish = Status = Processor GUID
Search Search Search Search Search Search Search
h qualys.com/ap. 04-1409:54 04-1409:54 [empty) em,
@ q82.apps.qualys. 2 2dago 2dago !WV] d l(umpyt)y 4 Success
@ N qe2.2pps.qualys.com/ap, 04-1409:54 04-1409:54 (empty) (empty) Success
2age ago {empty) fempty)
-« 1 to2of2 >
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[R1HA
Qualys & ServiceNow CMDB [ 7+ v & D [EH % BitE L % 3,
ERR)

[ % = —: Qualys & ServiceNow @07+t v b D7 o —hicBET 23TV a 7 2R
S

Qualys 7+t v  ©GE: BEIERZ AT o TR WS ICFEIAGRSLE R T £ v P 23K
MENET,

L 72 Qualys 7+ v b BHICKRKR LTy FABARRENE T,

Sync Queue

FHAF 2 —ici3, 7y 7ue—Fe Xy vyu—Fo 2oy a 7h—EXRrInET, [£4
| HE, Ty roTse—DhAEERLE T,

£'v7>A—F: Qualys 7% ServiceNow ~
ZiE. Qualys 2> 5 ServiceNow 7t v MZFEfTI NV a TO—-EEZRLTWET, DX
T—RAF, T7V =Y a VB XML L AR Y AR IEFHICHITCE 2L pERLET,
FRIEI 72 XML b & Z TAFTE 3 (@#H 1 responsexml & L TR S E ),

= SyncQueues n Search APIURL v | Search 1 to3of3

? All 100 total Sync Queues

» @ Q, = APIURL = Request time = Response time = Processing Start = Processing Finish = Status

» Status: Processing (3)

» Status: Queued (21)

» Status: Success (76),

Actions on selected rows... ¥ 1 to3of3

7 v 78— F: ServiceNow %' 5 Qualys ~
Z i, ServiceNow 25 Qualys Cloud Platform icFfiZ a7y FD Y XT3, AT
2= ANTT 2y PETERET Yy PIA—=TLLBICIPEERTSLE, 7Ty 7u—FHIC
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Qualys CMDB Bi-directional Sync Syncing

Ty P22z FI(IPTRFLAHET Y 227 F7213T7 1y P 27— 7H)25NEM &

[ EV Syncouweswmy Search VAPI URL v I Search 1' to2of2 \
| § All>Schedule Sys id = SCHED-SN-T0-QG i
12 O =aum =Requesttime = Responsetime = ProcessingStart = ProcessingFinish = Status = Processor GUID
\: Search Search Search Search Search Search Search ‘
’ ® qg2.2pps.qualys.com/ap. 94;14 09:54 95;}14 09:54 (ﬁwgly) (fy:\gty) Success
® t qg2.apps.qualys.com/ap. 0434 09:54 04“14 09:54 (e:np’l‘y) (fTRW’ Success ‘
Actions on selected rows... |V 1 to2of2

CnEd

Qualys 7+t v F D&

Qualys 75 ServiceNow 124 ¥R —F+ I 77+ v FiE, Sync Queue TIEF ICULEE X 7z
B, KROEDIC KR INE T, AF 2 —HowThrDL a— FCUBERRKL 72
A (AT —2A=27—), ZOXMLADFZ Ty iz ZlcKRIhELA, BT+
v P EAEINCKR S 22, —EIC 1 AT ORRAT 2 LE LG HVET, Ty P EERT L
XL, CMDB D7 —2 % LHEL £,

| = QualysMs«sm Search Qualyshssetid v Sea | 101000f1803 » »»

|
10\ =QualysAssetid = Name =IPAddress = Hard, gy = gyl = gory2 = TargetCiClass S=status = Configuration Item
earch Search Search earch
‘ @ 2840040 104196249227  Virtualized / Cloud Instance Virtualized Cloud Instance cmdb_ci_computer  Approved
Networking Device /
| 10103.70 Networking Device Bridges and Routers emdb_ci_ip_router  Approved
© smmam Bridges and Routers i e <8 2 L PP
Ne k e/
@ 1nesms 1 10.10.30.150 etwork Securlty Device/ o\ oy SecurityDevice  Firewall Device cmdb_ci_firewall_device Approved
Firewall Device
| ® 2a87084 101034.127 Networking Device / Switch Networking Device Switch cmdb_ci_lp_switch  Approved  10.10.34.127
Networking Device /
‘ @ 13164532 10102411 ; [:mx 'f"gdmv“" Networking Device Unidentified cmdb_ci_netgear Approved 0102411
</ Unidentifie
| Network ice |
|G 2ssu26 162.168.1.1 SO e Networking Device Wireless Access Point cmdb_ci_wap_network Approved 19216811
Wireless Access Point
‘ @ [lempy) 64.41.200230 (empty)
| @ 28333081 192.168.1.15 Printers / Inkjet Printers Inkjet emdb_ci_printer Approved  HPOOIBTS66DF2E
G 200971384 11012809 Virtualized / Cloud Instance Virtualized Cloud Instance cmdb_ci_linux_server  Approved
| ® uoessan 17231045 Computers / Unidentified  Computers Unidentified cmdb_ci_hardware  Approved  [p-L72-31-045
|
| @® 21098862 13233027217 Virtualized / Cloud Instance Virtualized Cloud Instance emdb_ci_ec2_instance  Approved 4
|

BENEE = £ L TRE Z &%y

Ty bOHBEREEMCTEE, KTy b ETFHCEKRT ILEL R R D0, F
Wi Z I CE 3, HEEREZEMICT 2L, YOT 1y bd Qualys T v b DIEKRY
A MCRRENEE A,
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KB L7 Qualys 7ty b
Qualys 2> 5 ServiceNow 124 Y R—F I N7y b DI B, BICKKLAZI_RTOT &
v MiE, RBL7z Qualys 7y PO Y X MY X P EE T, Qualys 2> 5 ServiceNow ~®
UL, DL 720 IR 2 REES H Y £ 9, L X T—X BT 577
EE WAl vt L LTERL. T 7Y ICEHTF AR WA T,

= QualysAssets B soch s v [ besee | ! to3of3
7 Ali>Transform State = Fail > CMDB table sys i fs empty o= B
SQualysAssetid  SName  =PAddress = CPUCOunt = AssetlastloggedOnUser I QWEBHostid = Queveld =sowceld =Satus SCreated v = TansormState | I AssetMost Frequent
ad
i) 131712289 dMpooB90 1118124113 1 administrator 112009413 0ebib6081bd4941004041d961a4be o4 SRC-1-US-2 NotApproved 04-1602:14 Fail ‘
7)1 dMp0o707  12.35.189.139 1 \Administrator 112008815 351ebed01b58d410a2de2fcA2a8bcb0a SRC1-US-2 NotApproved 04-1602:14 Fail l
) lempty) dipooR23 12722514 administrator 112008569

0ebfbG0815d4941004e4id961a4bcbos SRC1-US2 \NmNmmqu 04-1602:13 Fail

[oprve [ g wads

7977 FXA2T—20YK—F
BITE. Amazon Web Services(AWS). Microsoft D 30D 7 77 F 7u~Nf Z—% 4 K-+ L
TWwE 3, Azure., Google Cloud Platform(GCP), Qualys 72> % ServiceNow IC A4 v F—F L
729_TCD2 7Y F 74y bid, Sync Queue TOUIRRKIN L 728, KB D707 & v b
FEHBEE T — T NMICERIRINE T, W OorDHERTAHAEL £ 9,

AWS

¢ = Created 20200604 19:47:37 & = ooo Update  Dolote

G B

0scds 1 cadBacabel MAC Address

vate 1m0 public P Address | 112141213
Tags | MametestAy, purposetestion
AWS| AZURE| GCP
Imageld | ami0LSINTASESlS0aG AccountD  GISIZIISIEZ
Instance State | RUNNING allabilty 7o ap-south-1a
Regon Code  ap-south 1 InstanceType  Lmicio
Kermel 10 Asia pacific (Mumba)
Hasagent  falso 20000323 @
PrivateONS | Ig-172-31-0-02.ap-south- Loompute nternal Iate
Spaliastince | false PUBHCDNS  oc2-13:234-32-13.p 500t 1 compute amaioraws.com
VPCID | vpe0lOS3esnaTistd SubnetlD  subnetOl4SASTTISe183Nde
Update | Delete
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AWS: AT =YV 70 39 FXRXT—2X

Staging volumes (1) staging (328 StagigC m
= wmtmmm Search  Provider v | Sewch “t i
T Qualys Asset = Ip-172-31-37-33.us-0ast-2.compute.internal > Providor = AWS.
@ O, Seevider = nstanceid Sheountld  SistanceSiste = AailabiltyZone S RegionCode = istanceType S Hemell) S RegonMame S HasAgent = lownchDate S PrvaleDNS S Is Qualys Scanner
' 1723137
) aws obIbeidbesityy SHRITITNA RUNNING us-east-2c us-east? Zmicro MECSGRIZM LS East (Ohio) e 20090502 F3as-east- false
Zcompate intemal
[PR——
{ = Created 2020-06-04 19:47:37 & 5 oo Update Delee 0 |
-
nstance 1D MACAddress | 002246002238
Pate PAddress | 100111 Public P Address | 61140265143
Tags | OSWindows10
aws| AzuRE |Gep
WVirtual Machine Name TAM Dermno- VM -05 Virtual Machine 10 5chafl -chch 427 B95T- 20004285515
Virtual MachineSize  Standard A2 v2 Wiriual Machine State | RUNNING
Virtual Machine Subnet  TAM-Demo-Subnet-URWest
image Publisher  MicrasoRWindows0esklap nageversion | lstest
mageofier  Windows-10 Locaon | ukwest
oSPlstorm  Windows Resouree Group Name | TAM-Domo-RG EMEA
Update | | Delete
. . — S N = - —
Microsoft Azure: 27— v 27 77U F XX T —X
I ¢ Staging C1
= StugiogCloud Metadsta [  Search  provicer v search PO 1 iofl b e B
T Qualys Asset = WINHQAZIOC10
@ O =Povider Sintaceld  SAcountld = Hostname AwilabilityZone  =imageld = Projectld = Pr = = = Launch Date
7
100.1.11 51.140.255.143 RSO thelf 7
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GCP

{ == Created 2020-06-04 19:47:36

& IS5 ocoo Update Delete % .|

 provider GCp D Hostname demo-gcp-uel-centos-7-private.c.gcp-qualys-demo.internal
Instance ID 2192482258772071952 MAC Address 42:01:02:00:00:08
Private IP Address 10.0.0.8 Public IP Address
Tags
[aws|azure] Gcp]
Project ID gcp-qualys-demo Project Number 579051502736
Machine Type custom-1-1024 Network demo-gcp-vpc-networks-us
Zone us-eastl-d State RUNNING
Update  Delete
GCP: AT =YV 779K XARXT—2X
[ I T
= Staging Cloud Metadata IEH  Search  Provider v | Search “ o« 1 tolofl » »» B
? Qualys Asset = demo-gcp-uel-centos-7-private
@ O =rProvder = instanceid SAcountld  SHostname = AwailabilityZone  =imagel)  =Projectid = = = =
demo-gep-uel-
C @ s 2192482258772071952 ey :::“"s' 10008 )
qual...
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=3 A —

SEHERE
[Advanced Configuration] Tlt. T ¥ X ELHAERFAKE L, TNDOEZ=—XICHDbET
HARARZAAXTBFNEITOWTHHAL F 3,

o)

App Scheduled Jobs - 27 Y 2 — A ENTRTCOY a 7O—EH, HBEICIGL T, ATV a2 —
NEINTY a TOBE R E LB L £ 95

NG VAT A= T - NIV R T F—A v VI EERALT, V=R 74— FET
ATFAF—ay 74—V FEHNICeYy 7 LET, ERBFADF I VAT A —L 2y Tk
L £,

Computer - Cl Class Mappings - ¥ — X7t v b 2B T 5 -0 DHAIERI NI T A~y
SR P

Qualys Category - Hardware Device Cl Mappings - >— F 7 = 7B #H 7 4 — v F O FRIEFE X
hi-2 72~y vy 7L 95

Application Log - Qualys 7 7'V OEELT 774 €7 4 IKH#ET 23 _XCou /v Y,

TP7Z7VDRFVa—nEhf-¥a7
TRTCDT TV ATV a—APa 7k, FHMlP7T7)RT7Ya—1Ya 7O Tic—EBERRX
n 4,
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= Scheduled Jobs u Search Name ¥  Search 1 tol2of12

3 < All>Application = Qualys CMDB Sync Service Graph Connector > Class = Scheduled Script Execution

] Q, =Name A = Active =Class = Updated
(i» Auto Approval Processor true Scheduled Script Execution 2022-11-09 01:03:02
G) Auto Approval Processor2 true Scheduled Script Execution 2022-11-09 01:03:08
(;_) Download Processor true Scheduled Script Execution 2021-12-1219:27:21
(D)  Download Processor 2 true Scheduled Script Execution 2021-12-12 19:27:54
(\1} Download Processor 3 true Scheduled Script Execution 2021-12-12 19:28:12
@ Eetch Qualys Asset Groups Schedule true Scheduled Script Execution 2020-09-02 02:11:51
(D  FetchQualys Asset Tags Schedule true Scheduled Script Execution 2021-10-05 22:59:43
@ Qualys Sync Queue Cleanup Job true Scheduled Script Execution 2020-09-02 02:12:32
(D  QualysTerminate Schedule Logs true Scheduled Script Execution 2020-09-02 02:12:48
@ Software Catalog Sync true Scheduled Script Execution 2022-11-21 02:29:51
(D Sync Certificate true Scheduled Script Execution 2022-11-23 00:43:36
@ Uploader true Scheduled Script Execution 2022-11-2501:10:59

UTo77)FHya 7 iciIiGLTnwET, K2 3 7OMEE L ETHEEICOWTHAL 9,
72770, BBEICIGLT, AT a—AINEYas 7OHELZWOTHHEFI A IILHTX
ER

Auto Approval Processor- L 2 — F%F v 7 LT, YORT Y 2 —VITJEL TS5 Z iR
L. SHICAURL 3, BEIAESAENCR>TWwELa— oA, HEEZ 7w v Fic
XoTBE XN E T,

Download Processor - [[i] ¥ = — 7> 5 Download % 4 7°® Queued A7 —X AD L 2 — F %%
RU. XML 2T L9, Ny FTEy 735 a— PO, [Te 7417y a3 vD
[FTvme—F Ny FOHA X FECTERINTE T, BE. v R zmdt3 2 720 1cilifT
LCEfFT 23200y va—F 7Jaey ¥ adF—F LT0ET,

Fetch Qualys Asset Groups Schedule - 7 7 # )V F TlZ, TORT Y 2— i1 H1RFETER
¥4, EfrENn 3 L, Qualys Cloud Platform D3 _To 7ty + ZA—72EEh, 77
YNTHEACcE %2 X517 Y £9, Qualys Cloud Platform T7 & v + 7V — 7 & SHEIC K
T2HEIR. che 1 HICEBRISEIT TR £9,

Fetch Qualys Asset Tags Schedule - 7 7 4 /L b Tlx, TORF Y a— L1 H1REIETINE
3, FEfTE 3 &, Qualys Cloud Platform D3 _XTD 7+ v b 2 7R Eh, 77V ATfi
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FAT% 2% X 5ic%& Y £9, Qualys Cloud Platform T7 & v b 2 7% 4H% IR+ 285413, C
hx 1 HICEBBIETTE 5,

Qualys Sync Queue Cleanup Job - [HY)| 27— % %(30 HU EfS@E) ORI =2 —1L a—F&
(29| 27— % 2(60 AU LA DL 2 — FEARAY P a—nTr U7 LET

Qualys Terminate Schedule Logs - }F 7 V% 7 & 2 v O FITICHE R %2 i L 727290 1C#& T
L7zb v FrvavouZzE L4
Uploader- [7 vy 7u—F ] 24701 a—F% [Fa—| 27220 [Afix=—] 5

IR L. Qualys ICEEL £,

Sync Software Catalog - Z1IC X Y, Qualys V7t v =7 Ahxuv 7 APl Z{EHLT, V7 |
V=7 Ahxu 7o MEMIIcEBTEES, ZhCXY, Ty PR APIORA m—
FEEOTZEBTEET,

Sync Certificate - SSL GEFHE & 2D 7k v b & OB{%% Qualys 2> ServiceNow (C[AH L %
R
PV R7ZHA—L"yT

NIRRT =~y TiE. A VFE—FrEy DT 4 — F EBEFED ServiceNow 7 — 7 v

ND7 4 =L FEOBBRERETSE 74 —A =y 7Dy F T, Bifiey 7ld, 74—
F=vybvvZoHMTcoRfEEInt+,
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= Table Transform Maps. Search Order v | Search 1 w13of13
= ? All> Application = Qual B Sync Service Graph Connector
153 Q, = Name == Source table = Target table = Run business rules = Order A = Active = Updated
alys Assot
L QualvsAse Import Software SPKG 2021-12-12
@ Ivsayuane SRR i Software (cmdb_ci_spkg] false 100 true Gim
Software TM s b %
ki boe 2020-0323
(D Inwentory®  ImportIP Address [x_quals_itam_nwapp_import_ip_address] 1P Address fcmdb_ci_ip_address] false 100 true Rt
® ?ua!rx‘r;sokssgx oL Ope Forts Open Ports [x_quals_itam_nwapp_open_ports] false 100 true 00573
w i’i;ay"m [x_quals_itam_nwapp_import_open_ports] o - Wapp_open._po 060150
Qualys Asset
~ Import Serial Numbers 2020.0326
@  InventorySerial PN e Serial Number [cmdb_serial_number] false 100 true
Nombety  [x-quals_itam_nwapp_import_serial_numbers] 032103
Qualys Asset
» nventory Import Network Adapter 20200323
) Network A b, K o u
W' NetworkAdapter [x_quals_itam_nwapp_import_network_adapter] Jetwork Adpter {cindh. U nework adapter Sl 100 g 06:05:56
™
Asse
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— » R o RS
T—7ILD74—=Iv Ty VT
CDOETHE, DEEAT— TNV EEET - TALO MR 74—V vV S (V—ADbA
-7y b ERLET,

PEEERT—T I
SEEINSET =TT, V— AT 14— F &, ServiceNow ZHESEMfERST 2 2 —7 v k7 4
— L Py VIR EENET,

Asset Data Model

Computer (SN Table)
Qualys Staging Table Attributes ServiceNow Production Table
manufacturer manufacturer
memory ram
bios_asset_tag asset_tag
os_full_name 0s
0s_update 0s_service_pack
os_architecture os_address_width
model model_id
os_version 0s_version
name name
processor_cpu_counts cpu_count
processor_description cpu_name
ip_address ip_address

49



Qualys CMDB Bi-directional Sync Field Mapping for Tables

virtual virtual
bios_serial_number serial_number
0s_update os_service_pack
processor_speed cpu_speed

Serial Number (SN Table)

Qualys Staging Table Attributes ServiceNow Production Table Attributes
bios_serial_number serial_number
hardware_serial_number serial_number

FVITAESDRA TR, Y I TAESOXA TICXoTREY £, BIOS v I 7 L5
DY TNAFEFZA T bios T, "—F 72TV TAESDOY Y TAES XA 7L system
T

77 ANV AT L(SN T—TV)

Qualys Staging Table Attributes ServiceNow Production Table Attributes
name name

free_size free_space_bytes

total_size size_bytes

Network Adapter (SN Table)

Qualys Staging Table Attributes ServiceNow Production Table Attributes
mac_address name
address ip_address
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mac_address mac_address

IP Address (SN Table)

Qualys Staging Table Attributes ServiceNow Production Table Attributes
ip_address ip_address
ip_address name

Software Data Model
Software Instance (SN Table)

Qualys Staging Table Attributes ServiceNow Production Table Attributes

name name

install_date install_date

<additional field> <Reference to cmdb_ci_package>

<additional field> Reference to the Cl the software is installed
on

software software
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BT —70icid, DEEINTT —TNMICNIGCE RPN ARLT 4 =L F=y &Y 778

BEETF—7 )L
T
—EXRINT, BHETFT— T Loy By 3 EHE L AW LB LT,

Asset Data Model

Qualys Asset details

Qualys Related Table Attributes ServiceNow Production Table
Attributes asset_lastloggedonuser asset_lastloggedonuser
asset_most_frequent_user asset_mostfrequentuser
qualys_asset_id qualys_asset_id
asset_uuid asset_uuid
bios_description bios_description
last_boot last_boot
last_modified_date last_modified_date
time_zone time_zone
qweb_host_id gweb_host_id
netbios_name netbios_name

type type

asn asn

isp isp

risk_score risk_score
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Qualys Operating System details

Qualys Related Table Attributes

ServiceNow Production Table Attributes

os_category

os_category

os_category_1

os_category_1

os_category_2

os_category_2

0s_category_type

os_category_type

os_edition

os_edition

os_lifecycle_confidence

os_lifecycle_confidence

os_lifecycle_eol_date

os_lifecycle_eol_date

os_lifecycle_eol_support_stage

os_lifecycle_eol_support_stage

os_lifecycle_eos_date

os_lifecycle_eos_date

os_lifecycle_eos_support_stage

os_lifecycle_eos_support_stage

os_lifecycle_ga

os_lifecycle_ga

os_lifecycle_stage

os_lifecycle_stage

os_market_version

os_market_version

0S_name

0S_nhame

os_product_name

os_product_name

os_publisher

os_publisher
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Qualys Hardware details

Qualys Related Table Attributes

ServiceNow Production Table Attributes

hardware_category

hardware_category

hardware_category_1

hardware_category_1

hardware_category_2

hardware_category_2

hardware_category_type

hardware_category_type

hardware_lifecycle_confidence

hardware_lifecycle_confidence

hardware_lifecycle_eos_date

hardware_lifecycle_eos_date

hardware_lifecycle_ga

hardware_lifecycle_ga

hardware_lifecycle_intro_date

hardware_lifecycle_intro_date

hardware_lifecycle_obsolete_date

hardware_lifecycle_obsolete_date

hardware_lifecycle_stage

hardware_lifecycle_stage

hardware_product

hardware_product

hardware_full_name

hardware_full_name

Qualys Open Ports details

Qualys Related Table Attributes

ServiceNow Production Table Attributes

description

description

detected_service

detected_service
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port

port

protocol

protocol

Qualys Processors details

Qualys Related Table Attributes

ServiceNow Production Table Attributes

processor_cpu_counts

processor_cpu_counts

processor_description

processor_description

processor_speed

processor_speed

Qualys EASM Whols details

Qualys Related Table Attributes

ServiceNow Production Table Attributes

domain

domain

processor_description

processor_description

domain_status

domain_status

dnssec

dnssec

registrant_name

registrant_name

registrant_organization

registrant_organization

registrar

registrar

registrant_email

registrant_email

registrant_contact

registrant_contact
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organization_name

organization_name

created_date

created_date

updated_date

updated_date

Qualys EASM Domains details

Qualys Related Table Attributes

ServiceNow Production Table Attributes

domain_name domain_name

Qualys EASM Subdomains details

Qualys Related Table Attributes

ServiceNow Production Table Attributes

subdomain_name

subdomain_name

Unique Certificates details

Qualys Related Table Attributes

ServiceNow Production Table Attributes

self_signed is_self_signed
issuer_name issuer_common_name
key_size key_size

last_found last_discovered

signature_algorithm

signature_algorithm

subject_name

subject_common_name

subject_name

name

subject_country

subject_country
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subject_locality

subject_locality

subject_organization

subject_organization

subject_state

subject_state

dn fingerprint

certhash subject_distinguished_name
valid_from valid_from

valid_to valid_to

Qualys Asset Certificates details

Qualys Related Table Attributes

ServiceNow Production Table Attributes

issuer_organization

issuer_organization

issuer_country

issuer_country

issuer_state

issuer_state

issuer_certhash

issuer_certhash

issuer_locality

issuer_locality

rootissuer_organization

rootissuer_organization

rootissuer_name

rootissuer_name

rootissuer_country

rootissuer_country

rootissuer_state

rootissuer_state

rootissuer_certhash

rootissuer_certhash
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rootissuer_locality rootissuer_locality
instance_count instance_count
issuer_category issuer_category
extended_validation extended_validation

Software Data Model
Qualys Software Details

Qualys Related Table Attributes ServiceNow Production Table Attributes
architecture architecture
category category
category_1 category_1
category_2 category_2
category_type category_type
component component
edition edition

is_ignored is_ignored
is_ignored_reason is_ignored_reason
language language
license_category license_category
type type

update update
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lifecycle_ga lifecycle_ga
lifecycle_stage lifecycle_stage
market_version market_version
product product

publisher publisher
lifecycle_confidence lifecycle_confidence
lifecycle_eos_date lifecycle_eos_date
lifecycle_eol_support_stage lifecycle_eol_support_stage
master_software_sys_id reference_ci

version version

name name
lifecycle_eol_date lifecycle_eol_date

N—=Fpz7TF—a22ytEvs
N—FY 2T T =202y Y ISOEMEFLUTICRLES

#: ServiceNow TlZ. Qubec N—¥ = Y TRDZ T ANV 7 MEHBIC AV X LT,
Human Machine Interface [cmdb_ci_hmi]
Manufacturing Device [cmdb_ci_manufacturing]

Programmable Logic Controller [cmdb_ci_plc]
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REY Y 22— 3 VORRHlIc oW TlE, ServiceNow notification.Z SR LT 77 &y,

Hardware Category1 Hardware Category2 Target Cl Class
Printers Laser cmdb_ci_printer
Communication Devices IP Phones cmdb_ci_hardware
Virtualized Container cmdb_ci_computer
Computers Point of Sale (POS) cmdb_ci_pos

Terminal

Networking Device

Wireless Access Point

cmdb_ci_wap_network

Power Conditioning

Equipment

Power Distribution Unit
(PDU)

cmdb_ci_pdu

Wearable Devices

Smart Glasses

cmdb_ci_wearable

Printers Line Matrix Printers cmdb_ci_printer

Networking Device Unidentified cmdb_ci_netgear

Input Devices RFID Device cmdb_ci_iot

Mobile Smartphone cmdb_ci_hardware

Computers Mainframe cmdb_ci_mainframe_hardware
Building Automation Smart Appliance cmdb_ci_iot

Devices

Power Conditioning Uninterruptible Power cmdb_ci_ups

Equipment

Supply (UPS)

Industrial Networking

Industrial Ethernet Switch

cmdb_ci_ip_switch
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Industrial Control System
(ICS)

Intelligent Electronic Device
(IED)

cmdb_ci_manufacturing

Networking Device

Concentrators, Hubs, and

cmdb_ci_hub_network

Multiplexers
Building Automation BACnet Controller cmdb_ci_iot
Devices
Building Automation HVAC Control cmdb_ci_iot
Devices
Computers Assembled cmdb_ci_computer

Audio and Visual Equipment

Portable Media Player

cmdb_ci_media_player

Communication Devices

Conferencing Equipment

cmdb_ci_hardware

Industrial Control System

(ICS)

Distributed Control System
(DCS)

cmdb_ci_manufacturing

Audio and Visual Equipment

Smart TV

cmdb_ci_stv

Industrial Control System
(ICS)

Human Machine Interface
(HMI)

cmdb_ci_hmi

Wearable Devices

Health and Activity Monitor

cmdb_ci_wearable

Field Instruments

Sensor

cmdb_ci_iot

Network Security Device

Firewall Device

cmdb_ci_firewall_device

Wearable Devices

Smart Footwear

Security Camera cmdb_ci_security

cmdb_ci_wearable Building Automation Devices

Networking Device

Bridges and Routers

cmdb_ci_ip_router
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Industrial Control System

(ICS)

Remote Terminal Unit (RTU)

cmdb_ci_manufacturing

Networking Device

Other

cmdb_ci_netgear

Audio and Visual Equipment

Media Streaming Device

cmdb_ci_media_player

Building Automation Devices  Other cmdb_ci_hardware
Communication Devices Other cmdb_ci_hardware
Computers Notebook cmdb_ci_pc_hardware
Wearable Devices Smart Apparel cmdb_ci_wearable
Industrial Control System Industrial PC cmdb_ci_computer

(ICS)

Printers Multi-Function Printer (MFP)  cmdb_ci_mfp_printer
Field Instruments Motion Control cmdb_ci_iot
Building Automation Devices = BACnet Router cmdb_ci_iot
Field Instruments Field Device Management cmdb_ci_iot

Call Management Systems

or Accessories

Premise Branch Exchange
(PBX)

cmdb_ci_hardware

Building Automation Devices

Leak Detection

cmdb_ci_iot

Industrial Networking

Industrial Wireless LAN

cmdb_ci_wap_network

Audio and Visual Equipment

Smart Earpiece

cmdb_ci_media_player

Computers

Other

cmdb_ci_computer

Printers

3D Printers

cmdb_ci_printer
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Building Automation Devices

Intrusion Detection and

Access Control

cmdb_ci_security

Networking Device

Access Servers

cmdb_ci_server

Field Instruments

Measurement Systems

cmdb_ci_iot

Networking Device

Server Load Balancer

cmdb_ci_server

Industrial Control System Programmable Logic cmdb_ci_plc
(ICS) Controller (PLC)
Building Automation Devices  Lighting and Control cmdb_ci_iot

Computers Desktop cmdb_ci_pc_hardware

Wearable Devices Smart Watch cmdb_ci_wearable

Building Automation Devices = Power and Energy cmdb_ci_iot
Monitoring

Networking Device Print Server cmdb_ci_server

Printers

Thermal Tape Printers

cmdb_ci_printer

Networking Device

Modem

cmdb_ci_modem_network

Networking Device

Terminal Server

cmdb_ci_netgear

Wearable Devices

Wearable Camera

cmdb_ci_wearable

Building Automation Devices  Fire Safety cmdb_ci_iot
Industrial Networking Other cmdb_ci_netgear
Communication Devices Video Phone cmdb_ci_hardware
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Industrial Control System

(ICS)

Safety Instrumented System

(SIS)

cmdb_ci_manufacturing

Industrial Networking

Industrial Media Converter

cmdb_ci_netgear

Communication Devices

Answering Machine

cmdb_ci_hardware

Mobile

Tablet

cmdb_ci_hardware

Communication Devices

Keyphone System

cmdb_ci_hardware

Field Instruments

Robots

cmdb_ci_iot

Printers

Other

cmdb_ci_printer

Networking Device

Wireless Fidelity Base
Stations Wifi

cmdb_ci_wap_network

Industrial Networking

Industrial Serial Device

cmdb_ci_hardware

Server
Industrial Control System Other cmdb_ci_manufacturing
(ICs)
Printers Inkjet cmdb_ci_printer
Audio and Visual Equipment  Projector cmdb_ci_display
Field Instruments Smart Meter cmdb_ci_iot
Industrial Networking loT Gateway cmdb_ci_iot_gateway
Networking Device Switch cmdb_ci_ip_switch

Industrial Networking

Communication Processor

cmdb_ci_netgear

Audio and Visual Equipment

Smart Speaker

cmdb_ci_media_player
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Computers

Server

cmdb_ci_server

979 RT—822vEYs

ZIZTlE. 299 FTF—ZD~=v vy ro0

Cloud Asset Column

iz R L £

ServiceNow Production Table ServiceNow Production Table

AWS

Account ID cmdb_ci_cloud_service_account account_id,object_id
Availability Zone cmdb_ci_availability_zone object_id

Image ID cmdb_ci_os_template object_id

Instance ID cmdb_ci_vm_instance object_id

Instance State cmdb_ci_vm_instance state

Instance Type cmdb_ci_compute_template object_id

Private IP Address cmdb_ci_nic private_ip

Public IP Address cmdb_ci_nic public_ip

Region Code cmdb_ci_aws_datacenter object_id,region,name
Subnet ID cmdb_ci_cloud_subnet object_id

VPC ID cmdb_ci_network object_id

Hostname Additional Cloud Details*

Private DNS Additional Cloud Details*
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Tags Additional Cloud Details*
Tag Key Additional Cloud Details*
Tag Value Additional Cloud Details*

Microsoft Azure

Image Offer cmdb_ci_os_template object_id
Location cmdb_ci_availability_zone object_id
MAC Address cmdb_ci_nic mac_address
Private IP Address cmdb_ci_nic private_ip
Public IP Address cmdb_ci_nic public_ip
Virtual Machine cmdb_ci_vm_instance name
Name

Resource Group cmdb_ci_azure_datacenter region
Name

Virtual Machine Size ~ cmdb_ci_compute_template object_id
Virtual Machine cmdb_ci_vm_instance state
State

Subscription ID cmdb_ci_cloud_service_account account_id
Virtual Machine ID cmdb_ci_vm_instance object_id

Tags Additional Cloud Details*
Tag Key Additional Cloud Details*
Tag Value Additional Cloud Details*
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Image Publisher

Additional Cloud Details*

Image Version

Additional Cloud Details*

Google Cloud Platform (GCP)

Instance ID cmdb_ci_vm_instance object_id
MAC Address cmdb_ci_nic mac_address
Machine Type cmdb_ci_compute_template object_id
Network cmdb_ci_network object_id
Private IP Address cmdb_ci_nic private_ip

Project Number

cmdb_ci_cloud_service_account account_id, object_id

Public IP Address cmdb_ci_nic public_ip
Zone cmdb_ci_availability_zone object_id
state cmdb_ci_vm_instance state
Hostname Additional Cloud Details*
Hostname Additional Cloud Details*

& DEio 2z 77 FEEM] (X, Qualys iIc X > TS 23 MATEL £9,
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Appendix

RDFKIL, ServiceNow 7 4 =L F& Qualys Tty b A X T —2D~vwy v 7 %ZRLT0E

-g_o

ServiceNow Field Label

Qualys Ul Field

Asset ID Qualys Asset ID

name Host Name

company Company

created First Seen (On Connector Screen)
department Department

environment

Environment

ip_address

IPv4 Addresses

last_updated

Last Updated Date (On Connector screen)

location Assigned Location
managed_by Managed By
owned_by Owner/Custodian
status Operational Status

supported_by

Supported By

support_group

Support Group
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Business App Metadata

ServiceNow Field Label

Qualys Ul Field

name

Business App Name

business_criticality

Business Criticality

environment

environment

managed_by

Managed By

owned_by

Owned By

supported_by

Supported By

support_group

Support Group

operational_status

Operational Status
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