@ Qualys.

Qualys WAS @ Jenkins 7545 1>

Qualys WAS O Jenkins 777 AL %3 %&, DevOps T— A%, 77V —a OMagstEAFx v 2070
CI/ICD 7atRITHEETHIENTEET, ZOHIETAXY U ERAETDHE, TV r—arOxa7 47 A
% SDLC (AT LBAFETA 7V A7) DENEERETHEL . BT DR MaE L ThrEcEEd,

BBAIEE: 797 AL DAL AN—)L | FT7 A2 DF%E | Qualys APT EAR K RO

I5T40 DAV A=)
Qualys WAS O Jenkins 777 A % 3D Jenkins AL AKX L AZA L A=/ 5HI21E, £, Qualys 7677

TAH#Z A —RTHMLERBVET, 77740 OB hpi 7740 TT, ZOT7 740,
https://community.qualys.com/community/web-application-scanning ® [ Top Resources | IZHVET,

ZOKERUT, T 77 A%, Jenkins WD T Available | %7 1Z% https:/plugins.jenkins.io/ D777 A ARNTIZHY AR
RSN TWEE A,

hpi 7 ANVETAG LT, Jenkins DAL AKX A Zr7 AL, [Manage Jenkins | 227V 7LET,

« JenkKins

Jenkins

= New ltem

& People

:/ Build History

4": Manage Jenkins é—»
& My views

.@ Credentials

BR New View

IZ, [Manage Plugins | %27V 7 LET,

7 ) Lonngure toois, their locations ana automatic instalie

@ Reload Configuration from Disk

Discard all the loaded data in memory and reload eve

s@ Manage Plugins
3

Add, remove, disable or enable plugins that can exter

‘-' System Information

Dlzpla[;‘; various environmental information to assist t
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https://community.qualys.com/community/web-application-scanning
https://plugins.jenkins.io/

lAdvanced | # 7 3R L 7,

[

Updates Available Installed Advanced

Install

2o —RL7z hpi 77 A/VEERL, [Upload | AR 2 %7 7 L ET,

Upload Plugin

You can upload a hpi file to install a plugin from outside the central plugin repository.

File: | Browse... | No file selected.

El «—

[Success | LV Ay E—VINRRSIVTNHZEZERLET . [Go back to the top page |V 757U 7L E T,

Installing Plugins/Upgrades

Preparation
QualysWASPIugin Q Success

#G_o_hass_tg_me_mp_m(

(you can start using the installed plugins right away)

#® [JRestart Jenkins when installation is complete and no jobs are running

INTAVAN—=ANTET LELL, TOEET T/ AL O EIHELR TS,

BONZ, 77U T uaxd v E AN THOLERHDET, RIZ, TaXEF b L=7 7Y% C, RESTful API
Y=t 2EV T AN ET (FRLB ),
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STV DHRGE

TIVr—ar O, T T T a7 M [Pipeline Syntax | %2 V~2 LT Snippet Generator % B X £ 7,

® Jenkins

Jenkins Acme Application

4 Back to Dashboard
L, Status

"~ Changes

() Build Now

@ Delete Pipeline
g"’? Configure

O, Full Stage View /
© Pipeline Syntax

Ky 727 A=a—b, [qualysWASScan | Z38# IR L £97,

Overview

This Snippet Generator will help you learn the Pipeline Script code which can be used to define various steps.
Pick a step you are interested in from the list, configure it, click Generate Pipeline Script, and you will see a
Pipeline Script statement that would call the step with that configuration. You may copy and paste the whole
statement into your script, or pick up just the options you care about. (Most parameters are optional and can be
omitted in your script. leaving them at default values.)

Steps /

Sample Step  alysWASScan: Scan web application with Qualys WAS v

INTT T A H BT DA NEL T, IAIIZ, Jenkins 25 WAS API #2H T Qualys 77V K77k
T —LEWE CEDIEEMERLET, 7774772 Qualys WAS T A7V T ar O RheT o NEFE#
DETT, TAVRNTIE, APL 77 BARE I TEY, BRI —Iya NT X THVY TH
12— L MFEENTODHERHYE T, Qualys Tid, API 77 ¥ ADARIZHIRENI-H—E AT A k(UL 77
TRIRL) AL BRARTROMEREZ RO ZEAHEREL CVET,

Qualys API #—/3_—20 URL #AJJLET, ZZTAS$%H URL (&, MiEMEHL TD Qualys 77wk
T —BICESTRRVET GEIIZ b2 T HTZEWY),

BHEO Jenking A AX L ATEAL IR —F " T 7 HANTEIRN 2O 7 0F N8 A 1. [Use
Proxy Settings| = /Ry 7 2% 7Yy 7L, MBI EHREANTILET,

WAS API DFRGEIC M EE e — 4 LA —R %A A 7L, [Test Connection) RZ %7V 7L ET,
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API Login
Provide details for accessing the Qualys WAS APL

AP Server URL: https//qualysapi.qualys.com ®
Example: https://qualysapi.qualys.com. (Refer WAS API User Guide for more information)

APl Userame: testx_ab12 @

API Password sssssssssvnnee @

[ Use Proxy Settings
Connection test successfull Test Connection

YT A7V T aDIELV URL Z AL, BRI A % ThiviE, Connection test successfull | &N A
B—UNEIRENFET,

WIZ, Web 77U —rardD ID # AJJLET, ZHUE, Qualys WAS TZOT 7V —alBEfHiFbiTn
51D T,

Launch Scan API Parameters
Prowde API parameters required to call LaunchScanAP!

Web App ID é——— )
This can be obtained by viewing the web application in WAS (Asset Details tab)

Webd App Name: BigTex - WebGoat
Web App URL nittp fowaspbwaWebGoalattack?acton=Login’

Scan Name [job_name]_jenkins_build_[build_number] ©

Scan Type [VULNERABILITY | o

'Web App ID) 74—V RDOIMAZ 7V 7 27327 THENT 5L, APL FEOM LN EI TSI T, AESiz 1D O
Web 77 V/r—ar4t Web 77U/ —ar URL BNEUGENET, TO4RTE URL NIELWZEAMERLE

TO

7 74V T, WAS AF v U A ITIRD IS0 E 5,
[Job name] jenkins build [build number] + timestamp

Ay AT BINTS U TR CEE T3, A LAZ L F I3 BB BmsSnE 7,
WA v o DFAT R IMEIIMEAF v DFATERINTEE S, 7 74/ MIWETHEAF v T,
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W FTar DAF v TG A—RETELET,

Optional Parameters

Provide Optional APl parameters required to call LaunchScanAPI

Authentication Record @
Option Profile Use Default ~ @

Cancel Options lNona v‘ )

Authentication Record — A2 LD AX Y (T 74/ h) DEFTEEIRTEE T, 72720, ZOHE . AX v i
Web 77V r—y a1l A LT, TV r—2ay ORGEY — 7 2 AR T 2T AT A LI TEEEAD T
BELTLIZEYY,  [Use Default | #i8iR9-5E, WAS D Web 77V —a DT 7 4 /L sOFRGEL 2 —RAMiE &
NET(BDEE), T, LEILU T, FFEDORAEL2—R ID Z A )52 TEET,

Option Profile — A7 > a7 u7 7 A )&, 7 ARG (R HIGI) & ~Easate s A7 Ay g, =7 —
LEVMERY , SESERAFT v R TENE ENE T, [Use Default] I 5HE . WAS @ Web 77V r—ar
DT THNVNDOF T varrTa7pAOVIMEASIET, ZHPHERISNDRETT, 72720, REIZSU T, FE
DA Tvar7a7rANID #ANS)THZELTEET,

Cancel Options — 7 7A/L R TlE, A v N3F v BV SVER A, ARV ULE T THETERITSNET, 72720,
FRE LR OREZ ICAFT v X v B THI0BIRT 5280 TEE T, AF v & TRNC Ty S
NoHE FERIT - UESESNEFEADOTHEREL TIZEN,

KIZ. TGenerate Pipeline Script] #27V>y27LET, ZiUL, WAS Ax ¥ ZBIGT D72 DA T TA L A=~y k
‘(\\ha‘o

T ——

qualysWASScan apiPass: 'Sl apiServer: https://qualysapi qualys com’, apiUser: testx_ab12'. authRecord: 'none’,
authRecordld: *, cancelHours: "1', cancelOptions: ‘none’, optionProfile: ‘useDefault’, optionProfileld: 242322, proxyPassword: *,
proxyServer: °, proxyUsemame: *, scanName: [job_name]_jenkins_build_[build_number], scanType: VULNERABILITY", webAppld:
132732429

TIVC AT TA A=Y N SAT TA L ATV NET T AT HEN TEELL,  AZUT7 M Qualys
APl B AEF R LRWNIDICTHIZIE, IROEAD FIAIZHENET,
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7=/ NEE T, [Pipeline | #2771 ET,

General Build Triggers

Pipeline name Acme Application

Advanced Project Options

Pipeline &-

[QualysWASscan | (E72I1XFIEED 4 FT) LWV LWAT — U ZAERR L E9, IROIED FINAIZHEST APl EF&1E
WAEREL T, ZZOLTTAL AV T NIIEHT E7,

definition Pipeline script

Script 13~ if (isUnix()) ¢
14 sh "'S${mvnHome}/bin/mvn' -Dmaven.test.failure.ignore clean package"
15~ } else {
16 bat(/"${mvnHome}\bin\mvn" -Dmaven.test.failure.ignore clean package/)
17
18 }
19~ stage( Results') {
20 junit '=*/target/surefire-reports/TEST-*.xml’
21 archive 'target/*.jar’
22 }
23 stage('QualysWASscan') P‘
24 ~ {
25
26 }
27 1}

Qualys APl Ei&1EHRDRE

Qualys TiZ, Qualys APl D —H4 LS —RERAET DB, (18T 5 Jenkins BREEAHHEREAEH 352
CEMHEREL TOES, TR 28, AT TA LRIV T MGG RPFRENEE A,

Jenkins 1%, EAEIEMEET DOMOIEBETEREZ L EL TRIFT2ZET, A7V MBI RSN ET,
Jenkins {CBEE G HRARETETDITIE, A= )5 [ Credentials | #2#IR L F£97,

Jenkins

-

=" New ltem

& People

" Build History

), Project Relationship
4~ Check File Fingerprint
-ﬁ Manage Jenkins

& My Views

4. Credentials <emm—
B New View
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['Add Credentials | 28R L F 9,

4 Back to credential domains

@= Add Credentials

BRAEHOXAT R L ET, Qualys WAS 777 A D4 [Username with password | 2 B4R L £9,

Kini v Username with password
Docker Host Certificate Authentication b
SSH Username with private key 4
Secret file
Secret text
Certificate

I

P © @ © ¢

D

Description

BERAG e AL, ERAE B ID ZEBIRL £,

Kind | Username with password
Scope Giobal (Jenkins, nodes, items, all child items, etc)
Username

-

@ © @ © o=

Password

o}

La—RpBinsnge, A7V MO TELIRIBIZZRVET,

[Pipeline Syntax %2V Z71L T, Snippet Generator ZFHEEF, KFry 7 X7 b [TwithCredentials : Bind
credentials to variables | &R L £7,

Steps

Sample S€p  itnCredentials: Bind credentials to variables

Qualys Web 7 74— 30 2%y 7



[Bindings | C. [Username and Password (separated) | &N L £,

Bindings
Add ~

Certificate

Docker client cerlificate
SSH User Private Key
Secret ZIP file

Secretfile
Secret text
u andp d (conjoined

u andp d (separated) &-

DL LR —ROE AL B ANTILET,

Bindings
Username and password (separated) L2
Usemame Variable testUser 0
Password Variable [ testPass| }@
Credentials user/****** $  e=Addw o

AJ1L7=5, [Generate Pipeline Script | Z 3R L E T, ROIIIRVET,

withCredentials ([usernamePassword (credentialsId: 'Test Credentials ',
passwordVariable: 'testPass', usernameVariable: 'testUser')]) {

// some block
}

ERREANATITAANER ATV T NGO £,
WAS DERSNTIZSATTA L A=Y NOBEENT 7B AT H6 O/ SX, IROEBYVTT,

(env.testUser)
(env.testPass)

WAS OAERENTZ/ATTA L A=y D Qualys API EH1E A 2D I E S Mz T, Ack&hs Tk
DIV ET,

qualysWASScan apiPass: (env.testPass), apiServer:
'https://qualysapi.qualys.com', apiUser: (env.testUser), authRecord:
'useDefault', authRecordId: '', cancelHours: 'l', cancelOptions: 'none',
optionProfile: 'useDefault', optionProfilelId: '', proxyPassword: '',
proxyServer: '', proxyUsername: '', scanName:

'[Job_name] jenkins build [build number]', scanType: 'VULNERABILITY',
webAppId: '132732429'

Qualys Web 77)r—2av X ¥vr> 8



Qualys APl —/\® URL

Qualys 1%, Qualys 7774 — L& BEIRHLL TWVET, AP V7= ANMZfEH 9% Qualys API H—/3¢0 URL
W SHHOT BT SRETE T 57 TN = AL TRV ET,

T D NDBFFER API #—/30D URL

Qualys US 7T v 74— 1 https://qualysapi.qualys.com

Qualys US 7T 74— 2 https://qualysapi.qg2.apps.qualys.com
Qualys US 7*Tv 74— 3 https://qualysapi.qg3.apps.qualys.com
Qualys EU 77w h 74— 1 https://qualysapi.qualys.eu

Qualys EU 77w h 74— 2 https://qualysapi.qg2.apps.qualys.eu
Qualys India 77 h74—24 1 https://qualysapi.qgl.apps.qualys.in
Qualys 77 AX—kK 7T TR https://qualysapi.<customer base url>
TTINT I

Qualys API DRF 2 AL Mt 7 La—RTld, Qualys US 7 I h74—24 1 O APl #—30 URL & LT
WET, THT RO T 7y 87+ — LT R L TWAEEIE. ZHEHOT AV Mpi g+ %% — 30 URL
WXL TLEEW,

BREEHH: 2018424 H 25 H
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