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Welcome to WAS
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Qualys WAS (&, 24 —ILbM VIOV a3 VFT R ZFERULTRSBEEZRDITE8ER
FvF—T3, FHRCHBIEINEXFID TP TVIT— 3V T 4—LT1—ILRICHBASN
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pdf. BS{bEnic pdf. ppt. xml. cvs)TLR—kZEEHUET,

BRN—DOVEFRALT, Web 7FUT—y 3V, BB, BEELI—R, BXUERK
(ATY3ay F7OT770I)L. BRURL, I\SXA=9— Ly ) ([CBEET DL DHD
[L83732 Qualys T—9 vy hZEERIRRLF T,

5T (BB L0EN) ZERSXUERLT. Web 7 FUIT—y3VZTIL—FH
SJUERBLEY,

AN EBRICEDVWTERDRF v F—([CRF vV ZESHNICHEIL T, KRERR Y
RDO—ODRAF vV ERELL. KIRBRRBRAFvVI3TORT ICHELRDEHNLR
v VBT KBICEBLUED,

Application Scanning

s in web applications and API's anywhere and anytime, from the
lopment through production releases.

&b Discover and Inventory @ Detect and Monitor (G, Report and Respond
=g
import web i & API's from multiple sources & configure your CI/CD tools for scanning in your development environment.

Import and Start Scanning Immediately

Scan external and internal applications and AP!'s without installing any software

Total Web Applications and API's
~
a 2 arl
i L : ;
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REST APl %% >, CI/CD #t& % &

Swagger /\—=¥3Y 2.0 ZHR— Kk ULTW37=8%,. DevOps F—AlE REST APl D5
8B L. BINAIL 7TV T—y3y NwOIVREE/ DAV —RY | (loT) U—
ERDEF2 VT 1 6% K DRRICTRIETERT, =5IC. Jenkins BOFLUWRA T
17 TST1VE. —MBOBKGEN T YT I L—Y 3 v /M5 U /\U — (CI/CD) W—
IWEFERLT, F—ABIFC Web 7TFUT—Y 3 VDBFEHERF vV ERBEULET,
WITUT. BERKITERID Google Chrome 7 5 DY iaRiEEE TdH LU\ Qualys
Browser Recorder Z;EF LT, Web 77U T —Y 3 VOEMBEREIPEIRRD—0 D
O—%FET—rT2EHDROVU TSN EBBEICHERTEDKRSICHRD X UK,

Swagger X—2®D Representational State Transfer (REST) APl DRXF v -
Qualys WAS (&, Simple Object Access Protocol (SOAP) Web —EZXDRF v
VIZHZ T, REST APl @7 R I Swagger &= FIBLEI, 1—H—(3.
Swagger /\—33Y 2.0 774J)L (JSON F2x) " RF vV U—ER[CRREINDZ
EZERIT DT T APl (F—RBVB 7P TV -3y LFa )T+ EORMBICDL
TEPNICTRAREINET,

Postman Hii— klc K@k n7c APl ¥+ - Postman (. REST API D#&EE
FTANZLLEASNTWSY =)L TY, Postman JL2Y3aVvid, BEEIZVUHT
2 (API ZYRRAVRN) ZFREHTHO LS —EHBIT DIV —-ILHSI Y RR—
RTEZ771ILTY, INSDILYY3V(F JSON XTIV RR—hkENE
9, Qualys WAS T® Postman Collection HiR—kDU U —-R([CKD. BEHk(E
AP| @ Postman Collection Z#EA LT APl RF v V=BT DA T3 V%EFAT
=X,

Jenkins >4 > - Qualys WAS Jenkins 7594 V%{#HB9 3 &, DevOps F—
LIBEED CI/CD Z7O0ECRICPFTVT— 3V DRHEERF vV ZBHAL I ENT
EXI, COFETCRF P VERETDZET, 7FUT—yavexaUsa47RAK
M SDLC DRWVERETRITSN. ¥ a )T+ LORBZEIRE UTHEBRYT 27280,
SDLC ¥ TITSHE LR U TBEIR MKIBICEIBENET, TS5J1 VD
HFOVO—REFZESH S,

Qualys 759 LO—4— - ZOF LU\ Chrome IhRkiggEx=FERAIT &, 1—H—
(& Web TS50 D7P 071 ET1%ZERU. RDRUIJEERBETRANDIEOHICRD
DR ERETEXT, ROV YT Qualys WAS TBEESND O, ¥ vV T
VIVISEMBREEEEYRR D=0 702 ERB(CFET—KTEXYI, Qualys
Browser Recorder #3RERE (XEERI T, Chrome D = J 2 R 7H5(Qualys DEEETE
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Qualys WAS (&, FIRTRELBRBEHIE Web PTUT—Y 3V RF v F—TT,

FEFLWLWAS Ul [E Web 7T7UT—Y 3y, 888E. AT7Y3Yy FO277A)b. BERY
A INSA=F By b BIOREEEOHAZYIR—E LTI, COACRTE. <h
SOREEDOHEZHALR T, FBICDOVTIE. WAS AV SA Y NILTZBRUTLES
LYo FULULY WAS Ul TEERTERUVEREICDWTIE, 953y WAS Ul I\—Y3VI(C
BEILEXT,
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OJ4>vUT. 77U5—y3vEvhH—DH5 Web PFUT—Y 3V RF vy Z&RL
£9, WAS DERIEY1—)l TotalAppSec "EREINDIBEEIZFES5EBEIRULET,

@ Qualys

TotalAppSec Your Subscriptions
Application Security
Frequently Visited
WAS
TotalAppSec

Risk Management

Infrastructure Security
Audit And Compliance Management

Cloud And Container Security

E_q PA SCA g% PCI

[I Application Security ) © Policy Audit PCI Compliance
Audit And Compliance
Management

Risk Remediation

Risk Remediation
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Patch Management Custom Assesst

Platform And Sensor
Management
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VDITPTIDEREZENT D

Web 77U —> 34 & URL
(. Web 77U ZEFHIBICIENNT B35
BICHETT,

NEBHA LR ERF P LTRILDTT
ERELIEVWTIH? VWILDI7PE
BEAVICTBREFT, BB
CRILD TP RAF v IUDERITEINE
ER

DITPTYDREEENT D

Web 77U —3 3N [Web 7

VI—y3av] Y7CkRRSh, 77
-y a3 VREERELEED, R

FrUEREULIEDTEED, -

Applications Web Applications APIs Catalog Maps
1 26 Application ) Search for web applications. # (3) =
<

¢ iﬁ.ﬁﬁ-ﬁwb ZYo—=>ay

O =&m® §$%$ﬁ N »

Total Web Applications

o We've updated search tokens. All vulnerability.* tokens are now finding.*. For example, vulnerability.id — finding.id X
FILTERS
D) dverced - 1-500f 126 (I s C @
QUICK FILTERS NAME TruRiskm Score VULNERABILITIES LINKS LASTSCANN.. | LAST UPDATED TAGS
http://test s: £ 11:56 PM 11:30 PM c
BY SECURITY RISK P Open Vulns: 44 ' 2more
43 Corp Dem... 0 Wl None - Oct 21,2025 Oct 21, 2025 l WAS_ENGINE
10 http://10.1 Open Vulns: - 11:56 PM 11:30 PM
! 7 Corp Dem.. 264 @ High - Oct 21,2025 Oct 22, 2025 | was_enciNe
1 http://10.1 Open Vulns: 15 11:53 PM 10:08 AM

1 more

il = {ERY B

REAEFATDE. V0-ILTOECRPICWeb PTVT—Y 3 VDIRTOIED (CH—E
AP OELRATEDRELSICRDET, 2DEKSCLT, Web PTFUT—y 3 VDK D
BREHBEEERITTEEX T, —2D Web PTUT—Y 3V TlE, ZFDOEBED KBTI LTER
NP ORIADRETY, RIARF VI, OTC IR=IPY—/\—R—-2AD53
(HTTP Basic. Digest. NTLM. &F7=(& SSL 954 P REEBHE)RED HTML 74—
AICHUTHERTEEXY, [BBEE] 7 (CB&#L. HLWLI—R] Z#RL., 7OLERE
BIEREERB UL I — RZEBR T DI T, 74 —ALFR5EE T — /=R EHE(C
U THAEHEBRCENTEEXT - LYy IV aVOREZER LT, RBESNEZRF D
0= EBUTRASNEETXTTHD I EZERLET,
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FELDFMEANT DIRELRH D XTI H?

ZD Web P7UT—Y3VORBEC T O LRT DICEFFRIADRETI H? MEIL)) DIF
(F. BHIWIAELI—RZEBIRLTIES L,

AF3avFOT77AIIEDVNWTHATLIEEL

ATV3y - FOT770ILIE. RF v UBRA T3 VDOEyY A TY, MBI RICE 1=
YVYILWAS ATV 3y, #H88OULET, TO77MILDREATY 3V AEFERITDE.
D0-IELVRF v VINSA—FHENRIVAATEXT,

Web 77U —33 V(T3P0 aVDET

[Quick ActionsIXZa2—%Z#FERALT. BLOPTUT—3a VI UTFOYavVEET
ULEXd, Web 7TUT—Y 3 VERBRIEQEH-VILZESEHDE, KENZOU VO LT
[Quick Actions] XZ21—DATFY 3 VERRLUEXT, Quick Actions XZ21—%Z{HEAL
T. Web 7t v hDEFEBORR. |E. Web 7Y hMADY T DEIIEHIBR. Web 7
Y RDRFPITF—H i

DIN=IZTVET, £
fee YT ROUTY 3y
BXOZ0MOEEEY
a—JLHhS Web 7w b

@7V r—3> Web? 7Usr—> 3y  hsOY 3v7

FIVr=vay Q Web7 7V T —a v ERE
9 <
BitWeb7 7Ur—va>

o We've updated search tokens. All vulnerability.* tokens are now finding.*. For

7405 —

ZHIBR L. BRIZf( T o (emorv o
REAT 3 VEFERL QUICK FILTERS 281 TrRiskne 237 @ BeSBt

T RURBALTH L LY eF2UF1 YRS @ aaa 0 B None
Web 7w hZtERT D 3 6 f::;:::i';—'—-_\ Open Vulns: -
CEHTEXY, [_ET BEAF+ VAT —F X Ea— 5 o.pe:e\‘jl::s ,
HY3V] A= 2—%{ER o 7 “ = .
LT, 5D Web 771 I i:f;;;;" Open Vulns: 6
T—=Y3VIERULTTPIY SELENIUM 4 AT —LERT 489 o-po:e\jﬁ:s .
S VERATEET, z
HWoTHERLWZLE

EDELSBBHBUEF TV INTRRENETIH? RF vV EFEDHETIE FESTHE A
. BELW/FREBFESNTER) CHRTRKLSCATYay FOT 7 »r}b%aﬁib
BRURD, FLYINR=RICURRENTVDIRTOIREEF v (QAID) ZRF v L
9, ILLWEF 21U T BBRMNMFIBTREICRDE, TLYIR-RZBICEHRLTVE
o FYTIAZ2—D [FLYIR-R] EZOUYVIULET,

BREELEATIHN? & QID TR BHOY—ERICK>TERELNI (BRI
gt (k). BENRIEHNE (FR). INESNBER (B) B80S TENET,
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vy aR—RKHhSEBRFDELFa21 VT ARREMET S

FYYAMR—KRTE EF2UTART—HIRHB—BTOHND, BICRMOREICHEO X
Fo vV aiR—RE Web PTFUT—yaveEZ0REZERBEILT DDICRIEET,
MEY YT 21R—k (UD) =7 WAS EiELER U7, UD ([ IRTD Qualys 7TV T —
YIVHSDERE 1 DFAICKEDTRELLE I, UD (& BIFEDS v Y 27h— RHEE
BETBIEHIC, HMDINTORGTHESIWMERSND TSy hIa—A U—EREL
HlC, BOBHLWI YV aIR—K JL—AD—0ZRHULET,

LELOWEPAIVZEIUY I LT Fyyam—REEl. RE. BRILET, BRIT
VE8TO«1Y1Ty hzBILT, BIROBHDELDZEECHERITDATIIVEHD X
¥ Flew FyVam—REDr Yy hDOREZ json ERD T 7 AILICT Y RIR— b
KA VIR—hUT, PAOYREEREF Qualys IZ2 2T ATHEIBDIEDHTER
ED

BHOTY Y aM—REER L. T—YDEXITBE2—CEDLETENSZYDBZR
ED

80 ¥y ¥ aR—~K
& Dashboard - Classic WAS Dashboard (DEFAULT)
@ Generate a TruRisk report for a transp: of your enterprise’s security risks, , and mitig Generate Report
vevzyroanmon @ ¢ LS
Total Scanned Webapps Webapps With Malware Monitoring All Vulns High Severity Vulns
7 2 180 0
Low Severity Vulns Med Severity Vulns
133 47

eIy by XZa—NH56. DrYzy ~OfRE. HIBR. B8, BH. BLUIIR
M—hZT5ZEDNTEXRY, V1YY MDSTYTIL—hZERTEATYIVEHD
ESER

DaY v DEN
1. F£9. Yvyah—RD [DsIzvy b8 RYVZEDI VYO ULET,
2. DaYIvhTYTIL—FD 1 DEERTIH. MBOTYTIL—NZEER
LET,
3. BLOWEPAIVEIVYITDRE, XZ1—h 5Bl %Z jsonFExD T 7
AIVEAVYR—KUT, PHDOYMEXREE Qualys IZT2 257 rATO1Y
T hEHBEITDZIIEHTEXD,
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TI2ANWRDIYYAR—RTOITY hEEDKSITERUEDDRUCED XTI H?
DIy rAZ1—EEBRUREEERUTREZRTLUE T,

REDER

INTO®EZE 1 HFATEREULEY, [RE] ¥7E. 7FUI—y3ay xal)71 D
FHEORE. B, HICBROPOEIHE UTHEEELE T, INTORBIBR (Qualys.
Burp. Bugcrowd) H' [1&H] ¥ T (C—ERREINEKT,

ERIDONRA VICE. BREBIEL. REY A TZTERPKRDIFRHDT1ILY—DHD
9, —MOBTAII—ICHNZRT. BRb—DVVZEFERAUTEMBRRAZER L. BN
(CEBORBZRDIFFRT, &R, 10 BZBZDRBIFRID BURP #&BIERZERR

9 BI(CE. BF/\—IC vulnerability.source:"BURP" & vulnerability.age>10 & WS1RER
IORTFTLRZANLET,

REBRY AT YRR CRRESNZ7A IV TRHTERY,

Qualys detections

@®

Burp issues

Scanning using Selenium scripts

0. Bugcrowd submissions

B’ il
B~ ) BHORE 1@ =
460
Attt Ritis
@ @ Weve updated search tokens. All vulnerability.* tokens are now finding.*. For example, vulnerability.id — finding.id X
74N~
0 N
Os Cauick oI 288 Group By: . \/ 1-50 of 460 B & &
QUICK FILTERS AF—H A1 QD &R Qs IN—7 BERY 4 Ry F L PN
= 2 Active @ 150124  Clickjackin... «CED Aug 6,2024 667 - [ [ 1]
. http://ryoka. 01:01 AM
ALYS
(& Active @© 150263 Insecure Tr... [ iNFO ] Aug 6,2024 667 - oo
2F—52 http://ryoka 01:01 AM
Q Active © 150222  Reverse Ta.. ["iNFo ) Jan 6,2025 293 - n
https://shop. 01:25PM
Active © 150222  Reverse Ta.. [ iNFo ) Jan 6,2025 293 - n
: https://shog 01:25PM
X
Active @© 150124  Clickjackin... ["iNFo ) Jan 6,2025 293 - [ 1]
& https://shop. 01:25PM

BBICXRT DI PO VDET

[Quick Actions] XZa—%{EALT, BROREICFLTTZO2Y3aVEEITUET . B
PEBIREEH—VILZaEHE., RENZH Y w2 LT [Quick Actions] XZa1—DATY
3VEFRRUEXT, [Quick Actions] XZa1—%#FEA LT, ERINTREZRE. ER.
BIUB7PI2T71TILUET, e REDEREILNILERESSIOETLED, BEBIC
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IXVREENLIEDTBIEHTEXT, [Actions] XZ21—ZFALT. BHEOREIC
HUTCPIY3VZERTTEXT

01:01 AM

@ it i
Bl REORE BHGE® =
460
At Rilis
@ We've updated search tokens. All vulnerability* tokens are now finding*. For example, vulnerability.id — finding.id X
TN~

80
s Cauick Y2 e 1-50 of 460 oy
& QUICK FILTERS AF—F 2 o &W s IN—7 R 5 Ky F WAL
= y—2 Active © 150124  Clickjackin... Aug6,2024 667 - [ L]
= beoniminten 01:01 AM
@ Acti Aug6,2024 667 - [ L]

Active Jan 6, 2025 293 . n

01:25PM

D

%%%%

Active Jan 6, 2025 293 - u

01:25 PM

Bt

Active @ 150194 Clickiackin

)

Jan 62025 203 - 1]

Selenium ROV ZERALULERAFTPY

Qualys Browser Recorder (QBR) Z{ER LT, Selenium 29 ~ZEERTEET,
QBR (F. Web 7 U=y 3887 ANADRO YU S L ZEHEKVOBET 760D
RN TS DY ILRIERE(Google Chrome 7S OHA)TY, QBR Z{ERIT D&, Web E
REFXF Vv TIFr U, TSOYTPOYIVERRTED LD, BETANT—RZT(EPL
RB(CEM. RE. BETEEY, £y IS9P —DRAERRTINTVSIR=IH S5 Ul
BEZRERIRL, /I\SA—=5—%ET Selenium IV RDURARDSRBIRT DI EHTEE
I, INSDRVUT~%ZE WAS TERTDE. RFvF—H Web 7TUT—I 3 VD&
MBI LOEIRRD—0 70— %FES—KTEXT,

Web 7TV —Y 3V THERAENZ —MOBIBEEX N XA YVTIL A VAY
(S8SO) TY, INICKD#EIMICIZD, Qualys WAS Z{ERAUIEREALE RF vV (ICEALTE
ADECZTREMD DD XY, QBR ZEBIDE. AF v F—DFVAEAXA N X LZBRIL
TEEXY, FMBLFIBCOVWTE, JOTESZZRBULTIIEE V),

AExv o EZDRENGEEICEATIES Web 7TV T—Y3Y - RF vV TR -
T—IZEEBT I A—LEEELET, INHERULLBWSEER. TS5vIURK POST
T TS5V O IR SDEREZEBIT DD\ 7T7"/3/7’D7J 1 JLAT GET OADTTE

BIRTDDENHODXT, INSOBMZEERT DHE. Web 7TV T—Y 3 VORE
(DAEi;E(DTZ MIEENT c.ﬂb@%ﬁi;ﬂc_ﬁ?_?éﬂf‘% I’_{b\ffﬁtljénnb\_l““'l’{h‘ﬁéc_
EERLTLIEEL,

RACT RN -RF vV ZEBOULET

T4 AN —RF v VTR BHETRAZETETIC Web PTUT—Y3VICREAT S
BRMEEEINE T, INE. RF¥PIUDNEZCTLDD. BHEERF PV DHICT S Y
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HURKNCEIFTINENHD URI BB INESHEIBRT B-HDEVWAETT, [RF
vV]> [R¥PY URK] CBEBL. [FTLWRFPYV] > [FTIRANU—2AFvV] %

\
Uy O UET,
BT @ A¥vY 2FPYURN R Ta—l
AFrY v ) AFrUERE ko) =]
21 <
At A¥vros
M IRTORFTY Vv Group By:... 1-210f 21 & ¢ &
74N — AF—5 2 COVERAGE FINDINGS =R 2% v A
(Quick JETE

EBRFrY IR FIRZIEZESTHRBLET,

AF v UTEVWWeb PV =230 ZHM5EF L. RF v VREEERLUEI (HEE
EWVWSER),

AX PV EMBT DEMBITERLED?
He1T) 2oV v oL, REZERLTHS, 871 209Uy O ULET,
AF3avFOT77AIIEDVNWTEHATLIEEZL

ATY3Y - FOT770)E RAF v UBEA T3 VDOLY FTY, FBIBICE 1=
VPI)ILWAS ATV 3V, ZHEOUET, 7OT77AMILDREA TV a3V EERITDE.
DO0-IEELVRFPVINSA—IENRIVAATEET,

= ConﬁQUfation Option Profiles Authentication Bruteforce Lists Seat

8 Q_ search for option profile...

<
O New Profile Group By

Total Option Profiles

FILTERS NAME
(Quick JXVNIS SSL TLS Options
QUICK FILTERS

OpenAPI-Vul-Scan
QUICK FILTERS

IN_USE 5 ( Initial WAS Options(Default) J
MY_PROFILES 4
NOT_IN_USE 3

PlI-Profile

TREDHMBEANT DRENHDXIH?

Z(D Web 77U —2 3 VORBEC P O ERT DICEFFRIANRETIH? MEIL\ D5
« BIEREEL I — RZEBIRLTLIES L,

AFX VY FPISATP I RASRBDETIN?
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LHOELF2VUTsFT—ERE RYRD—IBRONBRAF v VADISORRAF v
—ZRHUET, ABRAFvVDBEE. AFvFPTSA4 PV RA(PBELEIERR)EL
v hPyvFTTIREBERHDET, [VM/VMDR] > [Scans] > JAppliances] (CB&) L. [#T
B AZ21—DSATYa3VERIRTDE. FIEHNHASINET, (Express Lite (FHD X
IH? PHOY KNI ABRF vy, ABRF vV, FEEZOMATENCE >TSS
ELHDET),

2AFXxpPYEa1—

Overview) [C(E. RF vy = —
BROMEHNRREINEKD,

%@7‘32:\:17\/[/7'{—#%43}%3_? ------ .4.
LEWTTA?[LIR— h DFER] |
MYYEOUYDITDBIETT

ER

2B AXxyY LER—F

& QID (&, FATZEHET
L. B#RER&ELIEFx .
2T FIVITY, p—
TEOVY DI BIEEFT pu
S RRENKT,

REFPVICEITIRER
T EERIT BT,
£20-)L=nfz QID
150009 Uvo & QID
150021 RF vV EMZ
LTS,

#— View Soan Detadls - Wb Application Disoovery Soan - 7072-08-30 Run #2435

20-)LEn7z QID 150009 YV DfERHMNEKRESN, 20-IEnfc UV oD ) RN
RRSNXY,
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€= Detection Details: Links Crawled
@ - L mae

Result

ROMBHHERF v

feSSMERF vV TIE. BEUEFTvIERBIVFTIYYFIVIZRTLU. Web 7TV
—23v0EF1 )T IRRZLETEXT,

HWOoTHELWC L

EDKSBRB/BUEF TV INTRARSNEIN? ¥+ VY ZREDHSS M (HBRFH. BE
89, BXO/RFESNTZIER) (CHRIDKXS(CATY 3y TOT7 M ERELR
VBRD, FLYIR-RICURENTVNDIRTOMFEREF T v (QID) ZRF vV LK
T HLWLWeFa2UT s BRMNMMATRECLEDE. FLYINR-RZBICEHLTNWET,

EREEL(XITIN?
& QID ([C(F. HBHDOY—ERICK>TEKRELNI (HERSNMRBIE (R). BENRHE
St (ER). NESNLBER (B) B8 HTENET,

17



Get Started

& Knowledge Base

265K Q. Search for knowledgebase entries. ® =
<

Total QIDs
Group By 1-500f 264832 (/3] C, &

FILTERS a1 NAME SUPPORTED BY INFORMATION ~ CATEGORY SEVERITY
(@D Advanced 6 DNS Host Name [ [was} 5 Information gathering ]

QUICK FILTERS

9 Open RPC Services List ® RPC ]
OWASPTOP 10
Injection 104K 1 Hidden RPC Services RPC L]
69
9
! 32 Darxite Banner v General remote services -
m
" 25
1000 Potential UDP Backdoor Backdoors and trojan horses
S more
TOP VENDORS 1001 "Back Orifice” Backdoor Backdoors and trojan horses [T
debian 23.3K
chainguend 209K 1002 “GirlFriend" Backdoor : Backdoors and trojan horses [T

A¥ v VZERIBT S
EYyTXZ2—D[RF P V]ICBELU. FULLWRF vV RB/BHERIF v V]EBRULET,

E@JR*V‘/@ ’r_'j;\_ H(; q—:mﬁ Web Application Scanning HIOMESSRDASHEOARD SRS WER A"ﬁ
EIRE B> THELET,

3% 2 F P> TS Web 7T
H—Y3VEHZT, RFvVR
EERIRLT S, :

A& vV EFIBTDEMREITER

L7chv? TedT) 20U v o L. &
EERRBLTHS, [RT) £y1) o=

“Jbbi?'o o Basic Information

Provide the basic information for the scan

NAME
Vulnerability Scan
] (@) Web Applicatic.. wcceveve; <o 2022-08-30 Run

€— Launch New Scan: Vulnerability (©)

Name *

Web Application Vulnerability Scan - May 8, 2023

Scan Target
® Names Tags
Select Name or Tag to include the web applications you want to scan
£43 Select one or more web application names. e

There are no records selected

AF¥ vV DETRRNEERT B
RF—HRFC(E RTF—HR | oo e o g

(CDBEEETP) hFRRS
nxd,

*1) Web Appheaticn Vulnersbinty Scan
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Get Started
SS[CEUVWNVBBRINRETIN?RF v VITESYTILOV YO ULET,

RIC, RF v YDETRR/N—DRRESNET - INICKD. RF v YDV DIRTITHHD
EEBHRRSNEKT,

AF PRI

INEEDESICRNIEEVWTIN? REvVICch—VILZEEDE. [Quick Actions] X =
1—h5 [View] ZEIRU XTI, [Overview]lTlF. RF¥ v VIBROWELARRSNE T,

)L RF Y LiR—k

FTERBAF v Y UIR— R ZERIEVWTIDN? [LIR—bDORR) MY VZEOUY O TBEFT
9o M5, JIL—TRICY —bhENFT,

Wed Application Scanning

€= Detection Details: Apache HTTP Server Prior 1o 2.4.53 Multiple Security Vulnerabilities
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FEDEBEREILNILOEHKRZHE(CHESRTEXRD,

Web Application Scanning

Scan Detads
Option Profide Detats
Apphcaton Detads

Severty Levess

Confmed Vulnerabilities

a4 v IR IT D

Web P FUT—y3vba kv a2ERT2E. 20-)LsnizU Vo, . &E
SNFEEBZIVTIYDE L —TCRF PV ENTLEIRTOR—I/UVIDY R NEREY
ZEAGSEERBELUET (Web 7TV T—y 3V (CBEL. Web 7TFUEERLTH
5. [Quick Actions] XZa1—H\5 [VA hevTFEZRR] Z&RUET).

Web Application Scanning v HOME DASHBOARD WEB APPLICATIONS CONFIGURATION SCANS DETECTIONS REPORTS KNOWLEDGE BAS

Web Applications L CLPVLICENCIEN  Authentication  Catalog  Maps

8.97K

Total Web Applications

NewWebApp \/ GroupBy:... v

NAME VULNERABILITIES
Qualys_VO| B None
BY SEVERITY https://www.qualys.com Quick Actions v | open vl
0 8.96K Child User's Web App -777¢ View B None
hip o J 1L Open Vulns: 0
4 3 Edit
Z 2 Qualys T View Sitemap W None
3 2 https://ww Open Vulns: 0

InlE, 20-benfcEst 271 XR—J, G5t 306 DOIEsEHE. 8 DOHEB IV TV YRE
b3 Web 7T7UT—3vbdyTIL 4 v I T,
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Sitemap - Child User's Web App

Filters Assessment Detalls

YA v TETAILIVVITTS

WEF1 VoYY I LT R=Y T —ZRTUEY, L&A, REDOHSSHE
DRESSHRETT,

Edit Filters

Crawled Vulnerabilities
Rejected

- |
RUINSOYUTANFICRTEV VY OZERTRT D

CNEEKD, PTVT—Y3VDSEEXBEPOLF 2T ZRANBIENTERT,
BOANIEITINOVUwO LT, FUVIZERRLET,

LINK T
(0 ¥ m hitp://10.11.68.88/
(J 3 phpMyAdmin/
(0 ~ mm phpTestTargets/
[J ~ mm alegrocart/

[ I Install%?0instructions/

Web 77V UV OICRTBPOYIVDRIT

UV IODSHFHULW Web PTVT—Y 3 VT 20 T5vD URRKLRRDA H
URRDVUYOZEBINULEY, TSOYTUVIZERRTEXRY - ZOTZERL. 5+
IRV (BA) TUYDZOYY DT BIEIFTTT,
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Create Web Application
Nk ©  AddToExclude List
0 » | AddToAllow List

3 http://addons v

O O ntp:i/blog

Web 77V DVUVOEBEICITHRAR—-+
RET - TREVPYEINED VO EEHOERTY HDYO—-KRUET,

EVh - AF vV ZBINICETIDESCRTY21-ILTD
FOvO—RUR—KIEE. YYISEDRF v UIBERNKRREINEKT,

Data List: Web Application Sitemap 12 Jul 2017
Alexa Kim Qualys, Inc. Created: 12 Jul 2017 17:15 GMT+0630
quays_ak1 1600 Bridge Parkway

United States of America

Number of records: 33

Link Status # Sensitive Contents  # Vulnerabilities External links Crawled links Rejected links Links Sensitive Contents Links Vulnerabilities
10.10.10.2 - 0 0 1 0 0 0 0
10.10.10.2:443 - 0 0 2 0 0 0 0
10.10.10.2:777 EXTERNAL O 0 0 0 0 0 0
10.10.10.2:3080 - 0 0 1 0 0 0 0
10.10.10.3:1443 - 0 0 1 0 0 0 0
10.10.10.8 EXTERNAL O 0 0 0 0 0 0
10.10.26.238 CRAWLED 0 5 0 1 0 0 3
3 0 210 3 0 122

10.10.26.235:443 CRAWLED 0

Tip -2AF vV ZBEBNICKRITITBKIICRTI1—-ILTS

AFPYRTI 21— ZEDRUETI DL SCHRET DI EZHEHLET, nicK
D, HECE > THEDORWERIZRAIC, BBINIC (BB, @R, X7ZE&EA) BRHI'ES
nEd,

2*_\7\/(:%?;1] bi—g_ Web Application Scanning HoMS i PLICATION et Il

[RTY2—-)l) &&ER
L. (ILWRT Y2
—JU] Z=BRULE T,
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Get Started
vy aR—RHSERADEF21V T IRBEIET D

FYYAR—KRTE EF2UTART—IRB—BTOHHND, RIFDIF v VIEERNE(IC
BHMOREICBEDTRT, CNEIFRBICAVISITATTI -IYIVPIYIZEIVY
DI BT, FHBZERTELXT,

@ ouoirs @ owains

Web Al Ol BASMBCARD  AFFLICETION NFISRATN AN DETICTION 5

- EN -]
OFENED ¥ D VLN
70 672
TULKIRAGILITIES §Y SE¥ERITY
- - _ _—

HARILFYY aR—REGECEFR L. Ea—=DDBEZS

vy aih—RIiE, BOOHZ8EE. FED Web PFUT—y 3y, BXOARSEBIBCL)
DCHEPTEXT, hRILIYYVAR—RETFHOVRDT IAIREUTERET DS
EHTEXY,

FHLWIYYaR—KROER) 772V ED2Uv O UETD,

S DABMOAD  APFLICATION ——

Web Application Scanning

TIAIRDIYYAR—RZEBTEXT, [Py aR—ROER] HS@ARRENL
PAIVEOIVYIUXRT,

Py R AR DAMMBOARD  APLICATION — A3 CETECTION  REPOMTE  RNOWLEDOR BAM  INTRGRATICH
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TI2AIWNRDITYYAR—REEBIBICE FYYaR—ROURDSYT YV aRk—R
ZBERU. "TOAIBELTERE) 20UV IULET,

€— Manage Dashboards

Covats Danbbmat

AWS Cloud and SaaS Security

SYSTEM USER 2 days ago 03:51 PM SYSTEM USER 2 days ago 0351 PM

1.1500RC

11500 R

July 16, 2024 11:30 PM July 16, 2024 11:44 PM

DASH (DEFALLT)



Get Started
HHYDTCDODVWTHATLEEZW

H50TE YTROVUTYIVICENT B EZBIRTES Web 7TV —Y3 VDR
T—IVIWEETY, hF¥0JTlE. WAS TRFvVITIRENHDIY LUDMNAKRYIC
Web 77UT—2 3V THBIDESHZHMTTB7HIC. FBTRUP—ITIREND
DX,

HH5O0TVRVE PHOYVRRDOETUEYY S BHEHERAF Y. BXTWAS R
FrUHSUEBINEXT, HHYOJITVRJEBITLE Web PFUT—Y 3V TEERL,
BEDR— T HTTP EXRICHEULREERD Web U —/\—TT, (hHOTH#eEE
Express Lite 2—H'—(XSHBVWEEFREA. )

ESTNEBOHNEVNWNTIH?

AYOTE. BRI (RBRDI—T—) BNy A VM PTUT—> 3 V& ERUESS
MRF v, KelE WAS RF v V&R T S TRICRDEXT, T ULIES, BREZNE
I DEBENKT,

JOtR - X v VER: Web P FUT—y 3 V] >[AHOT)CBEL. "8, (U
ADODE)ZOVYOULET,

TOERAYYTORR: Web PFUT—23aV] > [Wy] [CBEL. 1 DELEDY
v IZERLTHS, [FOERBR] ZERLET,
L REENTIE Web 7TV T —y3VDFHLWAS DT TV MUDNKRRENKT,
N5 Web 77U —3VvZ2F7 0V RSENL. EF2UTa URIHDBULHRF v
VIBDIEZEBRCERTERY,

Dashboard ~ Web Applications  Scans Detections Reports  Configuration  KnowledgeBase

E Web Application Management Web Applications ~ Authentication Catalog Maps

View

&

FQDN Source Port  NetBIOS Status. Created A
mysite.CN WAS Scan 80 26 Jun 2020
Mark As. » mysite.CG WAS Scan 80 26 Jun 2020

Add Comment mysite. CHINTAI WAS Scan 80 26 Jun 2020

o
&

it°H
:
i

Add To Subscription mysite.CRUISE WAS Scan 80 25 Jun 2020
pppppp ed

mysite.CRS WAS Scan 80 25 Jun 2020

Xfe. Web PTUT— 3R ECICHIDDOHSRLLTH, Web 7TV T—Y3 V%R
DIBIEHBTEXRT, BIELSNIREFTEZRRIT DL T—/\—DERDORBRR =
EITLUTWBIHE. BEI D FIVIT—y3avZzLD@EYICHERIL. Zh5%Z WAS A5 0
JISBNTEXRT, WAS HhH0OJ(F. WAS RF vy TRESNIEA, Web PEY hEL
TENENIZEW Web 7TV T —Y 3V TEHSNE T,
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[E] Web Application Management Web Applications  Authentication

ﬁ 1P Address FQDN “ Port  NetBIOS

Creation Date Preview

http:/funkytown.vuin.qa.qualys.com:80 " 3
6 adare FQDN: furkytown vuln.qa qualys Web application detected
Last Update Date G by | 17 Mer 2017 S21PM GMT ow through WAS scan

C .‘«,ﬁ.‘;‘_‘;?,; L ) &
REDERE

INTCO%EZE 1 HFATEBERULEY, RE] ¥T7E. 7FUI—y3a3y Fall)T71 D
FHEORE. B, HICBROPOEIHE UTHEEELE T, INTORBIBER (Qualys.
Burp. Bugcrowd) H' [1&H] ¥ T (C—EBERREINEKT,

BRREBIEL. BEYVA TETEPLKRDIFDIEDDTAILY—DHDET, —fREE T«
LY —([CHRAT. BEBRYATICRUT, BREBRY A T CEBED 71 ILF—HE5(C
RRENFET, FIZIL [Finding Type] & [Burp] [CF 3 &, Burp BhEDREBIHRICEA
TEBD 714 —HDEMCERD., tDOBRATERWI 1LY —(FENCED KT,

REBRY AT URKCRRSNDZPA IV TERITEXT,

@ _ Qualys detections
(S .
Burp issues

Bugcrowd submissions

Burp OBR%ZA VYIR—k ULZWTTH?

(C DEBE(X. Express Lite 2 —H'—(SFIATEX A )

Qualys WAS Burp #iakiEEZ S LT, WAS BRE#ER % Burp Repeater [CBEA Vik—
MUT. RHEUEZFHTRIT D EZHENDLET, ZDILREEEE. Burp Suite
Professional & Burp Suite Community Edition @A TEMELE Y,
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Qualys WAS Burp #:3REEBEE. BApp AR D [THORFTVHI=] FTICHDET,
Qualys WAS Burp #EREEBEDSFHBICDWVWTIE, Qualys =2 =571 DZDTOTEEE%E
SRUTEEL,

F7c(d. [Detections] > [Burp] > [Import] [CBBLET, O—NDILIT 7MLV RTLDS
XML FZ=2XD Burp 7 7 1 JLZ:#R U, Burp LiRk— kHWEREEIND Web P FUT— 3y
ZZERULE T,

Burp LiR— bk TAH Vik— kN7 [Detection] J R ~MTERRESNET,
[Detections] > [Detections] [CBHUET, BRRI7«ILY—0D [REFRDELE] T
[Burp] Z&iRI D&, REB. RT—H R, EXEREDBIBZFBICRRTELT,

Web Application Scanning , A . ™ - it A BTG f

103K

Total Detections

........................

]
00008

Bugcrowd & DS

Bugcrowd OEEK(E. FEFRE N7z Bugcrowd DIREME WAS PHD Y KA VYiRk—
IT2ZEHTEEY, Bugcrowd DIFESICKD. WAS [CKo>THEESNMRTIIEE.
Bugcrowd NEIBY D /N\ITHEETOISLTB U THRRESINIRBUHERRE KLUHRS
IRAEIRHEEINEKT,

Bugcrowd > Import > Detections (&8 L. O—RNIL7 7MLV RTLAHS CSV FEERXD
Bugcrowd 7 7 1 J)LZ&IR L. Bugcrowd 7 7 I)LHANERAEIND Web »FUT—> 3y
#RIRUE T, Bugcrowd 77 MILEEDBCA VYR— SNEBREHREY R ~CRRS

nEd, [Detections] > [Detections] [C#EEUL KT,

Web Application Scanning
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Get Started

ZILRF v ZRBET (CERORBBERZBTRANT S

(FV RF VR UTCRRUICEROREBRET AT DI ET. MRIEEICDOLNTR
ERERZEEICBTRANTERY, BENGHRSME. EERSNLRBE. SIOEZIVT
VYDHZEBTARTERT, BU QID & Web 7 TUT—Y 3 VI[CET 2EBOBRLE

REVSTIL. 1 DONYFTBTFRMZERBETEXT, BT RAMRF vV TE. &FHOD
AX PV TEARALEOERURENMERENE T, WINHOREBROBTRNEF vV
TILTDE, REBRDO/N\Y FEECHULTBT RS - AF v YHERDHENKT,

Web Application Scanning FOME pRmERRRD e ArRLaTIoN R e — [DetectiOnS] >
[Detections] [CB#HLE
ER

, ERIDORAVDT1ILY—
O 10l Soure e Z{ERA LT, BU QID &
: e e Web 7 FUS—3 V0D
INTOREBERZRERT
=2XI, BTFRLTIRE
WBRZFEIRULET,
(=) [Actions] XZa1—H'5
[Retest] Z:#IRUX T,
BIDE. BRULEIRNTORERBRICH U TBTRAMNRF v U —ECRABINK T,

SRt DT R b

UK Web 77U —Y3VOBELI—RE, T4 RANU— - RF¥ vV ZEETLR
<T{=)7-7\ R TEXT, Web 77U —yavoRiETEP<TRANL, Web 7FUST
—JEJ(giTjgulquE?f’BZ#“\?T 0)% %72 l\-tgg_g-o

(Web 77U —3V]> [Web 7TV —3 V] (CBEIL. Web P TUT—33 V%
2R L. Quick Actions XZa—H5 REEDTRK] Z#IRUET,
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Web App"cation Scanning v HOME DASHBOARD WEB APPLICATIONS CONFIGURATION SCANS DETECTIONS REPORTS

Web Applications Web Applications EINGETLITENGT B R G B VET.H

8.97K

Total Web Applications

New Web App v/ Group By: ...

NAME VULNERA

Qualys_VOBXIAL Lof
BY SEVERITY https w.qualys.com ck Actions =

0 8.96K Child User's Web App - BSQL View W Nof

http: tTargets/BSQL,

Qualys_UNLJTIB
https://www

Qual Iy _SLTCNFR
https://www.qualys.com

AT RERF PN T£T,) REEICR o755, Quick Actions XZa2—hH5 TLR—kOD
xR BBIRL, BAETRAMRAFPYLR—rERRUET,

Web PV —Y3VDKRKERFX vV

Qualys WAS (3. RBRT—STILIE Web P FUT—Y 3V RFvy Y )a1—Y3 VT
9o VILFRF vV ELULTEREDHD Web 7TV -3 V% RF vV 9 DHEeZBI0T
32 ET. KRR Web 77°'J T—Y3aVRF vy TOTSLEYR— T DR RE
ULERUT. COBREICEK D, HBEIEERICHERIZEHTD Web 7TV -3 V%R
FrYU. EDRFPIUHERITEIN, EDRF P IHDNTET LTVIHEHMBICIBBETEX
ED

PIVT—I3VDER - BROPTUKEBEYTEBRULKT

Qualys 7ty bDYIRFZMABLT. BULICBUHZR OIEEDHZ 7TV T— 3
VENEL. ENSZREDTRFPYTEXRY, 7TV IT—Y3VICITEMFBERD
HOFRBAD? BBHOD XA - I——RBFPTUIT—Y 3 VEEERTERT,
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<— Launch New Scan: Vulnerability @)

STEPS 1/3 g :
Basic Information

© sssicoetails Provide the basic information for the scan.

2  Scan Settings

Name *
3 Review And Confirm

Relaunch [Web Application Vulnerability Scan - May 8, 2023] May 9, 2023 01:57 PM

176 characters remaining

Scan Target
(O Names @® Tags

Select Name or Tag to include the web applications you want to scan.
Include web applications with the selected tags. Any v Remove All @

I Progression count...

[ Exclude tags

-]
RAF¥ P VEREDER - B ATYavFOI77A4I. RF v FPTSA4PIR

VRILFRF v IBEEICIZ. Web PV —Y 3 VDT I2AILNEZFANTED, TIA4)L
D Web PV —Y 3 VREEZ LEETUIEDTRHDZLLDATY 3 VHABEEINT
WXd,

€— Launch New Scan: Vulnerability ©)

SIEPS 213

Scan Settings

x Basic Details Configure the scan settings
And Confiem

Randomize Scanning

e check box to add randomization to the order of scanning web applications in a multi-scan scenario. This helps to prevent network slowdown and

Option Profile

Select an option profile.

AlegroCart OP
®) Use this profile if the web application has no default profile assigned Use this profile for all web applications

Authentication

10 scan each target web application, if authentication is required

n record Do not use an authentication record

@ Web applications without a default authentication record will be scanned without authentication.

Selenium X2V hZEAUVERAF Y

Qualys Browser Recorder (QBR) Z{ER LT, Selenium 2 F~ZEERTEET,
QBR (F. Web 7 U=y 388t ANADRO YU S ZRHEXVBET 760D
R TS DY ILREERE(Google Chrome 7S OHA)TY, QBR Z{ERIT D&, Web E
REFXF Vv TIFr U, TSOYTPOYIVERRTED LD, BETANT —RZET(EPL
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BB (CAER. RE. BETEXY, £y IS9P -DBRAERRINTVBIR-IH S5 Ul
BREEIRU. I\SX—9—%EEP Selenium XY RKDURRDSBIRTZZEHTEE
o INSDRVUTR%E WAS TERITDE. AFvF—HWeb 7FUT—Y3vDE
MRS LOEYRRD—0 70— %FES—~TEZET,

Web P FUT—Y 3V TERASND—MOBTREXNZIAEG, YTV AV HY
(S8SO) TY, NIk bEMICIRD, Qualys WAS Z{ERUREERF v VICEAUL TR
AHNELZTeEEDHDET, QBR ZFEHATDE. RF¥ v F—DRIAX D ZXLZEBEHRIL
TEXY, FHBFECOWTIE, JOVEZ2sRBLTEE0),

R/ Ny FOUIR— b~

WAS Tld. ZHDY ETWAS & WAF BAERICE > TVNBIHBEI(C, ER chHf‘aEE'I’EE(@tI:’;)
(X UTRBINY FZA VA =ILTEXT, 1 VRR-ILTDE BRULEHESHEDR
=70V 0927747 0A—=)LIL—ILOBBNSENENE T, RE/(y 9’-@%@[«.?&:‘2
DHEAEDY WAF API [CBIlENK U7,

Web Application Scanning

Detections

Total Detections
>
@1 Path-rel €I 14Jun 2020
® Slow | 5 @ 03 Aug 2020
STATUS 1
2 @ DNS Host Name @@ 01 Feb202
@ X Edit Savert o« 02) ¥
RETEST STATUS ) @ Missing heade o
EST 12
@GP 03 Aug 2020

@® Directory Listing
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Reporting

Steps to create reports

L—k
L R— MERFIR

FFLWLIR— K] Z#RT 20\ BRID [+] RYVZEIUY I LERT,

Web Application Scannin ] HOM ASHEOAR APPLICATIONS NFIGURATION ANS  DETE N w KNOWLEDGE BASE NTEGRATION

LIR— K54 (CDBEEF Web 7TV -3V LiIR—RMZEERULE T,
Tag £7z(E name [C&>T Web 7 FUT—Y 3 VaBIRLEXT,

€— Create New Report

Basic Information

1 Bawe Detals

Target

o o Inchude web applications with the selected tags 11, [+

| v er

FlE. AFx vy URMDSRF+UAEEIRL. Quick Actions XZa2—H5 [LiR— kDFERR] %%
RUT, RFvY LIR—hZETEP<KERTDCEDHTEED,
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Web Application Scanning - A A ~ - ATION  SCANS - L " NOwL

@ (D Relounch | Vuinerabilty Scan Run #14] August 02, 2024 01:59 PM ngle SCa Fruse J LR 5 August 02,2024 I
NM -Vuinerability Scan-May 28, 2024 bt e Sca e - e
4. Discovery Scan Run #17 . nle S - WA A "
A oy 4 NM Vuinerabiity Scan May 28 2024 Run 166 e Sca o | I 9 2024
¥x
ub . Discovery Scan Run #16 ge Sca [

B@HRIC. Web 7FU45—> 3 VO Quick Actions XZa2—h5 [LIK—FDRR] ZFEALT Web 7
TV —Y 3V LIR—hEERTEXT,

Web Application Scanning HOME

SCANS  DETECTIONS  REPORTS  KNOWLEDGE BASE  INTEGRATION

Applications Web Apglications

42

Applications

A oa™ Lo LAST SCAMNED

Proxy WEBAPP July 18,2024 18,2024

BY SEVERITY
7 WEBAPP BURP PROXY COLLECTION 0 | B2 6 July July 18 l WebAppTag! 0
1
WEBAPP POSTMAN COLLECTION pen in Browse n " July 18,2024 July 18,2024 | webAppTagr 0
LAST SCAN STATUS N
RNsHE 4 WEBAPP POSTMAN COLLECTION ENVIRO! S 1 | July uly 18,2024 | webAreTeg1 0
0 1 1 — — — — -
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Reporting

Web 77U T—Y3vDOBYFILLIR— Kk

i Wieb Application Scanning WOME  DASHBEOARD  APPLICATIONS CONFIGURATION SCANS  DETECTIONS REPORTS  KNOWLEDGE BASE  INTEGRATION ROR
Reports 5 TR (L STHR  Cnline Reports
* APPLICATION REFORTS Web Application Report X 22y
Wi Applicancn Repornt Each targeted web application is ksted with the total number of detected vulnerabilities and sensitive content
Targets Filters
P‘t’my’ WEBAPP New, Active, Reopened Do not include ignored i}ualys, Eurp Bugerawd
findings, Include patched
findings
Summary
High 1 21 0 14
Security Risk Applications Vulnetabilities Sensitive Contents Information Gathered
VULNERABILITIES BY SEVERITY VULNERABILITIES BY STATUS

(OWASP TOP 10 2021 VULNERABILITIES

=N

AIPCATION HoH Wi W SENSITIVE CONTENTS  INFORMATION GATHERID
Prowy WEBAPP & 2 1" 1
“* Results

» Proxy WEBAPP (35)

“ Appendix

« Ammlimatian Ratais
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AP H—RLUR—bkDY V7L

| WdJﬁppl . Scsl‘lmng W HOME  DASHBOARD

Reports ris

Schedules  Tem

Ondine Reports

APPLICATIONS

CONFICURATION  SCANS  DETECTIONS  REPORTS

KNOWLEDGE BASE

INTEGRATION

W — Scorecard Report

Web Appication Repor

v SCORECARD REPORTS
Targets

Scorecard Report

WEBAPP | ebsgotagn

POSTMAN [}
COLLECTION
ENVIRONMENT
VARIABLE

[Ermem |
Summary

High

Security Risk

VULKERABILITIES BY SEVERITY

OWASP TOP 10 2021 VULNERABILITIES

Results

Cross-Site Scripting (15)
» Information Disclosure (119)
5 Path Disclosure (13)
» SOL Injection (4)

Web applications are listed with the total number of findings sorted by severity.

sy
6 151
Applications Vulnerabilities
VULNERABILITIES BY GROUP
HE =

AFFLICATION HER WHEN
WEBAPP POSTMAN COLLECTION ENVIRONMENT VARIASLE 0 ]
WEBAPP POSTMAN COLLECTION 1 1E}
'WERAFF SWAGGER 3.0 uplasd 1 1
WebApp? 14 29
WebAppd 7 13
'WEBAPP BURS PROXY COLLECTION 1] 9

SENSITIVE CONTENTS

0

o

IEDRMATION GATHERED

k]

n
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Tips & Tricks

REDRT. WE. BOEL

e BEDLIR— M EREB T, [LIR—bORE] MYVZI Uy I LTLUIR-bDOREZEET 72
(3T, EEATZEVEHSNIELIR—DMERESNE T, INICKD. EDRRSEIE® Web 7TV T
—Y3VREDT NI —ZLIR—FDORBCTEPBERATEXT,

Web Application Scanning

APPUICATION REPORTS

Web Application Report . D :
Each targeted web application is listed with the total number of detected vulnerabilities and sensitive content
SCORECARD REPORTS
Targets Filters
Proxy WEBAPP New, Active, Reopened Do not include ignored Qualys, Burp, Bugcrowd
findings, Include patched
find
Summary
High 1 21 0 14
S R Ap Vulnerabilities Se Ci f h d

WNRTHERT S

LIR—bAYI—DPAIVED )Yy DI BEFT. LIR—EDHLWDO 4 Y ROTHREXRI, hnic
KO, WRTHEZITL. —ElCEBDOLR- b ZEEICRETEXT,

LIR— R ZREITBICEESTNESINTIH?

(FHoy0—R] AFY3aVvaEERALT. LIR—rZEO—HIL IV VIOV O—-KRU, PHDOYVRTR
FLEY,

Web Application Scanning

APPLICATION REPORTS

Web Application Report X ¢ 2%
Each targeted web application is listed with the total number of detected vulnerabilities and sensitive content
SCORECARD REPORTS
Targets Filters
Proxy WEBAPP New, Active, Reopened Do not include ignored Qualys, Burp, Bugcrowd
findlins I de patch
findin:
Summary
High 1 21 0 14
Security Risk Applications Vulnerabilities Sensitive Contents Information Gathered

LIR—bURRTRE, RELELIR-FERRTEXT, SLIR— MR ZRRTEXRT
o FOVO—RUTBEETL, §9ZEBNLTLIR—hZOI——HBULET,
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DASHBOARD  APPLICATIONS  CONFIGURATION SCANS  DETECTIONS  REPORTY

Web Application Scanning “/ LOME

Reports Schedules Templates Online Reports

[ Q_ Search for reports...

47

Total Reports

= Actions (1) vV Group By:... Vv

NAME FORMAT TYPE S
APISEC record schedule PDF Document Web Application Report ¢
STATUS
tags.name:" =777 7 A111 Quickisction Web Archive (HTML) Web Application Report q
COMPLETE 44
View
RUNNING 3
""" lag123 Download Web Archive (HTML) Web Application Report q
REPORT TYPE
Web Archive (HTML) Web Application Report q
CATALOG REPORT 4
DATALIST REPORT 3 Add Tags
1.15.0.0 RC1 Create Web Archive (HTML) Web Application Report q
SCAN REPORT 5

BIED L R—  EXERET D

INIEED, BEZEHNTEXY, LIR—rZFDY0—-RI BV, BRICADDOLIR— MR ZE
BIRTDDBERIHO XA, I—T—BELB)DOTCHB (VI TOT77I)EERL. TOT 71
REZRET DT T,

Edit Mode Define user configuration
User Details y Note: this limit applies only to WAS reports
Profile Settings User Limit
200 MB
Roles And Scopes User Current Usage
4 MB
Ertiopog Default Download Format™
Extensible Markup Language (XML B
Account Activity B guage ( )

BREELANILRBESWSEKTIH?

HERICBBLT, [BRELNL]ZIUYIULET, BREY AT (RSEHE. #ZIVTUY, R&ESH
CIER) DEREE LNILOSANKRENE T,

Appendix

» Web Application Details
¥ Severity Levels
* Vulnerabilities
Vulnerabilities (QIDs) are design flaws, programming errors, or mis-configurations that make your web application and web application platform su
malicious attacks. Depending on the level of the security risk, the successful exploitation of a vulnerability can vary from the sure of informati
compromise of the web application andior the web application platform. Even if the web application isn't fully compromised, an exploited vulnerability
lead to the web application being used to launch attacks against users of the site.

mplete

uld still

Severity Level Description

| | Minimal ﬁ?:uif';lﬁr ! erabilties, but lack of
[ | ] Medium

[ 11 ] Serious

[ 111 ] Critical

b Sensitive Contents
¥ Information Gathered -
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NRIIA AR LR— TV TL—k

LD HDI/EDBREZECT Y ITL—hZERUET, InicKD, PV —y a3y OFEBEFRSE
(SBY)RIBREBEICIRHATEEX T, INTOHARILATYTL—M I, BTEBTEDESICTHD
YV RCRESNET, [LIR—K]> [TFYTL—K] CBHL. HLWTYTL—K] RYV%EERL
THBLED,

Web Application Scanning

45
ZHEDOLIR—bTYTL—REEICELD, BRI R, BSEHRE. BRE LTY—0 SN,

BHDIVTIY., JIL—T IRBRABEDRRIEBRED I ILY—ZBRTEXT,
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FUTL—hERBLIEWTIN? BBEHODIFEA - tHOATITON (Web PTUT—V 3V, L
M—RRE) DFBEERKRIC. YT&EYTRIFL. §T9%Z1—— RD—FITBINT BRI TY (B2
A—F«4 YT+ %ZEM),

R Ja=)lEehfcLiR—k

AX v VERTI1-)LFTBDERUAET. LIR—EHBENCRITESNDXSCRT Y21 —-)LUZE
9, Lik—k@E. 88, ®8. 8A. FE 1 OLEFRITIBELSICRTY21—-I)LTEXY, Lik—k
DRTI21—=ILREF. RFOAF v URBRICEDVWTEF2UTABHTOISLZEEL. D
——EeHBITBIHDEBNLAETT,

[LR—BK])> [RTV2—-)) CBEL. [HULWRTI2—-)L]) 20Uy O LTRBLET

€— Create New Report Schedule

STEPS 115 i .
Basic Information
1 )| Basic Information Select a report type and format.

Target

web Application Report

Choose a Focus

The report type you select defines the set of data (records, fields) available for the repart. For the report template, select the default or a user
defined one

LiR— MBROREFETY

CRIZBMICT B] ZFRL. EFXA-IIBHNZRET 21—V —ZENS TSV, LIR—FD5E
TIBVIC. LIR—hEYOVYO—-—RIBOHDY VY IDNEHINDEUC, BXIULR—~DERK
NEREITDIEWC, A—T—[CTPS5—rDREINEKT,

€— Create New Report Schedule

Notification
Configure notification sett

o Target Activate Notification ©
|

Distribution Groups

=2 Select one or more Distribution Groups, G
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Adding Users

1—Y—mehl

Qualys U722V Y3 vicaA——%8IUL. WAS AND7 U LREZ[FS5T DI
BTY, INZEITSIEE. YR—Yv— O—ILHRETT,

HFUWL—H—ZBINTRICEESTNIEIWTTHM?

feSsEEB 7 TU T —Y 3 Y TRHESNIFHRI—T—0 -0 J70—-%2FEALET, 7TV
Ewvh—»H5 [VM/VMDR] &ERU. [1—Y—-] oy vicBBHLTHLWLWI——%
ERLET, FIRZIRZE>THIPLET,

A—Y—, ZOKRE. BLTERORT

Qualys Cloud Platform Ul [Z(&. BT ROUTY 3 VROIRTOI—H—, B|DHTS
NO—=)b. BXUOTHOY R TENCHBO>TVWBRIEIFERPZ SUT—Y 3 V(T DIE
RHARRINET, HUBNENEYITPHOVYNRFvF—, U—=F— 1Ty k¥
R=Iv—RE)F. WASADFP U ERZBEFNICHFIINBNZEICRMA<STLEL S,

A—Y—([C WASA\DP IV CREZNS5T BHE

Scanner O—)L%Z#EFD# LWL\ —1— Christina Hans Z{ERX L. Christina H* WAS %{#
AULTWeb 77U -3 vDtxallTas UROVERFZ I TEDRESICTDELE
ER

Qualys Cloud Platform Z{EAT27 TV I— 3 VIcd T2 LWL —DIERZ R
R~UZEI, Administration 1—F« UF v ICBELET, FTLLVI—F—D WAS 7TV
T—yavhURrENTLWRWZ EICEMALK<TLL S,

Administration ~

Users  Action Log

User Management TESVENELVENN S Role Management ~ Defaults
[ username “ Modules First Name Last Name Email Address  Last Update Date Last Login Date
[T quays_ak1 e Gy O
e Kim esch elys.... 15 Jul 2017 15.Jul 2017
Unassignesd Business Ut €3 €5 075 (5 O s s Rl ; ;

—| quays_ch
( Emm [ ] Christina Hans eschamp@qualys .. 15 Jul 2017 -
Unsssigned Business Unit

FLLWIA—HY—ZRELXT (A——%&8RU. [Quick Actions] XZa1—H\5 [{RE] =
BIRUXY), (O—JILERDI—T] T 21— —(CIF VM ¥ PC RF+>dD SCANNER O
—ILHAEIDYETENEKT (WTRIVUTYIVEREICEH>TERDEY),
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Qualys (., 2—H'—(C WAS H#ERE[BHEICHETEDLSC. EBFHD WAS 21—
— O—=ILABESNTVEY, BRIERNL®KSIE. WAS MANAGER. WAS
SCANNER. WAS USER T,

User Edit: Christina Hans (quays_ch) Tum help tips: On |OFF X

Edit Mode Edit role(s) and scope

User Details Allow user full permissions and scope (The user will have full access to everything)

. Each role grants you a set of permissions that will apply to the objects you have access to.
Profile Settings

| New role
Roles And Scopes . .
Assigned roles Remove all * Unassigned roles Add all ~
Action Log SCANNER Reawove UNIT MANAGER Add &
3 WAF Manager A
Account Activity
WAS MANAGER Add
WAS SCANNER Add %m
WAS USER Add ey
Edit
Edit Scope ket

Allow user view access to all objects (Other permissions are granted by the user's roles)
Define what assets the user can access by tags.

Global Scope Select | Create | Remove All

Bl Unassigned Busine

1—H'—® Christina (& SCANNER O—)L (VM/PC A) Z#>TW\37=&%. WAS
SCANNER O—)LETF7HD Y ~TBINULEYT, WAS SCANNER Z:#{R L. Quick
Actions X Z 21 —HS5RTREZIRULEF, WAS SCANNER PO RHFJJIL—THERRS
N, RUIFOYULTO-ILOHBEERTEEI, COO—-ILIE, 72EZXIE Web 7T
T—3 3 VEBI/EH/I—I T BIEREMNSUE A

| View role details x

View the permissions for this role

Basic Information

Name

WAS SCANNER
Description

WAS Scanner User

Access method(s)

Ul Access Enabled

Granted modules

m Web Application Scanning

» WAS Configuration Permissions (12)
» WAS Schedule Permissions (3)

» WAS Scan Permissions (3)
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Adding Users

FAC3]1Z0VUvo LT 1I——-H{REZRELT T,

WAS SCANNER O—I)LD&(ICH D (EN] YV oZI Uy H LT - —([CEIDHTS
NIEO—JLISENULERT, BIDZETENZO—ILIEFRDKSICEDXT,

User Edit: Christina Hans (quays_ch)

Tum help tips: On | Off

Edit Mode Edit role(s) and scope

User Details Allow user full permissions and scope (The user will have full access to everything)

Profile Settings

Roles And Scopes

Each role grants you a set of permissions that will apply to the objects you have access fo.

| New role

Assigned roles Remove all ~ Unassigned roles Add all &
Action Log SCANNER Retiiovs READER
. UNIT MANAGER
o WA Remove
Account Activity FEs o

Add

'WAF Manager Add

WAS MANAGER

WAS USER

1

BEDYIZENDLETET, (RI—TORE) €rYavaEHRLT YTROVTY3Y
RAD Web 7 FUT—3INDT7 O AEEZILI—H— (5 ULET, BEETIE. 21— —
(X Web 77U —3 3 V0Z0MD WAS BRRICT7IOEBRATEZFEA, WTIHDATY

IVERERRULET,

Edit Scope

[T] Allow user view access to all objects (Other permissions are granted by the user's roles)
Define what assets the user can access by tags.
Global Scope

Select | Create | Remove All

Win 2003 lWindows XP Windows Auth > | Bl Unassigned Busine...

Save

2HEE(TRNTOY N =E[NE5T S

Add Tags to Include

Search

p [ WebApp1
WebApp2
Win 2003
L Windows 2000 Targets
L l Windows 2003 Targets
Windows Auth

> [ Windows xP

Edit Scope

#! Allow user view access to all objects (Other permissions are granted by the user's roles)

RE] 20y o LT, A—V—REZREFLXT,
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O—-)EE

[Role Management] €2 3 VI(C(&,
YIOROUTFY3avn0—-)LICET DT
NTHRREINF T,

O—-Jlc&lc, FleRRL. 1——
(SEMLIED. EREEMLIZD. IR
DHIRZE FHLWO—IL) ATV 3y
ZEAT D E. DERERZIEE(CKRTE
UIehRHY L O—I)LZERTEXT,
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Administration v

Users  Action Log

[) User Management User Management

Role Management Defaults
|Z] | Search for roles by entering properties.
=
"] Name ~ Description Modules
[ was user WAS User Lvss ]
View
[ was manacer Edit (s )
Add To Users
7] waF Manager
Add Permissions
1 unir manacer Remove Permissions frowin] /1 ]
Delete
[ scanner seanner User o3
Administration v
Users  Action Log
&) User Management User Management Role Management Defaults
7‘ Search for roles by entering properties.
0,
Total used roles 9%
|
Total 1"
Used 1
Not Used 10
Click here to create
a new custom role
[”] Name ~ Description Modules
[T was user WAS User [as)




Adding Users

eEZF. WAS 2F v F—D0O—-)LZEHTEXT,

Role Creation

Step 1 of 3 Role Details
o Role Details Name®
WAS Scanner
2  Permissions )
Description

3 YR Roview And Confinn This is for demonstration purpose only.

Cancel |
)

Turn help tips: On | Off x

O—JLIC Ul ¥ APINDF7 O R EZNSLET,

O—JLOFFHET. A—Y—D7 I LRAEEERLET,

Turn help tips:

onjofr X

Step 2 of 3 Edit permissions for this role

1 Role Details v Select how users would access this application

o Poriis @UlAccss
ermissions

¥ Ap1 Aocas)

3 Review And Confirm
grante:
Modules

Search for module and add to list

Role Permissions by Modules (0)

Cancel

Sele(d modules which this role should have access. For each role you can define which permissions would be
d

v

O—JLIC WAS 77UNDP O EREZNSULEXRT,

—a1—H5 WAS PTUZEBERLET,
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Adding Users

Role Crea

Step 2 of 3

e Permissions

Review And Confirm

Cancel

1 Role Details 4

Edit permissions for this role

Select how users would access this application

) UI Access ! API Access

Select modules which this role should have access. For each role you can define which permissions would be granted
Modules V2

Role

for Malware

and compliance through

nnaire

m Secunty Assessment Questionnaire

Previous

WAS

Role Creation

Step 2 of 3

1 Role Details

e Permissions

3 Review And Confirm

Cancel

77UARATO-ILD

GLOBAL (permissions will b

- Reponl{lu
POLRFIENESULET,

Tumn help tips:

Edit permissions for this role

w Web Application Scanning

( WAS Asset Permissions (7 of 7) \

¥ purge Web Asset

¥ Create Web Asset

&

Edit Web Asset

¥/ Delete Web Asset

¥ View/ ium Script contents
¥/ Edit Web Application URL
\ ¥ Select and Lock/Unlock Scanner Appliance /

» Scanner Appliance Permissions (1 of 1)

» WAS Scan Permissions (3 of 3)

» WAS Schedule Permissions (3 of 3)

» WAS Configuration Permissions (22 of 22)

» WAS Catalog Permissions (4 of 4)

Previous | (8

aA—H-hov
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£ < HIEM(FAQ)
WAS EY2—LIEP O ERTERVDRBBETIH?

WAS EVa1—)LICP ORI BICE. +DBERNMBETY, YR—Iv—DUHNDI1—T

— (RFPF— U—F9— AZy bk IRx—=Iv—) L. YTRHOUTY3VAD WAS

PFVT—3vE Web PTVT—Y 3 VPO BRI ZDIODT7 O RRFIUNGEEN
TWBREDNHDFRT, YVR—Iv(F@F "I——0iRE) E€RZHF O -)E. &
B) —-F4UFT—ZEALT 1I—Y—D0—-LZBRTEXT,

CZICRHBSNTVBFIRICK ST, I—Y—ICO—-ILZEIDE TR,
RIS

COFIEEF. ¥R—Iv— O—-IZHDI—T-DIETITIHELNHD XTI,
1. PHOYEDOEREHREZFEALT Qualys (COT1YULET,

2. EYa—JlL EvhH—H5, [Administration] EY2—ILEERUEXT,

Administration w

Users  Action Log

[3) User Management ECVELEGT T Role Management  Defaults

["] username “ Modules First Name Last Name Email Address Last Update Date Last Login Date
[] quays_ak1 frosin] s B cA Lo Qeu e ]
Alex Kim escham) ualys.... 15Jul 2017 15 Jul 2017
Unassigned Business Uri 3 E5 (78 (75 0 paly
| quays_ch
[ o | [ ] Christina Hans eschamp@qualys.... 15 Jul 2017 =
Unassigned Business Unit
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3. [User Management] % 7H\5, RREIC

Actions] XZa1—

BEALTWRI—H—%ZR .
—H\5S [Edit] ZFIRLEF T

[Quick

4. [Roles and Scopes] ¥ 7 (CBEIL. BHICHRE>TI—H—(C@EYR WAS O—-ILER
-8R UF I, Qualys Administration Utility >S54 IANILTD
Manage User Roles; ZZ8 LT IEE L,

User Edit: Christina Hans (quays_ch) Tum help ips: On | O~ %

Edit Mode Edit role(s) and scope

User Details

Allow user full permissions and scope (The use

Profile Settings

New role
Roles And Scopes §
Assigned roles Remove all *
Action Log SCANNER
Account Activity
Edit Scope
Allow user view access to all objects (Other permissions are
Define what assets the user can access by tags.
Global Scope
B8 Unassigned Busine
Cancel

£ will have full access to eve:

rything)

Each role grants you a set of permissions that will apply to the objects you have access to.

Unassigned roles
UNIT MANAGER
WAF Manager
WAS MANAGER
WAS SCANNER

WAS USER

granted by the user's roles)

BIROVTFI3VAD
Web 77U —Y 3N
D7 O RAEZNET 25
&l [Bdit] oY 3aVIC
BEL. (BR] Uo7z
22Uy O UERT, Web 7
TJUT— 305 0%&R
L. 205 T0%1—5—0
RO—T(2EBINLERT,

5. [Save] 20U woL | A—Y—(CBEOJAVIBESICEKRLET,
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NIV DOEE

Qualys (F. RBBELUZDR—MZREITDIEZEZHENRLEI, Qualys (. AVSTY
REa XYk, BEANILT BEDEFXA—I YR—rZBUT. BEHROERCTTEERER
DRRTAEIT DI EZFRIELTT, B7BYR—KL.

24 B[RS, h ttps://success.qualys.com/customersupport/s/ THAY 54 VHiR—k
BRICTOLERALTLIEEL,

WAS J=aZ5«

WAS [CREET IRITOERE., TARNYY IV, RFaXV I, EFTADFBCDOWNT
(%, Qualys WAS O0= 1 =5 4 R=I[CPO2ELRALTLIEEL,
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