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COMPLIANCE (3)

Policy Compliance

Define, Audit and Document IT Security Compliance

PCI Compliance
M . criicve compliance with the PCI Data Security
Standard (DSS)

File Integrity Monitoring
Moniter changes on file systems

APPLICATION SECURITY (5)
Web Application Scanning
and Reporting

Web Application Firewall
Detect attacks and protect your web applications

Web Malware Detection
Scan and Monitor Your Sites for Malware Infections

SECURE Seal
@ PLEASE NOTE! ure Seal will be retired on
December 31, 2020

AP Security
Assess the security posture of your APls throughout
the SDLC

SENSOR MANAGEMENT (1)

Cloud Agent
CA Stay updated with network security by depioying
agents on your hosts

UTILITIES

Administration
ﬁ Manage Application Users and Permissions

Unified Dashboard
Build muftiple widgets from your Qualys appsina
single dashboard
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Total Scans

Web Application Scanning CME

Schedules Defaults

DASHBOARD

WEB APH

Discovery Scan
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Vulnerability Scan
@ Web Applicatic.. eeeeee,y —ee..

2022-08-30 Run

STEPS 173

° Basic Detalls
2 Scan Settings

3 Review And Condirm

Web Application Scanning

| deHETEATIN STATES

‘Web Appleation Vulnerabilnty Szae - May B, 2023

Basic Information

Provide the basic information for the scan

Web Application Vulnerability Scan - May 8, 2023

Scan Target
® Mames ) Tags

Select Name or Tag 1o include the web applications you want to scan.

£ Select one or more web application names.

There are na records selected,
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Web Application Scanning

< SCAN REPORTS Results

ry (SSEF) Vuinersbisity (CVE-2021-44224) (1)

1-40438) (1)

Detection Detail

Details
53728
Apache HTTP Server Prior to 2.4.53 Multiple Security Vuinerabilities eFleud3b-E1c0 40
@ 30913 | tu Arwv. | Sevch Sy esbatigesss
= bon Dascica
Threat
Trw Azuscha HTTP Sarers, exlloquially ealied Apsche, it 8 free 5o open-stures conesplatfeem wob servee asfiware 3 . Faise
Apache HTTP Server has multiple vuinerbiities
Out-of bourds Write vulnerablity in mod_sed -

Possitse bufter ovesflas with very farge or unbmited LimaXMLRequessliody

EVE 202 2IT20 - HTTP request s S—— -
CVEINIT22719 " A caratully crafied Hatis
AMcted Versions e
Apache HTTP Servar version from 24,010 2.4 82 ot Used

QD) Detection Logic (Unauthenticated)
This QI sends  HTTP GET requast s checks th tesgomss Feaders 10 confire If the howt s running veinersble version of Apache HTTP Server
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Web App"ca‘[ion Scanning v HOME DASHBOARD WEB APPLICATIONS CONFIGURATION SCANS DETECTIONS REPORTS KNOWLEDGE BA:

Web Applicatians UL VNEI AN Authentication  Catalog  Maps

[ Webapp ‘ Q

8.97K

Total Web Applications

NAME VULNERABILITIES
Qualys_VO, o B vone
BY SEVERITY https://www.qualys.com Quick Actions V| openvulns:0 (¢
Child User's Web App - 700" View B None
http ; = L/ Open Vulns: 0 (T
Edit s
Qualys_JNNIEE View Sitemap B None
hitps://ww Open Vulns: 0 (T

FiE. 85271 R—IHA 70— )L, 306G DRSS C8EDE > TV YRRED B > TcWebT7 TV r—>a >0 1 <
v HITY .

Reports

WURAPY SIS

Filters Assessment Detalls
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Edit Filters
Linked Type Type
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O Rejected [ Sensitive Content
[ External
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Data List: Web Application Sitemap 12 Jul 2017
Alexa Kim Qualys. Inc. Created: 12 Jul 2017 17:15 GMT+0630
quays_ak1 1600 Bridge Parkway

United States of America

Humber of records: 33

Link Status # Sensitive Contents  # Vulnerabilities Externallinks Crawledlinks Rejectedlinks Links Sensitive Contents  Links Vulnerabilities
10.10.10.2 - 0 0 1 0 0 0 0
10.10.10.2:443 = 0 0 2 0 1] 0 0
10.10.10.2:777 EXTERMNAL 0 0 0 0 0 0 0
10.10.10.2:8080 = 0 0 q 0 0 0 0
10.10.10.3:1443 - 0 0 1 0 0 0 0
10.10.10.8 EXTERMAL 0 0 0 0 0 0 0
10.10.26.238 CRAWLED 0 5 0 1 0 0 3
3 0 210 3 0 122

10.10.26.235:443 CRAWLED 0
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Dashboard ~ Web Applications  Scans Detections Reports  Configuration  KnowledgeBase

[E] Web Application Management Web Applications Authentication Catalog Maps

| upaste \_I‘ﬂn-zuuwnw E DS~

View
FQDN Source Port  NetBIOS status Created =
| OpennBrowser
4 Filter Results = mysite CH WAS Scan 80 = 26 Jun 2020 =
Stat
- Mark As S mysite. CG WAS Scan 80 [ New | 26 Jun 2020

[ New Add Comment mysite. CHINTAI WAS Scan 20 = 26 Jun 2020
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Detections.
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Authentication] Z3ZERL 7,

Web Applicalion Scanning ~ HOME DASHBOARD WEB APPLICATIONS CONFIGURATION SCANS DETECTIONS REPORTS

Web Applications Authentication ~ Catalog ~ Maps

s
e 8

I Webapp

8.97K

Total Web Applications

= New Web App v Group By: ... ~~

NAME VULNER

s Qualys_VOBXIAL Loy

BY SEVERITY hitps://www.qualys.com Quick Actions ~ | openy|
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hitp://- ifTargets/BSQL/ open|

2 3 Edit |
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Test Authentication
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€— Launch New Scan: Vulnerability @

STEPS 1/3 i i
Basic Information

° Basic Details Provide the basic information for the scan.

2 Scan Settings

Name *
3 Review And Confirm

Relaunch [Web Application Vulnerability Scan - May 8, 2023] May 9, 2023 01:57 PM

176 characters remaining

Scan Target

() Names @ Tags
Select Name or Tag to include the web applications you want to scan.

Include web applications with the selected tags. Any v Remove Al (@

I Progression count...

[] Exclude tags

Cancel m
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€— Launch New Scan: Vulnerability

SIEPS 213 -
Scan Settings
Basic Detalls Configure the scan settings.
Sean Settings

Randomize Scanning

Select the check box 1o add randomization to the order of scanning web applications in a multi-scan scenario. This helps 1o prevent network slowdown and
possible errars

¥ Review and Confirm

(] Randomize scan

Option Profile

Select an option profile.

AlegroCart OP
% Use this profile if the weh application has no default profile assigned Use this profile for all web applications

Authentication

Use the default authentication record 1o scan each target web application, if authentication is required.

®) Use the default authentication record ") Do not use an authentication record

@ web applications without a default authentication record will be scanned without authentication.
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HNOWLEDGE BASE  INTEGRATION =}

1 1 42
s AT SEANE LAST UPOTED
r
] Juby [| wetrgeregr o
Juby 1 || wetrpeTegr o
[| Mettremagr o
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| Web Application Scanning WOME  DASHEOARD  APPLICATIONS  CONFIGURATION SCANS  DETECTIONS REPORTS  KNOWLEDGE BASE  INTEGRATION a

 APPUICATION REPORTS Web Application Report

st Forpert Ench targeted web application is ksted with the 1otal number of detected vulnerabilities and sensitive conent.

Wb A

Targets Filters

P;m'r wEBAPE N;w Active, Reapened Do not include ignored Hl:ullp, E.;r;, Bugerowd
findings, include patched
findings

Summary
High 1 21 0 14
Security Risk Applications Vulnerabilities Sensitive Contents Information Gathered
VULNERABILITIES BY SEVERITY VULNERABILITIES BY STATUS

OWASP TOP 10 2021 VULNERABILITIES

APPLICATION HOH A 1w SENSITIVE CONTINTS  INFORMATION (UTHERD
Prowy WEBAPP ] 2 4 o "
“ Results

5 Proxy WEBAPP (35)

“ hppendix

© Annlisatian Ratails
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| wd)wmm &;ﬁ'ﬂim W HOME  DASHBOARD  APPLICATIONS  CONFICURATION SCANS  DETECTIONS REPORTS  KNOWLEDGE BASE  INTEGRATION

< AN REPONTS Scorecard Report Xl

Web applications are listed with the total number of findings sorted by severity.

\Weh Appbeation Repon

+ SCORECARD REPORTS
Seorecard Aeport Targets

WEBAPP

POSTMAN Any

COLLECTION

ENVIRONMENT

VARIABLE
Summary

High 6 157
Security Risk Applications Vulnerabilities

VULNERABILITIES BY SEVERITY VULNERABILITIES BY GROUP

OWASPTOP 10 2021 VULNERABILITIES
APLICATEN HEH N 0] SERSITVE CONTENTE  INEORMATION GATHERH

TBAPP oL VARIABLE il 1] 13 L] 1
WEBAPP POSTMAN COLLECTION 1 " 7 o 1
WEBAPP SWAGGER 3.0 uphoad 1 1 1 o 16
Wiehagn2 14 5 0 o 3
WebAood T 13 i ] 8
WEBAPP BURS PROXY COLLECTION 0 3 2 L] 24

2

Results

» Cross-She Scripting (15)

» Information Disclosure (119)
4 Path Disclosure (13)

» 50L Injection (4)
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LR—bZERLET. CHNUSED. BBIEEPWeb 7 TV — 3 >R LIR—FRABRICT A IILEZ—Z2REBERATEX

Reporis Reparts  Schedules  Temglates [IUTISEIT

< RPRUCATION HEFORTS o
e Web Application Report <[2]c2
Each targeted web application s listed with the total number of detected vulnerabilities and sensitive coment.
~ SCORFCARD REPORTS
Targets Filters
Proxy WEBAPP New, Active, Recpened Do not include ignared Qualys, Burp, Bugcrowd
findings, Include patched
findings
Summary
High 1 21 0 14
Security Risk Applications Vulnerabilities Sensitive Contents Infermation Gathened

A H LEBRE 1T S
LR—=bANYR—DFAA2%E T Vv I FTBDREITT. LR—EDFLWIr Y RITHEET. CHISKD. LHILEEAA
BEICA D, BEDOLR— rZRFHCEEICRFEFTE EI,.

HOME  DASHEOARD  APPLICATIONS  CONFIGURATION SCANS DETECTIONS REPORTS  KNOWLEDGE BASE  INTEGRATION

Web Application Scanning

Reports  Schedules  Templates [T TSN

« APPLICATION REPORTS . :
PP Web Application Report : D
Each targeted web application is listed with the total number of detected vulnerabiities and sensitive conent,
SCORECARD REPORTS
Targets Filters
Proxy WEBAPP New, Active, Reopened Do ot inchude ignared d.u:-,-.v._ Burp, Bugcrowd
findings, Include patched
findings
Summary
High 1 21 0 14

Security Risk Applications Vulnerabilities Zensitive Contents Infesmation Gathaerad
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Web Application Scanning HOME  DASHEOARD  APPLICATIONS CONFIGUAATION SCANS  DETECTIONS w KNOWLEDGE BASE NTEGRATION

feports  Schedules LT Ondine Heports

 APPLICATION REPORTS L
Web Application Report &
Each targeted web application is listed with the total number of detected vulnerabiities and sensitive content.
SCORECARD REPORTS
Targets Filters
F‘;lm;; WEBAFP New, Active, Reopened Do m:i inchude ignored Qualys, Burp, Bugcrowd
findings, Include patched
findings
Summary
High 1 21 0 14
Security Risk Applications Vulnerabilities Sensitive Contents Information Gathered

REFFHLAR—F—ETIE REFELELE - ZHEETEET. FELAR—F (BF) oK. 4o>O0—F. BE{T. 27 D8
m (fepa——cnHEA) HAEETI,.

Web Applicaﬁon Scanning N HOME DASHBOARD APPLICATIONS ~ CONFIGURATION SCANS  DETECTIONS  REPORT

E:LIEM Schedules  Templates  Online Reports

[ Q) Search for reports...

47

Total Reports

NAME FORMAT TYPE
APISEC record schedule PDF Document Web Application Report

STATUS

tags.name:"” ~""777 2 A111 Quick Actions Web Archive (HTML) Web Application Report
COMPLETE a4

View

RUNNING 3

""" lag123 Download Web Archive (HTML) Web Application Report

tags.name:"/ o Web Archive (HTML) Web Application Report
CATALOG REPORT 4
DATALIST REPORT 3 Add Tags

1.15.0.0 RC1 Create Web Archive (HTML) Web Application Report
SCAN REPORT 5
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Define user configuration

Edit Mode
User Details Note: this limit applies only to WAS reports.
Profile Settings User Limit
¥ 200mB

Roles And Scopes User Current Usage

TO7« —IILEREZREL T LI L,

4 MB
Action L
i) Default Download Format*
Extensible Markup Language (XML &
Account Activity B guage (KML)

FREE LRNILOERKIE ?
FERICBEIL. TRRELANIL] 20U v I LTLREEL,

FRRE L LANILDFRANRTEINT T,

BREZ1 T (MRS, BB, IRESNIER

Appendix

b Web Application Details
- Severity Levels
w Vulnerabilities

Wulnerabilities (QIDs) are design flaws, programming errors, or mis-configurations that make your web application and web application platform susceptible to
malicious attacks. Depending on the level of the security risk, the successful exploitation of a vulnerability can vary from the disclosure of information to a complete
compromise of the web application and/or the web application platform. Even ifthe web application isn't fully compromised, an exploited vulnerability could still

lead to the web application being used to launch attacks against users of the site.

Severity Level Description
. Minimal Basic infermation disclosure (e.g. web server type, programming language) might enable intruders to discover other vulnerabilities, but lack of
this information does not make the vulnerabilty harder to find.
Intruders may be able to collect sensitive information about the applic ation platform, such as the precise version of software used. With this
- Medium information, intr xplot wn vulnerabilities specific to software versions. Other types of sensitive information mi disclose
a few lines of sow ries
- Serious Wulnerabilities at this level typically lose security-related information that could result in misuse or an exploit. Examples include source
c closure or transmitting authentication entials over non-enc rypf hannels
_ Critical Intruders can exploit the vulnerability to gain highly sensitive content or affect other users of the web applic ation. Examples include certain
types of ¢ i ipti QL injec tion attacks
loit the vuinerability to compromise the web applic ation's data store, obtain information from other users’ accounts, or obtain
_ Urgent ution on a hest in the web applic ation's arc hitec ture.

» Sensitive Contents
» Information Gathered
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Web Application Scanning WOME  CATMECARD  WEB APPLICATIONS  CONFIOUSATION  SCANS  DETECTIONS BEPORTE  KRMOWLEDOE BARE

Web Application Regart Wets Appiication Report

Scorecard report{Defasit] Systemn

Catalog repartiDetuut

Scan ReportiDetault) Syviem

Termglate Exchuse Individusl Reaults Wb Apphcation Faport OV IV 248

ZHDOLR—bFTTFL—EREICED. BRI R b, MEFHEERE. BERAFSL LTI - INERBELRED T 1LY
=R, BHBZAVTIV. JIL—Fb. RBRXGEDRRKEEZHEHTET XTI,

|I& Basic Infermation
° =
| Do @ awn
i Ll e
1 = " —
a i
=
L]

} i _ B = e

Review And Confirm

. -
= s s -
. B 1 [A—
8 L '
. . v e o At e g 1 W i R
s
- ——
s
.
Fow
B ) - =
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[LAR— ] > [X7Ta—LICBBL. [FHEX 72—l &0 Uy o LTREBLET

€— Create New Report Schedule

STEPS 115 . .
Basic Information

1), Basic Information Select a report type and format.
==

2 | Target Name *

Web Application Report
3 | Scheduling
Notification Choose a Focus

The report type you select defines the set of data (records, fields) available for the report. For the report template, select the default or a user-
defined one.
5 | Review And Confirm

Type *

Web Application Report W Web Application Repart W

Report Format *

Extensible Markup Language (XML) e

@ Fevort Formet - Enceypted POF is recommended for secuity reasons.
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DONMEDT I — ALY —ITEETN. LR— FERPKRELESEICHBAASITONE T,

€— Create New Report Schedule

SIEPSAG : X
Notification
? Bt information Configuee notification settings for the repon schedule
? Target Activate Notification [ &
9 Scheduling
4 | Notification
-

Distribution Groups

ne of more Bistribution Groups, °
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Qualysth 7R ) P aoiad——%BIML. WASAD 7 IV XIEEGE5ETIDIIM[METT, TNEITSICIFTR—
v — RN BET T,

FIRA——%BMTSICIF?

eSS MBSV r—a > TiRHEIATWS R —%— 77— 70— %2EFEALET. 77U EYH—HS VM/VMDR %
BIRL, A—H—Eo>aVICBBL FHRI——%2FERLET, FIEZIEZE>THALE T,

dA—H— ZOO—ILE L VHERDORT

Qualys Cloud Platform UICld. 7 XU T a>vARne1—H— b TonfcO—JL. SXUVT7HI > FTHEMEEINT
WBBRET7 IV 7r—>2a>A D7V XIERZEETET £,

FLBMSINEYITT7THIY L (RFEvF— U—F— A=y bIR—T v —5E) ICIFE. WASAND T I ENBEEMIC
FEINBVWI EICTEELIEET L,

IA—H—ICWASAND T I XIEZH 5T A%
e ZIE. RF¥ v F—DRENEFDOFH L UL\ —H — Christina Hans Z EB L. Christina h* WAS ZfER L T Web 71U 75—
2a>REFaUTAUVRIZRFVPUTEDLSICLIEVWELEF T,

Qualys Cloud Platform CHRA—HF—DF7 TV 75— a ViERZEIREL EF . BEI— T U T ICBBL T LI W, FHFEI—
H—IZIEWAST PV r—a>h U FEdhTcunwiznl ehbohrb £9,

Administration ~

Users  Action Log

I [E] User Management User Management Role Management Defaults |

Search for users by entering properties

[ username “ Modules First Name Last Name Email Address  Last Update Date Last Login Date
[ quays_ak1 D D K D T
Alex Kim eschamp@qualys . 15 Jul 2017 15 Jul 2017
Unessigned Business Ut 3 E5 (S 05 0 R
quays_ch
0 =3 0 &0 6 Chrigting Hans eschamp@quslys.... 15 Jul 2017 -
Unassignad Business Unit

FRI——%RELEFY (A——%FRL. 7w o7o>a>rAXa—»h56 TRE) 2FR) . TO—JLexXxa—
71 T A—HF—ICVMB KW/ 72IFPCRF v VFADSCANNERO—J)LEEIDYHTERT (T RU U TS 3 VEREICHL
) »

41



Qualysid. I—H—ICWASHERZERICHETE S LS5, BRERSINAWASI—F—O—I)LZRHLFT. FAERO—I

[FWAS MANAGER. WAS SCANNER. WAS USERT Y,

User Edit: Christina Hans (quays_ch)

Edit Mode Edit role(s) and scope
User Details [ Allow user full permissions and scope (The user will have full access to sverything)
< Each role grants you a set of permissions that will apply to the objects you have access to.
Profile Settings =
- | New role | Search un sles
Roles And Scopes N N
Assigned roles Remave all * Unassigned roles Add all *
Action Log SCANNER Remove HRIE M HACER GRS
) \WAF Manager Add
Account Activity
- WAS MANAGER Add -
WAS SCANNER Add % Quick Actions
i
WAS USER Add il
Edit
Edit Scope it
! Allow user view access to all objects (Other permissions are granted by the user's roles)
Define what assets the user can access by tags.
Global Scope Select | Greate | Remove Al
B8 Unassigned Busine..
Canca =

I —H —ChristinalZ I&SCANNEREAO— )L (VM/PCA) HDMFE5INTWB 7. BEZD T HDU > MITWAS SCANNERO— )L % B0
L% 9. WASSCANNERZZEIRL. 07w o7 o>a> X a—h5[FRZEIRL TSIV, WAS SCANNERDIER Y )L—
THRERIN. O—J)LOFEMEERETEE T, COO—ILTIE. FIXIEWebT7 TV r—= 3 > OBIN/EFH/EIBRZ & DOIERIX

T5EEnEt A

View role details *®

View the permissions for this role

Basic Information

Name

WAS SCANNER
Description

WAS Scanner User

Access method(s)

Ul Access Enabled

Granted modules

w Web Application Scanning

» WAS Configuration Permissions (12)
» WAS Schedule Permissions (3)

» WAS Scan Permissions (3)

Close

A-—Y-REERETZICE TRLB 2OV Y ILET,
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WAS SCANNER O—JLD#&EICH 2 BN V> ooy oL, A—F—DEID Y TEAO—JLICEBMLET. EI0YTHEAO
—IJLIFATFTDLSICRRINE T,

Edit Mode Edit role(s) and scope

User Details > [ Allow user full permissions and scope (The ussr will have full access to svarything)

Each role grants you a set of permissions that will apply to the objects you have access to.
Profile Settings

_ | Newrole | Search unass es
Roles And Scopes . -
Assigned ralos Removeall * Unassigned roles —
Action Log ’ SCANNER Remove READER Ak 0
- . UNIT MANAGER Add
Account Activity SEEEEALE Remove
WAF Manager Add
WAS MANAGER Add
WAS USER Add

REFLEH LI/ a>ZEHL. - —ICHTRIV T a>HDOWebT7 TV —2 3> D7 I EEEZGSLET.
FTI7AILETIE. A= —IEWebT TV 75— 3 > ZDMOWASEBRAND T IV IAEZFLEEFEA. WSThhDFT T
I EBRL TSV,

BEDRITEZZDHTS,

Edit Scope

[T Anlow user view access to all objects (Other permissions are granted by the user's roles)

Add Tags to Include

Define what assets the user can access by tags.

Global Scope Select | Create | Remove Al || | Search
Win 2003 = l Windows XP x Windows Auth = ﬁ Unassigned Busine... 3 l WebApp1
[ WebApp2
[ | Win 2003

[ Windows 2000 Targets
7 b ] Windows 2003 Targets N
Save
[ Windows Auth
b [ Windows xP

TINROA—T (TRTDOERY) =HFAT 3

Edit Scope

¥ Allow user view access to all objects (Cther permissions are granted by the ussr's roles)

A—H—REZREFEIDICIF. REFEIZIVYILET,
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Administration w
Users  Action Log
User Management User Management Role Management Defaults
E| Search for roles by entering properties...
.Ac.ﬁc-ns nw | Mew Role
[C] Name ~ Description Modules
O was user WAS User [1wins]
WAS SCANNER Quick Actions s |
| Wiew |
WAS MANAGER Edit ‘ [ vins]
Add To Users I
E‘ WAF Manager ‘
‘ Add Permissions I
E‘ UNIT MANAGER Remove Permissions [rosin] A |
| Delete |
D SCANMER Scanner User [ am ]

FO—JLICDWT., FMlZzmEELIcD. I —H —8&M. 1EREM. HEREIRZ CDREERITTEET,

FLnO—IILA T a>eERAIdE. REGHEREZERICRELICARZLO—ILZ/ERTE XTI,

Administration v

Users  Action Log

Total used roles
|

Total

[E] User Management

[Z]| search for roles by entering properties

User Management Role Management Defaults

9%

Used

Not Used

10

[ Name

O was user

Click here to create

/ a new custom role

™ Description Modules

WUAS User as]




T L TWASXFvF—) O—IILZERTETF9,

Step 1 of 3 Role Details
o Role Details o  MName®
WAS Scanner
2  Permissions s vl
Description

3 Review And Confirm This is for demonstration purpose only.

canet

CDO—ILICUIS K/ ETIFAPIND 7 OV XtEEFES L E T,

O—JLDFFHAT. A—F—DF I EXHFEEZRIRLE T,

Role Creation

Step 2 of 3 Edit permissions for this role

1 Role Details v Select how users would access this application

i UI Access API Access
Permissions «

3 Review And Confirm

Select modules which this role should have access. For each role you can define which permissions would be
granted

Modules Search for module and add to list &

Role Permissions by Modules (0)

No medule has been yet granted for this role
Select a module to add one to the role

Cancel Previous
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EBMLERY,

Step 2 of 3

1 Role Details s

o Permissions

Review And Confirm

Cancel

Edit permissions for this role

Select how users would access this application

) UI Access - API Access

Select modules which this role should have access. For each role you can define which permissions would be granted

Modules 4

Role Permissions | C Continuous Monitoring
M p monitoring and alerting of nes rity risks

Malware Detection

four Sites for Malware

Security Assessment Questionnaire
A k and compliance through g

campaig

ThreatPROTECT

e feed to your existing

Web Application Firewall

Dstect atiacks and protect your web ay

Web Application Scanning
A s Application

Automa
and Reporting

Reporting
Re

rting

WAST7 ZURTO—/LICHERZNSLE9,

Role Creation

Step 2 of 3

1 Role Details o

o Permissions

3 Review And Confirm

Cancel
E=ressl

Edit permissions for this rale

m Web Application Scanning RES

/" 'WAS Asset Permissions (7 of 7) \

¥l purge Web Asset
¥/ Create Web Asset
¥l Edit Web Asset

¥/ Delete Web Asset

¥/ view/d load Selenium Script itive contents

[#! Edit Web Application URL

\ |#| Select and Lock/Unlock Scanner Appliance /

* Scanner Appliance Permissions (1 of 1)

» WAS Scan Permissions (3 of 3)

» WAS Schedule Permissions (3 of 3)

» WAS Configuration Permissions (22 of 22)

» WAS Catalog Permissions (4 of 4)

Previous

A—Y—THIbZEREL. O—ILZBDODHTEI,
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F<»BHEM (FAQ)
WASEZ 2 —JLICT7 VXA TERLDIFHRETTH?

K < HBSEM (FAQ)

WAS EZ a—JLICT7 X TERVDIZLBEETIH?

WASEZ a—IJLIZT7 7R BICIE+DEERIMNETY, EBEBEUNDI—HY— (RFvF— U—HF— A=y b=
—Z =) & WAST U —>2a3>BLUPHTTRIU TS a>YHADOWeb 7 FU T — 3 >ADT7 o ERERGEIN
BDREINHD F3, BIBE (FkiF M- —REl EEZIFO>OA—¥—) X, BBA—FTrUTFTrzERALTI—H—
DIRENZHETETE I,

A—H—ICO—LEBDHTEFIEI. C55EBBLTIRIL.
BRI

COFIEF. ITR—Tr—O—LEFOI—F—ARITITIRENBD E T,
1) 715> FEREHEHREEA L T Qualys ICOT I > LE T,

2) EVa—iEyh—h5 TEE EVa2—LERRLET.

3) a—w—FEELINS. BMENKELTVWEI—F—ERIRL. I7v I 7o a> X a—nSRELEBIRLE
£

Administration v
Users  Action Log
User Management User Management Role Management Defaults
[E] | Search for users by entering properties...
["] username “ Modules First Name Last Name Email Address  Last Update Date Last Login Date
] quays_ak1 D O 3 T O
Alex Kim eschamp@aqualys . 15 Jul 2017 15 Jul 2017
Unsssigned Business Uk 3 E5 0 (8 0 EEE
quays_ch
[ A ] [ v ] cm ] Christing Hans eschamp@qualys.... 15 Jul 2017 -
Unassigned Business Unit
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4) TA—LEeRXaA—F1 27ITBBL. BHEICHL TLI—HF—ISBYIAWASO—/LE XOA—FEBRLE T, QualysEIEI1—
FANTFADAYSAIUALTADHS TI—H—O—LOEE FEYvIEBRBLTIEIV,

User Edit: Christina Hans (quays_ch)

Edit Mode Edit role(s) and scope

User Details | Allow user full permissions and SCope (The user will have full access to everything)

= Each role grants you a set of permissions that will apply to the objects you have access fo.
Profile Settings

| New role | Search un

Roles And Scopes ~ ~
Assigned roles Remove all Unassigned roles Add all ~
Action Log SCANNER Remove LBIEMAHACER: Add 4
WAF Manager Add
Account Activity
WAS MANAGER Add
=
WAS USER Add oy
Edit
x f
Edit Scope et

| Allow user view access to all objects (Other permissions are granted by the user's roles)
Define what assets the user can access by tags.

Global Scope Select | Create | Removs Al

88 Unassignes Busine

coe =
-_—

HIROV TS a>HDOWe b7 TV r—>a>AD7 7 REEZGE5 T 3BEF. REITI>a>icBaEsL. BIRIV>O%
IV w IO LET, Web7 PV Tr—>3>R2I%ZFIRL, A—HF—DXRO—FIT2T=ZBMLET,.

S5)BEFEIZEC VYo L. A—HF—ICEBEOS > T3 ESHEBELET,
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https://success.qualys.com/customersupport/s/
https://discussions.qualys.com/community/web-application-scanning

