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Qualys VMDR with TruRisk™
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~ EEN 3 Apache Tomeat DAHEEH “t2 %2 )T (EIEMIEESE (Apache Tomeat Input Validation Security Bypass Vulnera
First Detected: 06/24/2015 at 02:30:38 PM (GMT+0500) Last Detected: 12/01/2016 at 06:22:11 PM (GMT+0900)
0773072015 at 11:34:47 AM (GMT+0900) 6.4
Qio: 87272 CV55 Base: CV55 Temporalk:
Category: Web server .
CVEID: CVE-2014-0227 g“;ﬁ?"‘_’“’“" )
Vendor Tomcat 6.0, Tomeat 7.0, Tomcat 8.0 A ':‘v'l:;'onmem
Bugtraq ID: 2017 '_' ouR:
Service Modified: 0172772016 PO
User Modified: Target Distribution:
ited: N
gi'lt:dnlm Y:s Il““g'l im“': 'MII ir!l_ﬂeﬁ‘: "
Ticket State: Open vailability Requirement:
THREAT:
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SOLUTION:
ZmBEREtEHIEETh. L F TR T— Y3l @ Apache Tomeat [TF v 5 —bLTCES.
Patch:
ing are links for ing patches to fic the vuinerabilities
Apache Tomeat 6§ x: (3IE)
Apache Tomcat 7 (#38)
Apache Tom . (#3E)

COMPLIANCE:
Not Applicable

EXPLOITABILITY:
There is no exp inft ion for this

ASSOCIATED MALWARE:
There is no malware information for this vulnerabiity.

RESULTS:
Apache Tomcat Input Validation Security Bypass Vulerabiity detected on 8080 port <titie>Apache Tomcat/7.0.26 - Error report<Aitie>
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Qualys TRU Zero-Day Research/Discovery & Awards

2 Iy r r Recognition and awards received by Qualys TRU:
T N
ea m w d 7 Secured two Pwnie Awards: Best Privileged Escalation Nomination for discovering RenderDoc vulnerabilities
Bug and Most Under-Hyped Research marks fifth year of recognition in cybersecurity

(12+ Pwnie Award Nominations) research contributions.

Qualys TRU RS540 FERHI:
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—_ “w “ 3 CVEsVulnerabilties No  NA GNU C Library's syslog() _ heap-based buffer overflow sysiog
I 7 CVE-2024-6387 No regreSSHion OpenSSH server Remote L Code Execution in OpenSSH server
] A{ 2 ’ ' } \ —_— ) _— 5 CVEsVulnerabilties No  NA needrestart Priviege Escalation Vulnerabilies
CVE-2023-6779 No  NA glibc Off-by-one heap-based buffer overflow in the _vsysiog_internal (function).
N CVE-2023-6780 No  NA gibe Integer overfiow issue in the _vsysiog_internal (function).
lys TR (— UF(FAFICBVWT—E —>  oEmman Yo o iom - i odighnh
ua ys 1 T’( Julc L t I=| _C CVE-2023-38408 No  NA OpenSSH (ssh-agent) Remote Code Execution in forwarded ssh-agent.
E N =+ N . . . CVE-2023-33865 No NA RenderDoc Local symlink vulnerability allowing attackers to gain RenderDoc user privileges.
= CVE-2023-33864 No  NA RenderDoc Integer underflow causing a heap-based butfer overflow, exploitable remotely
BNTERIEZIND THN. Best Privileged Escalation e —— o —

CVE-2022-41974 No  Leeloo Mulipath multipathd Authorization bypass and symiink attack.
CVE-2022-41973 No Lesioo Mulipath multipathd Authorization bypass and symiink aftack
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D 0) = P H A d veyi=] \ CVE-2021-33910 No  NA systemd Denial of Service (Stack Exhaustion).
=] W n I e Wa r S z'fﬁ t k/ o 21 CVEsVulnerabilies No 21Nails Exim Mail Server Multiple Critical Vulnerabilities.

CVE-2021-33909 No  Sequoia Linux's Filesystem Local Privilege Escalation
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Altair Engineering RapidMiner

Altair Engineering RapidMiner Studio
Alteryx Intelligence Suite

Anaconda

Anaconda Jupyter Notebook
Anaconda Miniconda

ANSYS STK Integrated Jupyter Notebooks
Anvyscale Ray

Apache Airflow

Apache PySpark

Azure Machine Learning Workbench
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DataRobot

David Cournapeau scikit-learn
Element Labs LM Studio
ExplosionAl spaCy

fast.ai

Gael Varoguaux Joblib

Google TensorFlow

Guolin Ke LightGBM

Homebrew Jan

Hugging Face
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Hugging Face Transformers

IBM Watson Content Analytics

IBM Watson Studio

Intel oneDAL and Intel Extension for Scikit-learn
Iterative.ai DVC

Jupyter Notebook

KNIME KNIME Analytics Platform

KPMG LLP KPMG Bridge
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libboost-numpy
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Matplotlib

Microsoft Azure Al Machine Learning Studio
Microsoft Azure Machine Learning Workbench
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!=Scans | scans

Storage

Prioritization

Maps Schedules

Define how long you want to keep scan results in your
count.

Go »

Cloud Agent Deployment (Beta)

Enable/Disable Cloud Agent deployment

Cloud Agent Deployment

Enable Cloud Agent Deployment

Responses Scans  Reports

Appliances Option Profiles

Excluded Hosts

Add IPs to exclude them from mapping and scanning,
even if specified as part of a map or scan target.

Only the primary contact {Manager) user can enable Cloud Agent deployment.

Remediation

Authentication

8 @ Help v Yukari Miyagawa (quays3ym7) v

Assets  KnowledgeBase  Users

Search Lists

Dissolvable Agent

Accept agent installation on Windows devices with
only administrative privileges, not registry access.

Go » Go »
PCI Account Links Scheduled Scans
Add links to PCI accounts you want to share PCI Define scheduling options.
scans with.
Go » Go »
VMDR v
= x
Dashboard  Vulnerabilities  Prioritiz:
@ Scans VLR Maps | Sch

Before enabling Cloud Agent deployment, ensure the following prerequisites are met:

* Add an authentication record (Windows or Unix) for the hosts where the Cloud Agent will

be deployed to ensure accurate deployment

* Enable Asset Tracking and Data Meraing. For more information, refer to Asset Tracking

and Data Merging.
Enable Cloud Agent Deployment

Cancel

SEZEH : Deploy Cloud Agent Using Qualys Scanner

]

‘ New ~ ‘ ‘ Search ‘ ‘ Filters ~ ‘

Scan
Title
EC2 Scan I

8] A Qualys-Del Gioud Perimeter Scan

O ® Scann¢ v

0 @ sNow NE!

) @ Yukari Cloy CertView Scan <

Cloud CertView Scan

Nahiin Qcan

Cloud Agent Deployment (Beta)
Scneauie Scan

Schedule EC2 Scan


https://docs.qualys.com/en/vm/latest/scans/deploy_cloud_agent.htm
https://docs.qualys.com/en/vm/latest/#t=authentication%2Fwin_windows_record.htm
https://docs.qualys.com/en/vm/latest/#t=authentication%2Fwin_windows_record.htm
https://docs.qualys.com/en/vm/latest/#t=authentication%2Fwin_windows_record.htm
https://docs.qualys.com/en/vm/latest/#t=authentication%2Fwin_unix_record.htm
https://docs.qualys.com/en/vm/latest/#t=authentication%2Fwin_unix_record.htm
https://docs.qualys.com/en/vm/latest/#t=authentication%2Fwin_unix_record.htm

Qualys 8N




File Integrity Monitoring

RIERT7A). TAIS. LZRAKNI, AT O NF7OERED
PILIA ACERR, EBERL. Vo —NBHIAO T S5A 7 RICAR @ o

Err

7‘17_-:“” e Bl Event Alert: File Read
U7 514 LEEtR T7AI TANA LSS SRATFLT7AINREDE BEZ)T AL LTHR

UOZBEEIERE AU, EEEER. sudosrs

Category: PCI

1—-H—i2{ED Bk IRUESRERIEEN - VD¢ IBMEI-T-OEENBZHFM . oyl jry
DL3IC] e

7S5—h-LK—}b BEEAEESLR—~N  RERZEOBAET 54T AL R —

NE4ER,
IPANFILAER (FAM 7O TOTER BRI EAD 1Y — 7o B % S5
) (CE08R.

Triggers

I-S1YM REER 2y D -tz DEER W=B=0T74T7IA =N REEII SR, pentoring PrfIe Lok Monkerng Prefle er I DSS- 00 NOT DELETE
AV SAT IR FRHI HERL PCI DSS. HIPAA. GDPR. NISTZREIKT

l’-l.\.l_\c
S2iR AN DR 75— NEER L EEINZERZRNTA NMAMEULARERTS -

— M B A90 % Bl . P rwgmacon  |GDPREU
—EBESHYYIR—R IOTIYNTA—ACLD  EEIRIE (AVTLIA AWS, Azurepé) %

U.s. of
= g3 / Health and H Servi —
et na ]~~~



Continuous Monitoring
m £ R HEREDER BA

@ UALYSGUARD ENTERPRISE SUITE
paE AE , .
Continuous Monitoring » A v Takeo Mizuki v [=l-pde] o

| e TEECHIDEE (B : FHFR— b B—EX I T+ RE
SPNIALER 11 ) HENHRL m—
RUS—AR—=2ADIL—IL  EEDLANRD MU TEGZREL. HEDEN
I SNUET7 S — hzBENEA]
077N (FRTOE=SYSI07711) —_— 4 Eewa iDate: 07/14/2014
\ KRHTP S — b EHREL
—_ Ed D ZIN
BRINITORBBE 5O R TABIN—TEMOCHR - BRTES | coon B vt 0
EAIDEEL A—)LPAPITD 7 S — MBRICHIG L. SOAR/RE & "
IEHET]AE :
< VMDRY®Z & &1 — LR > SHFEDE, BHED " o o Ay
MENAFTY OB Sy coRBh oL w0
E- n TI—tAvtz— ok ar B )
. ) j |\ *ﬁlij%l Zb’ Z ] @ Masstihima —7 o &hELK - QID 90336 64.39.106 242 10.J 4 4:07PM GMT+09)
m;;vniruzu 14 xGJJ‘E I:)ﬂ ‘pzl Jmil + ( 3 FHEITEINS(MS06-040) (Vulnerability in Server Service Could Allow Remote Code Execution
ﬁﬁﬁﬁ_} (_ (:¥ﬁ L/l' \%Ssll‘ib\‘ﬁbuéntﬁ%(:Eu\@ @ ?Tgfj f:':;é:ﬁlfj QJItD 953(3:3 HA FiTE N5 (MS06-040) (Vulnerability in ::;Z:z::.; Could Al\nereirmle.l;Dde .Ex:cu.\l\.:\r.ﬁ .
#L WSS ORIRAT . BEIEZEIEEC ki1 s
;D =1 L\Nfib\;? I\'j 0( ‘Ebuénr i%_A( *ﬁ [ (P S W 1jﬂo‘udp 64.39.106.242
I (i SYANAY 173 LY - =) =t E:. = Kttt xp-sp2 THgENELIC
>v F-ITORE L. SBMEEDURETHRE R -
EER— RO — ERELRE., RUS—(C 0 & #HiLLA — Ak 4450udp 6439 106 242
BE H=tHh2} xp-sp2 THELENELL
AR ORHR B T B EEN SN EENEA] e
BB ARREEEFE (CZ{L (DNSERE., #FHIPEIRE) Y — -
BENRRAOTCORE 5 i BRI S— MY E—SERR
~ ] ~ BE §QE@H%’V9KIEU&‘EE§§)TCEE$1 * E%D L/\ %E
AVTSATIAEEZE k| -5 e L ORI




CertView

Weeh>=JY

SERR E DK Bhigth Fw ND— O EDFRTDSSL/TLSSEABEZF > U, BBHTA >R ML

BB &2 IR BOBMIREZTREL. BIRYINAIC 7S — NEAT

W55 1% & 4 FROD AT BUBESR A — . BESBZ. HLNTORIIL B TLS 1.0) BEEHH -
MREOREES T 7T USRI S (CIRBE ST, SREEDRRL =
CA (SBEER) OE#IE fEADCA%E —BIR U, EESITLVRLCAYSS $HER #457E 2
L—h&FySaR—K U0 ZEREOHRINEEE 2B CRR T3 LR— b - sldduise | T
KUS—~R—RER EHRUS — (BREIR. BESRER S) (CEDU EHIENER .
APTiEi% CMDBYITSMEDKE. SIS BT O— & DEELEE N alEE e
1—Z&—2R Big

HAPR YINSERBE D B L AR 2B AR L. BAICEBAIL TY—E B U ZEE

> v R—iEBAEDRE
PCI DSSxit32#%

0O rSX MRIETOATRIE

%ﬁ§547”47”ﬁﬂoﬁ FEETHERC EONMECLD . B - LSRR DR
T SR DIEE & B ARIIAE SO R E RIS EL. U2 R

BN OE CERIIAEPRRRECEEF I DIAZZIRE U THHE(E
FWES XA — hOFERAREIC KD, 2T 547 > REHZ TR

HER AR —EXWOS D RCHRESNIESSLEIAES—FEoRIEL. T+ YT+ &1k




VMDR Mobile
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Qualys Flow

Qualys Flow (&. Qualys735v hIJA—ALTRHEEND ) —I—REBMMEA—-—SAML—23>IOP>TY, D

—27J0— (Flow) ZHEMN(CHEETE. QualysEHmWAEI—EX EDEEZEC T, MRIHEEEPRYS—ERD
(EEETRE - —BUTRITCTEEI, QFlow (F. AR b T—4. 7O23a>omBIO-THD., 1>H1 k. O
STSATURAFIVI., LiR—b B8, 7O 3> RREDIFEDENZERIEUEY . Qualys Flow (&, V5D RE
BT7OXOBEMEICIEIIBET .

FERRGI)  TAWS S3 /(2 ko \—S5 S BIBHVER(C T e - o
TUVWBZ &R T D] o« BITRIINIEAWS CLITHEME |
9B
FICEXB167DFT>TL— b B EENER
&5t Templates [53 X @ ]
7 Filters ~ 1-20f 2 @

Get Started with QFlow
Remediate | CID 48 | Ensure ioning is bled for S3 select
Perform the following to enable versioning of 83 Buckets: 1. Sign in to the AWS management console and open the amazon s3 console at https://cgnsole.. .
Blog: Use Qualys Flow to Automate Detection &
Remediate | CID 67 | Ensure all S3 buckets employ encryption-at-rest select

To enable default encryption on an S3 bucket: Using AWS Console: 1. Sign in to the AWS Management Console and open the Amazon S3 console at https:/.. ele Re m ed | at |O n Wlth N O—Cod e W Or kfIOWS
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https://docs.qualys.com/en/qflow/latest/getting_started/get_started_qflow.htm
https://docs.qualys.com/en/qflow/latest/getting_started/get_started_qflow.htm
https://blog.qualys.com/product-tech/2022/07/20/use-qualys-flow-to-automate-detection-remediation-with-no-code-workflows
https://blog.qualys.com/product-tech/2022/07/20/use-qualys-flow-to-automate-detection-remediation-with-no-code-workflows
https://blog.qualys.com/product-tech/2022/07/20/use-qualys-flow-to-automate-detection-remediation-with-no-code-workflows
https://blog.qualys.com/product-tech/2022/07/20/use-qualys-flow-to-automate-detection-remediation-with-no-code-workflows
https://blog.qualys.com/product-tech/2022/07/20/use-qualys-flow-to-automate-detection-remediation-with-no-code-workflows
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Qualys TotalCloud

Reviews, Tips and
Advice from Real Users

April 2025

PeerSpot

“Iappreciate TotalCloud's real-time protection and remediation features.
The remediation options include automated one-click remedies and custom
changes that help manage vulnerabilities efficiently.”

9 HASHIM JUNAID
>

“TotalCloud has yielded significant cost savings by reducing manual effort by 20
to 30 percent and generating overall savings of 30 to 40 percent across various
departments..”

Verified user Read full review [2
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