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~ EER 3 Apache Tomcat DACEIHZ 2% 2 VT (EIBMIEESTE (Apache Tomcat Input Validation Security Bypass Vulnera
First Detected: 06/24/2015 at 02:30:38 PM (GMT+0900) Last Detected: 12/01/2016 at 06:22:11 PM (GMT+0300)
077302015 at 11:34:47 AM (GMT+0900) 6.4
Q0 87272 CVSS Base: CVSS Temporal:
Category: Web server .
CVE ID: CVE-2014-0227 g“;?g;e"'_m“" .
Vendar Tomeat 6.0, Tomeat 7.0, Tomeat 8.0 A ‘e"“"':’“m
Bugtraq ID: 72717 '_’ roup:
Service Modified: 0172772016 N
User Modified: Target Distribution:
ited: N !
b1 umn: yes Integrity Requirement:
Ticket State: Open wvailability Requirement:
THREAT:
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SOLUTION:

ZORBEEEHIEE Th, AR TR - 30D Apache Tomeat [CF 27 F-FLT{EAL.
Patch:

Following are links for downloading patches to fix the vuinerabilities:

Apache Tomcat 6.x: (3I5)

Apache Tomcat 7 (#35)

Apache Tomcat 8¢ (#3E)

COMPLIANCE:
ot Applicable

EXPLOITABILITY:
There is no inf ion for this

ASSOCIATED MALWARE:
There is no malware information for this vuinerabiity.

RESULT5:
Apache Tomcat input Validation Security Bypass Vuinerabilty detected on 8080 porL<titie>Apache Tomcat7.0.26 - Efror report</itie>
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Remediate Now
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CONTROL STATEMENT

%« Status of the Turn off Microsoft consumer
experiences' setting

¢ Status of the ‘Allow Microsoft accounts to be
optional' setting

¢ Status of the Tum on PowerShell
Transcription' setting

¢ Status of the Hardened UNC Paths' setting for
Sysvol

2% Status of the 'Hardened UNC Paths' setting for
Netlogon

2 Status of the 'SMB v1' protocol for
LanManServer services on Windows

¢ i set for " gl
folder on Windows 64-bit systems

9¢ Status of the version of McAfee product
extension ‘Host Intrusion Prevention’

¢ Status of the ‘Base name of the installed
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Windows 10
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DISA Security Technic
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Qualys TRU Zero-Day Research/Discovery & Awards
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Remediation  Assets KnowledgeBase Users

Authentication Search Lists

Storage Excluded Hosts
Define how long you want to keep scan results in your Add IPs to exclude them from mapping and scanning,
account. even if specified as part of a map or scan target.

Go » Go »
Cloud Agent Deployment (Beta) PCI Account Links
Enable/Disable Cloud Agent deployment Add links to PCI accounts you want to share PCI

scans with.
Go » Go »
VMDR

Cloud Agent Deployment

Enable Cloud Agent Deployment

Only the primary contact (Manager) user can enable Cloud Agent deployment.

Before enabling Cloud Agent deployment, ensure the fallowing prerequisites are met:

* Add an authentication record (Windows or Unix) for the hosts where the Cloud Agent will

be deployed to ensure accurate deployment

* Enable Asset Tracking and Data Merging. For more information, refer to Asset Tracking

and Data Merging.
Enable Cloud Agent Deployment

Cancel
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Dissolvable Agent
Accept agent installation on Windows devices with

only administrative privileges, not registry access.
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Event Alert: File Read

sudoers
Changed On: 15 days ago Jan 25, 2024 at 11:44:42 AM
Category: PCI

sudoers
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Get Started with QFlow
Remediate | CID 48 | Ensure ioning is bled for S3 buck select
Perform the following to enable versioning of S3 Buckets: 1. Sign in to the AWS management console and open the amazon s3 console at https:/cnsole..

Blog: Use Qualys Flow to Automate Detection &
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