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» HEN | 3 WordPress Front-end Editor| SRR 7L 70— FOMESEE (WordPress Front-end Editor Arbitrary File Up
Vulnerability)
~ EER 3 Apache Tomcat DACEIHZ 2% 2 VT (EIBMIEESTE (Apache Tomcat Input Validation Security Bypass Vulnera
First Detected: 06/24/2015 at 02:30:38 PM (GMT+0900) Last Detected: 12/01/2016 at 06:22:11 PM (GMT+0300)
077302015 at 11:34:47 AM (GMT+0900) 6.4
Q0 87272 CVSS Base: CVSS Temporal:
Category: Web server .
CVE ID: CVE-2014-0227 g“;?g;e"'_m“" .
Vendar Tomeat 6.0, Tomeat 7.0, Tomeat 8.0 A ‘e"“"':’“m
Bugtraq ID: 72717 '_’ roup:
Service Modified: 0172772016 N
User Modified: Target Distribution:
ited: N !
b1 umn: yes Integrity Requirement:
Ticket State: Open wvailability Requirement:
THREAT:

Apache Tomcat IZ. Apache Software Foundation IZL > THE Zh = A= Fu— Ad) Web B - AELUF Y - F Lo 20 FFTT.
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IMPACT:
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SOLUTION:

ZORBEEEHIEE Th, AR TR - 30D Apache Tomeat [CF 27 F-FLT{EAL.
Patch:

Following are links for downloading patches to fix the vuinerabilities:

Apache Tomcat 6.x: (3I5)

Apache Tomcat 7 (#35)

Apache Tomcat 8¢ (#3E)

COMPLIANCE:
ot Applicable

EXPLOITABILITY:
There is no inf ion for this

ASSOCIATED MALWARE:
There is no malware information for this vuinerabiity.

RESULT5:
Apache Tomcat input Validation Security Bypass Vuinerabilty detected on 8080 porL<titie>Apache Tomcat7.0.26 - Efror report</itie>

3 WordPress Front-end Editor | SEERD 7L 70— FORESEIE (WordPress Front-end Editor Arbitrary File Up
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Qualys TRU Zero-Day Research/Discovery & Awards

Q u a Iy h r E a : R E E E a r : h Recognition and awards received by Qualys TRU:
T » 7—
ea m w d Secured two Pwnie Awards: Best Privileged Escalation Nomination for discovering RenderDoc vulnerabilities
Bug and Most Under-Hyped Research marks fifth year of recognition in cybersecurity

(12+ Pwnie Award Nominations) research contributions.

Qualys TRU ffz8514E0FERHI:
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—_ W “ 3 CVEsVulnerabilties No  NA GNU C Library's syslog()  heap-based buffer overflow sysiog
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’ /{ 2 ’ ' } \ —_— ) _— 5 CVEs/Vulnerabilties No  NA needrestart Privilage Escalation Vulnerabilties
CVE-2023-6779 No  NA glibe Off-by-one heap-based buffer overflow in the _vsyslog_internal (function).
w SXEs A Lo L £ Inigecovarfiow beue b iha vayslog Jntamal (inction).
| TR . | = E AT ity =3 \ — == — Cvez0santt Yes. o  (1d.50) Local Privilege Escalation.
ua ys 1 T’f Jule B CVE-2023-38408 No  NA OpenSSH (ssh-agent) Remote Code Execution in forwarded ssh-agent.
= . N CVE-2023-33865 No  NA RenderDoc Local symiink vuinerabilty allowing attackers to gain RenderDoc user privileges.
= RV H CVE-2023-33864 No NA RenderDoc Integer underflow causing a heap-based buffer overflow, exploitable remotely
1& ntﬁk %ﬁ 7@:’”2 &)_C 3-3 D \ Be St P rFIvi | eg e d ESC a | a tl on CVE-2023-33863 No  NA RenderDoc Integer overflow leading 1o  heap-based buffer overfiow, potentially exploitable remotely.
CVE-2022-41974 No  Leeloo Multipath mulipathd Authorization bypass and symiink attack.
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= W n I e Wa r S z{ﬁ o 21 CVEs/Vulnerabilities No 21Nails Exim Mail Server Multiple Critical Vulnerabilties.
CVE-2021-33909 No  Sequoia Linux's Filesystemn Local Privilege Escalation
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VMDR v

Dashboard  Vulnerabilities  Prioritization ~ Responses  Scans

t=Scans  Scans = Maps Schedules  Appliances

Option Profiles

Reports

A\ [ Helo v | Yukari Miyagawa (quays3ym7) v

Remediation  Assets KnowledgeBase Users

Authentication Search Lists

Storage Excluded Hosts
Define how long you want to keep scan results in your Add IPs to exclude them from mapping and scanning,
account. even if specified as part of a map or scan target.

Go » Go »
Cloud Agent Deployment (Beta) PCI Account Links
Enable/Disable Cloud Agent deployment Add links to PCI accounts you want to share PCI

scans with.
Go » Go »
VMDR

Cloud Agent Deployment

Enable Cloud Agent Deployment

Only the primary contact (Manager) user can enable Cloud Agent deployment.

Before enabling Cloud Agent deployment, ensure the fallowing prerequisites are met:

* Add an authentication record (Windows or Unix) for the hosts where the Cloud Agent will

be deployed to ensure accurate deployment

* Enable Asset Tracking and Data Merging. For more information, refer to Asset Tracking

and Data Merging.
Enable Cloud Agent Deployment

Cancel

@ Qualys SZ88 : Deploy Cloud Agent Using Qualys Scanner

\

Dissolvable Agent
Accept agent installation on Windows devices with

only administrative privileges, not registry access.

Go »

Scheduled Scans
Define scheduling options.

v

Dashboard  Vulnerabilities  Prioritiz:

@ Scans TN Maps Sch
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‘ New H Search ‘ ‘ Filters ‘

Scan
Title

EC2 Scan
Qualys-Del  cloud Perimeter Scan

Yukari Clou CertView Scan
Cloud CertView Scan

Nahiin Qran
Scannt ui
Cloud Agent Deployment (Beta)

Schedule Scan

|
SNOW NE Schedule EC2 Scan
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https://docs.qualys.com/en/vm/latest/#t=authentication%2Fwin_windows_record.htm
https://docs.qualys.com/en/vm/latest/#t=authentication%2Fwin_unix_record.htm
https://docs.qualys.com/en/vm/latest/#t=authentication%2Fwin_unix_record.htm
https://docs.qualys.com/en/vm/latest/#t=authentication%2Fwin_unix_record.htm
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File Integrity Monitoring
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Event Alert: File Read

sudoers
Changed On: 15 days ago Jan 25, 2024 at 11:44:42 AM
Category: PCI

sudoers

Triggers
Monitoring Profile:  Linux Monitoring Profile for PCI DSS - DO NOT DELETE

Section and Rules:  Rule-7

California Consumer
Privacy Act (CCPA)

@ Security .
Standards Council

/ 1.5, Department of
4 Health and Human Services |
Eabamcing the alth and well-béing of all Amricans




SwWCA
SWCA (software Composition Analysis) Y7 NII PR -
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ISR Ruby, Node.js, Go, Rust, PHP, Python, Java Platform, and Standard Edition (Java SE)
@ Qualys ZE{+ : Cloud Agent (Windows, Linux)



https://blog.qualys.com/product-tech/2025/06/16/building-resilient-software-supply-chains-with-qualys-swca
https://blog.qualys.com/product-tech/2025/06/16/building-resilient-software-supply-chains-with-qualys-swca
https://blog.qualys.com/product-tech/2025/06/16/building-resilient-software-supply-chains-with-qualys-swca
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2. FMBAI-J%E (Customizable Scope)
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MRHXIER: OpenSSL, Notepad++, MongoDB, XnView, Devolutions Server, PHP, Node.js, Opera Browser, cURL 72
Z4 : Cloud Agent for Windows version 6.2L#
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https://blog.qualys.com/product-tech/2025/05/27/eliminate-risk-with-precision-introducing-vulnerability-detection-sources-in-vmdr
https://blog.qualys.com/product-tech/2026/04/13/deep-scan-expanding-vulnerability-detection-beyond-traditional-boundaries
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VMDR Mobile
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Qualys VMDR Mobile (Vulnerability Management, Detection and Response for
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Qualys Flow
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Get Started with QFlow
Remediate | CID 48 | Ensure ioning is bled for S3 buck select
Perform the following to enable versioning of S3 Buckets: 1. Sign in to the AWS management console and open the amazon s3 console at https:/cnsole..

Blog: Use Qualys Flow to Automate Detection &
Remediation with No-code Workflows

Remediate | CID 67 | Ensure all S3 buckets employ encryption-at-rest
To enable default encryption on an S3 bucket: Using AWS Console: 1. Sign in to the AWS Management Console and open the Amazon S3 console at https:/...

@ Qualys
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