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Qualys VMDR with TruRisk™
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Vulnerability)

Vulnerability)

~ EEN 3 Apache Tomeat DAHEEH “t2 %2 )T (EIEMIEESE (Apache Tomeat Input Validation Security Bypass Vulnera
First Detected: 06/24/2015 at 02:30:38 PM (GMT+0500) Last Detected: 12/01/2016 at 06:22:11 PM (GMT+0900)
0773072015 at 11:34:47 AM (GMT+0900) 6.4
Qio: 87272 CV55 Base: CV55 Temporalk:
Category: Web server .
CVEID: CVE-2014-0227 g“;ﬁ?"‘_’“’“" )
Vendor Tomcat 6.0, Tomeat 7.0, Tomcat 8.0 A ':‘v'l:;'onmem
Bugtraq ID: 2017 '_' ouR:
Service Modified: 0172772016 PO
User Modified: Target Distribution:
ited: N
gi'lt:dnlm Y:s Il““g'l im“': 'MII ir!l_ﬂeﬁ‘: "
Ticket State: Open vailability Requirement:
THREAT:

Apache Tomcat IZ. Apache Software Foundation IZE->THIBE Zh . -7 20— 20 Web B - ABLUY =T Lok 207 7TT.

Tomecat I, AR ORSIEHNBEELIT, Z0I5- 0BEER. HTTP VAL I HELCZ L2V T T JEISHY. 2 - FHiUOT 2k 27

EFERID-Ta
Apache Tomcat £.0.43, 7.0.55 209 ML T hd LW 0= vay

IMPACT:
ZheORBEOERIZHHLEAIE-FORREL. T3 A0S MREERTS LN TEIT,

SOLUTION:
ZmBEREtEHIEETh. L F TR T— Y3l @ Apache Tomeat [TF v 5 —bLTCES.
Patch:
ing are links for ing patches to fic the vuinerabilities
Apache Tomeat 6§ x: (3IE)
Apache Tomcat 7 (#38)
Apache Tom . (#3E)

COMPLIANCE:
Not Applicable

EXPLOITABILITY:
There is no exp inft ion for this

ASSOCIATED MALWARE:
There is no malware information for this vulnerabiity.

RESULTS:
Apache Tomcat Input Validation Security Bypass Vulerabiity detected on 8080 port <titie>Apache Tomcat/7.0.26 - Error report<Aitie>
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Al-Powered Scan Optimization [

Select the checkbox to enable Al-powered scan optimization. Once enabled, Qualys Al profiles your web application and optimizes

to reduce the scan time while maintaining comprehensive security coverage.

Learn more K4

@ Note: When this option is selected, the detection scope defined in the option profile i not considered.
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EC2 instance is being scanned, existing tools don’t work across a diverse environment that includes

long-lived and ephemeral assets, and visibility is never complete. Qualys research found that over 30% ”

of virtual machines have high or critical vulnerabilities, and with blind spots in your scanning, you may ﬁ{a .

miss these critcal risks. D5 R U T« BEOME
I—Y—DERCIHEUETERT

Cloud Blind Spots Are Everywhere

The reason not all instances are being scanned is workloads:

100% 6 Mins 22%

« Are missing agents

Lack SSM int o Visibility into Cloud To Define Flexible Scan Less Cyber Risk
g L Assets Strategies in Cloud in Cloud
« Have encrypted volumes
« Are so ephemeral that they spin up and disappear before traditional tools can catch them
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Before enabling Cloud Agent deployment, ensure the following prerequisites are met:

* Add an authentication record (Windows or Unix) for the hosts where the Cloud Agent will

be deployed to ensure accurate deployment

* Enable Asset Tracking and Data Meraing. For more information, refer to Asset Tracking

and Data Merging.
Enable Cloud Agent Deployment
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PeerSpot

“Iappreciate TotalCloud's real-time protection and remediation features.
The remediation options include automated one-click remedies and custom
changes that help manage vulnerabilities efficiently.”
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“TotalCloud has yielded significant cost savings by reducing manual effort by 20
to 30 percent and generating overall savings of 30 to 40 percent across various
departments..”

Verified user Read full review [2
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