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Vulnerability Search List Information

General Information Criteria
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Environment Factors that Impact Reports

Scan target configuration or environment
specific factors:

« Change in host IP address or hostname

+ Authentication failures

« Change in host “Live/Dead"” Status 9 B

» Change in host OS

+ Change in asset’s business function Ephemeral Cloud Instances
« Assets pending reboot following patching

» Ephemeral Cloud Instances

B T—BHORVT—YDE

BURFEYMOIZRF-ESITOEANBATNTVRMES. AV NAOT —IHEBD—BHENRRD, Fy>ah—

RPOLR- NI EZREFUET,

KB EBEDMESSEF oy NIA—T>DFFERD, UZRVETER SLA 18R B2 RIFUET . o IBED/ T4 RIC
& RIFLET

S5 WY MBI RIVTS 3D RICTETOT, FILWVMEHEFER N A EE(C, BEfHISNTVS IP PRUAERIFR

ARENBIDOT Y NCEIDHTENTLSELET . CNSOERICED AFv> Lik—Mc—B N R{RIRIEEENHDF

EDS

o Iy aR—RELR—IRROiERELERKTD

o IESSMFIYNIBIESHEA-T O OFFLBDET
o  RIEFERTFIUT(URIFTEL SLA XNy)

o  RIEFERMEENTA-IZR

BA

ZOLYR>TIE WIBATT —IDREMZHRFL. —BIELERIEORV\LR— MR T BIDDHERFIEZ LK DHRLE
a-o

F— 5 D—EIEORBEADIIL

LiR— b7 =4V THRIB DT 723> %HEC T H(C, LIR— M —SCREEE SR BER ML, T -5/ (S -z 3
DB REBLBUNEETY T—INATI—2¢id ERRHGEYRIBIRICTITATESCE, ZUTRECHD
RV T -2 RELRVCEHRIEI BT TIEHNERA. T—HYERICETILOHROBI O A ZIBEISZLTT.




Qualys hL—=>491—-2 ®LR— N#kEg

Addressing Data Consistency Issues

Scan Target Changes Recommendations

+ Authentication failures due to user + Use dashboards and authentication reports
credential changes to identify and fix authentication issues

« Assets pending reboot following quickly

patching » Conduct regular assessment of your IT

infrastructure to identify decommissioned
and re-purposed assets
+ Configure asset housekeeping options in
Change in host IP address or hostname the scan optional profile settings
Change in asset's business function * Setup rules to purge/remove impacted
assets/agents to remove stale vulnerability
data from your account

Change in the host “Live/Dead” Status
Change in host OS

Ephemeral Cloud Instances

Addressing Data Consistency Issues

Scan Target Changes Recommendations

» Changes in authentication mode  Perform scans using a routine frequency
« Changes to vulnerability detection + Simplify scanning by limiting the number of
criteria scan option profiles used for scanning

» Changes in target service ports « Implement appropriate user management

to control who is allowed to make changes
» Implement appropriate change
management processes to prevent ad hoc
changes to scan settings
+ Identify and purge impacted vulnerabilities
following option profile changes when
changes are necessary
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Patched but Still Vulnerable?

Old Registry Keys Tesr?:::)EaLr;SFcl)I:es Pending Reboot
EEN

Patched but Still Vulnerable?

Is the vulnerable Windows asset pending reboot following patching?

I Vulnerability v vulnerabilities.vulnerability.qid:'90126"

!
119

showing last 24 days £}

PENDING REBOOT
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By Qualys Query Language (QQL)

TOP 50: AGENTS NOT CHECKED IN 90 DAYS

Display results as:

152

Query 1

Asset v lastCheckedIn<now-90d

By Asset Tag Rule
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By Asset Search

@ Assets ¢ | Asset Groups
With the following attributes

DNS Hostname:
EC2 Instance ID:
NetBIOS Hostname:
Tracking Method:
EC2 Instance status:

Operating System:

beginning with ¥

beginning with +

beginning with ¥

1P address
RUNNING

beginning with

Host Assets

Asset Search

Open Ports:
Turn help tips: On | Off Launch t

asset.getTrackingMethod(IP)

Step 2 of 3 Set the tag type and rules o Seh
i ts inni
1 Tag details v Rule Engine reauffs | beginning with
o Tag Rule Groovy Scriptlet 7 Re-evaluate rule on save 4 the past
if (asset. () !=Asset HOST) return false; ® ‘ d
s e past ays
3 Review And Confirm 2af todiy = new Date()s 2
scan_stale_threshold = 31
re unLaswmsl.canou:m:aoa:cq)) >= scan_stale_threshold ss| * thepast days
(105015)
a sForQid(105053) -
a sForQid(45180) + the past days
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> IL—MERURLR—MEBRICOWTERBBLE T . 12930740 LiRk—he\wF LIR—MDATZ A DONWTIE, BUF TR

BALE Y,

12939574TLik—b

ASTIVR QQL JIVESYSIR—REA>AHFIT1TTH, BREBIKOHIFCEIETDFEFTE1I-DIA—HRZHRET
EFI,

KEss IO V=55t
Ay aR—R Qualys 1—H— IR PDF
A>7IRQQLYIY Qualys 1—H5— IR csv
NYFLR—b

API & VM F>TJL—MefERL TERSNZLR-MNME SNBOLR—k AT33>%ERLTEMENLR—MBE1-%
BIA-NATERVS, IEA>559714TTT,

Bess sl L= b7 -5t

_ Qualys 1—H—¢ _ ) CSV. DOCX. HTML. MHT.
VM 7> —h \ =LA &

77 JE Qualys 1-H— = # PDF. XML
APL (4£DZFr>T—3) Qualys 1—H— A CSV. JSON*
JATUyR - VM FoFL—he Qualys 1-Y-¢ =LAl RS CSV. DOCX, HTML. MHT,
API JE Qualys 1-H— = i PDF. XML
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WSO Lik— b7t

H—RN\—-71#t& (QRADAR. . — - Y—RN\=F1 D7 T )r—>32(C
R ualys DIt 1—-H— =LA &EEHH
Splunk. ServiceNow 7132&) Qualy = SO TERDFT

@IANTDH API #iE ' ISON ZHR— KL TWBDIFTRHDER Ao FEHBICDOVTIE. API i REZETZE,

T—=HFECTAFITNELINTITH?
MN—ZYIJETFATIE. T—9%EUS T BeDMER TEREIFIFTR/AT S AU OVWTERALET

Search Query

Asset | < tags.name:"external assets”

Vulnerability ‘ > vulnerabilities.vulnerability.cvss3Info.baseScore>=8 and vulnerabilities.firstFound<id

* How many assets do | have with this CVE?
» What does the vulnerability posture look like of a single host?

» How do | get a quick list of hosts that need patching?

Widgets and Dashboards

DASHBOARD  VULNERABILITIES ~ PRIORITIZATION  SCANS|

0-Uttimate - Vulnerability Mitigation by SLA

* Last30Days v

QUALYS SEVERITY BY STATUS: NEW, ACTIVE, REOPENED

showing last 90 days £}

To visually represent data using Count, Bar, Table and Pie graph widgets

XUIC

COLYATTIE Av2 =R, D131y WSS SUEEBIMY TUREDA >H50T1TRUR— MATS 3> % ER T 350
ERBIAEOIEZHALET,
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Qualys fL—=>4J1—-X ®LR—NBg

129395714TViR— MNNYFLR— b

Ay 1R—RELIR— R —ADLEE(S, 2K T DEFEEMTEHDFE A BRIET —IOFFHBIEAR, BWYIRITUIA—IY N, &
t1R87> T — MERBIRRUZ SDERIMETT .

EEINER:

o IRTOHYIIR=RIEIULSICAESNTLDNDIF TIFAL

o EETHEBEYIUIETZ(CE. FIVTEMAFEEFRZIBEL TUZEW, F : lastVmScanDate. lastPcScanDate.
lastCheckedIn. firstFound. lastFound

e, Ay R—- RO PRI SD, BEBICBURIFNGT —YBH/TE TRHVERA. T—IEARRET, I1Z1ybDZE
B CREICHESINTUISAREMEN SR T . INIE AIMNEENCEZRENITRU, D121y MIDARERZELI(C
SUKESSERETENTWBIAITY . 20T ST RN BARDEUEUMEIR TSRS, hD> b THZ MR B
[3TY,

v aR—R D41y VIV ERLTT —92ESH LUREILTEET,

J1Y

o THDUANEMSIBLHOINY RSN

o  HREAOIEREENVERISZER. JTIVEMERLTIZEV, HIRIE FEOR-MBEVTVST/ (A XD, SSL MEssHDHsT
JAZ0E, COFT RS DHET )\ A ADEBERI T TRIRISGANZIEN TEET.

Vulnerability v vulnerabilities.severity:[3,4, 5]|
4ITYh
IIVEREMICRALULVMSSER. DSy MEALET JrZ1y N3Py 1R— RICEV U, —ERREICDIO TGEIT
EEEN

o  JIUVDREHIRIA
o HyITR-ROBRKRESR
o MEMT-HEFRRTEET

YAV

vs Total Vulnerabilities
4.9K (4%)

V 4.32%
showing last 90 days ¥
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vy ak—R

o AYIIR-REEHOV/STYNCHBARENTVET

o HBOFT-IEEFDOUSTYNI. E—0FyIai—RICEEZNFT . HIX(E SSL/TLS D4y ah—R, Cloud Agent DFELIEC
B89 345w 2R— R, Wanna Cry OMEISIECRET 34y aR—RRETT,

VMDR DASHBOARD ~ VULNERABILITIES ~ PRIORITIZATION  SCANS  REPORTS  REMEDIATION ASSETS  KNOWLEDGEBASE  USERS 20

0-Uttimate - Vulnerability Mitigation by SLA

ssicU Donask agein
®  Last30Days v o

QUALYS SEVERITY BY STATUS: NEW, ACTIVE, REOPENED QUALYS SEVERITY BY STATUS: FIXED

HvSaR—R, 911V JIVDISFR

Qualys Tl&, 7Y, D41y h, Y3 1R— RO 7T —2a> TERATEE Y., EOT7TVT -3 % ERI 2N A>T
BLCET MEBRT - RRICEUSTEET,

VM/VMDR 9y¥1ik— R

e VM/VMDR Ay 1R—RIC(E, KD3EII TEREBRRATS AN H0ET,

o INIF BRITVIC—EIZEEDVANAEITHEDOUZ MR T BLS(ERETENTVET S

o ¥R 70747, BH. BIEBHOMIHENSENET.

o FERIIEBEELMEIHLLGRENET,

o BERE (TP) (X AssetView DYLRMEBEL U TERETENTULET

e TPZERULTREDERIC—HIZIEELZIREID

e VMDR DOBESSHARZRITUTUVINIA LBRITEZE (RTI) ZERIIENTEET,

o VMBIZHUTSA>#IFDTHIVNT RTIRRITYN-I> % ERA T 3(C(E. Threat Protection #8370 TSaV(SEBINT ZNE
H&HDET, EEMICDVTIE. Qualys TAM [CBRBVEDECEE,

e CZhIE VMDR [CEENTHN. VMDR EBFIBRIFFLA— NI RTI ZRMEUET, CNICKD. BEENHEB OB REIE
. BRI F(FEIF OB RN D DMEST 2 IFE T DDICIRIIEET

J90-NXW7EyhE1— (GAV) /HAN-tF1UF(EBEEE (CSAM)

e  Global AssetView (GAV) /CyberSecurity Asset Management (CSAM) Z(FERI3E. BEDLDEMRNIBEREBZLN
TEFEI,

e CHUCIE. AssetView TUNESNIAZEMNREET —F(CIIZA T X—h—%&. ER&. VINIIZN-23>, \—-RU17. VIRII7
HROU-AB. YR-NETH. SAANTIUREDFFHRNESFNET.

e )\=RUI7. VYINJI7. OS BEDIEFUESLUDEEENIEEATT—H

o WHERET7Y L TRENET,

vy 1R— RDENS
Hyz - R F AL TR TEET,
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Qualys hL—=>41—-2 ®LR— N

Qualys NI ZEZEOI STy > TL—b
BEF0I4S 1y NEARAIIA XS B
Z-RCEDBIED1S 1Y hOVERK

77— MeERLESYYS 1R— ROVERR

Qualys (. Fy>aR—ROVZNCICISBINL TEEDERERIIATES. ICICERATER Yy ah— R — MeiREULEY .,
FoIL— oD, BEDT—IANZ—R(CEEDEEIRL. Fv>1h— ReERL TUEE W, Ay ai— REICIERTEE
g-o

By ah— RICI4S Ty MEBINUED, BEEOD4S Ty N fREUIED. D4 Ty RDLATIMNEZEELRD, Ay 1R— RTEFI TR
VERITHTEN TESET,

FUWTYTL— M3, ABIaN3E9<IC Qualys 7HIX DT> T — b~ SATSUICTERRNGEIIINET.

Qualys JZ1=F4h5DHY>1R—RED1TTY MDA VR—b

v aR—RMBEADTY S — MR I BRI TEL. Qualys 1Z1=F THATRERSY> 18— K% Qualys 7H9> MIA>R—b
IRLHTSET,

ICAR—NTED VM/VMDR 4w ah—RADUI I, IROIBFRICHDE

9:  https://success.qualys.com/discussions/s/article/000005975 (FRULVIJTRIZET)
https://success.qualys.com/discussions/s/article/000006212 288U T<EEW.  GFRLVWYITRIZEEY) HvIaR—R
® JSON J71 )% Qualys 7hI> Mo >iRk— Mg 3550 EMIC DN TIE.

Hy>aR—RetONSERMTS

CNIIRZRITVZFERUTIRBOU/S 1Y NeER S BN H D). RHFHEINNMNDETD,
CO7TO-FRERUTIRBEONRI APV 1R— RED4 DTy MBI BT JTYN=I2EHTITA—YNDBLERZ NS S59574
Azt IBERI B EN TS T,

vy 1R—RFEF -3
No—=YJEF A, Svs 18— RCEEN DHEAIBET B0 RTI5ET
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@ Qualys

VMDR DASHBOARD ~ VULNERABILITIES  PRIORITIZATION ~ SCANS  REPORTS  REMEDIATION  ASSETS  KNOWLEDGEBASE  USERS

New Vulnerability Management

FIXED VULNERABILITIES

30
0 / —
303 =
To0% =
showing last 90 days (&} 150
100
0
o
" Todey
DISABLED / IGNORED VULNS VULNERABILITIES BY SEVERITY VULNERABILITIES BY TYPE
22 " fa—
w
Tov |
showing last 90 days (&}
0
» %
: - = o
’
0 = —
VULN AGE LAST 30 DAYS VULN AGE 31 - 60 DAYS VULN AGE 61 - 90 DAYS VULN AGE 91 - 180 DAYS m

VM/VMDR &3

VM/VMDR #&ZRO[E5514E 123> Tld, SEESNUBDIRZRET T THARUID AN HEN., EEICBEITZIN
TOBRARZRTEET

MesstET — %2R I B(C(EVulnerability (Afe881H) 1z, BET—7%R <9 (L[ Asset(ERE) |ZEIRL TEEW, 2
IhB. TR NZGEICRIESL., FHlZMER TEET

Asset and Vulnerability Search

VMDR DASHBOARD ~ VULNERABILITIES  PRIORITIZATION ~ SCANS  REPORTS  REMEDIATION  ASSETS  KNOWLEDGEBASE  USER®

Click + to add Search box

Wiioenanell  Switch between Asset and Vulnerability search queries

Vunerabity ¥ Q

A Vneabiny Switch between Asset and Vulnerability findings 1-500f 319921

Search Tokens & Fields

Vulnerabilty vl . Start typing to see available tokens Click ? to access online Help .
Asset Ll sman See all search tokens for VMDR .wm-mm

e e Select the numoer o range \wu.3u, 31 wne vuinerability was
vulnerabilities.firstFound first detected (by a cloud agent) on the as: sdsdecllh o yshymlhed rop-down
menu

vulnerabilities.found

Example
Vulnerabilities. hostAssetName Show findings that were detected in the last 30 days.
vulnerabilfies host0S - . See sample search fields

VIVDITA—-NY MY S#EIREIR
UTFOETATIE, HTUOTA—Ry NCBIS BH# B BIED—EB OV THRIALET.
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Avoid use of NOT clause:

Asset X Use of NOT clause is ok

Vulnerability > Avoid use of NOT clause

Avoid using NOT clause in vulnerability queries

For example:
instead of: not vulnerabilities.status:FIXED
please use: vulnerabilities.status:[NEW,ACTIVE,REOPENED]

Character Limits:

Maximum character limits including alphanumeric, special characters and spaces.

256 characters 4096 characters

O@FFIEIROENDHEREBIAICOVTIE. AT OU % ELEE,
https://success.qualys.com/discussions/s/article/000005973

SLA ¢t EHIFEH

Qualys hL—=>491—-2 ®LR— N#kEg

INE DRI L 9421y MEERALT VM/VMDR Ay 1/R—RNTREDIEE SLA 2RI SEOHITT,
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EXTERNAL ASSETS WITH EXTERNAL ASSETS WITH

VULNERABILITIES OUTSIDE CRITICAL SLA VULNERABILITIES OUTSIDE HIGH SLA
Corporate External | Internal Endpoint
Severity Facing Facing Systems
Ranking Assets Assets 40 1 1 2

vs All Assets with High vulnerabilities

- 1day 45 days 7 days e e 112 (100.00%)

Level 4 7 days 60 days 30 days
Level 3 30 days Next 90 days EXTERNAL ASSETS WITH EXTERNAL ASSETS WITH
production VULNERABILITIES OUTSIDE MEDIUM SLA VULNERABILITIES OUTSIDE LOW SLA
release
Risk-based Decision 409 2 1 8
vs All Assets with Medium Vulnerabilities vs All Assets with Low Vulnerabilites
410 (99.75%) 218 (100.00%)

Critical »2 High SLA 09IV

BUF OEiHR(E, BIONYITRBULNRIL FyS1R—F D421y MORBE(CERENITVO—ERZRLTVET,
BADIIVE CVSSv3 A= Za7h 8 KU EOMESsHEN®HD. 1 B ERICRAICERENCIRTONEIMIIEEZ
RZRUEY,

tags.name: "9 2PEEE
" AND vulnerabilities.vulnerability.cvss3Info.baseScore>=8.0 AND vulnerabilities.firstFound<now-1d

Tips:
+ Be specific when choosing target(s) for
your query
EXTERNAL ASSETS WITH + Use a good naming convention for your
VULNERABILITIES OUTSIDE CRITICAL SLA Asset Groupsfrags
40 Note: Asset Tag names are case sensitive
Asset | < tags.name:"external assets”
Vulnerability | % vulnerabilities.vulnerability.cvss3Info.baseScore>=8 and vulnerabilities.firstFound<id

EXTERNAL ASSETS WITH
VULNERABILITIES OUTSIDE HIGH SLA

107

vs All Assets with High vulnerabilities

Asset ‘)ﬂf tags.name: "external assets”

Vulnerability ‘ < vulnerabilities.vulnerability.cvss3Info.baseScore>=6.0 AND vulnerabilities.vulnerability.cvss3Info.baseScore<=7.9

AND vulnerabilities.firstFound <now-7d
2 FEOIIVE. CVSSv3 R—Z 207/ 6 KUk 7.9 LUTOMSEMNHD. 7 BULRIICRAICKEREINITIRTOS
BBl BEZARZRLET
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Qualys NL—Z>J1-Z ®LiRk— Nk

tags.name: "External

Assets" AND vulnerabilities.vulnerability.cvss3Info.baseScore>=6.0 AND vulnerabilities.vulnerability.c
vss3Info.baseScore<=7.9 AND vulnerabilities.firstFound <now-7d

Qualys Tl&. Qualys 7HU> MAO IT EEZ IR BIFIZHCFRYMIIN-D0T7RY NI ZERT 255, Bk
AR ERAEHERL TVFT, T, LIR- FOMREEIRY 2080, ERNRERTZII2 L 2bEDLET, Fz. 7T
Y ZEANFUNTFNKBIENBECTERBLLE,

O@EEST DERABIBOFHRCOVTE. UTFOUSI%SERUTUIZA,
https://qualysguard.qualys.com/qwebhelp/fo_portal/host_assets/tags_asset tagging.htm (Ff
LW TRHEEY)

BAN-tCFIVT(EEER (CSAM) (CTEFLZEN GRUVWVITTRIZEY) EESI DRELERTSEICOVNT
FAFBIIH0EZE N -2,

Sy 1R— R4S 1Y MefERURRBIAT— 5 ADEH

Av1h—REFERT L. Qualys 237> DRI BB Z LDBIBINATICEN TEET ., SEIERTV /O —(CHIFBEREED
B INEREID KPL %, SR EEEICHEERTEE T,

SREEAYY 1R —R:

o FHEEIEDTIBILNTES

.  BEMICEHEIND

o FREILR—PELEEUT. SREIKBCRIT 3L M BRAIRIETS

SREEAYS IR— REFREELR— NIEWCHHTELEVET .
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@ Qualys. ciou

VMDR DASHBOARD  VULNERABILITIES ~ PRIORITIZATION ~ SCANS  REPORTS ~ REMEDIATION ~ ASSETS  KNOWLEDGEBASE  USERS 20

QLYS - VMDR HC Authentication Indicators v

®  Last30Days v

WINDOWS AUTH FAILED

vs All Windows Assets
246K (4%)
¥ 3.78%

‘showing last 90 days £F

—_—

INSUFFICIENT REGISTRY ACCESS INSUFFICIENT FILE ACCESS

vs All Windows Assets vs All Windows Assets
246K (7%) 246K (8%)
¥ 7.32% ¥ 7.73%
‘showing last 90 days £} ‘showing last 90 days £}

3000
——
2000

3000
—
2000

1000 1000

“NIX AUTH FAILED

jead 182

V8 All Linux Asset

s

¥ 23.40% ¥ 6.61% V 49.67%

el

¥ 16.86%

*NIX AUTH W/NO SUDD *NIX AUTH TIMEOUT OCCURRED WINDOWS W/FAILED *NIX AUTH *NIX W/FAILED WINDOWS AUTH
s All Uni/Linx Assets V8 All Linux Assets Vs All Windows Assets s All Unix/Linux Assets
275K (0%) 2.75K (0%) 2.46K (0%) 275K (0%)
¥ 0.00% ¥ 0.00% ¥ 0.28% ¥ 0.18%

®@Windows :REIEIEAOEFIEEINGE VM/VMDR 4y 1R—R ISON J71IUIE. IROUSINBSAFETEE
9, https://success.qualys.com/discussions/s/article/000006159

HYSAR—RORARNTSIT4A

Ay IR—RICT =9 AT RIDIAEREINZIIVE, tF1V71 RUS—E2Fv> I—F—BUTVIRENHDE
ED

BBAAFv>I355E. JIUTI now-7d 1Z{ERALEFS ( Bl vulnerabilities.firstFound: now-7d).

Qualys JZ1=74((F, A IR—= N TERAYS 2R—RPEVOMAEESNTVET . AFI3ICE. Qualys IZ1=F4(CF7Y
AL ZZ2WV,  GRLLWITTHZEEY) .

1= TNy R — ReD1S 1y NE Qualys 77U -3 S 1-VEBOBOTHD. 7Ur—2a> T 1-)b
RITERENMVCEISERUTZE, AssetView. Global Asset Inventory. ThreatProtect. CloudAgent.
VM/VMDR REDAYS 1R — REEWIIZLTVET,

B 30 HEICAFr SN TURVEE. @E 7 HREIEIESNIMESSEOEETRE. FFEDANYIDZENZ BRI D
ENGZIHEL. SR J30%ERITZRENGHDET .

Ay 1R— REB(CRITOAF v U FERZINET 128, HUVRAN AF v AERT 42 EEIDENEETY,
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Qualys hL—=>41—-2 ®LR— N

@4Y> 1= RONRZ TS5 4 ZADFFMIC OV TS,
https://success.qualys.com/discussions/s/article/000005976 ® FAQ %#ZSHEUTIEEL\,

Hy31R—RICI1ITYNEENMNT S
UTFOETATIE, FyS 1R RISy MBI 3755525 BALET

VMDR TRIAL DASHBOARD VULNERABILITIES PRIORITIZATION SCANS REPORTS REMEDIATION ASSETS KNOWLEDGEBASE USERS 20

Vulnerabilities

Vulnerability { vulnerabilities.severity:"5" and vulnerabilities.typeDetected:"Confirmed” and vulnerabilities.vulnerability.threatIntel.remoteCodeExecution:

3590 \ tags. nane: *AG:Windows’

Total Detections

HaYYS1R— ROBEN

o &EHYIIR-R (UD) (& IATO Qualys 7TVT—33>0iER%E 1 hPRICED TREILET.

o UD & BXHFOYy> MR- FiEERRI(E T BIeDBOINTORE THES SMERAENZ TSy NIA— LY —ERELB(C, BABHL
WIS M= RIL— AT I%RHMUET .

o USTYNEVI-ZMERLTHYS 1R~ R BIEIR(CHERL . INTORRTHR—I BN TEET,

Qualys fEFYS IR— RICEROBEBENGDDET .

o THADHEBEALEAYS 1R— ROVERR/ BIRDEL WIS

o JORT-ARBALODOEIELFREZ 1-IHSDI1 Ty MERK
o BIEDIIUNSI1TTY M RIF. BIR. K. VERNT SRR

o STy ORGERER-BEEAZIIINIARTER

o ITYMMBBINT VT —a A ADEERYINEX

o Ay aR—RHBBINAYS 1R— RICEIE(CEIDE X BTEE

o BEWBRIMTDTI\ARIETBL ARSI UL

o IDTYNAYIIR—RIC, LDRBIESNIZEREBTF A MR T 2HAE
o BIOYIL-T1E

o EHFIOHR-b

o  EZXRTIN-TE
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@ Qualys

Unified Dashboard

L 3 Last30Days v

NEW VULNERABILTIES
120

ACCOUNT DISTRIBUTION BY CLOUD

OFFLINE WEB APPLICATIONS

10

Total

VULN BY SEVERITY

W New W Fixed W Active

"

sa

“

i - s I || Il- |
s s pr - i

—_—
Global Cloud Resources v

CONTAINER (DOCKER) DISTRIBUTION BY STATE

61
AWS 20
AAAAA 2
Google 18
TOP APPLICATION CATEGORIES
AWS W Azure [l Google
133 ’ 44 ) 187’ 22 ’ 32
Databases Business Web Servers Security Middieware
Intelligence

DASHBOARD TEMPLATES

SCANS WITH ERROR
3

ACCOUNT DISTRIBUTION BY CL{
Total
120
Running 87 -
W stopped 33
Other 10 '
RESOURCE TREND BY CLOUD

VMR PRIORITIZATION - DATABASES

2.42K Instances 97 uniquev 11 »

Showing Vuinerabilties for Last 91 Days £}

g 8

|

|||||

®Qualys 7hUYRNTHEAYS 1R—REBMCTDI5AECONTIE. U TF2IELZE W,
https://success.qualys.com/discussions/s/article/000006183

FOIV—-h314I5Y

MEYYIIR—FERI3E. tF+1UT1 F— AFBHMOMSSMHEPIRTED/WF RAFrORERRBED IT &EEAIAYNZ

1 HFATHEERTEEY,

Hadv>1R—RiE. Global Asset View (GAV). CyberSecurity Asset Management (CSAM). EDR. 5514

H,wFEHE, 20MMZDI1S Ty MERERNDENRSEEL  BREOE—E1-ZIRHMLET.

HyTam—ReD1ZTYh FTOTL—b ELIF-(ICE JORT-IRBIEAOT T — Ma#RTE MO 7T -3

FRSNEY,
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Qualys hL—=>41—-2 ®LR— N

Actveo-dey

e JWFEH VMDR, EDR LOHACLDTER TN EHE, EOMOT NIOHEEEO— RIS TR EENTVET.
. FIV— ML —=ERUT, EHOICIUERTEZ v 1R— Re STy NeERRLET,

Qualys 1-H¥—-¢45v>¥1R—-ReREITS
BFOETATE, Ay 1h—R%E Qualys 1-H—-¢HF923755%55ALTVET,

Tag Creation L User Edit: Wesley So (quays2pz99)
Step10f3 Provide information to help identify the tag Edit Mode Edit role(s) and scope
© oo »  Basic information - o
Nome Each role rants you & set of perissons that wl appy 1 1 Gects you have 8coess &
2 TagRule — e Profite Settings. —
g Properten T —e——— -
Color Favorte Action Log scawer ACMNSTRATOR
Defauit color take ths tag avors Add
¢ g foo g Account Activity Vs AUOTOR
’ ’ CcAmaAGER
Use Onstoms Recent
Norecent CLOUOVEW Uner
Favorte contact
[
Description i " Edit Scope
Oesriean for ths 29 (o
2048 charas .
. Define what assets e user can o 2
cosl Scope
Scaner Dasrooa
Cancat =3 Cance [ se ]

(EEDEBFENRLLFIY

o RSBMEAFTEULS. BIEZETIZONRETT,
o EAICEDMESSIHZAEIE T DNERTET BIDIFERTED/NSGA-INKODHBDET
o —MEHICEERENZIACE. Qualys DEREST>F>J, CVSS A=RZT7., Y791 ABBIEERENHUET .

Qualys EXES>F>)
Qualys OEAREFHiizERL. BEEOBEVEIEHENSIEICIZIEZETL TUVKON, —fRMICRLSNZ70—-F T, C
NICIFEXRE 4 BLU 5 OIEFHEEZINET.

RDISBMDBERLEHIEN TEFT,
o FIARIEERIVZTOAMIHOFEIN?
o BEHEIZVINIITVEHOEIN?
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o EBEQEOEEEETIN?

o IVTFATIRIREUEFIN?

CVSS A—AA17

BRI Z133BI075E(F. CVSS A7 2RI 5LTY,

BUFZERUID, SIRUIEDTEE
e CVSSAR-22ZT7
o CVSS—BZI7

U751 hOBRIEIER
Qualys Threat Protection (& U794 LDBRA >0 —45— (RTI) Zi#HUFT,

1EEDBITIBAIZ4(133(C(F, RTI ZERTEFT.
INBO RTI (& POTFAIREDLY —ERIESWEREOHEIDOBEINT ML EMRSS It 2 BEMITET

BELRE

RESSIEDFRZIEL NIV, Mess BRSNS SO EEZRLEY . FRERBREOEOLRAUTREHDFEA. FIZ
& RLUE OB VESSIEICEIROB RN EIEM BN TVSIHE. TNEFELBSIBRLTHD. BIRERRDEPNAEETS
BENHDET,

BRIREC. BIOBEOIAT 74— RIEFNTHD, NS EELELEMITET . BEURECLD, MSSIELITR B
BUCBHEY ZEEEFE CEET . TNICED, UAIN'EL EBEOBRNEREMISN TV BEZBENICEERTEXY,

BEiRE:
o  EBHOBRICRLESENTVBZEEZIFET S
o  EREAFRURIZGISTHESSIHZIFET D
o ST —HRBINEMITIITBIET. IRDIENTTHEICIRDE T,
> BARBRZILVRCEE
> BENAOBELHEEHST*
o NBOMESEMEE. UPIAALBRIERE (RTD) EMFHINZIEMRATIVCHEEINET.

OFREDAEPD FEIXNOMESS EDERICLOTRAEIBLCERL T .

BEJ1—RDY—-2R

Threat Protection TIEREINZBET —4 YIZIVTIUCEIROEONEFNET,
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. IHZTOMRY-R

Core Security PoC Exploits mapped to CVEs
Exploit-DB PoC Exploits mapped to CVEs
Metasploit PoC Exploits mapped to CVEs
Contagio Dump Exploit Kits mapped to CVEs
Immunity PoC Exploits mapped to CVEs
- Agora

- Dsquare

- Enable Security

- White Phosporus

Google Project Zero | Zero-Days mapped to CVEs

o NIIIFOY-R

Source Type Data Type

Reversing Labs | CVEs associated with malware

Trend Micro Malware names associated with
CVEs

McAfee Ransomware mapped to CVEs

VMDR E%&IaRI{TILR— b

VMDR BSEIBAIFFLR— M, BEISTHAN MESSIHEOEF. BEATIDIV A WERBHOIIFIIARE, 1
BOEZRZERU THESSIEOBTIRAIT )/ WFBRAZITIRDICERETEN TVET,
UTFO1>939574T ETATEABELR— ML T W FBR 7 )71 ET1 OEITIR T2 ESR T 3757E(COVTERBALE
ED

VMDR Prioritization Report

VMDR Prioritization

Rating.
Asset Tags (1) o — 539K
191 194K .
| cloug agent x o Mo e 357K
Total Assets Total Vuinerabiities - 484
82
Age Detection |  Vuinerabiity Real-Time Threat Indicators (RTI) Match Any Match Al Attack Surface (/
POTENTIAL IMPACT Running Kernel «@©
- - High Dat 1 oh tovement Wormable (158) ) | Denial Of Ser £ Running Service ©
1o boge - Unsuthentioated Bple Not Mitigated by Configuration «©
§ Remote Code Execution (10,5 Remotely Discoverable Only
= 3465

925 1388 1238 ACTIVE THREATS Internet Facing Only

Active Attacks (6) ) | Maiware (5.36K) | | Zero Day (727) ) | Explon i (816) | | Public Explon (5 58K)

 Threat Protection provides Real-Time Threat Indicators to the Prioritization Report

HEDNANI 3971

Qualys OF>TL—MM=ZDOLR—NE, BTZRIVTZ3NBIRTOREESHEETIAR—- T DD TEEL, FAH I EBEEL
YL BRIBAZAFIPTVLIR- M ERLET .
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Qualys OF>TL—M=2DOLR—MNE, KRBT —ADIIZR— N (ERIELTOWER AL Qualys (. HITZ9UT3>h
SINTOMES R TIIAR— NI BRE, KIFERT —IDIIZAR—NED API #I2ELTWET,
EZEINEIRZANT T4 RO TFICRUET,

1. BRIBATT 90— 8 eI 3l BUIREE\VAF-E I —EEDTSI71 A RRUET,

EREOFERZE3ICE. AFrR-ZADOLR—CE>AL RAM-ZDOLR— MNIRERDEET I —TPEEST . LU

ERZROIARRIAN EO)2fEALET,

LR=ML=FANERF N —F e —EITDNEBNGHDET . DFED. BEIT v 935S EELR—-NET,

BRI OFERZNET B2 REAICDIOT—EULR—- MEEZHEIFUE T

Lil— N F&E CBRZE(SEHEL .. LR—MeX T R JTOLRERGBY)CE#EE T2 75 E2HMELET .

Qualys (& BTRIUTS a5 IR TO/ESFHEZTIIZAR— N T/\ (TR Lik—k 7—=h4D0 TOJSL%ZVERTS 213

&, KRUERT—HADII AR~ MAED AP ZIRHLF T,

7. Qualys API &5 —RNN—F4E7 U -2 a2t DREBTHIAVEIEIFET, FIX(E. Qualys App for Splunk
Enterprise (. TA-QualysCloudPlatform ##ET Qualys 7H9> MSHEES4EE TS T34 7> A& T —4=EUSU.
Splunk ([CERDIABCET, &R LR— MERZB B (CLET .

N

ousWw

ORIBADRET 215 ZIBIFU. F(ER<RDIFDHERRLINTERLICT D FERERIARRUZNMOWTIE, UL
TOUIESHRLTLIZEL,

https://success.qualys.com/discussions/s/article/000006215 GFrLL\WYI TRIZEEY)

LR—bhOARZN T5974RICBET2 FAQ ZHERTB(C(E. LT DU IICTIEALTLZE W,

https://success.qualys.com/discussions/s/article/000005984

HSEEF

Lik— M BRIBROEEZ{BES 1(Ch., ) WFERTOJ SADEBIR e R I B DEEEEL THERTEET . X
FrOLR-bF2 T — MR E9BRMT —IDUNRZZOBEIRATTORRENRES Ve, T ARDHBLMR— KT
¥, Fo, RIBCHER) WFER T/ WFLIR— MAERR I BEETEFT . AANTTIT4 A&, JWF THNREZBIETT
e1&

LiR—MefERL TEF 1T EERT )T ET1 2 HEELE T

o JWFTULDFREINI) WFLR— NI /Y FZE I 2EMF — AL TENIIBIRREBDET .

o ZAFPIULMR-IFUIL—MeEAUT. BREOSLY/ R0, R, /vFeSUFMRLR- MERLET .
EE/\yvFERAI OIS A

eSS4 EIRTOI S AOEIRRZETHE S B(C(S, B DA NYIEELLR— M ERLET,

o AYVTIR-RTEBLNLOT—HZRZIENTEET,

o (EIESNIMESSMELIR— NI, HEESNHABAICIEES NIRRT MR bENF T,

o {EELR-MNI JWFERIDI S LAOBMMEERET DO fERATEET,

o IJEIFAIUR-MREO MY RUR—MfERL T, TEEIN—-TRIDESRAURI DR |2 HELET .
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LiR— MR

BT OLR—MEZEZTHELL,

MY RISTEEBLR— MAEBRUEWELET , LIR— NAOTSI(CLHTHATFAILOTA XEZNEEREBDER AN
M2 RISD%AERR I BTe8hIC Qualys T3y hIA— ADMERLRINERSR FEEDRECEDERT —IDE(FEUS(C
IEIILET, SHIC, IRHEBENRS BRENSWMEE, Qualys T3y hIA—ARBCREECTU TEDZADT - 5202
FRIVENHDEY  INIF. LIR— MERORINERICEARRFEE S X B 0IREENHDET .

RE | MU REARIZAEHET S, MeSSIE DL AU I BRI S 3. BEI(IIUSJZERT3REDMRZHBL TEV. N5

OXFERICED, Qualys T3y IA—LADOT—FENHEIFEN. BRINENE ELET.

LiR—MERICRETIE1E:
o TIYNIA-LHESZENGHZT—IDE (1EH)
o  HAHAIFMIIAOT-HE:
> BEH
> R
RE
K> REARZAEHEL . EmfIRARZRUZ NMefERL THESSEZ /AU, ERIREES -y NERTS
TN DIBEE. T—HTIIZR—NED API Z1R5F U TZE,

aoalEL R — MDY

SREELN— M RITI BB FIUR—-MNERZER T DVENGDDET, [RTT1-)leEnc JE85ELR— T PDF J74IL

RO —RECERENE T, ZOMDOATS 3> ELT, HTML, CSV. XML i'&%0D% 9,

RIS UIR—MIREBDIEEZFIRLF T ESRRT b, BEJIL T, IP. FLBEESTOVINHZRIRTEFY, Z

TERULEATZ AL T, LIR= T =9DT I —TEFENREDE T,
BIRUA—TYMDIRA S 7yt SREOFREHITORAT - (PASS Fzld FAIL) LEBICUARENZET,

o EREELAR—MCE ZFv>dNIEBRANDREIRT —IANKRTENET . T omjoseac sors (00w mD

[ ] ’S*ﬁ w Unix/Cisco/Checkpoint Firewall {5
° 95,5& Host
64.41.200.243 (demo13.502.sjc01.qualys.com, -)
o HERNMTDRIHER 64.41.200.244 (demo14.502.sjc01.qualys.com, -)
w— 64.41.200.245 (demo15.502.sjc01.qualys.com, -)
b KT 64.41.200.250 (dem020.502.5jc01.qualys.com, -)
o FBERFYOEEITUILAE. COLN—MEEITUET, fost

w Windows [F [
Host

64.41.200.246 (win2008r2.tm.qualys.com, WIN2008R2)
64.41.200.247 (trn-win7.tm.qualys.com, TRN-WIN7)
64.41.200.249 (trn-win2012-dc.tm.qualys.com, TRN-WIN2012-DC)
64.41.200.249 (trn-win2012-dc.tm.qualys.com, TRN-WIN2012-DC)
Host
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ReSSTEL R— MEVERS BF IR
DAY LIESBIEL R~ NefER T BRIIC, FTHIEREBBRANAEELSHAEL . BSR4 RAREEHHIRANT — %X

EI2WBNIGOET . TFE. Qualys (RANHIZRITIS 2 DOITEEZRHELTVET,

Qualys Scanner Appliance ZERAUTAFv>%MIAT 3
Qualys Cloud Agent Z/RA RNy NIBIZFEA TS

2FrFFREFI-S1 MefERUTRA N —92URELES, hAFALLR—MNEELZSOLR— N> T — M8 R E (SRR
LEY, Z— &I Lik— oL — MYTERILIES. BNEERLU TRA RNy bOLR— M ERUET . LiIR—MNeAER TS
BIC. AV F 7T ATORAFE IS0 MIE BT —HURERTE T U THMENHBESERLTEEL,

—

2.

. RANHIZRTUEY

Qualys 2FvF7T3547>R
Qualys 739RI—-T1>b

Lik—b 2T —MefERUTUR- M EITLED,

nili Reports ' Reports Schedules

New

% Title

Search | | Filters w

Scan Template...

| PCI Scan Template... |

Patch Template...

Map Template...

Import from Library...

SHONUHEERENLA- > T~ MBS
DAI LU= T~ MNefER %

Download...

AFvUICED{MR(Scan-Based Findings)

eSS EIR VT —2a>NTI AFv > IXZ1—-% 0w IU. [AFv> 15T %0 IS BE, FATOD SCAN T—H%2 R CEF
T o INBEAFPIR-ZDIREFERTT . Qualys 7HD> MATEITENEINTOMSTERFr N CIICRRENF T £5

BRI BB G AFvIR-2ADIREHERZER T 2R ENBDET .
AFVIN-ZDFER (FETEDIZFrILR-D) @& [ZF0>15T(CH0ET.
AFVIN-2DFERER(E. WEOR a5 —FY MUl RFvT 23y LR—- NCR#E T

Templates

@ Sl Scans

@® Windows Scan

LVET Schedules Appliances Option Profiles Authentication

New w | | Search | | Filters v 1-60f6
Title Targets User Reference
@ Host Alive check scan 64.41.200.243-64.41.200.250 Qualys Manager scan/1577034741.02411
@® Unix Scan 64.41.200.243- Qualys Manager scan/1577034645.02402

64.41.200.245, 64.41.200.250
64.41.200.246-64.41.200.249 Qualys Manager scan/1577034400.02383

N-T
Date ~ Status
12/22/2019 Finished E
12/22/2019 Finished E

12/22/2019 Finished [7]

Search Lis
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AFrIN—ADLK— MOEERKRA> b

1. ZFIN-ZOREHERE. Qualys ZFvFT7 TS TV ATRF v a7y NI U TOHERENES . Qualys
Cloud Agent (FEENHREERAFY>E—RTHBH RAM-ZDIREFERDHZERKLET

2. ZFvIN-ZDRHHERCE, BEDRFERRORTYIMEENET . 2O, MfEFSHEORT IR EFRRENE
Bh.

3. BEALDBE RAM-QDRERREZEATIERDFT, NG BEORFOREICERZHTTVET,

4. ZFrIN-R0FEREF. EEOFRDIREZRRUD. 1 BIORAMZAFv> 320D oK. SREEN' MU
MREIUID . EOFRIETONIVMERESND, BB TOERE, M2 1-F1> T DB TR 2 fERENE
ED

RAM—-ADRAERER

o 3'/\‘_('0)1:\’—17)/\‘—7\03@1':5%%%(1\ /-RX F/\—Zwﬁﬂjﬁ%%tu?(inﬁﬂuo)/ (\b-‘y |\(:5I Scan Based Findings
FIAFENFET,

N N . Scan 1 Scan2 - Scann

o RAM-ZOBRIBERT —IR-R(E T URAFTI D57~ 5% UINEL, SRR NE R : P
FECHUTRIRUVIZNHBIAE LA T, i EN e B M55 1421 > Ty I 2{ELET AN S/

o RAM-ZOIEHFERZEFATZE ERORANEED S EEREZR R CEET, 4 v K
AFrIR—ADIRHHIERE R, K2 -2DRREHERTIE, AFRORZ S EOHS Fiost Based Findigs
WRRESSHEDZAT IR Fi. U747 AEIERH. BA-TURE) %BINS 3HE55
4R RILR— MR TEE T

Host Tracking Vulnerability
IP / NetBIOS / Status
= DNS /UUID
7I'\Z IV\—ZCDEElEﬁﬁﬁ ;\sz /d/l}ctive
KnowledgeBase ixe:
® ZRZA MO BRI HUE T II:I;’ N/SN;ebBLIJIODS / Reopened
o  NURLR—MOYERRICHE

o IESSUEORT-TREBEN: HA/TIT4T/EERY/ B \/

RAM-ADHBEBRICHEELZSAER

RAM-2DFAEBREZITOEE S ROBERCLDRETSERL TLIZEW,

o UEE-ROZEE

o WRERZY-EIR-FOZEE, BLU

o TBEDIEFLIRT-IADZEAL

RAM-ZDIREFERZIOBRCERINEES 1 DOBHRF. MAMRFLE IP P RVADZEETY  RAMUREENTHe
5514 7ZEBING BILHITRANGFZF IP 7 RLRAZER I BLIGEESN TVSIHE IRANRFZF IP PRLANEEIND
& BTSN EROTRZA MCBHERNIEN BRI REMEN'®DDF T . RANGE( IP 7 RUANZEESNLIER(C, RAM-ZDIR
HEREHEIT DL —MIIITONTVSHETY,

IESSIEDIREFERICFEN HIIHE (IREMERN ACTIVE ERRESNTVDOD(C, FIXED ERRENDIEZHAFL T
HBERE) [F BIMOAFTIERITI L THRTESLICEBEL TS,
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COISBFEEDNI DR BOLLV AT RO Ri&RLEH (last detected) |C#REHZ HEEU TSV, RASIRHH
EIRERHOBICKRERIRILONGDIHEE. BIORENVE THHBIREEN®DDFT .

LR—KNY—-R - BESY

7Y NITELIR— D=y N UTERTEE Y, 7RYNMIZERTZE RARD IP PRUAZEEZRICTBIERL, R

BA—-TYNITBENTEET,

o 7y NI EERTZE. R RDEIIPHIBRICE S TRY NI —INRCEEL TVWRIHAETE. FHEDEEIC—HIRANEDHZL
NTEEY,

o JeEZIE IARTH Windows RANEZ(IR— b 443 HBEIVTLBRZ S

o 7y (E, Ty NIL—T0 1P SEEINYR— FaNTORVEE. FRIGEMDIEERL TEHR— MNRWMEEZSHIEDIRIN
hTEFY,

Asset Tags Include hosts that have | Any v of the tags below. Add Tag

l Windows Assets

Do not include hosts that have | Any v of the tags below. Add Tag

Top Mgmt Assets

1 DDKRAM 2 DDERBRBY—-RA
UTFOETATE, 2 DORRZT—4 Y-ZAREALT 1 DORIAMAFv>OURBEDOLR— MRRFECDOWTERBALE

g-o
One Host...Two Different Sources One Host...Two Different Sources
Scanner Scanner

.o @ Info Tracking  IP DNS os oo @
i 192.168.1.242 win10x242 Windows 10 Enterprise Info racking sl Lo o=
: 192.168.1.242 win10x242 Microsoft Windows 10 i 192.168.1.242 win10x242 Microsoft Windows 10

Enterprise Evaluation Enterprise Evaluation
« By default, Scan data and Cloud Agent data are displayed separately « Configure Asset Tracking and Data Merging options for Qualys
in reports account to merge data into a single unified view
Cloud Agent Cloud Agent

BEBWLT—FHRE

o TRYMIVFIIET-HIX—THEREICED, AFvUAERZITURI-D 1Y M= —SU T RAM=ZDRF v L IR— NTRZ D
L1—-R% 1 DFRRTEFT,

o FATB(E HTRIVTSAD DT FAIUIFR—SvI1—F—h VM Ffeld VMDR 7 VT —2a> TCINSDOA TS A% AGR I 2EN
HOEI
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@ Qualys

VMDR N

Dashboard

= Assets

Host Attributes

Customize host attribute names that will appear when

viewing host information.

Vulnerabilities

Asset Groups

Prioritization ~ Scans Reports Remediation Assets KnowledgeBase

Host Assets Asset Search Virtual Hosts Domains Applications

Asset Tracking & Data Merging
Accept unique asset identifiers and choose how we'll
merge results from scanned IP interfaces and cloud
agents for an asset.

Go ) Go »

I3V RI-IIOMCEBRAPMDAFY>

o  —EOHRFEERLTEERBIIIHOATI VG, I-S1> MU BRI FEI-J1> MBRS#BIF T

]

Asset Tracking and Data Merging Setup

Unique Asset Identifiers >

Asset Tracking & Data Merging

Accept Agentless
Tracking Identifier to
merge SCAN data from
authenticated scans
with Cloud Agent data

Unique Asset Identifiers

Agentless Identifier

If you agree, Qualys will write a unique asset UUID on your
Windows and/or Unix hosts during authenticated scans with
agentless tracking enabled. Once the Manager primary contact has
accepted this feature, agentless tracking identifier may be enabled
in Windows and/or Unix authentication records.

Accept Agentless Tracking Identifier
You agree to use agentless tracking identifier and you allow the
service to write a unique asset UUID on your systems.

(O Decline Agentless Tracking Identifier

VYnui dn nnt anrea tn 11se anentless trackina identifier

Asset Tracking and Data Merging Setup

Unique Asset Identifiers >

Asset Tracking & Data Merging

Accept Agent
Correlation Identifier
(beta) to merge SCAN
data from
unauthenticated scans
with Cloud Agent data

©I->1> MERERIFE

(A%

Agent Correlation Identifier (beta)

If you agree, Qualys will use an Agent Correlation ID, generated by
agent installed on Windows and/or Unix hosts, to correlate the scan
results of cloud agents or IP scans (authenticated/unauthenticated).
The data merging option will allow you to decide how the data
merging should happen for these scan results that uses agent
correlation identifier. Note: For this feature to work, please make
sure that Agent installed on Windows hosts has version 4.2 or later
and Agent installed on linux hosts has version 3.1.0 or later. Please
also enable 'Asset Scan Merge' option in configuration profile(s)
through Cloud Agent > Agent management page.

(@ Accept Agent Correlation Identifier
You agree to use agent correlation identifier.

Users

Ports/Services 0s Certificates

I-J1> M RENERIF(Agentless
Tracking Identifier)#aE%{ERL
T AFvveEhlz IP 159-J1—-A¢L
Cloud Agent 7tYyhDI-S1IYbh
VM AFv> 50BN IHEse 1ERAT
vOREREN-IULET,

I->1> MBBEIERIF(Agent
Correlation Identifier)Z{ERUT.
AFvrrEhlk IP 109-J1—-R¢
Cloud Agent 7tyhDI-S1IYb
VM A+t hSDFREEENTLVRVAESS
HAF v U EREV-ILEFT,

EESNTORBVRAFY> DN —SHEEDFFICOVTE ROV IS IRU TS
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EBEBN—7., FelEmAO#EIF2ERATEET . 7HV> hChAOBEBO7 Y MBI F2= 3 ANBIET. a0
AJREEN SR APRICEEDFET .

AL I->1> NUABRRGEIFEZE I —>1> MBESERI F2ERL TRAFv> 219 a1(c. BIOFIEZ
T IIMENGDEISEFRUTIZE,

F—HDEE

ROATYIE, BYRT —IN—IATZI A ZREITDETT AT23Y 3 BEIRIBL. SCAN T—HL AGENT F—FhHE
—OfiEE1—-(IN—T2NFT (TRER) .
UTFSHEEATZ > 2RUET . Z—X (S0 TEYIRT — a7 AR IR TR,

Asset Tracking and Data Merging Setup @ x 1. Do not merge data(}—gigﬁébnu) I-—
e — o T1VIBIREENIT A RFYF T T ATV RICEDT
Seltit:("(::sr'::::nd:;aou do NOT want to merge scan results for cloud ”y%ént—_?_gt (j:BIJ (:E%énig—o IP |\§“J:F>7‘D\‘ﬁ

agents or IP scans. Each agent and scanned IP interface of an asset

would result in a separate asset record. 7;}] (:th L \67"1 |\_C‘ (j: N Z#V)ént?/\‘ro)*{)g— 71—

Mg gt by scan v (@) 2078y d- RMBBICRRENET,

All scanned interfaces of an asset will be merged into a single asset
record (tracked by IP). Results of network scans and agent data will ~
NOT be merged; you will get a separate asset record (tracked by 2 ' Merge d ata by Sca n methOd (Z*T’ /H;E
agent UUID) from the cloud agent scan results. BIJ (:5"_‘_9&7_ :/“) I_ )I\/ I\I/Z:‘Ellil)]iggﬁgu ?t%ﬂaj_éb
R | BBEATIAY 2 B RFORNEIRTOAH-TT-2
and results from all scanned IP interfaces merged for a single unified . R g ~ ~
view of the asset. Assets with a cloud agent will be tracked by agent (I P JEE’H—\D\\EQ}J (L@j_c (I \5’(/9_ jI_Z) D\b”yﬁén
UUID and assets without a cloud agent will be tracked by IP. —_ N .

T —9%BE—0&ELI-RIN-JUFT,

Enable smart merging . - . —_
We'll automatically detect wgeradoua agentis nstalled and 3. Merge data for a single unified view(7
merge results into a single unified view of the asset only when an -
agent is found. Assets with a cloud agent will be tracked by agent — giﬁab t m - wﬁet J_ - (:ia_-\ ) I - DI ) |\b\51‘ly
UUID and all the interfaces of an asset without a cloud agent will be
ko EENT—HE. RFTFTTFATSANBREENTT 5

LRaEn, BE—oMati—(CRRENE T,

4, Enable smart merging(A¥—h—S%8%
£93) I->10MAYARMILENTVWBHRARNT} AT>3> 3 FEEFNIGRIRENE Y. I-S12 MY A MILEan
TUVWRURZRTIE, AT23> 1 MERINET,

F—IEEAT I

BUFDOFE. Qualys 7HUYRNCERESNIT —HEEATIAVIAEUT. 1 DUED IP 129—-J1-ANB0DRAFv> T—
AHt Cloud Agent 7—ALiEEEN3SH)AZRLTVET,
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SCANT =5 | DA N H—TT

—AEHRETS

T—HEEATSIY [AGENT 7—H%X—
ELE)

I-P1VhFEF IP ZFv ORAFr AEREN - URWTIZE

T—HEREELRN LNz WZ o
—ROBI#ERF (I-J1 M REH ID FdI-S1> ME
AFVOTIECEBT - Wz o B ID) MUETT, BEDINTO IP ZFr>1>5-J1-R(3
YORES H—QEELI-RCHREaNET (FIALRTEDNS &
NetBIOS MiBEF) .
H—fiata-IcT 0 0 IRTOI-T1> b AFrUDFERE AFrZENZINTO 1P 1
k=) >H—JIA XADAERN BEOHE—DOREL1-(REINET,
AX— M-8 Hr o I-SIVMOFECSCT, AT23> 1 Fd 3 FEERICE
(C93 REnZFzg,

Cloud Agent E#EKRAMDLR—M AT>33>

BITFOEFTATIE. Cloud Agent ZfERURA MRS 1— 2 BMF(FEMCIZEEFERTEIZ3FIFBLAR-—N A&
T2AUIOWVWTERBALE T

Report Title
Asset Groups Select items... O v ‘hseled
|
1Pv4 Al v & Select
Display Ranges
192.168.0.87-192.168.0.92, 192 168.0200
Filter
Services and Ports Asset Tags Include hosts thathave Any v of the tags below. Add Tag
(no tags selected)
User Access
Hosts with Cloud Agents
Your selection determines the host findings we include in the report
OAIl data
(OScan data (Include findings from scans that did not use Agentless Tracking)
(OAgent data (Include findings from the agent. When merging is enabled, we'll also include findings from scans that used Agentless Tracking)
Cancel Test Save As... l m

I-I12bAFYIN-ISFUA

Cloud Agent 7 —HERFv> T —9%X— TR BAIICAFY> (FREDEH/AREVIE) ZFRITUIN AF+>DORET(C Cloud
Agent T —AHURESNNCLO T, FERNBRIIZENDDEFT NSO FUALCIOTRERNIERBDIHENHDET . ERE
IREZFIAZVONTBTUET

o I-JIYMNRELENCHGEIEEINTORVZFT>Y
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o FRRIENTURVAFYEZNITHRKI-T1> ML

o I—J1 MNNELBNITHGERIIATv>

. REEAF v EENICHKI -S> MLy a3y

e EC2 RAM - I-S12MYELZNITHKAEP EC2 2y

e EC2 KRAD - BINTTFATIR ZFv> (IP BHiLI-ReI-S12NBHILI-REL)
e EC2 /RAb - I-S1OMNNEHNRY (IP B I-ReI-S1Y NEFFL - KAL)

REDSEELI-RRIESRDFTH?

Y—JILERERFENSRITEINE T, Qualys (&, IBIDREICL - TERSNE IP B 7y M RNICI)->T7v T3
CEEIHBDER A

Fe. —ROBEHB FEREC1-NERCBRO TVRIEE. VL I-RIRETZ 08N DDET . ENTH. AFvF(ET
-1 N RBIRERIF GRAIKRMOD) FEFI-C1>MEBBE ID (R—MYJOvIaNnTV3, QID 48143 KA+
([CEFENTUVRRE) ZEUSTEEEA,

LERORMHNFIES ZIBE. LI RE#BILU THIBR I 2 ENHDET,

FFHRCOVTIE. RORF 21X MESERUTZEL,
I-—>1RAFN—S5 - FLVWIJTRIEEY)

VM OI 7174 1D %#IBfR9% (FiLLVIJTRIZEEY)
I-J10 ML AR FHRAEE 12— 2B UiV I— ROsHR!

AFrILIR—-bFITV—b - RRAT D3>

LR—PMe{ERR I 3IRICILEL TERINERIE, WRFHEZEIBIETT TO. LR—MAER T 2B T [CD
LiR— NIRRT 20N ? JEBRBEL TS,

COLR— e HIREERERBLEIH ? 2NED. )\wFEATOISAICSINTZI AT LAEBECRBLEIH ? HA. Th
(C&DTLIR—NOARBHREDE T,

RICBNINEERIL, H5RFAIERIBENHIONENSIELTT,

LR—NETEBRITGRICEEDBIENERTT . 5534, CEENGHNET> T — NIIBRZEN I ZEHAIEET .

(OE:E:
Lik— NMERROBRINE(L, Qualys 750K ToyhJA— LW 2mnENHZT —FDEE. HII7/ICABEENS
T-ADE(CEIHOTERDFET,

ORZNTFIF4R:
TEBRIRNERICLIR— MeERR I DL ICL TREL,
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93571499

. o Graphics
FREISD CRICEETREBEFITTTT . LR~ MEECRBE FIY | ousness sk by Asset Group over Time
9[}7—:W§®W§R¢&Z‘—<§-Oajbfﬁﬁéntb\ig-b\ p Vulnerabilities by Severity over Time

Vulnerabilities by Status

J:ﬁ'[ 2 ’30)’]5717‘}3)’&@%3'51%@(3\ _E/Hﬂ Feﬁ(CT)EéﬂiZ I\/\‘_Z Potential Vulnerabilities by Status
OHERDTHEREZERIT2NENDDET . TNUSNDIZE. CNBOATS Vunerabiifies by Severlty

Potential Vulnerabilities by Severity

3)(1’][/—571_?(:@0&3'0 Information Gathered by Severity
DRI LIS~ EAERTBE, Lik— MO FEBICIEIRARE CaE T, HIR(F, | | o0 Vonerable Coegores

. . 10 Most Prevalent Vulnerabilities
I//-k_ Fﬁﬁﬂ*ﬁ@% B%’E(:\ #ﬁ%ﬁ'l%ﬁﬁ?@é:t%%{%ﬁ(:gnbt"r:.l/\i%émt Operating Systems Detected

= Services Detected
_Ca-o Ports Detected

Some graphics
options require
“trending” data.

o JIDWIATIAV BRI BLE(L ATy M —FT(IV A% E /LTI

(I\O
Include this text in the report footer

o —EDHT S T1wIA TS TR MERE IT—IDUETY, <Add a custom footer to the pages in your report>
o  FK4000 XFOHRILIVI-#EIMULET .

Custom Footer

49/4000

RAMDEF Ml ZR~

R, Cloud Agent RZAMNIREFZIFHRICOVTIE. R MDFMZBRIRT 2MBNHDET .
BARNCE I-212 MRAM 7Y ID MEHENE T . INE IRTOISVRI-Z1> b7y MBER BN —&
OFERBIFTY,
Display Host Details
¢| Host Details
Include additional identification information for hosts with cloud agents.

¥/ EC2 Related Information
Include metadata information for EC2 instances.

AWS EC2 7tyhedRed3LR—hDiBEL [EC2 BE:EBEHR(EC2 Related Information) |F Iy 2= AL
F9, NF. EC2 RANCEIIPEERBERZIRMELET . /{TUv DNS 2EALTVRIHEE. CIICRREINFT, KRR
R AMI BFRENFT . CNIEEBRIBIRTI, /\WFERRFC AMI LNV T/ \yFZERINE. 20 AMI HSiEcEidniz
RANCEABIFENFIELRVNSTY, VPC DOT—Sa bR TEET . A VATV ADIRRE (Ef7H. EIEHh, & TF
HRE) ERREINE T, TFAR—K DNS EA DRIV AL TEEERTEET,

HFHREREZDHD

Qualys ORESSHEIRI-RZRBUILIENDDIIHEE. INTOMIEMEFE QID (CZLDBEWIEFNTVDILEF
HTULS,

FRTOMRYIRZFIVII DL FHRlDEELR—ROTAXHMMENIL. LIR— MOAERKICHBERIFEIERIINET.

o (FEALOREIIMELIR— NI, REENIMRSSEEHER SN RN ZENTVET,

o JRSSHEBIBDIENVEFRRT BICE, [FERIFIYIRYIZZLERLET,
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SHDFHOEIRT HEE. ROBRZBARL TS,

H=GYM—TFT1IDR (Ve REMVENHDTLULIN?
HHEHOBNZENRT DICFEDLIRBIRNMVETIN?

Include the following detailed results in the report
#| Text Summary

«| Vulnerability Details

Threat
L= NCEDHIHNEDHZ MDA TIN? Impact
Solution

«| Patches and Workarounds

Virtual Patches and Mitigating Controls

@EE c Compliance
Qualys Ul Lif— N, 5T29UTS 3 N5 ATOREE AT IR K~ oo

hFBOTRC ARIREZTEBLAR— MERTBTEEENIELT | o rocute

WE9d, Reopened
Appendix

AFvIUR—N = J4NI—=AT>3>

I4WA— AT %FERITEIEMNFEDARL T4 SATLAEEEC QID DEEIA THRDIADTENTE S8, #EEA
DEFESFRF—AICEBOLR— MAER TERLICRNET

o JIAI-ESL QID DIER
o BEODARV—FAIIRATLETIINI-F S
o ERZF-LTEAEBIOLR—AERR TS

RERVAPERLTLUR—MEIINIVSI TS

RFEUA M Search List) (3. /CyFERARTEERAESSIE. EREORVWESSME, ITI7XT0( MMEENISN TSRS IER
EFEDMRSSEICERE L TRHIERTEET, . LIR—MSIFEDMSS 2RI I DLt TEET Y EBHED
BBILT. FFRBCH-T Y MeBOLIR— MR TEE T,

O RZRUZMAERL T, LIR— MIESHBEFED QID 2T TLET, fil : ){
YFEAEIRER TN TORESS M

Use Complete reporting to show results for any and all vulnerabilities found or
use Custom to report on a selection of vulnerabilities.

Complete

® Custom L] 1 'DQU:@@%UZ Fﬁiﬁ?]ﬂf‘%i@'
X Info Title +|_AddLists O IRZRVANERL T FED QID ZLIR— ISR BEETEET, fil: &
€@ () Patchable Vulnerabilities Clear All XKE 1 BLU 2 OITRTOMESS .
%) Info Title -

# Exclude QIDs

% Info Title | AddLists
@ (&  Low severity vulnerabilities Clear All
% Info Title -

Lik— NEBY
UTFOETATIE, IIFPPRSIYAIIFICH TS AR OB LRI LR M ER S B/ EEHIALET
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RERYA M ERUERBLR—

INIE ARZRUA MRV TR EOERE S F ) 2RI EDEITY.
ZOBITIL. CVSS BARXI7%ERU THMEREITHESSIEDIRTRUA ML . CVSS AR D7 Z{E AL TAEBEIFAESSE
ZIRRUFY  BEYI2ERLTHRIINTVETD.

Corporate CVSSv* Corporate Vulnerability Severity —
Severity Score Evaluation Criteria m: Search Lists |

Ranking —

4 Title Source

8.0-10.0 The vulnerability may allow:
An attacker to assume remote External_L1
administrator or root privileges External_L2
Exposure (full read and write access)
of a host, application or backend

3

database External_L4 , Dynamic
”~
4

Dynamic
Dynamic

External_L3 Dynamic

. External_L5 Dynamic

Level 4 6.0-7.9 The vulnerability may allow: !

(High) An attacker to assume only user Internal_L1 Dynamic
privileges, or perform a complete Internal_L2 Dynamic
denial of service attack

Internal_L3 Dynamic

Level 3 40-59 The vulnerability may allow: Lo de Dynermic

(Medium) An attacker to abuse or misuse a host Internal_L5 Dynamic

or application, or perform a partial
denial of service attack

Vulnerability Search List Information

General Information Criteria
Corporate External Internal Endpoint Discovery Method Al
Severity Facing Facing Systems CVSS Base Score 8
Ranking Assets Assets Qe CVSS Base Operand

1day 45 days 7 days
i= AssetView RS erS

Level 4 7 days 60 days 30 days New Tag

=3 Name
Level 3 30 days Next . 90 days _ [— Clear Al 4] RMP_AGS

production
release; not to Quick Filters Endpoints
exceed 90 X

Not In Use e
days

In scope Internal

¥ Favorite

RFREUANT RTI Z2{EMATS

Threat Protection RTI %L TIRIRUZ MfER TEET . 1 DOIRIR
DUZRNTEED RTI ZRIRTEET, AT>3>TOI7( IV EBHEDEZCE

T ZFVUBEULIR— NS T — MDA TN TEET e —
e  RTIZFEALTREVAMAERK TS PR
o TNBOMRIURANIE 2P, L b EEOBNTHEATEET,

Exploit knowledge is well know!

General Information

Active Attacks
Active attacks have been obsel

High Lateral Movement
After a successful compromise

Easy Exploit
The attack can be carried out &

High Data Loss
Sucessfull exploitation will resu
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REss 1T 1)V 5 —

MESSMEDI A —%EATBE. LIR— NIRRT DS HEDRT—IREEERTEET.
FESSTEICE IRD 4 DORT—HRADVTNMNERESNF T,

1. BEMEMENMIS TRESNIZS . EOAT IR #HiM(New)J(TBDET.

2. BHENRHENMRESEEDISES. TDRT—FRIEPIT1T (Active)lTBDFET,

3. RSSHEMRIEESNIRBE, EDAT—FRIMEIE(Fixed)(TBDFET .

4. BESNBICBRRESNMSIMECOVTE AT BEA—-T>(ReOpen)(cBDFEY,

{BIESN IS4 2 IR E I35, ABREROEEATS 1 2BNCT2UNENHDET,

MESSIEICFRT—ARIHNZ . IRREEFETELE T . T IAINDIRER(ET 7H74T 1 TS, TN BESSENT7H71TICAFr 2N,
LR—RENTWREZEIRUET . MRS LYSAR-INSEEME T 2EETEE T, BAME T 2L AFv I LR—NIHB L
TINTORZMBT ORIV ENE T,

FEDIBHICED. MESEMEN—ERMBM L IEEINZBENDDET . INSOIRRZIRE T DIHE(E. BhET 2IKRE
AT BERDET,

BN ZHESSMEE L. FFEDEE L TRHASINNFED

fESsMETY,

o HEBHEORF-IRTLUR-MEIAILILET, Sisus

o Ff(New)

o 79747(Active)

e FHBf(ReOpen)

o {EIFEFH(Fixed)

o [RESHEDIREEBICLAR—MEIIAIDTUET
o TEEREH(Confirmed)

. J&TERY (Potantial) Potential Vulnerabilities: Active (] Disabled (] Ignored
e INEXNJIEHR(Information Gathered)

Vulnerability Filters

¥/ New ¢ Active ¥/ Re-Opened Fixed

State

Confirmed Vulnerabilities: | Active [ | Disabled Ignored

Information Gathered: Active Disabled

RITENTLRWVWA—RILIT(INT -

TIAIBTE FATO Linux A=) (EITHOH—RILEIERITRON—RIL) ORESSIEELR—RTEFT RnATZa>
ZIEIRT B, IERITHON—FILOIESSIEZVRNFDFLLEIS AV HLR— NGBIIZNE T BROM TS a2 # IR 2L,
IEEITROH—RILORESSENBRINENF T

Non-Running Kernels

L4 LiR— N33 #BINL T, Unix A—2DEE TERITSN Display non-running kernels
TWRWI—-RIERRUET . Add a section to your report showing vulnerabilities found on a kernel that
i;—_(; is not the active running kernel.
-

o  EITENTULRWLA—RILELR—IBERINT S

Exclude non-running kernels

Use this filter to exclude vulnerabilities found on a kernel that is not the

active running kernel.
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® VM API ZERAUTLR-M/EK T 2IHEDOETHRON—RILEETEINTORVI—RIUCEZLR— hOERTS
SEOFEBICDOWTIL, https://success.qualys.com/discussions/s/article/000006209 #S8BUTLZEL,

ERFHD QID T1I5—

TVI—ZZIRU T, LIR— MSHRFEDMESSIE (24781 Pre-defined QiD Filters

TVRWR— /Y —EXTRON MBS, RANDSEE | Brclude nonrunning senvices

(:A:D%ﬁﬁt%@b\ﬂfﬁﬁfﬂlﬂfﬁt) %B/%9+bi§_° :nB@j»{JI/ Use this filter to exclude vulnerabilities found on a port/service that is not
H—(IHFTED QID (COHEAHENEY .

running. Applicable only to certain QIDs.View QIDs

Exclude QIDs not exploitable due to configuration

° %ﬁﬁﬁ%énﬁ QID 7»{”/9—(31\ #%E(DHTESS'IEUZ HZO)&’# Use this filter to exclude vulnerabilities that are not exploitable because
. there’s a specific configuration present on the host. Applicable only to
BAZNEY. certain QIDs.View QIDs

o [QID#FRIVHI%I IS DL, FEZZTDMEITIEN
KRENZEY,

7J7_'j‘U = -C ﬁ&bﬁt)\ Included Categories

FLYSR-Z0%& QID [CEHFIUNEIDLTENTUET LE-NER | o noron i
én% QID ’éﬂ?j'lffﬁ’ibﬂﬂztb“_ﬁgi?o 49']2(1\\ TCP/IP ij_'jUOD ¥ Backdoors and trojan horses
WSS OB ELR— NUIEVMBARETT., Bt For Atk
Qualys TIXEE. INTONTIVHERIDIEZHERLTVET . ThIC v cal
&0, —EBORESSHENL R— NCFRRENBVBTEEENRDE S » Gisco
. — # Database
HFIURNOIES IR MERIBHBAR. HyIR-20RIRIEE + buen
EALEY, ¥/ DNS and BIND
#/ E-Commerce
¥ Fedora
L4 CT’LB(?I Qualys Hfzﬂsglllij_l/‘yyl\\_xtlﬁlbj]j__j‘lj_cg-o #!| File Transfer Protocol
e Qualys (d. TEBHNLYSEHRTBIDICINTONTIVERIRT L% ¥ Finger
HERLTLET, v ;elz;tsg:l;elect All

AJ7h—RLK—b

ZA7H—-R UR=K3, BEOSANBTF1)TREBZELNILTRELED.

o HESEMRITH—RUKR— MG BRULEE) )L - TH3H) (LRI 2 RINOMEE AT -7 2L R— N ET
o EBISNIERESIIELR— NI, REB|RIN TV MRS MZHBILET .

o BREEEUTVBMRISHELR— M RESNAS 2RI 2N ROS WSS HRILE S,

o  mBMESERKRAM R—ME. EXELANILI, 4, 5OMSFEOHENIRLZVRANHBILET .

o JWWFLR—MNI BER)WFEYTRNIITHAREL TWBRA ME#BILET .
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INYFLR—p

1. )\wF LiR—NE BRERRIN TV RIEIE S BIedICA VANV 2ENH D) \F2UA NS BLI(CE5E
SNTVFT,

2. J\WwF LIR=NIA>F1> LiR—NUTERZNZENZL, LiR— MBI 21T —([ELR— NORBAZEE
TEEY,

3. COADFAIERTIE LIR— M2 0-RIBEETEEL AL LIZU. LiIR—MDOARIS%Z PDF. XML, FfzlE CSV

R TIV>O0-RIBATZ AU NHDET .,
ZOUIR=MeA> AR TRELIZVWAR. BTRIVT 2T HIY MefH TOWBRENHDEY

BSRAZHS)\YFLR— b

JNFLR—MeERT3E. Qualys Ty hIA—AFBEINIC/ \WFOBERIEFERLET, DD, LR—MNIFRINS/\y
F(&. QID DIEIEICKHERERFTD/WFICRDET . 2D/\WwFEED QID DIEIEICEEREINZRIREMENHD. EDIEZE. €
n5m QID (FIRTHI—-T{EEnFd,

o JWFLR-MNIRECRHO/ YFHRREINET,

o URRENTLS/CYFFHEED QID ZIEIE T 3T ER TE3AIHEMENHET .

by 'MS13-090' (%)
‘ Flo . Moo
Qi Edited Severity Title Instance Last Detected
Patch Report - 20180704
@ Oualys " 90694 HBEEEN 5 Microsoft Windows Cumulative Security Update of ActiveX 20 days ago
a Roport Summary Kill Bits (MS11-027)
Mg tivme o Mosts Requiring  Vulnerabilities 90761 MEEEN 5 Microsoft Cumulative Security Update of ActiveX Kill Bits 20 days ago
ooaz018 rches Addressed (MS11-090)
2,009 21 2,420
- MEEE 4 Microsoft Cumulative Security Update for ActiveX Kill Bits 20 days ago
(MS09-055)
Netw... HMEEN 4 Microsoft Windows Cumulative Security Update of ActiveX 20 days ago
Gott 4501 Kill Bits (MS10-008)
sz s sesen e ke i = e T AN seees HMEEN 4 Microsoft Windows Cumulative Security Update of ActiveX 20 days ago
6441200245 Giobal . demol5.$02 501 quaks. Ut/ Tiny Core Ui / Linx 26 20 K897693: coon wl Kill Bits (MS10-034)
a202% Gotul . demo06.s02 5501 quais. R Mot Enterprine Lo E5 4 m misa2013-49. e, Moz oo
Ga20m Gobul . G502 5501 qusbys. Unix 2426 Embeddnd Deve [ F5.. 231 ws13-090 oo of
64.41.200 24 Godal . demo13.502 5K01 qualys. Ubuntu / Tiny Core Linux / Unux 2.6 200 MS15-063 Mcrosont wi
a2 G comr st T s v w20/ 133 [| | s p—
|| | s2rem1020 Gobul . owarptwa OMTBWA U 2226 o 00RA- 20 fecors e

EFEIRE)CYFLR— b

FIAWRTE, FIFABIEERIARTO) WFHLR— NIEZFNET .
212U T4V —ATSa> IR FLR— M2 EAT 3L, Lik—b

© Complete
(CE®H3/\vF QID LIV I2/\wF QID ZIETETEFT . [FBRIZE Custom

RIBEEFD/)WF QID IR TRRENET . [HAF L IBERT D

PETED/(F QID OHNERENET, [/(yF QID ZERSH AEIR pim usenl
i) Service Pack QIDs lear All
g-ét\ 4§E0)} \c‘ya: QID b\‘l/l-ﬁ_ I\D\BB/%91~énasg-c % Info Title -

51z (£, Microsoft DOiEIEMEICEE T/ WFLR—MeERL. H—EX
JwID QID ZBRIMLIEWELET ., CODIZE. 2 DOMRZRVAMIWME
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Use Complete reporting to show all known/available patches or use Custom to
show only a selection of patches.

Exclude Patch QIDs




T, 1 DEOBRZRUZNCIE. A5 -1 Microsoft THhaHE
FHENSENTT ., 2 DEORFKRUZMNCIE. MEFSHEDI1 NUIC
[Service Pack W& FNB3IRTOMEIFENSINFE T,

[EIREMESS L R— M ZERBL. [hRYL1ZEIRU T,
Microsoft ffESSMHARZRUZ MeBILES . LR—NI(E, A4
—T&% Microsoft (CBHET 2REIEEDH NS ENE T, IRIC,
[EIRECYFLR—MZERUT, LiR—I5ERIN 20w F
QID #4FELEY, [/{wF QID &4 15&RL. H—EZ/ Ny
DRRFRVANBILEYS . H—ER/\WH(CREEfF BNz QID
(FLR—MDBERINENE T, COT> T — NCERMSN S/ WwF
L= NCE. B—ER)/WIICBEEF BN TORVWIARTD
Microsoft EssEnSENEd

KyFOESHR - EERRAVH
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Selective Vulnerability Reporting

Use Complete reporting to show results for any and all vulnerabilities found or
use Custom to report on a selection of vulnerabilities.

Complete
©Custom
% Info Title . AddLists |
@ (G Microsoft Vulnerabilities v.1 Clear All |
X' Info Title -

M

o [BEMISNENYFEIRN MR ERTZIHE. RAMLETIZTMIISNE QID £9HIBDEDTHD, RANLT/NwFHA>
AR=ILENTUOBNESHIOAREL TLBNEIHEDITI DBD TIIRVCEISERL TZE,
o J\WFDESRZE. TF1UT4. IXERE. EEEAOFHE. BLPIRIBEADOURY (ME5ME) (CRT2EBRECHELSZ L

BEEUzLIR—b T—9%ZER T B SERLRNTIZE U,

o QID (CLBBEEHAX(CLDHIHEIE, UV (RESSHE) A&ET—HCEIVT, KMHEEIBSENFH TEA Y2/ WFOERIZ e
FETE - BRI D5 AICOHBRARIRETHD ., ZLVOBENMBIEZ S5 I BIREMEN'®HDET . LI T, JWFOBERRFEEITARET

LTKIZEW,

o JWFOBSRIOSYIE. ARV -T2 SATLE&EENE QID (CEIVWT/WFOYI—%~/-RU. 0S BLUZOAMOEEE

ZimlcS RmOU— R - RERDIFBEICIHOTERITENET,

o ATZALTOTFAIOIESIHERFrY (STRBAESSHERFr> TRAHRAILDMESSHERFr>) N5, FSBRURE RTI PREZR
FUZ MeERUTLR— M IV —IRETZCECEOT QID MIILI—aNdE, YI-IBEICFryIh4ED, BERIODy RN

BEJREMEN'BDET .

o ZAA7H—ROLKR—bESYSIR—RFIRTE. /WFOBZHZ 2 HR— NUTOWBWZEISERUTEEL,

ORTIZ R FDBESRI ZERUILZEOLA— MEROFZEMICOWVTIE.
https: //qualysguard.qg2.apps.qualys.com/qwebhelp/fo_portal/search_lists/search_lists_exclu

de_superseded_pa tches.htm #ZEEZEL,

®/)\WFDOESFZCREITZEEMCDOVTIE. ROV IESIEL TLIEEL,

FULMTHHA

QualysGuard (F. EEHZ5NE Microsoft /\WFZEDSSIIBLEITH?
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INYFDEXREZRR

IRZA S ETHREENTZ) WF TIEIERJRERINTO QID O T, RHBVWEXREZLN- D/ WFERELLTRRUZVGS
& [REREXEIZERLET. HIZE /{yF MS09-015 HMEARELAIL 3. 4. 5D 3 D0 QID ZEIEIHELET. 3D
@ QID INTHRAN L TRIEENISE . JWFERER 5 (CBDFT, —75. TERE 5 0 QID HRA L TIRHEN T, At
O QID M&HENIZER. JWFEKRE[R 4 (CBDFT,

QID 90492 (&K 3) . QID 90397 (EAE 4) . QID 90342 (EKXE 5) . /RANLET 320 QID HNIARTH&RIH
INHZE. JWFOEKEL 5 [LRDFT . RAN LT QID 90342 M&EEN g, o QID MetEniza. /lvFoE
KE(F 4 (ZBDFT.

RRRZIE
INYFOEKE MS09-015 - EXE 5
wiEhiz QID QID 90492 - EXE 3
@ Quoiys Patch Report

Vulnerabilities
addressed by the patch
have different severity

QID 90397 - EXE 4 =y ?ssig:ed se\;}Efit;/ =
= ‘A</>rt epat? is “7“

QID 90342 - EXE 5

|

BTN EAEOPIETEZE, JYFLA- NCREN TS
FIIC. CONYFICFEKRE 3 HEIDHTENTVET, 22U, 2OV
YF TSN TV SIS DB AEGENENRBY, ZOPITE 5
£47TY,

::::::

Lik— bOER

Lii—hOERE(E. RDZEZBKRUET

o COLOIBIEFDLIN- M EITIIMENDDEIN?

RKEOAFY>T—HEIFTIRI-D1> N —HZEE I DNENDDET . BITIBAITFAEEZZNRNITITL. FHARDBEHR
BOEYRIET - 2RI, EOLSRUR- N EITITDRENDDEFITH ?

o FENENZFICANZDTULLIN?

HERBEARDED 1T - NEFEEDRISEITI BIHICLR— MR FERBZBENGDDDTLLIN ? T, EDLIERASETZ
RIzB20TULN ? EFSHEIRT0I S ADBEEEL TWBZEETER T BIDICELANILDLR— NS IR T2 EN DD 1
—(FHETULN ? Fle IBEDHEEDIREEIRYI DLR— M EBE T 21— - (S TLLIN ?

o UDRFENZFETIN?

Nl LiR—Me2o21-)L0. eSS EIR IOt A% Al sE RV B EME I3 0EATY,

Lik— bDEETH

Lik—MNeBefn g 275 E318 5 HNET,
Qualys 1—H—-ADOLR-bOEf - AT33> 1
. Yx—2v—(& WEBREERZI1-Y— (J-4F—/AFrF—0&EI0I1-—Y-) ((EIDHTEY,
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. I1-5—FF> - MERUTLUR— MR EERT D 1—ILUET

Qualys 1—H—-A0OLR—bDEAE - AT>3> 2

o YR—v— I1-Y—(L LIR—MOERICERIBLR— FoFU—MNetERELET

o  YR—v—I1-Y-F 1I-HY-ELR-r2TU-NEIDETET,

. ZOF> T —MFERUTUR— MRITIRE, T —NIEIDETNEI-Y—(k. 7T —NMIEFNZ 7y MOTIERED
RVWBETELR—MERRTERLICRDET,

MHEBRINTOI—HY— (Qualys I—H—-¢JE Qualys 1—H-) [CLR—M=ERIS

o  YR—Iv—1-Y—HLR—bF2T—NefERLET .

. Y*x—2v1—Y—(3, Qualys 7HI> NeiE D1 —H—ETHI> NetE e RO ADA—ILT RL 2 EDEART I — Tk ULES .

o YF—Sv—1-Y—FLIR—MRTZ1-)U., Befad I -T2 E0FT.

o ZTTa-)LlENIBERICLAR— MIERITENBE, BT —-TAROI—T—(ELR— NPT TR0 TIr7 IV ERFU>Y (GR
EICIOTERDFY) 2ZFEDET,

AFI1-EnkLik—b

RYESTORFv D ERARR(C, LIR—NERRRIC, 1EELIERMICBEIEITI LRI D 1-ILERTETEET . Fz. LiR—h
WTERL . FRIRETRE(CROTEBRIC, BIRUIZEC R ) — T (OB S BA TS 3> 2R TEI DL TEET

LR—MeRFS1-093:

AT 1-)VERTE TEBLM— NOTBEAFERHDET . 72T — MM -ZDXFrUR—b (RAM-ZOMEHFERICRTE)
ZA7H—RUIR=b S WFUR—b, T2 TV —M=Z0OT>T A7V AUR— b ABELIR- MRT S 1 - EETEET,
FLLWIR= PRI Z1- VBRI B(CE. TLR—RI>TRTZ1-)VIICREEIL. [FiRR IXZ1-DBBERLR— MBS R
RUET AT OBITE 72T~ MM=ZOF UV ZF I LIR— MR 21— LU TVETS,

ROLUIR—=NIA TR S 1- I TEET, @ Qualys
o FUIL—M-ZOZAFrILR—b (KA -0t %ER) L
Z:l?jj |\‘|/'|2 |\ Dashboard  Vulnerabilities  Prioritization ~ Scans  Reports
(] - IN—
. JOyFLA—h {=Reports ' Reports MR Templates  Risk Analy
° SREELAR—bN U Tite | ScanReron ' Creatd
o 'ﬂ%?gl/ﬂ{_ l\ Demo Sche  pach Report 04/2014
) S Sruraa Doumioad
ATS1—-Iih—MDEEE

AT T1-)ENfUR—Netgk 9 3158, LIR— MBI 220 4 DOATZ S hHDES,

o RMITFANFRRULY: COATIA%ERTBE LIR—MOYAZN 5 MB KEDHE. LR—MNIRSTrILELTEEEN, £
NS OIZERLIR—b VDI EENE Y,

o REAIFANDH:COATIAEERTDE, LIR— MDA 5 MB KEOBE. LR—NIRAT7ILEL TREENFE T, 2NIU
HoiBE. LIK—MNIXEENEL A,

o UVIDH:COATIADEBERTZE. LR—b UDINBIGEEENET.

o LR=PEREULRL : COATSA BRI DL, LIR— NI TPV ERIBIZIEL TR EENF A 1-F-RFLR-MRIET
BeIC Qualys 3>V —)UCOT A>T IRENHDFYS
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bt £

LiR— MU HEL TRIESNISE. RIEE I TEZRIIEIINSLR— MY O-RIIZNENHDET . LIR—NE 7
B, FEZNLEIC A-Y-0HEHIRIZIDE TINEERAYAX(GELSEE) Lik—MNEEHSHIBRENZZHT
a-o

BRwmIN-T

IROESRVODDEFA—IBRDERI I —TEEIRTEET,

o ZFvaEAl

o EAIEIREL.

o IESSIMBEAN

TEZ(E ZFv D F(ELR— MYTE T UIEE I - TISBAITEE T

VM 7)o -23>0[a-Y-] -> [BRmIN-7177 CRIBIN-ID%ER TEET,

New Distribution Group Launch Help x

Email List

General Information

BIZNT23VROI-Y-DEFA-IL PRLAZEHDE

Title: IT Administrators|
- ‘ & (UAMBI-H—ERIRTBIF), YTRIITSaH01
w"‘ ‘mm e ek e St —H-DBFA-) 7RLUAZTFAN J4—ILRCASULTE

HBILHTEFT,

Add Qualys users

wwwwwwwwwwwwwww
nnnnnnn

uuuuuuuu

Add email IDs of non-
Cancel Qualys users
T

YT AIUTS3>DEEE

FIAIWKTIE, Qualys I-H-ZtllLR—MRFEEN 200 MB ZIDEHTANEY NA—Jv—1-HY—-(F COB=E%21
—J-CZLCRA 500 MB T IZENTEET,

PDF Lik—bMeBESIETBIC(E. [LIR—N] > [RE] > [Lh—MEE] TZE£R PDF B EEB3CLET,
®  Report Share (FLR—MAREFEUHE T 3IHDETHRIZBPITY .,

o  HIZVTIA BRI BL. BREFEI-T-MRECEIVR- N —IORAELIEELET.
o EEEQILAR-IDZER PDF BMeBNCIDATIINHDET,
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Qualys NL—Z>J1-Z ®LiRk— Nk

AT T1—)hebR— ME

FLWLIR= PRI T 1)V ERR I B(C(E, TLIR—MSTATS1—-VIICIBEIL. [HRIXZ1-DEnBERLIN- hDTESEZ
BIRUET . I5&. [FIMAFrIUR— MR-DHRRENFT

AFTa1-=-l
AT T1-IWUR—bORIEERE, LIR—MOEITHEEZTERUE T, flx | Report Options

@ Scheduling

(i\ ﬁ E ﬁt ﬁﬁ N ?EEUEHE E (: l/ﬂ':— I\f&%??@‘éia(zxﬁyl— Schedule this report to run automatically at the time you specify.

Start Jun 28,2017 ST 00:00

WEERTETEFI
}:F_ o (GMT -06:00) United States, Alabama (Central Standard ¥ DsT
Occurs. Daily j 1 days
#Eﬂ:ﬁ;u Ends after occurrences
[=]

LiR—MOSERR L. BIESETREICIR PRGBS 2MBF 2 ERLE T . LiR— MBI, BIRUEUEI N - TITEHREN TS T
RTOA=ITRLR (Qualys 7HhD> MefF D1 - —EFRVI- -0 ) ([SXESNET. X-ILOBM (XEE

(BERRFE Qualys BIR—K) | & AX) ZHRIVAXTEET ., ERRENzZLR— ' 5MB RiEOHE (. ke
R TA-NOFMS TP AIVEL TEESNE T, SMB ZBX A5 A MII7ILTIIRL X—IVAICU>IMRHENE T,
LIR= M2 DELUTREUHRE . RIEB R TERRIRNULINELIR- MY 0- RI2mENSDDES . LIR—ME 7 B
&, FFENLAEIC (:L—*j—(D, LETIRMBIDE TN G

ERAPAXCEUEE) LR—NMEENSHIBRENE e ———

From Vikram Kamat <vkamat@qualys.com> v

I, 20N, LR NHEBMBIRTEBLINZILAY |t oo s
-SRI OSBEREBINT 3L EBBOLES, | S

Zb—yl_}bént 7|—\_ |\(3:17§1_}I/ UZ N:EZI_—\_&“\ Custom Message
L= NIRRT T 1-)LeNBfCETENES,

Your Qualys report is ready. Please open the link to download the report as soon as possible. The report will be
deleted after 7 days or when the Qualys user storage limit reaches the maximum allocated space.

Report Distribution Method (v 9 9
Attachment or Link: A report less than § MB will be sent at attachment. If greater than 5 MB, a report link will be sent.

LiRk—PeRITII0ICRERFAIEVOTIN?

LR— Mg, HTROVT 23> TRECHIBRIBERT —AICEDWT, i1 > I3 A NSIF v DUR VIR R % SIEHI D DEEHHY
(BRI 2E2BRIELTOVET . CNICED, F-ARMRHT—IDFEEZT —FCED(ERANRERATENEEITEET,
THIY MDZAFY T —INEEEINTVREEICLR— M RITITRE. LiR—NC—EMHNR<RZ B EEMNHDFET . TDIE
. RIBATAFr ONEITENTORVEE(CLIR— MOEITORT T 1 - L EREZIREIL TIZEW, VM 7V -3 0l A+
YO ISIRATT1-WIFTTRAFv AT 21— )V etERU. RIBN TEEAT v N EITINZERZRE TEET,

I—->10 MRANIBITBLMR— MEER T BFR(C(E. Cloud Agent DAFv > 7T ET1HEEBIZNENGDDEFT, IARTD
Cloud Agent NEIRFIC Qualys 75U RT3V RNIA—AICZRFv> T =% 7y T0— RIIDIF TIIRVZS. CORFAUIEMT
9, 7IY (lastFullScan) 4y 1/R—R&EHALT Cloud Agent D77574ET4ZIBEIL., IRBEROI - 1> MR MRS
I2LM— M AT IRERIA I 2 HIMRL TEE N,

o IV T AINEEINTVRWGEEILR— MEITITREZRETLTZEW

o  ZFVvIATT1-)EERUT. RIBENTEREV DT NETEN 2N E#BILET .

o U1 )LOBRIZERDBBRL. V5T RI-S1D MDRFY T IT1ET1HE B TUZEL,
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P
HINEHE
ZOLYZS TR, MESS RN OB TOADMIE R HIBLET.
msosESE

LiR— MEBKOSIARICHNT, FISHERESSTEDD > M S1EHRZINE ERR) IHEHICERINET. Qualys ORESEMHD
541 Closed/Ignored (CiR>TWV3EIH. BEIBIRIIHIZAINT ST —IR-RIFEOTVWBRUIGERIBUENEET
a-o

1. EE8IOJ 5L, FIADTEERYY —RCBMNEE S BHFEDVRIICHU T, A#TECRRDET.

2. BENBBEZIFEVHIS 3CLEEERRTYITIN ROFHEONMNBZTYTEHEITENDIMETY . ZZT. HEds
HOIEEE., BhETDURIZRIT AN TS M Z2ERIdCE (FISVEIR) DESSNEEICTIINFT EE50MEEEMHEAD
MIGICHIFBRBZ7TO—F THO., 3T BREISHEOERIISL TENTNICAY MHDFET

3. BeSSIECLOTHIEENBURVERIFAND (L VAVERREBELIEXT A VAVERIIANTE, TOHMRIIET
LW T, UDNULEAS, URIDZRF ANSAESSEEIRICEVTIEHREIRERO—DOTI.

4. MESSHECINTZIRMNY Mz EEIBIHEY. TFIUT WL Z2EMT DUV - ANRENTVSIHE. [FEALD
HEH(E, URDZEEIR S BIE(CHFREIY —RZEP T D TR YRDVZERIFANSILHERLEY .

HISHLEhEER S FUA
WSS OIS 1B S I (BRI R AT AL ST (SR TR BV IR S 3 FUAZ L OMRUET

F9. TRTOIRSSHRIEETIHERISHDERA. FIZ(E. Adobe Flash Player (CHESSIEMEESNRELTE, HRDT
NTOD Web J59H5E7N)r—23>T Flash Player OFERNELCEMNCRO>TUWRIHER. MREBUINEIHDEEA.

BACLO T, RIBOMESSHEIC T2/ WFAELFIATERVRE, Bty RRBICLNEEHEEZBUIEN TERTL
H&DFES,

BACLO T, BN SEFIZRF2EEHNFET . TN BEEMITS AT ACHRSSIEN®D. eSS ZIEIE T BHCnE
B LB UGS (CIKFEELE T,

B2, BRARERAICEKD. MRS E—NCH/O-XTIHEN
HBIBENGDET . HIAE HESSIENMFELRBVCEMMDST, 3R Yulnerabiltymigation not required

ion not

7/

RAINFELEL TV DT — ROBENETRDIBERETT ., ZOLSH \

SE . RENBT —IIMEENBET, COLSBHEEEIEE—IEHICY o
O-XFBENEZBNET. £, JWFERF — ANAREBEAD 7 ~
RBIRIC, TANBSERE UAT BT/ W TN BRI R
BRBAEEZISNET. COLSBIEEILE. % T/ WFREREN3 sy
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Qualys hL—=>41—-2 ®LR— N

fesh. —BFHCO0-XF2RENBDET . HBV . MBIl EEREZRL. FrEDHESS 42 —Ka(C/0—-XU. 1E1E1FE
BT IVNENHIIHEEHDET

PistzEENICEEYS

T OB, HssitEETIEERY S —2ERL THNMAEBZ/ETSFIRZRLTVET,

BIS BB LUAGET BIRC(E FISNTIT— MRESER FORBEICHHIL T 25D THEEZIBERT HZENEETT . I
HMEGREN DLWV LR, MESSMHERIEIEL RN OIIR A DRERETDML. RIEIBILIRDDT, YRIERIIANSLZR
BRLET . UIehH T SNSDOFISAD ED KSICFHTEIEN, EDLSICESBESNZINMDEE T, UIhH T, HSt 2 BRI 21
OERMEN DBRFECERSNITOCRZAR I 2 enERENET,

 PISMLIBDEEZTEET D

System
Administrator J

N
FEEDIEFE MR T LIS I T BIEHDREV R MEFR T D

 FFEDMES = MR T DEER S —ZERT D

 BMRSNIZHRSBMZEERT S

1. BEEREVEEMEE. JATLEREQ. SINEHDRELEBOBEZ LTI INENDDFT . &, T
ENETOEZANSORM L., BURARSSUEBER IO E IV ENHDET

2. ROZTYIE. HISLEBOISREBBHESSIELIFEI BHDBLELZBEAIZLTY RFURS FENSLUE
#9) ZfERAL T, HISMMBREREC—HI PAFEDNISMZT L)) TEET, Qualys Manager 1—H =717
DM ARZRYRANZERTE S DAERNSHDET .

3. EERUS - RESNMESS M EEIELE (LRI T BB ZBUIHC—IICERINET. 2
L. NBORYS— (3, GISHMLBEAE(CHE THILY 2T EDR IESS 2 BBII(CERRL. URIZRIFANDLSD
(CHEATEET. &, RAM-ZDIRHFER P77y MRZRFERNSE5NSRAMBEIRICE A+ LR —b

(HTML fiZz30) ZfERUT. Mgtz FE TR I SLETEET,

4. BRI, FIIMMETOCZNEIEFESDICHEEEL TWB LRI BIesc. BRSNS 1 ZENS- BERTIHE
BHOET . ZFv LRI~ OIS LRI BIET, 7hD2 NAOIRTOERSNIMREIS Mz L K-
hCEET,

EERY>—2HBRID
N—ZXIETATIS, HESB AR BISMERUS — a8 S 37T OV TRIILET.
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Actions
Tell us the action you want to take
O Create tickets - set to Open

@ Create tickets - set to Ci

Tickets will be created in the Closed/Ignored state for tracking. You have the option to reopen these tickets automatically.

Set action to ignore
vulnerabilities

&
& <

Set action to ignore

. >{j Reopen ticket in days (Range: 1-730) or after 0l
vulnerabilities _ Account Qualys Training (Manager: ram3(a2?) | 2 View Add comments or

Assign to:
links to internal

documentation
describing the

reason for this
exception

Include comment in ticket history:

Assign ticket to Low risk vuinerabilties as defined in exception handiing policy. <€
relevant

stakeholder for

tracking

O Do not create tickets

Mess 1tz MM I DN —IN2B%kIS

o BEERUZ—IL-IUE VARSNTVBIER TRF v AERICERINET.
o ESMECIL-ILIERINSE. FAFNHRISIEL—EUTE. BRI —IIIBEERINEEA.
o BHMLEDESHODI - EFEERICEE I DL ZHENIHLET

@ QUQ'YS. Enterprise
Vulnerability Management A E @ Help v Student Account -Qualys Training (trary

Dashboard  Vulnerabilites Scans Reports Remediation Assets KnowledgeBase Users Account wil expire

*= Remediation  Tickets Policies Setup

v New v | Search 1-50f5
) Order . Title Business Unit Assign To Deadline Days Deadline Date
Oo Ignore Adobe Flash Player Vulnerabilities Asset Owner None None
01 Ignore Java Vulnerabilities P | aceru | es fO r Student Account -Qualys Training None None
Oz Ignore False Positive Vulnerabilities exceptlon h andhng at Student Account -Qualys Training None 04/30/2021
Os Ignore Low Risk Vulnerabiliies the to Student Account -Qualys Training None None
Os Remediation Tickets for Tracking High Severity Windows Vuls p Asset Owner 7 days None

ISz FETEHEID
N —3IETATIE, B33 e F B TRITT 57 AL TLET.

w Vulnerabilities (15) F[E

> EN 2 UDP Constant IP Identification Field Fingerprinting Vulnerability

> EN 2 SSH Server Public Key Too Small

L | 1 TCP Sequence Number Approximation Based Denial of Service gnore Vmerablmy
Create ticket

> Bn 2 Oracle Enterprise Linux Update for quota (ELSA-2013-0120) Upi

> BB 2 Oracle Enterprise Linux Update for Sos Security, Bug Fix, and Enhancement Update (ELSA-2012-0153) Re-Opened [f]

> IR 2 Oracle Enterprise Linux Security Update for xinetd (ELSA-2013-1302) Re-Opened (4~

> BN 2 Oracle Enterprise Linux Update for net-snmp (ELSA-2013-0124) Re-Opened (¢~

> BN 2 Oracle Enterprise Linux Security Update for sudo (ELSA-2013-1353) Re-Opened @

> BN 2 Oracle Enterprise Linux Security Update for Kernel (ELSA-2013-1034) Re-Opened M
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MRS IiEss 42 EER TS
BHOSEZERLUT, KGR [CERRASN RS PR ESN ERIRER SN EMEss 1 E B cE £,
ODisabled/Ignored ifz881% v.1 7271 —b

EIMESSUBRENMESS 2015 -3 3Lk NTz. 7T —h S1T5UDEmHE/ RSN MRSSIE v.1 7
YIV—MefERTBILETEFY,

Import Report Templates from Library

Select report templates to import. The report templates will be copied to your account. | Search 1-80f8
| Info Title ~ De:
) (i) Assets at risk of Malware v.1 Assef @ Qualys
i) Assets with Obsolete Software v.1 Arep)
softw] . 117
Disabled/Ignored Vulnerabilities v.1
i) Critical Patches Required v.1 Arep|
vulng] Vikram Kamat Qualys Training 04/11/2021 at 01:19:48 PM
Plot No 4, Survey Nos 1678 to 1683
i) Disabled/ignored Vulnerabilities v.1 Ganesh Khind Road, Shivajinagar,
Pune, Maharashtra 411005
India
Report Summary
Report Template: Disabled/Ignored Vulnerabilities v.1 - (1)
Asset Groups: Unix Compliance AG, Windows Compliance AG

OIgnored kE8§EA7 H—RLKR—b

H3\E AA7H—R LiR—b0—EBELTHIFATES Ignored AES5IELR— MeERLT. COLR—MERTILETEE
g-o

COLR—ITE MIEBESNTOIRIBEMEFEINE T WHRERDZ T Y MIL-T(E T —TAROKRI NCEHREN
TUVBESEHENARNEINE T, LiR— Nl RAMDEEH. MESSIEDEH. HLMEEF v hOFHIN T RSN T,

New Scorecard Report

elect a scorecard report from the list below.

Scorecard Reports

Scorecard Reports Preview

Vulnerability Scorecard Report
Ignored Vulnerabilities Report I

Most Prevalent Vulnerabilities Report e

Most Vulnerable Hosts Report l @U’““CU“D‘

Patch Report Ignored Vulnerabilities Report
Bug reproduce-Vulneral
Copy of Most Vulnerablg @ Qualys
Copy of Most Vulnerablg
Copy of Vulnerability Sc

Vuinerability Scorecard | Ignored Vulnerabilities Report

Report Title Ignored Vulnerabilities Report
Created 04/11/2021 at 04:35:08 PM (GMT+0530)
User Name
Login Name
User Role Manager
¥ Summary

Business Unit:
Business Division:
Business Function:

ORFRITVED1TTYH

BRZIC. RO QQL 7IVZERUT. MRER TERINAMRI Tz —ERRTEET,

Vulnerabilities.ignored: TRUE

BAEINIMESSEE. TIAN R CIRBITDFER(CRRENER A INHSOMESS M Z2FRRI (. TINI—RTEEZEE
U, MR SN D F 1y 0% TIZE W,
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FEROMFITVZERL T BRENRSSIE 2B 212Dy 1R—R DSy MR L. CN5OMESSIHZIBENY 2
fLHDARRDFEBHCT BENTEET.

@ Qualys. Enterprise

Vulnerability Management

Vulnerabilities

1

Total Detection

AAAAA
Excluded Vul

[+ nformatiof
EOL/Obsolete Operating System: CentOS 6.x Detec!

105942

] Fixed

SEVERITY
To see ignored vulnerabilities change (7] Disabled

T Filter settings to uncheck ‘Ignored’
Security Py vulnerabilities

Lik— hD{ERH)

ZOLYRAY T WODDOEARBI-RT —RICHIF BT IEIREDIIETTEICOVWTERBALE T . BAN(CIE, EELHESS
MH(CBRET D QID OFFTE . MEMEZRUZ MOIBEE, #&ZRITUEHYS 1R~ RO STy MeER U \wF NBEH VY- DE
EBOIA I/ BRETOVTERALEY .

HWE1-AT—-R - EXRHRSEIEOUV-R

o IBAILIOTE. HRIFEDEXEDSVIESEEPEROBVIESEECESICHNTIBELNSS.
o INAOIATOMESEHEEEEUICET, STCHNTS 7T -ICHEINET .
e  f5l: Spectre LU Meltdown. Patch Tuesday JU—XO—EBEL TABISNIAETERE,

Spectre & Meltdown DRESSIE(CEI T B8RS

RAIDATY S IMEES IR TR TY BHED VM 2> TlE IATO QID (AT2a>TOI7/IVOTIANNETE) H
HERERDFT, LiRk—MIBER QID DHESUIRFRUAMIERRTEET . 5l : Spectre LU Meltdown DRSS,
RBEVZANAERR LIS, Lik— MATHESSIET 1L I —EUTEERTEE T . kN 3L R— NCld. #&ZRUANDERTEIC—ET
% QID OHNEFENE T, NZITIICE. LIR— T2 T —MEiREL. MR M EHET
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Create Search List
New Dynamic Vulnerability Search List

For a large list of CVE IDs, we
recommend using the
Dynamic Search List APl or
create additional search list(s).

General Information CVE ID:
CVE-2017-5715, CVE-2017-5753, CVE-2017-5754, CVE-2

List Criteria > . e

Threat Protection RTI

Exploktabiiy o Customize Report Template -
New Scan Report Template

Comments

Report Title
Selective Vulnerability Reporting
Findings
Use Complete reporting to show results for any and all vulnerabilities found or
Display use Custom to report on a selection of vulnerabilities.
Complete
>
Services and Ports X Info Title 4| Add Lists
i tre and Meltd: mCloar AL}
User/Access [x] Spectre and Meltdown

OUI ([CANTERXFHUCFHIRNGBIEICTERLEE CVE ID OARFBIRBUZMIWMERZEE. BIHIIRE
UZN API OZHIFAZHEIDLET . FHHICDOVTIE. VM API 1—H—fi4 R2IELIZE, 2. BAIDIREDZ ~
ZAERR I BEETEET o AFV U AOATS3>TOT7A I, F@FLIR-MEOLR— > T — NS, EEORZR
AN EHBENTEET .

LR—bDI1-R5—-2R - KyFAREAVI-2R

Patch Tuesday ( Update Tuesday tt&M(EN3) (&, Microsoft. Adobe. Oracle REDIENB (Y I NITT7E
D)\ FETERIIC-2 2 ZEIIFARAETT . ER TIILLCOFUS THEENTWVET . Microsoft (& 2003 &
10 AIC Patch Tuesday 22T EULEUTz. IEK T, Patch Tuesday ($EBHE 2 NIEH (BE(CELOTIEEE 4 NiE
H) ([(EfEenFd . Y1 F—7vJ7T—N Patch Tuesday BIIMCEVI-ZENET,

Qualys 7RN\AHFUDHIE:
Qualys fE551% R&D J7RiE. BAD Patch Tuesday WW—ZAN—IRELT Microsoft MEFRI2F1UT(IBEHRTIE
IESNAEEEHENSHEZRE S BI2(C. Qualys 737U R T5yhIA—ATHUVMESSHFIv 2 )-ALET,

o0 INH5DAESSEDFML. Qualys 317175 —hD—EBEL TERRRIIC RSN THD.
https://www.qualys.com/research/security-alerts/ CHEER TEE T,

NyFNBE DRSS HEZHER

Qualys VM/VMDR (&, 7LyZ~R—-Z (KB) OfkicaVE#zFIFL T, Patch Tuesday THilz([CRERENIAMESS 4%z
BEMICREUE T . Qualys DHZEHR(E. QQL VIVTHIEI S QID Z{EATSHILT. Qualys YI'AIUT>avAm
Patch Tuesday YZDMOFRERHESEECOVNT, RYNI—IZEBTEET,
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Using QQL searches

@ Qualys

VMDR

DASHBOARD VULNERABILITIES PRIORITIZATION SCANS REPORTS REMEDIATION ASSETS KNOWLEDGEBASE USERS

Vulnerabilities

Vulnerability v vulnerabilities.vulnerability.qid:[*110377", *110378%, “110379", ‘375445", ‘375446, ‘375450, ‘375451%, ‘375452%, ‘375453‘, ‘375454‘, ‘3

320K e R oot =
Total Detections = b ix b i

1-50of 319908

Qualys (& F/YFAREAVI-ABDAHYY1R—REDV1ITY MERBLTVET, COYYS 1R—RTERINZIIUX
FHE. BAD Qualys TF1UF7177— MERICEDWTEREINTWVET . INB0O75— M. I8ESNI AR \wF NiE
HYAJ)LT Microsoft H&U Adobe EIFHIUU—-RENTz QID MNEFNTVET, SEOSBORHIC. Qualys t+1U747
5—Ne VIR -3 EE(BEIDLET

Import Patch Tuesday Dashboards or Widgets

DASHBOARD  VULNERABILITIES ~ PRIORITIZATION ~ SCANS  REPORTS  REMEDIATION ~ ASSETS  KNOWLEDGEBASE  USERS

VMDR

QLYS: Patch Tuesday | 2021 v

D> Last30Days v

1.29K . 1.18K = 1.02K ... @ i 1.3K = 1.34K .o

e *50%)

2020 January | Open 2020 February | Open 2020 March | Open 2020 April | Open 2020 May | Open 2020 June | Open

1.66K .ev  1.42K oo 867 e 1.04K v  1.39K . 587 -

2020 July | Open 2020 August | Open 2020 September | Open 2020 October | Open 2020 November | Open 2020 December | Open

2021 JANUARY | TOTAL DETECTIONS _ 2021 JANUARY | TOTAL DETECTIONS BY SEVERITY AND STATUS

o0 INBMAYS IR—RED TTYNE, Qualys JZS1-F( THRERTEET:
https://community.qualys.com GrLLVYI TRIEEY)

OFRFD Patch Tuesday Ay 1h—RED(TTYNE. COUSINBH I O—-RTEET:
https://success.qualys.com/discussions/s/article/000006505

Import Patch Tuesday Dashboards (new users) or Widgets (existing users) ® ijk(%ﬁbb\g\yt/lm_ |\ 1_-':’:_0)1%@(;‘
= - = QLYS_Patch_Tuesday_2021-xx-Month_Vmdashboard
o tmmoon « ) o = 2t =~ IV A A~ Q ~ 42
s s § Loz B ume.: Buses § i50.s B aei.e EVSEZHEIOTPAIVNS (BE—0 JSON Z2E)F0>0-RLTAUR—
hUTSZE L,
1.66K .~ 1.42K .~ 867 .~ 1.04K . 1.39K® 587 .= . . . o
I o EHAMR FIREH 1Y -DI55(E, 2021-xx-
2021 unanay o sevcnens _ PRSI SSp——————— X _ . - " -
T Month_UDWidget_JSON (VVSEBIDTFAILAS (BE DTS 1Y

importng a new dashboard. N JSON FPAILBEENTVES)FD>0—RL TS V- N TR
W

JSON A >~ D#(C [RBEF —SIREREMICT B BN T IBENBIET.
By ak—k 941y NOBIES —IIRERERICTHITECOVNTIL, TES5ETECEA,
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e Selective Vulnerability Reporting
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vulnerabilities.lastFound CEE
User Access There is no data in this list Clear All
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Choose Host Targets Status
AAAAA e <) s [Bhev8 s B reomm s | +—yulnerabilities.status
IPs/Ranges “& Select
State ey
. — vulnerabilities.typeDetected
s [yl o o g it tagsname o Confirmed Vulnerabilities:| & Active [_j Uisablea (| fignorea . .
» <—AND potantal insraitios | Acave (Josaes et = VUINEFADIlities.ignored
by 4—0R
o T Bl = ] Information Gathered: Active Disabled
NOT e .
vulnerabilities.disabled
Asset Scope Mapping Vulnerability Filter Mapping
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vulnerabilities.nonRunningKernel:TRUE

N ing Kernels 1

() Display non-running kernels
Add a section to your report showing vulnerabilities found on a kernel that
is not the active running kernel

(7] Exclude non-running kernels <
Use this filter to exclude vulnerabilities found on a kernel that is not the
active running kernel.

vulnerabilities.nonRunningKernel:FALSE

Superseded Patches

For a custom vulnerability report using search lists, please note that
the results from supersedes logic may be altered by the limited scope
of QIDs included in the report due to search lists. Learn more

patches <

) Exclude
Use this filter to exclude Microsoft patch QIDs that are superseded by
another patch QID recommended for the same host. Applicable only to
OS level patch QIDs, and only when Host Based Findings is selected (on
Findings tab)

* Not supported in VM/VMDR dashboard
* Supported in Patch Management

vulnerabilities.runningService: FALSE

Pre-defined QID Filters I

() Exclude n ing services <

Use this filter to exclude vulnerabilities found on a port/service that is not
running. Applicable only to certain QIDs.View QIDs

] Exclude QIDs not due to <=

Use this filter to exclude ies that are not i because

there's a specific configuration present on the host. Applicable only to
certain QIDs.View QIDs

vulnerabilities.nonExploitableConfig: FALSE

vulnerabilities.vulnerability.category

Included Categories *

AIX
Amazon Linux
API Security

Backdoors and trojan horses

Brute Force Attack

CentOS

cal

Cisco

Database

Debian

DNS and BIND

E-Commerce

Euler0S

Fedora

P File Transfer Protocol
Select/Deselect All
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8 Exchuse Q0 Neow Scan Report Template e e
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X ifo Tie
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