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Supported Platforms
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Google Play X 72> 5 Qualys Cloud AgentApp Z 4 Y X+t —LE¥d, URLZ X v 7L T
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Allow Usage Access
QAgent needs access to your app Allow Usage Access

usage to detect the app compliance QAgent needs access to your app usage
and better functionality of QAgent. ;o detect }he a:»g:omphalnce 8|nd better

unctionality o gent. We value your
We value your privacy. privacy.

Click OK to go to Settings. Then turn Click OK to go to Settings. Then turn on
on Usage Access for QAgent, press Usage Access for QAgent, press back to
back to continue the enrollment continue the enroliment process.
process.

OK



https://play.google.com/store/apps/details?id=com.qualys.android.agent
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AT 72

QRaI—FZAF ¥ VT30, 2—F—T 774 RXR=vaVA— VIl EIN T ——
URL # [Qualys VMDR Mobile - Account Activation] & W HHZTATI L, [R~] %2 v 7L
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@ Qualys.

Scan QR code

Enroliment details are sent on your registered email
address. @

Scan QR code

Enter Server URL
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Device Enrollment

Manual Enrollment
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@ Qualys.

Enter Your Credentials

Enroliment details are sent on your registered email

address. o

Usemame

Password

D' Next >
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Device Enrollment

Manual Enrollment

[Qualys VMDR Mobile - 77 7 v + dF %t ] ¥ X O [Qualys VMDR Mobile - 77 7 ~ b @&
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Activate device administrator?

Jd LAY o . -
Control the length and the characters
allowed in screen lock passwords and
PINs

Monitor screen-unlock attempts
Monitor the number of incorrect passwords
typed. when unlocking the screen, and lock
the phone or erase all the phone's data if
100 many incorrect passwords are typed

Lock the screen
Control how and when the screen locks

Set screen lock password
expiration

Change how frequently the screen lock
password, PIN, or pattern must be
changed

Set storage encryption
Require that stored app data be encrypted

Disable cameras

Prevent use of all device cameras

Activate this device administrator
Cancel

Uninstall app

AT 75
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@ Qualys.

Choose your Device Ownership

Device Ownership

Corporate - Owned v
Note: Device Ownership cannot be changed once Device is enrolled
Phone Number

w—— IND +91 v ppt

Notes

Enter the phone number of the device being encolled. For Wi-Fi only
device, enter your personal phone number.

ry is not listed in country code drog
n and please specify the country ©
")

, then select

B Next >

AT w77 (Samsung I 1 )

HHH% D & 5% 55 VMDR Mobile EMM 72 LI
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arting with “+"in

Device Enrollment

Manual Enrollment
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Device Enrollment

Manual Enrollment

@ Qualys.

You need to install additional enterprise services app which is
available on the Google Play Store to complete the enroliment
process.

Steps to follow:

1. Tap en ‘Next’ button to navigate to Google Play Store

2. Install and open Q Samsung Services app

3. Activate it as device administrator and accept the Knox
policy to complete the enroliment process

D. Next >

AT w7 8 (Samsung (T Fxji )
[f VA b—=2] 2% 7L T . Qualys Service for Samsung 7 7'V # 4 v A+ =L L ¥ 3,
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¢  Google Play

Lo

~ Qualys Service for
o Samsung
Qualys Engineering Team

Business
INSTALL
892KB Rated for 3+ ©

Qo

Samsung Services Samsung Services
Verpon 11 Verpon 10
Activated Activated

Device Enrollment

Manual Enrollment

Newi : AR oF e

AT w79 (Samsung (T Fxji f)

25y FTIRVFALZ b EhET A VA= AR L7 b, [R~E Xy 7 LT GTLE
T, bITCTTIROHEMADBERINT T, [TZ27T 471l 2% v 7L, Rt TEER%E T
TLET,
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Device Enrollment

Manual Enroliment

Device administrator

W Q Samsung Service
Q)

Activating administrator will allow Q Samsung Service to perform
the following operations

¢ Erase all data
Erase the tablet's data without warning by performing a
factory data reset

¢ Change the screen lock
Change the screen lock.

* Setpassword rules
Control the length and the characters allowed in screen lock
passwords and PINs.

¢ Monitor screen-unlock attempts
Monitor the number of incorrect passwords typed when
unlocking the screen and lock the tablet or erase all the tablet's
data if too many incorrect passwords are typed.

* Lock the screen

Control how and when the screen locks.

¢ Set screen lock password expiry
Change how frequently the screen lock password, PIN or
pattern must be changed

* Set storage encryption
Require that stored app data be encrypted

* Disable cameras
Prevent use of all device cameras

* Set SD card encryption
Require application on SD card be encrypted

* Manage applications
Install, uninstall, disable, enable, and query app state. Restrict
abllity to install or uninstall specific apps.

¢ Manage Bluetooth policies

Control Bluetooth profiles and settings

* Configure Exchange account
Create, modify, and delete Exchange ActiveSync account
settings.

* Manage roaming policies

Dantrint thaian af ranmmina mabioadia

CANCEL ACTIVATE

AT w710
TANA AP — N —CIEFICHKEIND &, ROBEEIC) X4L 27 FEnEd,
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Device Enrollment

Manual Enrollment

‘ @ Qualys.

OnePlus 6T

Corporate - Owned

Configuration
Messages

Support

Legal

Permissions Checklist

Patch Jobs

VN = 2 R R

Y ¥V vV vV Vv v Vv

‘ V2.3(56) © Qualys, Inc. All rights reserved
L =

iOS/iPadOS & &k

LUFiZ, FEEGFoFIETYT, HEIEFKICOWTIZ, HEIEREZSHEL T FE v,

AT w71

iTune A b 7 7*5 Qualys Cloud Agent App # 4 v A+ — A L3, URL %% > 7 LT iOS App
Store % &LH) L ¥ 3,

AT v72

QRI—FZAF > v T LD, 2—HF =T 774 X—va VA—VICERHINT LI —"—

URL % [Qualys VMDR Mobile - Account Activation] & W o F4TAIL, [R~] 22y 7L
ESc

16


https://apps.apple.com/in/app/qualys-agent/id1484616940

Device Enrollment

Manual Enrollment

[Qualys VMDR Mobile - Account Activation| & \» 9 £ D 2 — 2372 W41, Qualys 7 7
YUk 2x =Yy —CBEVWEDEL X 0,

GNMMw.

Scan QR Code
Enroliment details are sent on your registered
email address.

Scan QR Code

Enter Server URL

Next

o Qualys, Inc. All nghts reserved
AT 73
QRa—FZAFrv32L, FIHA4ICYXAL T FEIN, 95 THROUEGHIZROMMEHAERR X
nx g,
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Device Enrollment

Manual Enrollment

Back @ Qualys.

Enter your credentials

Enroliment details are sent on your registered email

address. @)

Username

Password

Show Password

Need help?

Qualys, Inc. All ights reserved

[Qualys VMDR Mobile - 77 v v F %1t ] ¥ X ¥ [Qualys VMDR Mobile - 77 7 v b DFf

M) vy —F—FiMb A —1ZSBE LT, ROFEMAE AT LTL ZX 0w,
- a—¥-4
- NRT—F

[Qualys VMDR Mobile - 77 7 v b %t ] X [Qualys VMDR Mobile - 74 v v + DFf
Ml DA=ABRBWEEIX, Qualys TH Y Vv Pt —Y v —iBluADEL I 0,

AT 74
BT EULA BEREINTWAWEAIZ, ATy 751X L7 EnTT,
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Device Enrollment

Manual Enrollment

EULA 2SR EXINTWT, TCICEULA ICRIELTWBESIE. ATy 75V Ef L7 X

n. #95ThRVEAIE EULA B8RRI N T,

EULA ICFRIEL ZWiGE, 74 22 &8T5 LTt i,

@ Qualys. Close
° ,

Accept EULA Add Details Install Profde

End User License Agreement
Please read through and agree to the End User License
agreement to proceed

System EULA

This is Test EULA.

Agree and Continue

Qualys, Inc. All nights reserved

AT S5

MBS T 70V FOFTEHEZRELTWAEARIZ. ThFND (T4 ZFEHE] 794 FR& v
BRI, MAHDOTVAREZ Y BFHEAMY HEHICARY £, ZhMoEER, [7 54 2D

FraHE] 2 E IR 208N H Y £,

TANAZBHMMIC L o TE I N T 2561k, [BE-FA] Z&RL. 25 Thwvigai (¢

¥B8 -FrAl #BIRLET,
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Device Enrollment

Manual Enroliment

@ Qualys. Close
@ 0 —©

Accept EULA Add Details install Profile

Details

Select Ownership
© Corporate - Owned Employee - Owned

Note: Asset Ownership cannot be changed once asset is
enrolled

Mobile Number
i IND+91  ~

Notes

- Enter the mobile number of the devices being enrolled. For
Wi-Fi only devices, enter your personal mobile number.

-1f your country is not listed in country code dropdown, then
select Other as option and please specify the country code
starting with *+ in phone number field

© Qualys, Inc. All rights reserved

AT 76

HAAR D FE% 5 VMDR Mobile EMM 72 LICERE SN TR EEIX, AT vy 7101V X4 L7 b X
nE 4, 2niogalt, [FrZ77A VDX Y e —RlKRX 22y 7LT, f VA=
Mo7wm7rAniexyva—FLET,
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Device Enrollment

Manual Enrollment

@ Qualys. Close
@ © @

Accept EULA Add Detads install Profile

Install Profile

Profile Service
Qualys Test Org

Note: Post download, launch Settings app and tap on “Profile
Downloaded® tab to initiate the installation process

Download Profile

AT 7
i0S N— a Y122 LIEDIGEIZ, REDLX Y vu—FEFHALET, R, ROKRYy 77T
yITBRERRENTT, AL 22Xy 7 LT,

i0OS D=2 a VAR 122 XV HTOSEIR. RET 7V L #F0d5L, RTv79IC
VXAL 7 FENTT,
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Device Enrollment

Manual Enrollment

Profile Downloaded
Review the profile in Settings app if
you want to install it,

Close

AT v 78
HET 7V B L, v77AfADFa—REZyFLTAVRALF—AT 022G
L¥9,
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Device Enrollment

Manual Enrollment

Settings

Q Search

Apple ID, iCloud, iTunes & App Store

Finish Setting Up Your iPhone o

Profile Downloaded

Airplane Mode
Wi-Fi QAccess
Bluetooth On

Mobile Data

VPN @

Notifications

.U} Sounds & Haptics

()
8

Do Not Disturb
b4l Screen Time
AT 79

D) T TCTIROMANRFRENZS, [A VA=A %Xy T L, $BRICE>TERETT
LETS

23



< QAgent
Cancel Install Profile
Profile Service
Qualys
Signed by .qualys.com

Verified Vv
Description  Qualys Enroliment

Contains Device Enrolment Challenge

More Details

Install

AT 710

Device Enrollment

Manual Enrollment

TaT7 7 ANDA VA=, QAgent T 7Y ZEE) L CEER TR v AT T T2 HERH Y

ij‘o

i0S 12 25 1214 DT N4 ZDEEIE, QAgent 7 7Y 2R L CTER 7o v 22T L F

ER

EER DS VMDR Mobile EMM 72 L & LTEREINTWEEEIX, AT v 7 5D5ETH#, £

721% QAgent DiEEENE, ROMHICY £4 L 27 P INF T,
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Device Enrollment

Manual Enrollment

Qualys.

v’ Contacting Server
v Generating CSR
v Downloading Certificate

"“ Securing your device

ATy 711
INTTAAZADEFENTET L, ROMELBFRINE T,
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iPhone

iPhone 8
i0S8-11.2.5

Corporate - Owned
i Server

&» Data Usage

@ Legal

0 .

@ Qualys.

Chrome &%

AT 71

Device Enrollment

Manual Enrollment

Google Play % F 7 %*5 Qualys Cloud Agent App # 4 Y A+ —nALET, URLEZ XY 7L T
GooglePlay #iEEEj L 3, =T—Y =z v b (Xvvme—FLAT 7)) %EEL 3, ROME

TrRINES

[OKIZ#% 7L, QualysMDM T— = v b ~DOHT7 7t 2 &AL £,
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https://play.google.com/store/apps/details?id=com.qualys.android.agent

Device Enrollment

Manual Enrollment

Allow Usage Access

QAgent needs access to your app usage to detect the app compliance and better
functionality of QAgent. We value your privacy.

Click OK to go to Settings. Then turn on Usage Access for QAgent, press back to
continue the enroliment process

‘ B ©wanz

AT w72
QRaZ—F2AF v v Tdh, 2—F =T 774 R—=2 a VA= VICEHINT VL —oN—

URL % [Qualys VMDR Mobile - Account Activation] & W o F4TAIL, [R~] Xy 7L
Ee S

Qualys VMDR Mobile - Account Activation] &\ 5 tE# D X — 237 w41, Qualys 74
7k wA—=Vr—ICEBRVWEDELE I N,
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Device Enrollment

Manual Enrollment

@ Qualys.

Scan QR code

Enroliment details are sent on your

reqgistered email address o

9‘@@@0'3@ %—@0'02.14

AT w73
QRz—FZRAF ¥ v L72gEIE. FIEA4 IV XL LZ a3, ROBEHEIEREINE T,

= R

@ Qualys

Enter Your Credentials

Next >

9‘@@@0‘@@@ ©@ 0 Oewas«n
[Qualys VMDR Mobile - 77 7 v b o F x| X [Qualys VMDR Mobile - 74 v v + DFf
Ml eI DT —F—FIEA =L EZZIL T, ROFEEZ AT LTI 0,
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Device Enrollment

Manual Enrollment

- Username

- Password

[Qualys VMDR Mobile - 77 7~ + %] & X [Qualys VMDR Mobile- 7 77 7 ~ + OFf
Ml OA=ADREVEEIX, Qualys TH 7V b v 32—V ¥ —ICBRWEDELZE 0,

AT/ 4
KT EULA 2 I N C i nBESi, FIES5 1Y X4 L2 F3nE T, EULA BB EINT

WT, FTICRIBELTCWIEAIX, ATy 75K X[4L 27 b3, 25 ThwBEid EULA
BFERINET, EULACHEEL WG A, T4 A 28R T 5 LIITE A,

©

End User License Agreement (EULA)
Name:Eula configuration

tion:
Test EULA configuration

AT w5
ST 7 AV P DFTEEZREL TV EEA, T4 AOMEE N v vy 727 vidH A ) &
FIC Y $3, 2L DEEIZ. T4 ZAOFFAMERZEBIRT 2088 H 0 £ 3,
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Device Enrollment

Manual Enrollment

Choose your Device Ownership

Device Ownership

Phone Number

1ed In o y e dropdov en select Other 23 option and plesse specily the country code starting with + in Phone Number fie

AT 76
FNA ZADBHBY — AN —CIEFREREINL L, ROBEEICVXLLZ FEnET,

= >

Messages >
B+ support >
B oo >
-] Permissions Checkkist >

" QO0OO0O0" =@0
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Automated Enrollment

paed
EERER

VATFLEHE R, FEDOEAANAT AL ZEHMDM) 2@ LT, EHHENRD Android, i0S.
F L NiPadOS 734 % L® Qualys Cloud =T — ¥ = v + D &E§kHM %2 U £ — b O CE £,

K] > (ARG ] > [BXE] >£ 7 0 [BikaE] T &2 i0S & Android @ [VMDR
Mobile EMM 72 L CTNA A% &8 T 2] IKREINLTWE T L, 2F 0, BEGHET
[TRTDI0OS T34 Z] & [+XTD Android 754 A Fxv 7 Ry 72 ZARF VIiTTh

STWBZ EZRERLET,

€— Edit Organization

EDIT MODE
Settings

Enroliment Settings

All'iOS Devices

] All Android Devices

Application Settings

Default Maximum Enrolfable Asset:

2

Sync Settings

E: T 740 TR, [TRTDI0S 754 2] & [§TD Android 734 R] Fxz v 7Ky 7 2
BRI T E-A, TNODFREIX . WE E— FCORMERETE T,

A—F—BTFIOT14TRETHL L 2R L LT,
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Automated Enrollment

12

Total Users

NO REMAINING FILTERS

- Android 5 DI % ¥ 8 L 72 Android 7 ¥4 %

- iOS 12 LI L 72 iI0S 754 A, B L N iPadOS 13.1 LIE % ## L 7= iPadOS &
NA R
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157-0 V) —2DE4E, i0OS THFR—FINTWE A=Y a v iF 120 UKETd, Zhid, i0S
QAgent I 1 cocoaLumberjack 7 4 77 U 3R ETH Y, 2D T4 77 VI i0S 12 LAED N —
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- Microsoft Intune ° AirWatch s o v 2 =774 X ) 7 4 FHEMM)Y 7 b ¥
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HYET,

1) F—:genrolIment_config
> fEOREEH: ST
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Automated Enrollment

$ RNRY—F-—ET7 s ayv [ XAV —-FOZLE | #HLT AT — F2—¥#
TEET LD, [ XAV —=FOEE| 7rvav>r4yrT7 oy av i
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< JSON Dl

{"ServerUrl":"qualysguard.qg2.apps.qualys.com/sem/dc/e/90428","Us
e rname":"NewUserAdmin", "Password":"abc@123"}

ik, BEERGDUHEF—TI,

T, A7 avchh, Qualys ICEFRKINTHWET NA 2% MDM Ic—EiIc~vy 755 &
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I—Y VY MIIMEL ¥ ) T7AES, UDID &R EDT N4 ZAD—ED— F v = 7l % IS
TEFEHA, 7. Apple DGHEDFRILTT, TNHLDF—%ZBEMT 5 T LT, Qualys ICEFHKI
NTVETANAZREMDMIC—EICey Y 7 TEET, ELWT—XZANLTLZEw, &

ol T—F AN LIcEE, BETDIHE—DFEIZ, T ADBREEMRL, ELVWT—FT
BRET DI L TT,
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« fEOREE: XTSI
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HEAN—Y a7 XOEIDOANdroid 754 RD%E, T—Y v MZIMEIZIETE, 204,
IMEl fHIZZ—Y 2V b BT AL ZAORELZfETCEEZIN, D D Android 754 2D

B AN LZERREINT S, i0S. ANJL-fEsHFEENT T, TELW IME FEEZASNL
TLEEW,

- )F =V TAES
o {EDREEH: A

e ETFTAAZRDVIVTAFZSEANTEH. MDM2BSHFE—F LTWBEA&ITF—72
VEMHTE T, BT OHEO A BT I NE T,

HAN—2 a7 XOEID Android 754 ZDEE, T—Y 2V PEV Y TAFES RIS TR, Z
DEE., YITAESOHIR I -V 2V P RETASAZ2ORELZfiTcEEZ IR, KYoD
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Automated Enrollment

Android 7 N4 ZDEE . AN L7AABEBEE S NE T, i0S DA IE. AN LfEBRE SN E
TOT, YITNFUR—ZELLAALTIZIN,

4) F—:UDID
« fEOREE: XTSI

o fH:TF A4 ZDUDID ZANT B2, MDMAHFE—F LTWBEEIZF—27 v &l

Ac&¥d, 2ZTlE. MDM 754 2 ID 2<% 3, SFL W HDADBH
nENnFE I,

¥: 9T D Android 5 X X i0S 734 204, AJJL7-{EIZ UDID 7 4 — A FICERESNE T
DT, IELWUDAD Z AL TLEEV,

HEPRERT A N
1. Android @ & §k
2. i0S/iPadOS 5%
3. Chrome %%
Android @ &%
A7Tv71
EHF X, MDM 7 7Y & } 7% 5 Android i ® Qualys Cloud Agent % fit#i C & % 3%
%% % <IZ, Qualys Cloud Agent DFEAi FlE% KITR L £ 3%

- Airwatch Z{# L 7= Qualys Cloud Agent &k D FEAl D ## K
- Intune %{#F L 7= Qualys Cloud Agent o &8k Al O 1 K

Agent BIEH ICHA S 725, Agent (X7 v a—FR LY D7 7)) 28+ 30582 H Y
I3, ROWEHAERINTT, oKl 2%y 7LT, QuaysMDM =— = v b ~DfH T 7
T AZRFFAL LT

T2 RAHFAIINTD, EIFEDOR LR X v ML TERT 02 X 2T L, BRI > Tl
DEBHERZFAILES, R~ 22y 7LTHATLETS
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Allow Usage Access

QAgent needs access to your app
usage to detect the app compliance
and better functionality of QAgent.
We value your privacy.

Click OK to go to Settings. Then turn
on Usage Access for QAgent, press
back to continue the enrollment
process.

AT w72

Automated Enrollment

QAgent solution secures, monitors, manages and supports
mobile devices deployed across various platforms, service
providers and enterprises

QAgent enables the enterprises to securely manage the
devices.

To start the enroliment process tap on “Next” button

Qualys Cloud Agent i, MDM 7 7'U & } 7 %3 U C OB & 723408 % HEIWICEUS L £ 95

AL T EULA S d v wnig&id, FIE3 YV £f L2 banEd, EULA BRTEINT
WT, TTCIFAELTCVWAEAIZ. ATy 731V X4 L 27 a3, 5 Thuwibaid EULA 28
FREINTT, EULAICRIZE LA WEES., TAAL 22 BT 22 13T A,

AT w73

AT 7 v L OFTEHZREL TR 25A. 754 AOFTAHEN v v 727 VI3HEAY &
ez 9, 2O EIR. T4 ROFAELZERT 20553 H Y £5,

T ZABHAMIC X o TR I T3 581k, £F - o@&RL 3, fifsia L cunik

wWiEtid, [EER-FTRI Z8RLET,
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EHESBADEEIE. EE TNz A< — RITHEE

@ Qualys.

Choose your Device Ownership

Device Ownership
Corporate - Owned ~

Note: Device Ownership cannot be changed once Device is enrolled
Phone Number

—a IND +91 v ppti

Notes
- Enter the phone number of the device being enrolled. For Wi-Fi only

device, enter your personal phone number.

- If your country is not listed in country code dropdown, then select
Other as option and please specify the country code starting with *+" in
Phone Number field

E’!_ Next >
AT 4

FHTE AL E

Automated Enrollment

TN ZABHAMY — N —TIEFICREIND &, ROBHICY XA L2 P InE T,
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Automated Enrollment

@ Qualys

OnePlus 6T

Corporate - Owned

Configuration
Messages
Support
Legal

Permissions Checklist

VN = 2 R R

Y ¥V vV vV Vv v Vv

Patch Jobs

‘ V2.3(56) © Qualys, Inc. All rights reserved

i0S/iPadOS &k
A7v71
EHFEIZ, MDM 7 7'V 2 + 72> 5 Qualys Cloud Agent % itfi T & £ 9,

%% ¥ TIZ, Qualys Cloud Agent DA FIEZ RIC/R L 9,

- Airwatch Z{#F L 7= Qualys Cloud Agent & £k D FEHl D ## K
- Intune %{#H L 7= Qualys Cloud Agent &5k D Al O 1 %

Agent BAIEH ICH S N725, Agent (X7 v e —FR L7207 7)) 28+ 2 0EHRH Y
9, RIS T, thoREART 7w AFFR[ 2L £ 35

AT 972
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Automated Enrollment

Qualys Cloud Agent i, MDM 7 7') 2 } 7 %38 U CAB S W23 E % HEIICEUS L £ 9,

FHAR T EULA 2SS LTz Wiaid, FIH3 IV X4 L7 P I3 hE 3, EULA 35 E I N T
WTC, TTICFAIELTCWREAIX, A7y 73V X4 L7 Fah, 9 Thyaid EULA 23
FKRINET, EULAICRIEL WA, T4 A28 R T LldTE A,

@ Qualys. Close

Accept EULA Add Details

End User License Agreement

Please read through and agree to the End User
License agreement to proceed

System EULA

My Company (change this) grants you a revocable,
nonexclusive, nontransferable, limited license to
download, install and use the Application solely for
your personal, noncommercial purposes strictly in
accordance with the terms of this Agreement.

Restriction:

You agree not to, and you will not permit others to:

a) license, sell, rent, lease, assign, distribute, transmit,
host, outsource, disclose or otherwise commercially
exploit the Application or make the Application
available to any third party. The Restrictions section
is for applying certain restrictions on the app usage,

AT 73
MRS T 7 Vv P DOFTEEZRE L TV EEEIX. ZNZEND [T ZAFEHE] V8% v

EIRE N, WD TVARZPHARYHERHICRY 3, 2N OEEIX. [T54 ADFT
ﬁ#ﬁ] ZIERT 208D Y 7,

TAAZBHAIC X o T I N T 28551, [RE-FTA] &KL, 25 chnigaid 4
#B -TRIABRLET,

EHESLHEL LT IGEIE, BEINLRAR—-RICHEHEREFSZ AN LTI,
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Automated Enrollment

@ Qualys.  Close
O 2

Accept EULA Add Details

Details

Select Ownership
= Corporate - Owned Employee - Owned

Note: Asset Ownership cannot be changed once
asset is enrolled.

Mobile Number
m— IND#91  ~
Notes:

- Enter the mobile number of the devices being
enrolled. For Wi-Fi only devices, enter your personal
mobile number.

- If your country is not listed in country code
dropdown, then select Other as option and please
specify the country code starting with "+ in phone
number field.

AT 74
QAgent Z i) % L, ROMEHICY X4 L7 b InF T,
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Automated Enrollment

Qualys.

v’ Contacting Server
v Generating CSR
v Downloading Certificate

"“ Securing your device

AT w75
INTTAAZRDERFENRTET L, ROMEILBFR I NE T,
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iPhone

iPhone 8
i0S-11.2.5

Corporate - Owned
i Server

&» Data Usage

@ Legal

S

=
‘9

@ Qualys.

Chrome &%

ATFv71

Automated Enrollment

EHEIZ, MDM 7 7Y R+ 725 Android Fi® Qualys Cloud Agent % fidfi © ¥ % 4,

%# % CIC, Qualys Cloud Agent DA Tl % iR L £,

- Airwatch Z il L 7z Qualys Cloud Agent &% D ZEHl O 7 ik
- Intune % {#HH L 72 Qualys Cloud Agent @ & kD 2l D 1 AL

Agent IEHF ICHAT X N5, Agent (X7 v u—F L7220 o7 7)) 28208085 Y
¥4, RoWE»FRENTT, (oKl #% > 7L T, Qualys MDM =— = v b ~DERHT 7

A EFAL E 9,



Automated Enrollment

TR AT EINZL, BREDORZFREZ VAL TER T e 2 26T L. faniciEo Tlho
DEMERZZTTLE 3, TR~ 22y 7L THITL 35

Allow Usage Access

QAgent needs access to your app usage to detect the app compliance and better
functionality of QAgent. We value your privacy

Click OK to go to Settings. Then turn on Usage Access for QAgent, press back to
continue the enroliment process

q‘@@@e'@@ ‘Dovmz.n

AT VT2

AT EULA 2 S T a W&, FIH3 i) X4 L7 P33, EULA 253%E S 11T
WT, TTIRFAELTCWAIEAIF, A7 v 731V X4 L7 a3, £ Thoiaid EULA 28
KRINTEF, EULAICRIELAVWEA, T4 28R T LldTcE A,
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Automated Enrollment

©

End User License Agreement (EULA)

Name:Eula configuration

Description:
Test EULA configuration

ACCEPT  DECLINE

9 = @ @ @ o B ® &\, « ©@ B ewa:in

AT w73
KRS T 7 AV P DOFTEEZREL TV EEA, 74 AOMEEN v vy 727 vidH AR ) &
Hick b 4, 2L OEEIE. T4 ZAOFTEHEZEIRT 2 0E RS Y 1,

FANA AP X > TIAEINTWAGAIE. %-Fa 2EIRNL T+, HE2FE L Tnk
WIGH T, [REEE -FTA 2B LET,

FITE D AR —RAICEEFETEZ AN L LT
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@ Qualys

Choose your Device Ownership
Device Ownership
Note: Device Ownership cannot be changed once Device is enrolled

Phone Number

Automated Enrollment

5 1 v
—
Notes

Enter the phone number of the device being enrolled. For Wi-Fi only d

lect Other as op

If your country is not listed in country code dropdown, then
y Y P )

vice, enter your personal phone number

ption and please

specify the country code starting with '+ in Phone Number field

AT v 4

TN ZABHAY — N —TIEFICREIND &, ROMBHICY XA L7 P InE T,

@ Qualys

Chromebook_0B8D

Corporate - Owned

R

Messages
»a<]  Support
Legal

Permissions Checklist

[ B

Qualys, Inc. All rights reserved

B ©wQ4n
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Appendix Configuring Qualys Cloud Agent enroliment details with
Airwatch

Appendix

Airwatch % f#H L 7= Qualys Cloud Agent &$x D aHAll
DAL

Qualys Cloud Agent D3E N
RET B, TR D Qualys Cloud Agent 3BT 2 L EBH D 7,

- Android(Chrome iIZ b [A] L = — = v b ZffiH)
- i0S ©

Google Play #i4 % i L 7= Qualys Cloud Agent for Android( & 7213 Chrome) 7 7" U O3B
RDFNEIL, AirWatch 77 7 ~ + T Google Play 4 v 7 7'L—v a v 2 & T 254 1CE A &
nEd, ZoMEEBREL ThRVEAIX. AirWatch K —+ ¥4 b Tl Z MR CE 3%

1. AirWatch ZBi% ¥4,
2. (N7 7V r—vav»eil 220y 2 L%,

Admin

Device

Compliance Policy

[e
jur  Public Application

3. RoEHEANTILES,

- 795 v b} 74— Android %R
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https://docs.vmware.com/en/VMware-Workspace-ONE-UEM/index.html

- Y —R:Search App Store % i#EiR

Appendix Configuring Qualys Cloud Agent enrollment details with

Airwatch

- 4&#i: [Qualys] & AJ1LT. Google Play % I 7 T Qualys Agent for Android 7 7"V

ERERLET

4. X~ %2V v 7 LET,

5.  Google Play 2 b 725 Qualys Agent for Android 77V % 27U vy 27 LEJ,
6. [ 227V v 7 L, HEIDIERICHE-TT 7Y Z8EIML 7,

Qualys Cloud Agent for i0S 7 7" U @3B

1) AirWatch % B & ¥ 7,

2) [RHT 7V r—vavs@Eml 220y 27 LT,

Add v

Conte

Profile
- Internal Applicatio
ur  Public Applicat

3) ROIEME AL £

i

Q QO % @

- 779 b7+—2:[AppleiOS] ZIER L % 7,
-V —R:[App Store D] ZiERL 7,
- %¥i: TQualys] & AJ1L T, ApplePlay 2 } 7 T Qualys Agent % L £,

4 TR~ %27 ) v 7 LET,

5) Apple Play 2 t 7 @ Qualys Agent 7 7'V ORIICH 5 [EIR) 227V v 7 L, HHEDIERIC

WE->TT 7Y ZBML £,



Appendix Configuring Qualys Cloud Agent enroliment details with
Airwatch

TV —=TICEY) BT CEREZERY S
1) [Add Assignment] %27 VU v 7 L £,

Qualys Agent - Assignment

Details
Platform: Apple Status: © Active

Assignments Exclusions

Devices will receive application based on the configurations below. Devices with multiple assignments will receive policies in priority
order. Adjusting the priority for a single assignment will automatically reprioritize other assignments. Select the assignment to edit
Adding a new assignment will create a new rule at the bottom of the list

ADD ASSIGNMENT

Priority Assignment Name Description Smart Groups App Delivery Method EMM Managed Access

No assignments found

2) v HTIr/A—=T] 74 —AFT, WEZEHT 2 70— 7 2ERL £

Distribution
Name * Qualys Enroliment Configuration
Description
Assignment Description
7

Assignment To whom do you want ta
Groups * 2

(_ All Devices(M712754648) X )
App Delivery () Auto © on Demand ®
Method *
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Appendix Configuring Qualys Cloud Agent enrollment details with

Airwatch
3) (A% #BERLC, 2 —F—DEENE L HER L 5,
Android (% 7z 1% Chrome) D6 1d. XD X 5 I L £ 3,
Send Configuration @ o0

-
il

Qualys Enroliment Configurations {CustomAttributel}

i0S DA, XD X5 ITHEREZEREL £1,

Send Configuration Q@ o

upLoao xmL | @

Configuration Key Vaiue Type Configuration Value

genroliment_config String {CustomAttributel}

.
n

ADD

4) BEIJEL T, REDRMEZIEE L £,

P BE ORI LA T, 2 ¥ — O ) 2 % IR G T, WA D2—F -0
BROFMERET 52 L BB LET,

5 LEml %2V vy 7 LE9,
6) [ REFLTAB] 22V vy 2L T, 77V %7704 LET,
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Appendix Configuring Qualys Cloud Agent enrollment details with
Intune

Intune % f#H L 7= Qualys Cloud Agent @ & D Al
DIEIKL

Qualys Cloud Agent D3E
ROET 51213, XD Qualys Cloud Agent B/ 2 HERSH b £ 3,

- Android(Chrome iIc AL = — = v + ZffiH)
- i0S

Google Play R k 7 #i& 12 & % Qualys Cloud Agent for Android (FE =& Chrome) 7
PAXOREY
ROFENEIZ, Intune 777~ + T Google Play fi &4 2 i E T 25 AICEA I NE T, Zoftha %
BFRH THRVEAIR, Intune VAR — A4 FICT 7R LCREiR R TE 9

1) Microsoft 365 7 N4 AEH Ly v 2R —F KH 4 v A v LET,
Q) Ko ~ANT[FPFII 22 ) v 7 LET,
JH[TRTOTFI]>EMEIIVYILET,

Home Apps
sz Apps | All apps
il
2 Search (Ctrl+ ¢ - add () Refresh Y Fiter 4 Export Columns
@ overview
' Search by name or publisher
&2 All apps
PP Name Ty Type

4)[7 7Y OffifE] 7L Xy v X =2 —T [Managed Google Play] &R L., [ER1 22V v
7 LETS
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https://docs.microsoft.com/en-us/mem/intune/enrollment/connect-intune-android-enterprise
https://endpoint.microsoft.com/#home

Appendix Configuring Qualys Cloud Agent enrollment details with
Intune

Select app type X

Create app

App type
I Managed Google Play app %

Managed Google Play app

Search the built-in managed Google Play store to find and add apps for Android Enterprise
devices.

Learn more

5) [Qualys] ##% L. [ Qualys Agent for Android| # 27 V) v 27 LT>EZEL £,

Qualys Cloud Agent for i0S 7 71— 3 > M3BM
1) Microsoft 365 754 R Ly o o R —FicH 4 v A4 v LET,

2 o ~ANT[TFY] %227 ) v 7 LET,

N [FTRTOTZV]|>[EM %227V v o LET,

Home > Apps

s2z Apps | All apps

‘P Search (Ctrl+/) | « -+ Add O Refresh < Filter Export == Columns

@ oOverview - -
| A Search by name or publisher

ss All apps
& PP Name ™ Type

H[T7T7YVOME Fry 78y Yy A=2a—T[OSAFT 77U Z&ERL, [ER %22V v 72
LET
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Appendix Configuring Qualys Cloud Agent enroliment details with

Intune

Select app type X

Create app

App type
I i0S store app N

i0S store app

Search the built-in iOS App Store to find free apps for i0S devices.

5) [Qualys| Z#3K L. [Qualys Agent]>[B&iR] %~ V v 7 L, EIHIOHERICHKE->TT 7Y B0
LET

RTE D E A

Rk % B 3 % 13

- Qualys Cloud Agent for Android( ¥ 7z 1Z Chrome)7 7'V
- Qualys Cloud Agent for iOS 7 7'V

Qualys Cloud Agent for Android (£ 7=1% Chrome) 7 7V r—2 a3 L DT N—T~DE|N BT LERTED
i A

1. Microsoft 365 7 N4 ZEH Ly v 2 R —FicH A 4 v LET,
2. oy 4 v FoC, [T7V]> 77 IURRRY > —1%227U v 7 LET,
.pEMZZ7 U v 7 L, [BENRT AN R 2@ LT, ROBEHREADL T T,

- KRR E BN T 2 2o 0RREEANLE T,

- 77w 74 —2:[Android] ZEIR L £

- 77y ANOEE o7 7RI EHT LT N R Tu Ty 4 VO EERL
E3cn

- =X, 7 7V :Android D Qualys =— = v F RERL 9,

4. [R~1 227V v 27 LT
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Appendix Configuring Qualys Cloud Agent enrollment details with

Intune

5 [BEEDPHER] Fry 77Xy vy A=a—T, [BRT A F—%HHT 2] Z#IRL., &
mzzvvy2 L7,

6. Qualys EraxEF —ZiERL, [OKI1Z 27 Vv 7 LT,

o Use the JSON editor to configure the disabled configuration

keys.
L lSearch to filter items...
Configuration key Ty  Value type Ty Description

Qualys Enrollment Co... string

7. 0BG LT, REDHMARBE LTI, THOF I KT S L. HEFEFHIHT NS 72
WD, ZADTFICLARVWTLEI N,

V Basis @ Settings

Permissions

Permissions granted here will override the “Default app permissions” policy for the selected apps.

Learn more about Android runtime permissions

Not configured

Configuration Settings

Configuration settings format © Use configuration designer S

Use the JSON editor to configure the disabled configuration keys.

Configuration key Value type Configuration value Description

Qualys Enroliment Details string test_config

8.[K~%Z7V v/ L | HIHDIERICH-TT 7Y HEXBEML £ 3%
Qualys Cloud Agent for i0S 7 7' U & 7 /L—1Z8I 0 4T, #kc2#EHAT 5

1) Microsoft 365 734 ZEH Xy v aF—FicH 4 v 4 v LET,
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Appendix Configuring Qualys Cloud Agent enroliment details with

Intune

2) Efloxtx <, [T7V]> [T 7 VA —1 %27 U v LET,
pEMEZY 7 L, [BHENRT AN X ZRIRLET, ROBEHREATLE T,
- RETLERAEHANT B -00FRRELEATLET
- TS5y b 74—L:i0S %ER
- ®&7 7 Qualys Agent % ER
4) [R~] #27V v LET,
5) R EDIERX] Fuy 72y v A=a—T, ERTVA T —2#HT 2] 2=RLET,

B) HLEICIL L T, HEDFHMAEREL TS, EHoFTFICT S L, HEIERLH T ONS 72
D, ZHDOFFICLAEWTL I,

V Basics @ Settings

Permissions

Permissions granted here will override the “Default app permissions” policy for the selected apps.

Learn more about Android runtime permissions

Not configured

Configuration Settings

Configuration settings format © Use configuration designer Sl

Use the JSON editor to configure the disabled configuration keys.

Configuration key Value type Configuration value Description

Qualys Enroliment Details string test_config

R~ Z227Y w7 L, HADIRICHE>TT 7V REZEML E 3
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