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Download Cloud Agent

Supportedos HE A ® & D

€— Download and Install Cloud Agent

Download and Install Cloud Agent

Select the 0S and download the agent installer to your local machine. Run the installer on
each host from an elevated command prompt
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[Help) A==—® [Welcome]
T a rEERLT,

[Welcome] _—T%FRRLET,
CB [Mdentify Assets] T,
= [Configure Agents for VMDR |
‘ NE2ws )y LET,

Configure Agents for VMDR

Supported 0S FAOeD

VBT 7T 4 T — & IR

C L, BIRLET 2T 4 T eF—

Upgrade Agents with Activation Keys 3 ;l\;[_DR RET > 77— Rah

VMDR requires the activation of a purpose-built engine for detecting missing patches for Cloud Agents. }
Select Activation keys which you want to upgrade for VMDR. All the agents associated with those keys }
will be upgraded. Y

= Actions (1) ¥| Manage Cloud Agent Keys 1-210of 21

1 Unlimited Key

Default Al Activation Key fPM[vn [scA O

| FsFinance
f77cecB6-2558-4545-8a7a-7ch543be50...

1 mare.
7 more

1 Unlimited Key

T

VMDRT-TT-44-AZR
65beac0e-f3a5-4b9a-9b4b-66fcdb50e410 @I 1
Emore
[ ] I
ot Nt et ™ e
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https://www.qualys.com/docs/qualys-cloud-agent-getting-started-guide.pdf
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T, A X M) OBREZHET D HEZRRLET,

Scanners Passive Sensor Cloud Inventory Container Inventory Mobile Device Inventory
.
- e =3 O A Wl | | & o
Discover resources and Comprehensive list of images Discover, inventory and
inventory cloud platforms registries and containers. monitor mobile devices,
Il regions and ncluding smartphones and
providers tablets
Deploy Scanner Deploy Sensors Create Connectors Let's Start Let’s Start
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VMDR DASHBOARD VULNERABILITIES SCANS REPORTS REMEDIATION ASSETS KNOWLEDGEBASE USERS

Vulnerabilities

Vulnerabilty v  Q Search...

19 [ I | s v P v 11901 19

Total Detections

105228 Built-in Guest Account Not Renamed at Win... HEE Mar 23, 2020 Feb 28,2020 EC2AMAZ-P532...
Acti 1475
SEVERITY e
2 9 105170 Microsoft Windows Explorer AutoPlay NotD... HE Mar 23, 2020 Feb 28, 2020 EC2AMAZ-P532...
2 3 Active 3860475
5 2
3 2 105171 Windows Explorer Autoplay Not Disabled for.. HEl Mar 23, 2020 Feb 28,2020 EC2AMAZ-P532...
Active 3860475
CATEGORY 90007 Enabled Cached Logon Credential [i[] Mar 23, 2020 Feb 28,2020 EC2AMAZ-P532...
windows 8 L 3860475
Security Policy 6 2
90044 Allowed Null Session [ [ | Mar 23, 2020 Feb 28, 2020 EC2AMAZ-P532...
Internet Explorer 3 . 2
Active 3860475
Local 2
90213 Windows Registry Setting To Globally Preve... Mar 23, 2020 Feb 28, 2020 ECZAMAZ-P532...
OPERATING SYSTEM Lol 3860475
I RNl e 100369 Microsoft Edge and Internet Explorer same-... I Mar 23, 2020 Feb 28, 2020 EC2AMAZ-P532...
Microsoft Windo... 9 Active 3860475
TYPE DETECTED 100402 Microsoft Internet Explorer Security Update .. HENEN Mar 23, 2020 Mar 16 , 2020 EC2AMAZ-P532...
Acty -
Confirmed 17 L 3860475
Potential 2 91610 Microsoft Windows Servicing Stack Security.. HE Mar 23, 2020 Mar 16, 2020 EC2AMAZ-P532...
Active 3860475
STATUS
— ~ 91609 Microsoft Windows Security Update for Mar.. HEEEN Mar 23, 2020 Mar 16, 2020 EC2AMAZ-P532...
Active 3860475

Asset] & [Vulnerabilly] THRIRZGYVEA T, HFEDOT &y NELITMHHEIIRIAX T LET,
[Quick Action] A==—25 [ViewDetails] #27 U v 27 LT, #ffizRRLET,

Weg5 2% Qualys T/%y F%f AT HE T, Patch Management 7 KA 0837 227 U 7 3 » THMT /- T
WHGA, HMIFERIC [Patch Now) 47 v a v BFEREINET, 242 LY, Patch Management “CHLE
U—7 7u—%ihT& £, Patch Management B/ N— 3 LV OBFEIE, KEADO Ry FOU A MR
RRINDHTETTT,

Security Configuration Assessment 7 N4 3% 2556, CIS XU F~v—27 ZHESWTT &y M OREFM
EFETL, BX=2 VT 4 LOBEEEZFECTEET,
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2T, BAHINEGEICT — X BRI D ATREME O & 2 fEdath & Bl E LETE £,

- FrE OMEIIE A EIET HEA Ny FOREEZRSHITT 5,

-REEIV I LT, AV~ 7a—NORILT Ty b 74— LA bEESNE Ny FERET 52
LT, WEICH DGR Z 4TS (Patch Management 7 7'V 77—y a Ui AT ) Ty a UTHBIC
2o TWVDEE),

BEIBRLfT T LR— FDERL

VTNEALOBEA LTV Y2 A% LT, BEICH UCTERIICEET R & W4 8 E LE SR
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EESNENAT I AR — s DA% BltA T BRI, 7' > N OEsstRESIE SN TWD Z & &/
L ET, Cloud Agent ZEAT 20, £LFAFv I, vy TRy I, 7577 FA_0 b
UV, a7 FA XU M) FERNALNTNRA AL RN R EDOFEEFEHALT, 78y hA
VAR MY EERT DI ENTE LT, Cloud Agent BL eV THESNETXTOT Y
k&N SIS D HEEIMEDFERAY [Vulnerability ] # 7Ic—ER SN ET, 71 v L4k
El ZZRLTZE N,

1. [Prioritization] — [Reports| ##R L, [Create Report] 27 U v 7 LET, #IOTLR— MEERT

2441%. Prioritization] # 70 F %20 v s LET,

2. TAsset tags] %R L C, BIEIEM AT SN X M EBIRES N7 'y MIBEEMA T S stz
BViAB, KHIREZ %2 Y v 27 LT, VMDRERIEMAT T LR— FEFITLET,
BATT DI12iF, 2 b 1 2OT7 vy N7 EBRIRTIZMERDH Y 7,

3. VMDR BHENEMAHT LR — D7 4 L Z 23R L £,
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4— VMDR Prioritization { Exportto Dashboard ) { Downlosd Repart
CVEE Rating:
Asset tags (3) Critical m— 22
8 154 T i
| eczacent x | Businessunits x | Cloud Agent| x e iz
Total Assets Total Vulnerabilities ‘LN 2§
vare
Detection Age @ Real-Time Threat Indicators (RTI) (4) @ Attack Surface @
Running Kernel
= e Easy Explon (38) | ( Patcn NotAvailatle (38) | | High Dara Loss (28) -
H Runnin Service
£ = Zero Day (6) Pubiic Exploit (22) Malware () ‘Wormakse (D) “ ‘)
. Nat Mitigated by Configurat
5= Denisl Of Service (26) | | Active Attscks (10) ) | Esploit Kit (0) o Mitigsted By beniguratian [ o]
- 15
L]
o o -
0 High Lateral Movemens (22) | | Predicted High Risk (0) Remotely Discoverable Only
wa0 B w nm 15
Days
Prioritize Now

Age: [Detection Age] # 7 %7213 [Vulnerability Age)] # 7 AR L, W17 4 L2 2R L ET, 77+
LR, B D OB 7 ¢ L2 BRI STV E T, LAR— MO, BRI L7 BRI — 8 5
fagatkE A Fom S E T,

Real-Time Threat Indicators: H#J® Real-Time Threat Indicator (RTI) Z@&R L £4, LAR— M2l 2
IRLZRTL O “ W7 I—HT5MEHENRREINET,

Attack Surface: “H 5D 7 ¢ VX EFIR LT, BRIBLASEE TIERWIERMEEZ LR— F 2 SHIRT S 2
LT, BT E o TRROERRMEIEICE T I ENTEET,

4. TPrioritize Now] 227 Vw7 LCEBA LT IV = AEHFHIL, BIRLETEY FORy FU—7
Fo&b U R 7 BNEOETSME 2 ESIEN AT LE T,

VAR—MEAER LIS, WEstEo Xy F#H%2%ETL (Patch Management 7 7'V 7r—3> 3 ViY77 A7 Y
T arTHEMIIRSTVEYGER) , V4V 2y FOERATLAR— M H vy 2R — R/ AFR— T3
M, CSVIERTLAR— &2 Xvrao— RTExET,
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VMDR EEIERLfT 1+ LR— FDERAE Y

VMDR  #SENAMAT 1 L AR — F &2 LT, RAICHET & gHttamti cx 4, bAR— I
[Summary| & [Details] @ 2 SOETHA I TOET,

Summary
VMDR EZNAALAHT AR — b [Summary) HIZIX, RO 3 DOHEOBHBRBFRINET,

Prioritized Assets (7) Prioritized Vulnerabilities (7) Available Patches (7)
o 25% o Instances 5.19% o Unique o
attaal oot
- — (. ]

Prioritized Assets

BN LT EY FE ST, ZOLR—IDOT7 By FAEE SN E T, [Prioritized Assets] 1%, &F
DTy D5, BIRUZBES OB, RTL, WY MLOMHAE DI —5T 2 Madsik 2 5
2O2T kv NOEKTT,

EROFITIE, 8 oDT Yy FRBIRLIZT Yy M TIZ—HLTWET, 825D T7 Y FDHI B, 250D
Ty M, BIRENT-HRH O ORGEERN], RTI, 74 v 7 % —7 = A0 AA LRI —E L= jfgat
NHYET,

Prioritized Vulnerabilities

[Prioritized Vulnerabilities] (21X, 7% v b THE SV CTEIRIEA AT S MEgart o~ U nFErR I
i —aqo

Instances: ~ O%E, IR LMD ORKEKREE, RTIL, 7% v 7 ¥ —7 = AOA G ORI —HT 5
PO E R LET,

ZoHITIE, BEOT 'y bTHRIBERE 1 SOMfEFE (T2b 5, 1 20 QID) OEEOFARENE
NOHERHY 7,

EROFITIE, 8 2OTEy FT 154 OMEFIESBRE SN TWET, 154 OE5HEED 5> 5, 8 DO MEFHMEN,
20007y FTENEINZBENS OFRGERE., RTL, 7% v 7 —7 = AOMHAEDLEIC—H L TWE
7

Unique: 7E / B SNFMIMEA A Z 2D 5 b O—EDOWETMEDOR T (EE TS QID A AKX
AL,

FROBITIZ, 8ODA L AZLADHH 6 OB —EDOMEITETT,
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Available Patches
Qualys TAFTE 53y FOETY, PatchNow| Z#7 VU v 7 LT, Mgggth~D 3y FiiH 7wt 2 25
WBUES, FEHICOWTIE, [y F&H] 28BL T &,

R TPatch Now) A& U AT/ 5 D%, Qualys 25 HE)AYIZ /N v F % H T &, Patch
Management 7 7'V 77— a U RY TR ) T a U THNC RS TV BHEDHTT,

Details

Details| HEIZIX, BRI AT S NS, Sy F BIRIEMAHT ST ' v MCBT 23S
KRINET, #7E2FEHLT, 3 50 2—%2810 1 F3, [Vulnerabilities|] # 7, [Patches|] # 7,
[Assets] #7121k, b—7 v &MiHT 28R BHEND D 5,

(Vu\nerab\\llles Patches ‘ Assets )

Vulnerability v Q) Search...

Group By: Vulnerability v 1-500f 91

CVE-2013-1345 . . § " 4 N
Microsoft Windows Kernel-Mode Drivers Remote Code Execution (MS$13-053) 90894 T ( PatchNow ¥ )

more. \ /
CVE-2013-3129 Microsoft GDI+ Remote Code Execution Vulnerability (MS13-054) 90895 1 [/ Patch Now ¥ .‘w
CVE-2013-3129 . T . N — 4 N
o Microsoft .NET Framework and Silverlight Multiple Code Execution Vulnerabilities (MS13-052) 90896 T ( PatchNow v )
CVE-2013-3918 Microsoft Cumulative Security Update of ActiveX Kill Bits (MS13-090) 90923 1 [/ Patch Now ¥ \_w

IO RE L TRETE £,

BRT 4 =V RICA D Z2BtaT 2 & MEsstEOBEARE, M6 ORGERH 722 EMERTRE/ZR 7 3T 4 3K
RENET, BHOT a7 ¢ IR L £77,

s T | ~
[ Vulnerabilities | Fatches Assets |
b | P

Vulnersbility v vul

vulnerabilties detectionage
Syntnz Halp
vulnerabililies hostAsselName

vulnerabilitic d

sulnecabiliies firs{Found Use quotes of backticks within vakues to help you find the host asset name youte looking for

Examples

Show any findingn related tn name

vubnerabilitie

= wulmorabilitie
vulnerabilities . hostas sethame : (IINT IO
vulnersbilties host0s

Show any findinga th paria of name

wulnerabilies ignored 1 Tad " 1
CVE-2013 = ulnersbilities. hostas ethane: “URERII0EI-L5-2
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'Vulnerability] & [Asset] ZMAGDLETHRET LT, I AR E () 227V vy 27 LET,

{ Vngrabilities | Palches | Assets |
- A
Mudnerability wulnerabilities. detectionAge:[31..88]
Asset agent|
Syntne Help
agentVersion
agentid Use & Lext value FEFOF tu ind the agenl version you're miletested in.
agentyersion Example
e Shaw findings with agent version 1.5.6.46
% aws.ecZhasagent
agentyersion:
Cve-2013

ANERET DL, === D, ==V =0 M=V g VR ERRATRER T £y R RT 4 BER
SNET, HHUOT By F7a T 0 2R L ET,

2T, —E&EEVWEEZASNL, [Enter] ZHLET, —HTL2L0B8FNTNOF TICFERENET,
BFFERERE LIS, TORBREEREI NV —TICHETHZ N TEET, MO OB, M
OHIW., BREREOTNVN—TA T a PN OhHAESNTWET,

(Vu\nerabm:ies Patches ‘ Assets )

Vulnerability vulnerabilities.detectionAge:[91..18@]
Asset activatedForModules:VM
Group By: Vulnerability v
Vulnerability

Vulnerability Age
LV

Detection Age
Severity
Type Detected

RTls

BIRNRIIE LB N—T0H L T V—TT L OfistkoBnEzrEInEd, EEOINV—T%7
Voo 35E MBI/ YNREHIN, —BETHIMEFEREREINET,
Hyoalk—FADIHY RAR—

VMDR EBENENA T LR—= 2T 4 P2y FOBERTE v 2R — NI AR—FL, V4 Pxzv b %
AR 2 2 & T, BARIEM AT ST 'y FOMEgItE AR TE £,

HyvaR—RIZbR—hE2xs AR— T EFEICODTHALET,

EFL . [Export to Dashboard) RN& »B3ENT/R D DL, LAR— FNOAERZEDH T,
1) VMDR #EEM T LA — ¢, [Export to Dashboard] #7 U v 27 L¥¥,

2) v Yxy MEANLET,

3) V4 Y=y F&BEMT S [Dashboard) %R L. Export] %7V v 27 LET,
VAV NRX v aR— RIGBNENET,
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