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@ Vulnerability ~  vulnerabilities.qualysMitigable:TRUE
| CISA KEV Ransomware Vulns Critical Patchable Vulns

QD TITLE SOURCES Qs © SEVERITY
378332 Microsoft WinVerify Trust Signature Validation V... /-y EEEN
Active (@1 )
106089 EOL/Obsolete Software: Microsoft .Net Core Ver... ) 60 EEEEE
Active {}'I
382694 7-Zip Mark-of-the-Web Bypass Vulnerability (CV... /-y EEEE
@ Active :881 @1\/

Elimination Details

Take action when vulnerabilities are detected in your environment. Vulnerabilities can be removed entirely from the environment to
ensure they cannot be exploited or mitigated to an acceptable level.

= e ASERELTWFRIERN

J

Patches (1)

PATCH TITLE ARCHITECTURE BULLETIN/KB
7-Zip 25.01.00.0 X64 7Z1P-250804
Q7ZIP2501

Elimination Details

Take action when vulnerabilities are detected in your environment. Vulnerabilities can be removed entirely from the environment to
ensure they cannot be exploited or mitigated to an acceplable level.

EHEELTLSZANETREZRN

MITIGATION TITLE DESCRIPTION CVE/QID ASSOCIATED

Mmgale Now \

Registry Update Block executable files assc 1099/e SortBy cvE-2025-0411

Critical Vulns (QDS >= ¢

635

LAST DETECTED | ®

Nov12,20251.. ©®
Nov 12,20251.. ®

Nov12,20251.. ©®
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@ Vulnerability > |vulnerabilities.qualysMitigable:TRUE
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[SEED

@ 382694

Active w %1

7-Zip Mark-of-the-Web Bypass Vulnerability (CV...
' 1)

EOL _ licrosoft .Net Core Ver...
Eliminations

AtV 52 Remediation 1

@ Mitigation 1
7-Zi, Jpass Vulnerability (CV...
Active | (21 @®1)

NIAZRIN—9 %L, RemediationEMitigation DIRFEEINTR R

N9,

@

RARGCVEEITER
RENF9, Bgﬁﬁwhiﬁ
PIRRICRDEDIR RZ
BEETEEY.

Partially Applied Mitigations

Mitigations have not been applied to all CVES.

MITIGATION TITLE

Stop Service

Registry Update - Block RDP
Enforce App Hardening
Enforce System Hardening
Registry Update - Block RDP
Enforce System Hardening

Enforce System Hardening

DESCRIPTION

This script terminates and di...

Disable Windows Remote De.

This PowerShell script provid.

This mitigation enables Netw..
Disable Windows Remote De...
The provided mitigation scrip.

This mitigation enables Netw...

CVE/QID ASSOCIATED STATUS
CVE-2025-29841 Pending Mitigation
CVE-2025-29831 Mitigated
CVE-2025-30397 Pending Mitigation
CVE-2025-30394 Mitigated
CVE-2025-30394 Pending Mitigation
CVE-2025-32706 Pending Mitigation
CVE-2025-26677 Mitigated

BANROBRE. [BRAT 3> J(CEDIBEIBMTHFTERATEEXS, HIZE Ny
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Phase 01 Phase 02 Phase 03
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ETM Agentic Al
Your Vulnerability Backlog

I-I1Yb-B5R3 55052 DRLET

I-J10bh-Y3ICE5EEMEE

<+
ﬁ Agent Sara ® + :
Autonomous Remediation Assistant v )\WFO A Fo]EEEEEREE: v %&@*ﬁﬁ(%wav& Workstation)
Agent Sara turns prioritized exposure into executable remediation Z | Z2 e
plans, analyzes risk and remediation context, maps impacted assets, Y Eté}]tﬁkﬁ JZO v IET:EO) ﬁ@qk/R(CISA KEV, Ransomware)

and builds ready-to-run Eliminate plans with remediation waves.

Risk-Based Remediation Remediation Waves Ring Deployment = +1

RERERYI-JABEIEINYT

150M+ 40M+ 0.1%
Patches deployed in Autonomous Rollback
last 12 months patches applied rate
Wave 1EFFADFZENDIRN Wave 25EBN\DFENAEN
C{)’- What this agent does and when to use it>
Demot 4 b Wave 3 $EH15R Wave 4 714> AN)
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—— g Windows Cloud Agent

Peer to Peer \YFERETINEEERM New Release
(P2P)\vFEefntkaE)

ng’lz/s M P2P J\yFECA (&, I RN Y MEIEMHALT/wF2HEB TS

T RYNT— B EE L AIRCEERUET . 3\}_ idf‘wﬁgﬁ"*d e —
PRCDNADIIF ZE/IMEL, LANKRTEIR - $hERE(C) W F 2 RIS 5L CI:)“U d°xvsent"31 (_gle“P ety
T ARERIETHRT -3 TN DL IVIY M\ F BB ERIRLET . J c T R i
A 1Y L)Y | | B
FHBETTEBTLE
() s Peer to Peer
« [E— LAN RO Cloud Agent E+T NvFIrS I akE : e
« CDN AO77t2%5/1\Mtb Jgus -
. . N PSR : HISTBOE(E O
O P2P : £120~50GB g o
© Ferforma
P oo
FER4FE AE
LAN PR7E Peer #&H¢HA(L B— Local Area Network A3
D =l -
Fv> 94k JWWF I IV EEFv>IICDE
AEHHI>O0—- K BED Peer NSEIBFEVELEIRIL - PR _
CID (Content Identifier) ESFH ID (C&D e ABSLE - BESTEEREE ;0)1%%550_)#{{:5(L’.)L\'CL%;%Igger_:to-Peer
TLEES | 1B THA Peer HVSEEVERTAE Patch Distribution&ZZHa<IZEL,

~, DE-RISK YOUR BUSINESS



https://docs.qualys.com/en/ca/2.7.0/profiles/p2p_patch_disribution.htm
https://docs.qualys.com/en/ca/2.7.0/profiles/p2p_patch_disribution.htm
https://docs.qualys.com/en/ca/2.7.0/profiles/p2p_patch_disribution.htm
https://docs.qualys.com/en/ca/2.7.0/profiles/p2p_patch_disribution.htm
https://docs.qualys.com/en/ca/2.7.0/profiles/p2p_patch_disribution.htm
https://docs.qualys.com/en/ca/2.7.0/profiles/p2p_patch_disribution.htm

Patch Tuesday: P2PDFEIEEN VVWEH

SFHIANYFF1—-AT—[CAEFHISGBDOTYIT—Me1,0008 DI Rik1> MERYTS

DT —4: 2026F5HDWindows”vJ7—~KB508954947>0— A X(d~5GB T,

~

Traditional (CDN) Model

ETOIRERN>H—Fwh (DCN) HSERIOYD>O-R

~5TB

HEIN3NEFEIEHIEORE

5GB x 1,000 = 1,000 GB

« WANA >4 -2y hOFIEIEN RS
« AT B E DR
- =M TOEEREN

-

Peer-to-Peer (P2P) Model

RUOEHERITHCDNNSS > O0—R

~20-50 GB

[ HEN SN BBRIBORE ]

CDNHBOHEIST>O—- REHIN5~10E,
EODIERGLAN_E TE7Y—-E7 %%,

 99%LL E DN IEHL
« EiRO—-NIVLANERIX
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P2PDESEAT 3>

Qualys Cloud Agent Configuration ProfileziBUe> > IV TER N RETE

§3E17°:/3> @ Qualys. Enterprise TruRisk” Platform
B,
< Create New: Configuration Profile

Step 8/9
v Peer to Peer Toggle

E&bijl:l 7)—,,(J l/:‘t(z P2 Po)ﬁ;a] ,f b 357:__(;3@\;{\1]“: ° Easigbetals e This setting is currently limited to patches but will be available for more features in future updates.
Av

. Assign Cloud Agent
v Cache Size (GB) 0 Hosts Peer to Peer @
Fry3 1) WFOTRIEIDL TSN 10 GB & somcotmin
. RA:ERA100 GB) ; ’ Cache
: lication Min Size (GB) * Max Size (GB) *
v Retention Threshold (Days) ° ézsﬂgutration 10 o———o0 10
JOYFDF Y 1L AR ERET S (IR 2E. & © roseunvos °
* : E-ij( 3 0 E ) < J Min Retention Threshold (Days) * Max Retention Threshold (Days) *
; educed Activi 2 oO———O0 10
v | Transport Port ° Eeriod e 2 30
E72>F YRBCEDNZR-b © reromance
(Tjj)l/ h:400 1) Select Ports*
v Ad min Port o Peer to Peer (PZP) Transport Port * Admin Port *
4001 5001
O-h)b)— REEE(CERENZR— NF T4 b:5001) T '
() COREFIRIE/ WFIRETIN, SRIBIISEIRETT
SEOTYTT— T, SOZLOMEENFIREIRE RS FETT.
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P2P¢Qualyss'—hMIITA/H—EX(QGS):
TNTNhDOEBENDEF

Caches Resources (V) Patches today HHERBISZQGSTHIMEIL ., ABAC/E([FP2PT BRI EE
J95YRI-YI> MESEPR (V] [x) QGSFI—> 1> NEEDH ik

. Ak QGSF& 547> MQGSEBIES B hDEFIAE
LY —OSHBDTLSOPYTIL -k o o A v
FATOQualyst> Y —91 T (TG Yes WA‘gif]VtVS P2P(35#Linux,MacOSI[CEH ST E & maC;OS
RE. BT, RFOBSE ! o QOGS LA BINE
EPY—EPBENBE (%) o
EROEAEM (] (] QGSEP2PEHAHEDE TESDAEE N RIS

Rule of thumb:
QGSZEREEF WY IISGER | P2PEEALT. BETCAHERNYFRT | REROBRZE3ICIIMAES
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Windows Cloud Agent
New Release

Bonus Feature

CLOUD AGENT FOR WINDOWS 6.7

i B ABFE: 608/ (yvF ST iiE

J Cloud Agent 6.7

15% - 3EH < 60

IN\YFI3T %3213 5F T OIS Ny FVE2ERAbEISE

P2PTHEA EAIERIb TEEI N, JER(L/ WFRITOIERDESE TRALBISENMNOTVELE. Cloud Agent 6.7
TIFZENHE0FLUAARTIRD, ARFINMSAZIEF TZIFFUT AL LATEITTEBLIRIDFT,

I0XFTAPAIRRICSEVT, TIRTDA bDIAASA IIBBBATEHENTHD, /\WFDEREZES—HURIFNIERDFIE Ao Cloud Agent 6.7V ENZRIREICLET .
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Coming Soon:/\wF45 > 0—RY—-AD0JRE

JCFZITFFERROFUVIIICE, B/ FDNEDLSICHUSENI M IERECRORENE S

v Source Visibility 52 QU search forpatches.
IRTO)NYF )N FUNECHBIRF TN ZIEFEICGBITBCE T, 5T

ssssssssssssssssssss

rrrrrrrrrrr

Wo1-F1 )L EEREREZR FEEFEVLD, e O o

@ Failed: 92% (48) © Peer (P2P)
Failed 48 ® Installed: 8% (4) © Proxy
® QGS (cache hit)
Installed 4

© QGS (cache miss)

v Distribution Validation ~cee e

uuuuuuuuuuuuuu

BBIR(CHvyS B P2PEEN RN CHEEL TV BN BERLES, -

© Peer (P2P) 9
® Proxy 7
© QG (cache hit) n
© QGS (cache miss) 4

© QGS (tunnel)

v Bandwidth Insight

vvvvvvvvvvvvvv

TRTOBUS 535 CRABIROERREEAEL /W FERID/ T4~ oo

Important % Installed Goo gl le Chrome 145.0.7632.160

> RERBELET v e

None 13 Inst
Mas

@ Internet

=3 Peer (P2P)

% Proxy

RKyFDHGTZ AL

© QGS (cache hit)

Internet Proxy QGS (cache miss) e e
L ewseraeean

Peer (p2p) QGS (Cache h|t) QGS (tunne|) DOWNLOAD souRcE: (@ Internet ) ( o8 Peer (P2P) ) | % Proxy ) (@ QGS (cache hit)

BULLETIN [ KB 4

CHROME-260303
QGC14507632160

WIRES46-260226
QIR EXE

WEBVIEW2-260226
QWBVW1450380.
MEDGE-260226
QMEDGE1450380.
721P-260114
Q7ZIP2409X64

NPP-260210
QNPPE74EXE

@ QGS (cache miss) | | % QGS (tunnel)

18 35
917
708
12
45 (ca 1.4 GB ¢ saved
35
T (P2P) 890 MB ¢ saved
Proxy 640 MB 4 saved
Internet (direct) 1.9 GB bascline
QGS (miss + tunnel) 380 MB via 0G5
1-500f52 C =
TYPE AssoC. QID & VENDOR SEVERITY &
Application 378905 +133 None
Application 386698 +5 Moderate
Application - None
Application 372487 +32 Important
Application 39012 +2 Non:
Application 381456 Moderate
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