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Vulnerability

CISA KEV

640

@

Elimination Details

Qb

378332

106089

382694

vulnerabilities.qualysMitigable:TRUE

Ransomware Vulns

283

Asset Vulnerability

Group by v
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Critical Patchable Vulns

569

KP Filters v

TITLE SOURCES
Microsoft WinVerifyTrust Signature Validation V... Jm
Active (@}

EOL/Obsolete Software: Microsoft .Net Core Ver... Jm)
Active (@»

7-Zip Mark-of-the-Web Bypass Vulnerability (CV... Jm)

Active

(z1®1)

Import Detections

s ®

SEVERITY

Take action when vulnerabilities are detected in your environment. Vulnerabilities can be removed entirely from the environment to
ensure they cannot be exploited or mitigated to an acceptable level.

Remediation (1) [V

Patches (1)

PATCH TITLE

7-Zip 25.01.00.0

Elimination Details

tigation (1)

EEREL T WFRMHEEAN

ARCHITECTURE BULLETIN/KB
X64 721P-250804
Q721P2501

/ Remediate N0w>

Take action when vulnerabilities are detected in your environment. Vulnerabilities can be removed entirely from the environment to
ensure they cannot be exploited or mitigated to an acceptable level.
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MITIGATION TITLE

Registry Update

DESCRIPTION

Block executable files ass¢ T09gle SortBy

CVE/QID ASSOCIATED

CVE-2025-0411

Critical Vulns (QDS >= ¢

635

LAST DETECTED, ®

Nov 12,2025 1.. ©®
Nov 12,2025 1.. ©®

Nov 12,2025 1.. ©®
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Partially Applied Mitigations

Mitigations have not been
MITIGATION TITLE
Stop Service
Registry Update - Block RDP
Enforce App Hardening
Enforce System Hardening
Registry Update - Block RDP

Enforce System Hardening

Enforce System Hardening

Close
L

applied to all CVEs.

DESCRIPTION

This script terminates and di...
Disable Windows Remote De...

This PowerShell script provid...

This mitigation en

Disable Windows Remote De...

The provided mitigation scrip...

This mitigation enal

ables Netw...

bles Netw...

CVE/QID ASSOCIATED
CVE-2025-29841

CVE-2025-29831

CVE-2025-30397

CVE-2025-30394

CVE-2025-30394

CVE-2025-32706

CVE-2025-26677

STATUS

Pending Mitigation
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Pending Mitigation
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Pending Mitigation
Pending Mitigation
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Windows Cloud Agent
New Release
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P2PDESEAT 3>

Qualys Cloud Agent Configuration Profilezi@US > J) CERIIREETE

= °S, S @ Qualys. Enterprise TruRisk” Platform
sEAT 3>

< Create New: Configuration Profile

v | Peer to Peer Toggle seoer

Erﬂbij’n 77,() l/(:’“t(: P2 Pa)ﬁ;"d:”b it(iﬁ]\}\;"‘s}yft ° EREElRl e This setting is currently limited to patches but will be available for more features in future updates.

. Assign Cloud Agent
v Cache Size (<“3 B) ° Hosts Peer to Peer @
Fvrv2 1) WFOT1AVEIDE TEHIFE(5/]\: 10 GB 0 oo Confeuation
ERANERA100 GB) ’ Cache*
. . Application Min Size (GB) * Max Size (GB) *
v Retention Threshold (Days) Q Configuration 10 o0——o0 40
JFOFryS 1 ERRIERE Y 3(E:28. B A [
j( . Haik3 0 E ) e e e Min Retention Threshold (Days) * Max Retention Threshold (Days) *
. Reduced Activity 2 o—————O0 10
v Tra nsport Port 0 Period 2 30
CTI 7 YHEIEONBR— © Fetomace
(5-77HH\4001) Select Ports*
v Admin Port o Peer to Peer (P2P) Transport Port * Admin Port *
o — 4001 5001
O—hib)— RERICfERENZR—NFT4)L8:5001) o |
G COSE(FRAE/ WFIRE TI N, SEREMISRIFETT :
SHOTYTT—NC. LOBKOBEENFIFIRIREC BB FETT. (Lo ) (Crovee ) (R
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Windows Cloud Agent
New Release

Bonus Feature

CLOUD AGENT FOR WINDOWS 6.7

i B AT E: 601/ (yFIaT RS

J Cloud Agent 6.7

15% - 35k < 60

NYFI37 &% (15FE T DS NN FVESR bR

P2PTEAIBAREER(L TSI IN, JER(I)/ \WFFITDIERNESCE TRAIIGENMNOTOELUE. Cloud Agent 6.7
TEZENNEOFLARITARD, ARFINSZIE X TZ(EE 7 IVIA LATEITTEDLIICRDET,

0XFT4F7AIRRICENT, IIRT' 01 MDA ASA VBB THESNTHED, KYFOREE—HULRIFNERDFERA. Cloud Agent 6.7 ENZFIEEICLET
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v Source Visibility

IRTO)WFNAFUNECHBIEF o Te hE IEFE(C]
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v Distribution Validation
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v Bandwidth Insight
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Internet

Peer (P2P)

P2PTERIL I DT TR RERCETHS)WF M BCAENINZ B RIETEDDT. 1

Proxy

QGS (cache hit)

E)T@“Zu_&:( |\77

FECHIEBIROERASZAEL. /\wFERMD/NI4—-Y

QGS (cache miss)

QGS (tunnel)

52

Total Patches

QUICK FILTERS
PATCH STATUS
Failed

Installed

DOWNLOAD SOURCE
® Internet

© Peer (P2P)

® Proxy

© QGS (cache hit)

© QGS (cache miss)
© QGS (tunnel)

VENDOR SEVERITY
Critical

Important
Moderate

None

48

14
19
13

Q_ search for patches

STATUS
® Failed: 92% (48)
® Installed: 8% (4)

STATUS ¥ PATCH TITLE &
Installed Google Chrome 145.0.7632.160
Mar 4, 2026 11:22 Published Mar 2, 2026

Installed

26 11:22

Installed Mic ebView2 Runtime 145.0...
Mar 4, 2026 11:23 Publis 26

Installed Microsoft Edge 145.0.3800.82

Mar 4, 2026 11:23 Published Feb 25, 2026

Failed 7-Zip 24.09 (x64)

Mar 4, 2026 11:25 Published Jan 14, 2026

Failed Notepad-++ 8.7.4 (64-bit)

Mar 4, 2026 11:28 Published Feb 10, 2026

DOWNLOAD SOURCE: ( @ Internet ) ( o Peer (P2P) % Proxy

RY—ZADAJRTE

DOWNLOAD SOURCE

© Internet 18 5%
® Peer (P2P) 9 7%
® Proxy 7 13%
® QGS (cache hit) 1 21%
© QGS (cache miss) 48%
© QGS (tunnel) 3 6%

DOWNLOAD SOURCE &

@ Internet

o8 Peer (P2P)

% Proxy

@ QGS (cache hit)

QGS (cache miss)

% QGS (tunnel)

@ QGS (cache hit)

BULLETIN | KB A

CHROME- 260303
QGC1450!

MEDGE-260226
QMEDGE1450380

7ZIP-26014
Q72IP2409X64

NPP-260210
QNPP874EXE

QGS (cache miss) % QGS (tunnel)

BANDWIDTH SAVINGS

nsferred

Total
4SGB

QGS (cache hit) 1.4 GB | saved

Peer (P2P) 890 MB ¢ saved

Proxy 640 MB ¢ saved

L

Internet (direct) 1.9 GB baseline

QGS (mi t 1) 380 MB via OGS
1-500f52 G =

TYPE ASSOC. QID & VENDOR SEVERITY A

Application 378905 +133 None

Application 386698 +5 Moderate

Application - None

Application 372487 +32 Important

Application 390112 +2 Non

Application 381456 Moderate
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