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Get Started with QFlow
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To enable default encryption on an S3 bucket: Using AWS Console: 1. Sign in to the AWS Management Console and open the Amazon S3 console at https:/...

@ Qualys



https://docs.qualys.com/en/qflow/latest/getting_started/get_started_qflow.htm
https://docs.qualys.com/en/qflow/latest/getting_started/get_started_qflow.htm
https://blog.qualys.com/product-tech/2022/07/20/use-qualys-flow-to-automate-detection-remediation-with-no-code-workflows
https://blog.qualys.com/product-tech/2022/07/20/use-qualys-flow-to-automate-detection-remediation-with-no-code-workflows
https://blog.qualys.com/product-tech/2022/07/20/use-qualys-flow-to-automate-detection-remediation-with-no-code-workflows
https://blog.qualys.com/product-tech/2022/07/20/use-qualys-flow-to-automate-detection-remediation-with-no-code-workflows
https://blog.qualys.com/product-tech/2022/07/20/use-qualys-flow-to-automate-detection-remediation-with-no-code-workflows

TotalCloud CIEM Secures Cloud Identities  seiogl o

II3IRTATIOTAT1EH (L. ¥ERDBRITSPREZIRACLBIRIZTZHICA T R . CIEM (Cloud
Infrastructure Entitlement Management) %/ﬁﬁﬂb Iy ETila =5 EAN L A=E L e R O
Tt 1)1k ZRELE T,

-— l_ﬁ_\ O‘) I/_j\ D_) I/\ /—I_:IJ :/_Td:&“\
SRZEZI & ORNMEE
@ O
s BiE
TruRisk Insights with Identity Issues
CID INSIGHT TITLE AFFECTED RESO...
5028 IAM User with privilege escalation or administrative privilege have console acce... 42
oy kS W
- BIEEERPCIAMO—IUERIR E. fEIRIHE
- 0 BE %?#37 45_ \/ j__ ~< 7_‘ ~< % ﬁ*ﬁ' 5025  Public VM with privilege to create IAM artifacts (User, Group, Role) 41
-— kY o
5031 Public VM allows access to decrypt secrets in secrets manager 41
5026  Security group tampering risk on public and vulnerable VM with 'write' permissio... 40
TruR |sk Ins | g htS 5029  Public VM with data destructive permissions 40
I 7 — ~ — — -
<@> J XU@E% / /rT ZTATA %Tru Ris k 5030  Public VM with elastic IP hijacking permissions 40

A7 (CHBAHAGr. BFE 725 b,

TruRisk Insights with CIEM


https://blog.qualys.com/product-tech/2024/09/25/addressing-cloud-identity-risks-with-totalcloud-ciem

559 REEFACBFBITNIN

THIVT1 R TIZCEAL FFEYER (O—-REFE) TEERIDIET, YRDZRAHS,
FRFESA TR T IUT 2/ InAdy. MBI R DR

Shift-Left Security b Runtime Security
Proactive Approach “:1 Reactive Approach

Pre-Deployment Post-Deployment
Instance/
Infrastructure Repository Cloud ‘ Containers/
as Code (laC) and Registries ’ %\3 @ Serverless/
.H' O WebApp
m u A ﬁ @ e @ Resources
Azure

) L 4

O
Terraform GitHub O T Identities
Cloud Formation Bitbucket @
ARM Template Gitlab

[Developers | [ gitops | [ Devops | Cloudops




- RIESYIABVARIDIYTEANERH T

EATHFUR D% ]— RCBEE T FFREEMERRIZIETEELICLET

Shift Left and Fix Left ZFEIRI3C&ET. 5T RUROZT— RLAN) L THGR (CER
U. 31 U WisZzEET O CHAHAD.

E RAEEFBESNGHERR SIS TFX

W NEFUERD. FTEBLRECROED
B -ihe=xv, Q © ;@
tH1 T BERED— o IO—CHE L. TO7Y i@
5 TS AL T B 88

RIRCRESNTEOSDO IR D7, KRR ERD]

7

o :

—RI(Z — R (-} 5
L ¢ @ """"""""""" @*@

© © 6O 6

Network ACL Security Group IAM Role : 83 Bucket
— s rem e Ah : . EC21 nking-T i o
TF1 U BEZEIMEL. ARERIR TR et e P o e e o
(XS
: &
RREE(C [EOMBZELICTEBIEINEN] ZRHECHE () () s
e EC2 instance EC2 instance

i-0ccb775de50d1fcs i-0fddb3ae3780fcfea

© A-EPSUSTRET-EUL DR OEEZFIRL.
- TF 2 YT Kz,



Al Vikram TotalCloud

BlogldZ55h5

Reliable )

How Agentic Al Helps with Adaptive Cloud

Risk Assessment with Agent Vikram
Agent Vikram 5

Kunal iya, Senior Vice i , Product GTM and Growth o)
August 19, 2025 - 4 min read

Agent Vikram :
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In fast-moving cloud environments like AWS, security teams face an uncomfortable truth: not every ﬁg% E E}J,ﬂ: L/ . l_ﬁ‘._ (:yj L/_C;:Eb}%#';i*g
z i,

EC2 instance is being scanned, existing tools don’t work across a diverse environment that includes
long-lived and ephemeral assets, and visibility is never complete. Qualys research found that over 30%
of virtual machines have high or critical vulnerabilities, and with blind spots in your scanning, you may
miss these critical risks.
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Cloud Blind Spots Are Everywhere

The reason not all instances are being scanned is workloads:

100% 6 Mins 22%

« Are missing agents

. ) Visibility into Cloud To Define Flexible Scan Less Cyber Risk
» Lack SSM integration Assets Strategies in Cloud in Cloud
« Have encrypted volumes
« Are so ephemeral that they spin up and disappear before traditional tools can catch them

@ Qualys


https://blog.qualys.com/product-tech/2025/08/20/how-agentic-ai-helps-with-adaptive-cloud-risk-assessment-with-agent-vikram

-
ServiceNow

ServiceNow &EDFEICKDMETEH - sHEMEOEIR S(ZIEZRNEZRAL

: o
L AN> ASLAZ BT

ITF—ANRRSNZMEESZRNIC |
BIF L. & L —(SHISETE.

?
o
w

Platform Analytics Q search - (&
OO | Edt i
. . “ —_— .

BEFMBAEICEDV\T., BIEIRIO%

HARENBENICENDHT, ilil '
iﬁﬂ. z ﬂﬁﬂummmm_m:m.

MESS B E MeaBEZE(E I D
JesbDE ERERES SE o f;;: S fzj;:if‘;‘: o ' f;:;i‘;f - ' - 'j ' '*'f;‘.."ijffﬁ

e &




TotalCloud

AZTLUZRENIVFOSD RaFa Ut & U RO EEZRIR

TRTOR [ aws  f aue
a FRTOISIR, A>FF, )\ E
et @ @ @ £ & &
® 6 = & o
TERRA AR MY S
100%1 >R KU & g Q 9;. ol o e I e
TN e W s act Endgaint Funcion Contaer -~ _
UV—RGATHNLyS ® © & 5 B
- - — 100%
BAORE(E @ ® -~ a
> MECSACRERAS A = mr o wr F g
(DL, BHTHEEE  © @ @ QS =
%}R €S Domain Redis la.-z:m Workspace Servca Access
e @ @
On Premises

0@0

! m CEIUT A EHE

@ Qualys Cloud Agent @

VMDR m @
- TR
PC

Centralized Console

O csem FlexScan CDR ~ Cloud Agent @




Total Cloud Flex Scanig&EiEAUv M

FlexScan TotalCloud

1. D APIN—R, AFwTZ 3y MM—A IT-12 bR—
A R RNI—=ONR=ADAFv 2 ZBFENE T, U350 RRIESAROZF 117+ 5l Z Hiki s (CEhE
2.  I—2T L RATDRF VY ACKD S AT ANDFEZ &/NRICHIZ DD, duR/RFF W Qi
mﬁb\mﬁg TotalCloud v HOME  DASHBOARD  INVENT
3. AR SNIEIETTEBRR = A CH U T, ESRIANDEZEEZZR UIZY X5 50 | Towicloud20
BTV S TAEEEOEFIE RS 3 E—
4, ! QFlow’k EDY —)LZERA L T, MRHSNZRIREICH I DIEEFEZEE)
L. SSEEIERTS (BBl ERE S A EET 3300407 LA Tv ) g

» D EIEY —)LZEE L. CNAPPE U C—rehY(CERABIAE
CBEE - RS =S TIRRAFr (XD EF 1 UFTo F—LDEBEZERT D

IS5 RY—EXTO/INAS—DAPEFIRAL T,
API BRI > > NUUNEE S8Rk sl Z . T—=
I> MR THRERREZY K7w THialEE,

35%%%&%%;%7'@33%4%32% 222 | maarssS KBERO—EHE. EENETFLUF
1 gt - TR A FT D RENE LI B,

AWS Azure. GCRREDD S D RIRER T DHKHH) IR EE R,
I—>1> bOBANEUVREE,

555 RI—S1> MEBAL. UZASALTD | op e
BESE, WA, CraU> B, Sov | aaam 35T IO~ k. BRI (L
SRS NS

LDBRIEHEEEE,
Fv ND— IfRHTOMSE xR D—o0 | T—>I> bOBANHUWRE, *y ND—07 o
— ROBLERETEANES. ANV EIREIRIRIR.

X DYV AXTY A D Ic DRI (I AR CHESR T S0\,


https://docs.qualys.com/en/cloudview/2.10.0/cloud_workload_protection/prerequisites_for_flexscan.htm

SaaSs Qualys SSPM

SaaS Microsoft 365, Google Workspace, Salesfage& D& EIEH
ZHREIICTFT v O L. URDZIRE

Qualys SSPM (&, 95O RFRI7—X |~ -

CIS BenchmarfR®ZERNRI NS S05F+ X(CEDLVEOY

SaaST 7 — X MRAIRIBE(CHITD TS5+ 7> A5
g BDEHOH y“)J@t‘J RE o BRIMERZ D1 — >\ B TR T
J1—>3>7T9, ZHls - ZEPF9CSaaSa
Y \/\ A3 — s, v
E?:CE\% éﬁﬁ&%i;ﬂ NEEE Y S - RO PEREEZ AL (EEDEEIE R
[ * o

{EIEZRDIRRE [ (FAPIEREC K2 BENMEEHEE T ItE
b

. . F v AR— RTEEDIRAF IR ZEREL. BB
Comprehensive Inventory Functions TSELR— N

Users, Resources and SaaS Applications

2

INVENTORY TYPE SERVICE

® instance FC2

aws (1 e we W - Microsoft Office 365 (Azure AD, Sharepoint, Onedrive,
8w M ExchangeOnline, Teams service for Office 365)

Microsoft
B A “ m) 8 sww - Salesforce(SFDC)
@ INTERNAL USERS - ZOO m

=l iy o - Google Workspace
1 ofice *8 » R = s
h zoom MONITOR | @ - Slack
s - Dropbox

@ Qualys XEFM(ERY — R B EISRTE0,


https://www.qualys.com/apps/saas-security-posture-management/
https://cdn2.qualys.com/docs/qualys-saasdr-getting-started-guide.pdf

Q OQualys.

DAVAICEL D

Container Security

*Container Security(&Total CloudS1tZ>XMNAETY, F/a

Qualys Unit EW\SBHTTOS A > REEERDET, ; | Q QUG'Y&


https://www.qualys.com/qlu-pricing/

KCS

Nt

Kubernetes & Container Security h/\Lw>

Build Release Deploy
MAREILRZXFv> 9D UM NJZRXFv> 9D ABRBZEAFv>29D

O & GitLab $ Qﬁl JCFE;i;TAINER REGISTRY Cluster Host Serverless
GitHub sonatype
- wpostery i RedHat (3% HARBOR & aws
Roe @ Jenkins Guay C O docker T %
&
)
3::3 Bamboo g Azure DevOps ‘ Q " &
AttackPath VMDR
Cl/CD
( )
( )
( FIM&EDR )
servicenow. ' Jira (Remediation)

@ Qualys



Kubernetes &Container Security
AIBSEOI> T FTVATARL -3 45—

VAV%EESLL. B2

R RI—RN5S

DITRANDISTHRA S
TIEELE T,

O1

@ Qualys

eBPFTUZI Dm0\ - Kubernetesd>hO—
WIV—>%RET DD

F\ t“)l/ F\ ?‘ju/(x\/l\\
(CCISRYFN— 7 it

5294 LHERETOYIL
9. L&
02 03
DevSecOps Kubernetes

BEIFrvyMERRDD—

»J0-(ChNR. EEHE|

N T, EOL/EOS®D
BIFHT]EET Y,

04

ServiceNow
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1.
: AWS ECR, Docker Hub, GCR, Artifactory 72 EDUE— ML X MU ZQualys(CEER L TEFFEEA> T RAF
7 2% 5EhE
2. CI/CD
: Jenkins, Bamboo’ EDCI/CDY —JL &EHEL. E)L REFICEEIMICHEERF v Z2RITUE T, AFv AERITE
UTEILRELEYYTFS Y MEEBTEETY .
3.
AT —RFERLU T, ETHR00>5TFOMEEEE U7V A ATERR L. FITERMESSENREINIEBAIC(E
BORE(CE@R LE T,

:BFET OO —)LDocker-1 X—=/qualys-container-scanner CLIZ > TO—HILA A —ZEEIF 7> UET,
ECS/ Fargate
: Fargate’ ¥ XA OYECSDA A —=

Malware Scanning

1. (Docker Image, OCI Image) NI>FF LA MU B —(CKBENILD T P RFv > ZE i,
(K8s Pod, Docker O>FF) NIA>FTFH B —(CKBS U HAALDABREG =TS

2.
>0 U, Bl) RILDTPICKDARERIT 71 ILIERK. E£i7. *v NDJ—08(E
3. ClICD DYILI T TOARIET 71D,
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Compliance Scanning

1. CIS Docker Benchmark. JE#IZ/0E%E (root1—H—{EH. /R— MR, $5HEE— R)
RE=EFM, J>F7Ft>H—EULK (F. ScannercliVV—)UICKD AFv > =FA,
2. (Kubernetes t°Docker SwarmidEDA—T A ML —2 3> ERIETHEHL TR IO TF) 25T+

U ET1—Y—. J7AILS AT ADERE. ETPOTOCRREZTE, 7> Y—HDeamonSetTYU S XA (CEBBESNT

WBIBE. BEINICEERLED,
3. (CCloud AgentZ=i& A L. Policy AuditE> 1 —JL M9 D,

Secret

dA>FFAA —‘\/“WO).ZI ST FAA=DADI) AT — R APIF—. ZOMOEIRIBEIRSE DEEBROGFEZRR I D
2 D—ED)L—)L2E ULIRE LE T

Kubernetes KPM
Kubernetes 75 XA —ARDINRTDIATFEE (A A—>0 O2FFH LA KNIRE) ZBHNCHRE U,
MBERTBEF UE T . Cluster Sensor&EIEL. 4RSI RTIONAS —MMRIET BCISR FI—T (CE DL
EHR—MUET, CNICEKD, O bO—JLOMSEEEIFEL. TFaUFT bR —Z@HEAL. /\1TUw R
Kubernetesizii & Y% — = RKubernetesiRiE DM A THAGIN/R > T SA4 7> XA =fiFcEE I,
JIZTJxAN (YAMLI 7 AIL) WOSRAIEEDOTFIUTANRIANTSOFT4 X EDLER
CIS Kubernetes Benchmark##lodF 1w 2
Role-Based Access Control (RBAC) To:REIEs%TE DR
MRUS—ERDOT7S— MNEA
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Kubernetes Posture (KSPM) + Admission Controller
Kubernetesizi&Em UTEMH, b2 &2 T 547> A= "R H 5" &R

DTS RF"ETEHENICH/\—U. DevSecOps

=S

Policy Audit x#ge581t (C K DFIEH

Kubemetes CIS Kubernetes BenchméiE EhiERIT2 /0 X
A IRY S —3F .

kube-apiserver.yamiekubeletconfig. yanid
EDKTE T 7 A )& I SRICARELE

TERIRY (CIBREEEZRIT L. MbGtaY7REHL
R bEED,

HREB(CONDPFTVERT, EEE[S
/ FAtiBEm DM 5 (SE Uzt .

IRUS—ERI EDYRTRATRROZ
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Over 200+ CtSertified Controls

[ Q_ Search for Kubernetes Posture Controls...

TOTAL EVALUATIONS FAILURES BY CRITICALITY
PASS....... 121K © FAIL........1.08K! : - .
HIGH MEDIUM
1-50of 166

CiD CONTROL NAME CRITICALITY SECURITY POSTURE

45091 Ensure that the --event-qps argument is set to 0 or a level which ensures a... Low Total: 1Q®
CIS Kubernetes Benchmark v1.10... :

45221 Ensure that the certificate authorities file permissions are set to 600 or mo... W High Total: 1®
CIS Kubernetes Benchmark v1.10... :

45101 Ensure that the CNI in use supports Network Policies B Medium Total: 4©
CIS Amazon Elastic Kubernetes ... :

45115 Ensure that the kubel figuration file has permissions set to 644 or mo... [l Medium o)

Total: 4 L)

CIS Amazon Elastic Kubernetes ...

45084 Ensure that the --authorization-mode argument is not set to AlwaysAllow B Medum Total: 5 ®
CIS Amazon Elastic Kubernetes ... 1 more

45140 Ensure Network Policy is Enabled and set as appropriate B Medium Total: 4@
CIS Amazon Elastic Kubernetes ... '

45177 Ensure that the admission control plugin AlwaysPullimages is set B Medium Total: 1 ®
CIS Kubernetes Benchmark v1.10... e

@ Qualys  xpolicy AuditiFEEES 1—)L T,
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Internet

Ingress

api.myapp.com

©

Service
finance-app-cluster

©

Pod

billing-service 787

1AM Role $3 Bucket

Banking role Applications

~ @ @ ) Privhogs Excelaton
8 o) O L
way @ ecs .
&, Cyber Risk Agent
.clus‘;u-;r @ ecs NeXa (g RO Cd)q] *y( &
""""""" £ . LTHEL. oYY
ster EKS , QN |
Continuous Discovery in Action 9’:0) g 1\$ El] Td* J X 007I—
’Vn)' ”."nf y «i"mt‘,i“d scans for new clusters and .‘" @ Ecs /\ I/ - \/ 3 > %-U-/—I—\_
ted areas needing EKS I\ L/ i 3-0

Your Cyber Risk Agent Nexa has

review these blind spots and scan them to

@ Qualys

on-cluster

KCS(ETC)

N e0c123a76bd4 #
" Account ID: 872493106512

Security Findings

@ Internet Exposure @ Privileged Pod

© Privileged Pod  E» EOL Software

861

< 3 Vulnerabilities
Critical 5
& B 3Critical @@ 2High @@ 3Medium
&
0 1000 Risk Exposure Period

TruRisk Score
5] 4 days

Additional Insights

O 1 GitHub Commit Q 1 Checkmarx SAST Finding

Al Summary

Vulnerability CVE-2024-27198 was introduced in your environment on 13 Oct,
) 2025

A new 'RUN NPM install struts-js@2.315’ was introduced as part of your
apache-app brought in this new dependancy

The author of this commit was jon.dev@acme.com

struts json flagged as a High Command Injection Risk by Checkmarx ignored by
developer
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Securing AWS Bottlerocket Workloads
with Qualys

Elastic Kubernetes Service

Elastic Container Service @,

Bottlerocket

Container
Sensor

Container
Scanning

. Containerd 9

Securing Container Workloads in Google Cloud Q
with Qualys Qualys

) Google Cloud

11N

Google Kubernetes
Engine (GKE)

Container-Optimized OS @

CONTAINER CONTAINER CONTAINER

O

Container Sensor l

Container Scanning
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2026 Forrester Wave For CNAPP - RS 71 BEAE 1 —RI\WO&IEOEE—DY—4H—

Customer feedback: O ©O)

Strong

Contenders Performers Leaders

FORRESTER ;

Key Highlights:

AIT-—=>1>beT—21> bLRADISIRD—oO-R
{R5&/Vuln Management D5 C5/5

A Qualys QFlex TMEASEEEDIBRME & ZEE TR AT

Strength
%é%% of offering

A ERmEigEnterprise  TruRisk Platform (3 SEiErIi
Agentic Al 8 CSPM#& 12535251 EEEICXT LT
5 /5 Upwind Security O Rapid7 O
Bitdefender O

Fortinet O

Microsoft O

“A halo indicates above-average customer feedback. A double halo indicates that the vendor is a Customer Favorite,

© Forrester Research, Inc. Unauthorized reproduction, citation, or distribution prohibited.
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https://blog.qualys.com/product-tech/2026/02/17/qualys-recognized-as-a-leader-in-the-2026-forrester-wave-for-cnapp

72U —RISCNAPP
=IDC Eavars T

Cloud Native
Application Protection
Solutions NANIZY REF1UF1(TotalCloud)
CNAPP Y=Y MAR—-R 2025 E®E%Vuln ManagementZ34FiE&E T
MEHEE T MBI 91> 1S (VMDR)
Forrester Wave CNAPP TET Y& LTHTiANS

2026IcH1F3 hI3Y—-5—

y GIGAOM ¥

RADAR REPORT

@

CLOUD-NATIVE
APPLICATION

PROTECTION
PLATFORMS

KUPPINGERCOLE ANALYSTS AG,
JUNE 2025

HRHLVHHETOY-I-SvT —5—
559 KEF1U74, CTEM, LT =L\ S AU
NMIVYRIFYRIISAT A £+1U54. CLEM
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2025 Leader - Cloud Workload
Security Radar

GIGAOM CLOUD WORKLOAD SECURITY
Leader

MATURITY
Challenger
Entrant
1BM
|
Scphe,\‘ Broad:o:
Tenable
Fortinet
CrowdStrike
4 Trend Micro
Orca
“ACiscoa Aqua Security
_4 Palo Alto Networks
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PLATFORM
PLAY

“Check Point
~ Wiz

FEATURE
PLAY
Semineione‘

<Out
<« Fast Mover

INNOVATION <« Forward Mover
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2025 Leader - Container
Security

GIGAOM CONTAINER SECURITY
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MATURITY
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Red Hat» » NWsuse
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Orea Security™ -
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2025 Leadership
Compass for CNAPP
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2025 - IDC MarketScape

IDC MarketScape: Worldwide CloudNative Application Protection Platform, 2025
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TotalCloud - 739 ReF1UFr1hiZD:RXE
 Gartner

2024 Strong Performer - Peer Insights
Voice Of The Customer - CNAPP

MARKET AVERAGE

Strong Performer

CrowdStrike
Orca Security

v

< Qualys

@ Customers’ Choice

SentinelOne
Sysdig
Trend Micro

iz

Aqua Security Software
Check Point Software Technologies
Lacework

Microsoft

Aspiring

Palo Alto Networks

USER INTEREST AND ADOPTION =——>

JOVYIAV LINJVIN

Qualys TotalCloud

Reviews, Tips and
Advice from Real Users

April 2025

PeerSpot

“Iappreciate TotalCloud's real-time protection and remediation features.
The remediation options include automated one-click remedies and custom
changes that help manage vulnerabilities efficiently.”

g HASHIM JUNAID

.y

“TotalCloud has yielded significant cost savings by reducing manual effort by 20
to 30 percent and generating overall savings of 30 to 40 percent across various
departments..”

Verified user Read full review [2
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Enterprise TruRisk Platfor}n

Measure, communicate, and eliminate cyber risk.

De-risk your business.
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