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O-I TotalAppSec Overview O 6 ﬁgg:ﬂg?@lnwf gnfi g

Knowledge Base and
02 Search Lists 07 Web App Reports

03 Discovery

Setup

05 Option Profile Config -I O Integrations

08 APl scan using TAS

04 Basic Web Application 09 Tag-Based User Scope

TotalAppSec 1=

TotalAppSec &(3AITIH?
TotalAppSec (Z. Web PoUs—33> AFv>, API AFv>, Web YIVIIFPREZEHAEDEIRET TV
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Web
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APIs a
Malware o

14>ha5933>
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Web app discovery & inventory
OWASP Top 10 security checks
PIl and sensitive data checks
TruRisk™ score for prioritization

API discovery & inventory
OpenAPI compliance checks
API security checks

OWASP top 10 for APIs

PIl and sensitive data checks
TruRisk™ score for prioritization

Deep learning-based web
malware detection & monitoring
Detect zero-day malware for
which no known signatures exist

Web App
Scanning (WAS)

Web @

Malware API Security °
Detection
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Total Appsec DIEIE
e Qualys iRt 555 HFI7—X MR TOHMER T TV r—a Xl T14F5vbT+— L,
o 3DNEEMEEEIME:
o Web 7F4r—3v A+ :OWASP Top 10 faS5tti ., Pl BHFERE, VRHYRXaF7ILY,
o APl t¥a!)T1:APl BB, OpenAPl A FS5A 72 A, MEBER ¥V,
o Web LY 7RE: T4—F5—=VJ CERATARBZEZET IO T &,

Rl fiE
o  TFUX5 APl DRULVEIRLE,
o RY—FTAVTHFARMIGLITRE,
o BEAEMNEFSHETEERLCHBEEREICHER,

IREAY IR EREE

e Web 77U APl DEDERNEH BFICTILFHSIRIEE),
APl TRAMRRRETAVTISATURAFIVIRRE,
#|WEY—IERIZEDI7—Hon—5 1,
TILYTTREATrOeEh, WEHEBNS,
EDRRIZETKIVRIBEENGL, FI—MENORBRIEHBENFRE,

Total Appsec DFFIRR
o USIFR2ETaENLTT)-API RR,
e OWASP Top 10 fg55t%. /Lo 7. Pl BH . APl 40> TS5 72 R %5 i,
o DRHZROATVIYJ LMEBE 1 —TRELIEE,
e Mulesoft, Apigee, Swagger 72 & LD APl #t & THF X)) T EHEEEIE,
F- 3]
o EFUBOSIRRATATREICEITEITIIr—2awXa)T14E9HFE,
o HESNIETRME. BBRATY . RN Y AR URHBEEMITE 1 DDV — 30 TR,
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Persistent Cross-Site Scripting (XSS) Vulnerabilities

i

uuuuuuuuuuuu

i

Predictable Resource Location Via Forced Browsing

Nonspecific Web Application Vulnerability

FLYINR=-ARLRZ A, ELTENCEFNFIARBICONT

e [Knowledge Base 4D Tld. EEA—rA—a  BIETHE TEHMBIEICRET 2 MEREIRELE

ED
o ERTRINLIELEM:
o QID(HESEE#RF)

M2 ML
B KE
CVE #5lIF
BRHBYEEAR

O O O O

FLYIN—-ADHEE
o [fiBHHEZER-BRIIAHX:
o #&%:Qualys Query Language (QQL) % &
o TFANEA—ERIRA THEITRYAH
o DAYITOIIAVAZa—:
o HiSEtEFMDERT
o EXEOHWSE-BEE
o HeBHOERELETTIT+TIEE
o FlavAza—:
o MMEMEBEAD—IFERE
o WRERT7VIIVAZa—:
o RIEDBWERDETR
o HARELOHTDRTEF
o BREL-BREBEDEHE

[ESSTEAF YD 3 DDHALT
1. FERFEHETIME(confirmed vulnerabilities)
o ERITEFLTsLOBEEZL-0TCEAERIN-HsE M
o A¥rrHICELMEEMETHRE
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2. BTERUHESS T (potential vulnerabilities)
o MO TREMERT N, FEHUREENDE
o Web 7F)r—av Ry TI57 11+
3. HZRIEHRIEH (sensitive content)
JavaScript 771 JLRAD /IR —F+ APl 3 —LEDRHT—2%H 5

o

= b i i
e QUALYS TlX 1~5 DL—T1 5% ER
o S5:BLEXTHRMNGCHIABE
o BEMRBMLERFAREBUEORAICER

4. INEEENT=IBER(information gathered)
o B TIFLGL, Ao h(CNESh-FRLET—4
o HTTP AyYS—
o H—i\—/\F—
o Aa—jiLEntf=UHoO¥
o EXEIEYE 1~3

Severity Level Description Conflrmed VU|nerabl|ltleS

L Minimal

ot sl Medium

Severity Level Description Potent|a| Vulnerab'“t'es
Minimal
Medium

Severity Level Description Sensitive Content
Minimal
Medium

Severity Level Description Informat|on Gathered
Minimal
Medium
Seriou

ERiP= %3

Web Application Security Consortium - A—F2Y—=RORRANF SO T4 R 02 ) T EEEE/M,
WASC Threat Classification(BE % 48) T, EERBFECHRBULZAERMICERLTLS,

Common Weakness Enumeration(CWE) -V k2 7oN—FOx7IZHEET D EX1)T+LDBR
(RBHEOER) ZERNICHE-BHLEERNGIREVR L, RERBESIT—BELLFIEh TS,



OWASP (Open Web Application Security Project) - Web ZF)r—2avIZE 15 RLERGHETE
AFEEHMICREBLTEY., HRPORELCHARTAD I CEF )T EELLTERASh TS,

HTTP Request Sp! 9
Integer Overflows

LDAP Injection

Mail Command Injection

Predictable Resource Location

Remote File Inclusion (RFD

$$1 Injection

SQU Injection

URL Redirector Abuse
XPath Injection

XML Attribute Blowup

XL External Enties Common Weakness Enumeration
XML Entity Expansion - A Community-Developed List of Software & Hardware Weakness Types

XML Injection

XQuery Injection

TEJAN =33 E
o TWAS(Total App Sec) | EZa—ILDFU T 42T R—ThiblKnowledge Base |37 ~8 )
e  QUALYS #TRHVFar7hH o NBEET S QID D#EBEREE
o TANANVUTHE:

D494V 3—%EMH
Qualys Query Language Ti&FR—- %/t

o BRERL—UHI:

vulnerability definition 775" (vulnDef.category:Web Application)
. BHERER:

QID D& (B AT YJE—FFIERAE, EXE)

CVSS /A—23> 3 MRO7

BROM. T8, BRE

BRRITVOHREF

o EEAWDTAAVTREITVEREF
o RELE-BRRERZETEWRE
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&mge Base

vulnDef.category: "Web Application” and vulnDef.owaspTopTen.name:'Injection® N X (’)
7593 «
Total QIDs
QUICK FILTERS Qi 1 NAME SUPPORTED BY INFORMATION ~ CATEGORY SEVERITY
OWASP TOP 10 150000 P C Sif (Xss) [ AP1 Security [ WaS | Web Application [ L[] ]]
Injection 753
150001 Cross-Sif ing (XSS) i [ AP1 Security [ Was | Web Application EEEER
OWASP API SECURITY TOP 10
Broken Object Pro. 76 150002 Persistent Cross-Site Scripting (XSS) in HTTP ... = B Web Application EEEER
Unsafe Consumpti 10
Security Misconfig 8 150003 SQL Injection [ AP1 Security [ Was | @ Web Application [ [ [ [[]
Unrestricted Reso. 2
froken Function L z 150012 Time-Based Blind SQL Injection [ AP1 Security [ Was | Web Application EEEEE
1 more
TOP VENDORS 150013 Browser-Specific Cross-Site Scripting (XSS) V... = Web Application LLLL L]
wordpress 308
apache_software. - 150046 Reflected Cross-Site Scripting (XSS) in HTTP ... [ AP1 Security [ was | Web Application [ [ 1] []
apache 51
joomla 36 150047 SQL Injection In HTTP Header [ AP1 Security [ was | Web Application EEEER
ivanti 20
5 more 150048 Browser-Specific Cross-Site Scripting In HTTP ... [ AP1 Security [ was | 25} Web Application [ [ 1] ]]
TOPPRODUCTS
\'V/ Q
« View eBase Entry: Persistent Cross-Site Scripting (XSS) Vulnerabilities
—
Entry Details
Vendor & Software
Information
Threat
Severity Qb Category
nEEDE 150000 Web Application
Impact
Type Discovery Method Authentication Method
Solution Confirmed Remote None
raieT Patch Available Malware Exploit Available
Exploitability No No No
Malware Supported By Last Updated
[ AP Security [ was | May 27, 2009 12:33 AM GMT+05:30
Compliance
Action Logs
References
CVEID BUGTRAQ ID Vendor References
CWE ID OWASP Top 10 2021 OWASP API Top 10 2023
79 A3 Injection API03 Broken Object Property Level Authorization
WASC
WASC-8 CROSS-SITE SCRIPTING
Cvssvs
CVSS Base CVSS Temporal CVSS Vector String
6.1 58 CVSS:3.1/AV:N/AC:L/PR:N/ULR/S:C/C:.L/.L/AN

hAILS D 2Fv

Qualys TotalAppSec (FHRILITZFvaEYR—NTBLICRD, HERIIRB ORI —IVEVERRL GBIITE24L5
(CIRDFUIZ. TNUCED. SBIHAFDIIRFrEMATUIRNRAS L TF1)T¢ TANIBIBECAD, ZEEN G LU, 4F
EOTFIUT(BEHLORREMENE LU, MESSEEIRNEINE T,



HhAS hERZDERH:

o RERO=—XITEDLEHLLEADIER

o RBABRRSMA—FEMHEALI-TARDENM

e EEFF® Qualys TotalAppSec FrvoNDEBEFT=ILEIE
o WIBERDTAMIARZLR(O—FREERTS

e RBATARMIZRRIhI-BEOBRHZEELTS

& Knowledge Base

1 0 vulnDef. custom: true
<

Total QIDs

1-100f 10
QUICK FILTERS D NAME SUPPORTED BY INFORMATION ATEGORY SEVERITY
TOP VENDORS 6550000 File Upload Vulnerability | AP1 Security | WAS | 2 - EEEE
6550001 Insecure Use of 'unsafe-inline' in Content Security Policy (CSP) | AP Security | WAS |
TOP PRODUCTS
6550002 Insecure Use of 'unsafe-eval' in Content Security Policy (CSP) | AP1 Security | WAS |
6550003 Insecure Use of Wildcard (*) in resource URL in Content Security Polic. | AP Security | WaS |
6550004 Priviledge escalation: User can access Admin AP [ API Security | was | - i EEEE
6550005 BOLA: Broken Object Level Authorization | AP! Security | WAS | - - BmEd
6550006 BOLA | AP1 Security | WAS | - EBEE
6550007 BOLA_Vulnerability | AP Securty [WAS —

DM =229 EFATE hRILBRZIER T Z757E. WERFIR. MRIBEEDDOAZL T3974ADNT
FELFI.

=17 317

Apache BED Web B —/{—(CXFU. URL KEICATYZ 1#BIL TL AR RZ 3T DET. TALININSN-8)L
PARBENRIIALY Mg,

DRI LS DX F e FIR

[Create New Signature [IN7>%JUv%,
BEXRBHRAS (&r1 h7I0) EXE) .

MESS DB RIA. F2E. FRRRZSCE.
mHBO0>ys (JSON F2R) Z AN,

NEHESRE[ Create custom signature 1257Uv%,

ik wn o=
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€ c /was/#]
,
< Creat®vewcuastom Signature
Step 1/6
O Basicinformation Basic Information
Provide basic information for the custom signature.
Threat
Name *
Impact [Generic Traversal Scan Pattern )
226 characters remaining
Solution Category * Severity *
Auto Generated Confirmed Vulnerability Vv 3 (Serious) v
Custom Signature
Review and Confirm
€ «}
om Signature
= reatmgom Signature
Step 6/6
° Basic Information Basic Intormation 1%
i Name
i Generic Traversal Scan Pattern
° Threat
) Severity
[ [ |}

Impact
Threat

The signature appears to be designed to detect directory traversal vulnerabilities, where an attacker attempts to access files and directories that
3 are outside of the intended scope by manipulating the URL.
Solution il P B
Impact
If vulnerable, an attacker could gain unauthorized access to sensitive files on the server, such as configuration files, user data, or system-level

° Custom Signature resources. This can lead to i ion di

ial privilege ion, or further
Solution
q | strict input vali and ion for all lled input, lly URL paths. Use secure server configurations to prevent
Review and Confirm N : kA . i
access to outside the scope. Apply path normalization to strip or block suspicious traversal patterns like ../. Regularly
update and patch web server software.
Custom Signature 174

{"directory_level": "-1:1,0:1,1:1", filters": { "server_type": "APACHE, ... OTHERS", ‘I_regex": "}, "requests”: [ { "matchers”: [ { "regex":"*",
“type”:"regex" } ], "method": "GET", "payload": { "position:"@APPEND@", "value™:"/" } } ], "stop-at-first-match": *false" }

( Cancel ] | Previous Create Custom Signature

n
vulnDef . custom: true X ® =
1 <
Total QID
QUICK FILTERS QD NAME SUPPORTED BY INFORMATION CATEGORY SEVERITY
q 6550000 Generic Traversal Scan Pattern [V /71 Security | WaS | ° e [ 1]




EREOERR

o NRALIIRFPERRIC(EN R —Sv— 11— —1EBRHINE,
o 1ERRARIFLYSAR-ATIRZR - BIEalfe (B : RS- TIIFUY) o

Search Lists

COLYR> T, BFHIHRZRYUZ M Static Search List)EE1AIi&3RUZ N Dynamic Search List)z2/EpkL. Web 77
DI —23>AF v  THIRNIGER I 3552 FVET H4 RMFEIMRESZIL—2a>%BL T, INSDUANEEETEL T
A3 UEWEELR— MDA A XS BRI RIRERZ B LN TEE T,

H—FURNE ZFv>BLULR— MRCAESEEZ I AT T2 fFERSNS QID (Qualys ID) O1—H—7E
£0JLY23>TY,

FMREURL - 2—5—H QD ZHATRMIEMT 5. FETEEINS XL,
BMREURL - BRIERIN-BREEFHICE DO TEIMICEHFINET,
11
SQLi #Ffz(E Log4j DHDAFv>%#FETUET,
XSS DHDLIN—NERLET

Select Criteria

Select criteria that defines the vulnerabilities to be included in the search lis

Confirmed Severity

Potential Severity
L] Information Severity
|| Discovery Method

Authentication Type

Category

Web Application

Vendor

Vendor Reference
Associated Malware
Product

List Inclusion

Datah Aunil Akl

anee ‘ “

o XUyh
BEY - BRIARFRUZAMZES LT, RFYOLR— M+ 1T (BSEE(CEDE TRERISHETPI AL,

10
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o TEFIE (BHEIRFEYAR MDIERK)

[ Configuration|—[Search ListI\#&},
[New Search List[/NF>%ZIUv%,

M wn =

IRZBREMEERTE
o H7JU%[Web Application |(CF%FE.

ZRZAS (] : CISA BEXIOIVZTOA bisRAzESs )

o [Exploitability I G CISA Known Exploitable Vulnerabilities 1%3#$R
RIFE. TANZAF v TRAIC—ET DM (B 2 111 44) zHEER,
XD NBHN. REHESRE[ Create Search List /N7 TIERRTE T o

VERRUTARZRY A MR AL R — MCFI BT BE

Search for Search Lists

@ [ Actions() New Search List \/ Group By: ...

6 ¢

Total Search Lists

QUICK FILTERS NAME TYPE
QUICK FILTERS q CISA Known Exploitable Vuln Dynamic
IN_USE 4

Authentication Test Static
MY_SEARCH_LIST 1

Logdj Essentials Static

SEARCH LISTTYPE

4 1G Only Dynamic
DYNAMIC 2
Log4j QID Static
Core QIDs Static

TAABINY

1. 07’0457 MéREDEIE

== Configuration Option Profiles Authentication Bruteforce Lists Search Lists Parame

eter

Sets DNS Override Appliances Proxies

OWNER

Kamil Quazi(quays3kq20)

System

System

System

System

System

BAICERBAEN TS D(E. Qualys Total Appsec OIYOXTO5) M&EE 1T,
COHEBE(L. V5T RIRIEICHD Web 7V —23 4 API 2 B EM (AR I BIebDEHEH T . ChITLD

BH0OI57 MEBRKITIFIET 2770 APL Z4ERL IR, TF1VF sk ebTEF T,

11

Global Settings

1-60f 6

LAST UPDATED

Jun 18, 2025

Jun 16, 2025

Jun 16,2025

Jun 16, 2025

Jun 16, 2025

Jun 16,2025

TAGS
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2. API = MNIIA LDIRE

IR(C. Mulesoft ¥ Azure API Management RED API 5 —RNII/ LRSI ZENTEET,

COREICED, Swagger TP PABHEINTUVBIY M1 > M BB TEE I, Swagger (& API {1#k%EC
IRNTBIZDDIEETA—Y NRDT, CNEIRHETBCET APL OIEEFBRIRER T RMRA > MBI TEE T,

3. Swagger APl 71 A\ —4nE

COBERE(X. HTZPUT2a> D Web 7 %X+ L. Swagger ° OpenAPI iz UET

MR SNTAARIAEE LN DHTLOIRDET, 25(C. Qualys Connector EDEEICELD, Web 77U —23>
2350 MEREEE SN, BEN&HEATOT NI EEICRDET,

4. RitEong
BHENTz Web 7% API (4. MESSIHEAT > O HREL THI AU TS ASBITEET, TNICED. tF1UFHN
LySHILEDD, SBIENRUZ A RHICRETEEY,

5. Discovery Sources 97

CZTlE. AWS JRIFREDTF MEIEHEBE(C OV TERBAENTULE T,

Discovery Sources 47 CHIFRIEERIRIAZMER T BET. I3 RA D IZREOT )T —2 3 % R EY (B -
RETEFT,

6. Mulesoft APl IR DEEFIIA
R x> MEH(E. Mulesoft API JRVIADEETE S EE2ATYITEITERALTVETD,

e Create Connector — Create connection 27y TR TERIIA.
o WEIFHREAD :

o JRIHFBEEEA

o T—HETILER (API Discovery)

12
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& Connectors Cloud Integrations

QUICK FILTERS Search Connectors...

My Connectors (1) Catalog (26)
/A INTEGRATION TYPES

() TICKETING
() INVENTORY (V) Mulesoft :
(1) ECOSYSTEM RISK SCORE
Connector Type Type
INVENTORY AP
/A DEPLOYMENT METHODS

Mulesoft connector integration provides ability to discover
API applications within your organization whi...

[ ) On-Premise

— Qualys Modules Supported Connector Count

[ ] Cloud

WAS 1
/A CONFIGURABLE PRODUCT
)
> Sources D Web APIs
[discovery.sources:COmECTORS AND discovery.subSources:MULESOFT| A X ® ] =
3 ¢
Total Discovered APIs
Group By:... 1-30f 3 ¢ @

QUICK FILTERS AP URL ENDPOINTS  STATUS SOURCES  SUB-SOURCES LAST DISCOVERED  API IN SUBSCRIPTION
STATUS hitp://3.139.107.127:5000/ 23 New [00]  MULESOFT Jun 19,2025
New 2
In Subscription 1 http//petstore. swagger.io/v2 20 New [0  MULESOFT Jun 19,2025
SOURCES https://petstore3.swagger.io/api/v3 19 In Subscription  [Sel[] MULESOFT Jun 19,2025 Discovered AP: https:/petstore3.swagger.io
CONNECTORS 3

SUB-SOURCES

MULESOFT 3

SREIETE#R (Token URL. 1—H—%. J{IAT—R)

1. T=9ETIIEEYYDT
Mulesoft API JR74(3. EEEDT —FETIYE ) EERYTRIBHUET . TNITED. T—IDA>R—MPTY
ZR— NEFICIELCE RSN EY.

13



2. 7’0771 WAER
RIC, IRTIDIRREPEATAT D1- Ve RHBTOT7 A I EAERRLET
27T 1- VSRR LY LY~ RIEAREIEETEES.

9. IR DBZNELTER
RTEE. IR Inactive DiF&(F. 79232 h5 Activate UTiERizESZLE T,

10. APl 74 AH\U—-DE4T

Exf%(C. Discover APIs 27y 3L, BEIERKSNIZIIVUT API —BhRREINFT,
mENz APIL (SHUT. EBRT7I3> GBI, AFvoRE) ZERTEEY,

BAROBRTIVI -3 ETE

BA
COLYR>TF BARIBROASN . JO-IVEEATS 3> O, T I MDZFv R EDHR. Web 7TV —33>
DYERRRE. Web 7V —33> % &I B EICOVTERIALEY,

Web 72U —33>AFv>

Web 77U5—-23> ZFv> (WAS) (Z. Web 7o —2a>00-)LET AN BEMELU CHESS 4RI S 2050
RR=ZDYN1—-23>T9T,

WAS (%, BIER. IEHE. MDA -3 Web tFa1)F1ZiREU. BN Web 7 —>a>A0HGESS %
fill, B, 3FLFBEEBIREICLFET . WAS (. Qualys Enterprise TruRisk ™5y~ JA—A=EAZLLTOET,
WAS (Z(E, IIVITTRERNRVD Web B4 MREARIYICESARL. TR MOESRZR1EL TT 5> ROFFHZST
BIzHIC Web B4 hNOFIB&E(ICESZXET2EERAFY>T7./ 05 -MEHINTVEY,

WAS (3. B0 77— t+1U747 A (DAST) Y-ILTY,

Web 7V —33>A¥v o7 AMNFE

HE7AN OA-IM>I1923Y)
RISt NI I v SO5—ERINT D
Y—N—OBEERETD
Chi(E Web 7T DHETEIED 80~85%EHHTIVET .

FEHTAM (BURP &

14
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BEIEY—ILIZ, Web 7TV —2avd/T (A—F—AHDAD SQL ET) EHRMIRELE
ED

Qualys [& Burp Suite Professional SEIEL . A——NFEITAMERE7YTA—FL, BBIXFv>
T—A%ERRSETIYEENLG X 21) T8l THabs oI 7T Ir—2av O Hi7AERERR
TERESIZLTLET,

WAS D—-297J0-
HRDED, £9(& DZzRIRI 3D ERIS T 1. Adda
ANEITT T IV —332E LT, TIyhTA—LlSEBINTS app‘ﬁﬁgtion
CENBIEHET . 20, FARNIN—ZF AT ILR pS &
SO AT I -SSR RIE S I LET, BSEEan
DERAR—T, U, TR MRS ERLET . SRICHE
PEZAFYONEEDF I, COTT—X T 7IVr—23> @
SRONEESATIET ST LoREmEE - RePoTt 2. Discovery
HICFRNES . TUTIRASI, SR AR AN Qualys. Scan
B — NCEED. F— AMEECRBRTRMEIR
HUET. COMERRTORICLD, BIENRERNE 3 >
AN BRICREICREANET,

Vulne?r;;lbility

Scan

FRALEN: Web 7IUT—>3>

MESSE. XIVII7 . BB TOYREDTFIUTL URDEZAFY>FD Web 7T -3 %BIILET .

o EXKIBEHR - Web 75— 0ERNBREIRBELET,

o JO-IERTE - Web 7V —23 i E CIBIRUIO-VEERICL O T, AFv> OXTREFENREDE T

o TIANMDRFVYIERTE - Web 7IUT—23>0FT IANNDATS 3> TOI74). AFvF PISATUR, B&
UEDMDAF v R TEZIER TEET,

o BHMERL - FREELI—RAVH— 12217330 N D73 I REDBERAFTY REZNAINAZUT,
Hf‘%?'l‘i@*ﬁﬂ:‘u%ﬁ{ bELE Y,

o HMEFRLHETE - ERSNITINTOFEZRRL. s EZREFCEIEHTEEI,

15



BEXNBRIIT7IV-33>0ty N NPvD

ZON—Z>JEFATIL, Basic Information. Crawl Settings. Default Settings D& ENSEARNRITIT 7S
Do —2a>nty NPy T EiEEFUET,

J90-)WVA3-7
TEEOBDIO—-)LAT-TCF 4 DODERENHD . CNICEDFHERICZF v —D 7 TVT -3 DEDE B ZIRFET S
HNREDE T

Crawl Scope

[ Limited at or below URL hostname (|l  NNNEEGB)

16

Limited at or below URL hostname (_)

Limit to content located at or below URL subdirectory
Limit to URL hostname and specified sub-domain

Limit to URL hostname and specified domains

Limited at or below URL hosthame
ROBPITIE, JETHEHST=-TsLIMI(EZIO—)LLETH, FTH-I=HITFA/VETIEI/A—ILLER AL

[ URL: https://fexample.org ]
example.org

[blog.example.org] [support.example.org] [cdn.example.org] [contact/] [app/] [about/J

[2023/] [2024/] [faq/] [tickets/] [ js/ J [images/] [dashboard/] [profile/]

Limit to content located at or below URL subdirectory
ROFITIE, {JTHEHST= BELI=YITFALIMBRTIEIA—LLETHR, Thstixosa—iLLERA,
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[ URL: https://example.org/app ]

example.org

[blog.example.org] [support.example.org] [cdn.example.org] [contact/] [app/] [about/]

[2023/] [2024/] [faq/] [tickets/] [ js/ ] [images/] [dashboard/] [profile/]

3. Limit to URL hostname and specified sub-domain
ROBPITIE, ETHEOT=FAVBEBELIHITRAUEIA—ILLET R iDHTRAC(EI/A—LLFE
‘A,
[URL: https://example.org ] [Su bdomain: support.example.org ]

example.org

[blog.example.org] [support.example.orgJ [cdn.example.org] [contact/] [app/J [about/]

[2023/] [2024/] [faq/] [tickets/] [ js/ ] [images/] [dashboard/] [profile/]

4. Limit to URL hostname and specified domains
ROPTIE, ECEHST=FASV R EIFRUIFACVRUHBTRACU(FT/A—LLET I DAL 0BT
AL TOR—ILLER A,

[URL: https://example.org] [ Subdomains: blog.example.org cdn.example.com ]

example.org

[blog.example.org} [support.example.org] [cdn.example.org] [contact/] [app/] [about/]

| |

[2023/] [2024/} [faq/] [tickets/] { js/ ] [images/] [dashboard/] [profile/]
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Selenium AYUJ°b

Selenium Z7UT M. #ERDOI0—-5—Selenium E(FERD, BHEYRPDEIDY JavaScript LAY I EBE
ETBVITFIVT—33>0I0-IERINE S, EVIITHA N ETEBROI-S—-OBMEZARIRL T
JavaScript 23755 T, BIZ(E HRIEOVIT7I)r—23> T A-—D I T 7 VT -2/ >2455
72303 BBENHIFUVMEEEZIBIILEU, TDIHZE(. Selenium ZVUTNeFIFRI3ENTEET,
Chrome #i5RtEE THS Qualys Browser Recorder T. 1—H—h1J 7 )7 —33>E00ERD T 2 F g%
ERRCARITEEIOTH > O—-RULTIZEL,

709y A%

TOTYS TRFINERNCRDE, BEOAFr I YL VNV EHHIEDBTEVWAFr> U1 RUEHRNICER
TEFY, I ERIBLEL&D. Qualys WAS (2 1 BIOZFv>TERA 8,000 U>7ELL(F 24 BEREEVSH
BRAGOFEIN, TOTLYS T AF v B3RP TR T U TERENSBER TE2I2). KIRER 7 TV EOZ+v
S THERICE TTEFT.

Traditional Web Application Scan

3 hrs.

I Final Results l

& ~ ~ N - =

Progressive
Scan1

1 hr.

Progressive
Scan 2

1 hr.

| Partial Results

Progressive
Scan 3

1 hr.

I Partial Results I

| Final Results I

Works best with Frequently Scheduled Scans
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WAS:Option Profile

BA
ZOLYR>TF. Web 7TUr—33> 239> HRSERZNZTOI7M VO, ZFv> )\SA—4 RBRMHOHTE
BRE ATZ3> TOTrAINV B S 375 EICDVTERALET

WAS: A7°33>2' 0271
Web 77Ur—33> ZFv> (WAS) OATI3> TOT7AIE. ZFv> NS5A—4 BETA, I5-LEMEZSD
AF>0TIN-TUDRTT,
Ta7MIVOBM:A Ty TATIFAIVICERTIRRCETLBE T3> TairMILOERR
TRAEEELET,
AXwY NSGA=B—Tr—LDZEE, VA=)V FTay, BE/ IR Tr—I U RARERE, Web 7TV
=3  DAX v RICERINBINSA—F—ERBIRLET,
BRERFHE-BRHEHE, #FI TV, F—T—F URL BFRLGE. Web 7TUr—arDX¥voH(C
BATIRRFEERIRLET,

A253> 0774

COR =227 EFATIE BEARING Web 7IVT—23>0R+¥v> AT33> TOIr(IVERES DS E2FEBLE
I AT LTI IVESRET RO R ZRIZLEFT . ZFrFT—DOFE), AZIR I ENLEFRZFr> I N EEEL
&9, V17T —2aUCBVTE. INSOMBRRZIRAES B ENMERMIN DONBRINBAFv> 2 EITI2HERDET

TAS > Configuration > Option Profiles #J%FZ. optionProfile.owner.firstName: “System”¢ A719%
ES AT LIMERRLIZTOI7AIDIA N R B ENTEET,

@ Qualys
= Configuration Option Profiles Authentication Bruteforce Lists Search Lists Paramete
[optlonProﬁle.owner .firstName: “System”
6 ¢
Total Option Profiles

QUICK FILTERS NAME OWNER
QUICK FILTERS API Compliance Options System
API Initial Options System
By DETRETION 8ot SSL TLS Options System
2 Log4Shell Options System
Authentication Test System

- b

Initial WAS Options(Default) System

AT TOIF AN OREEE
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2’0771 VD (Profile Details): A7>3>JOJ7/IOZFIRITRE, AT23> TOT7A IV OEKIEHRZ A
LET,

AFvo NS A—=F(Scan Parameter): JA—LiX(E. JO-IAT> 3>, BIE/ N TJA-X O RERTERE. Web 7TV
—23DAFHRAERT BN GA-FEEIRLET

3R (Search Criteria): #&HEH. = 7Y, F—TJ—R URLH&RZRRE, Web 7T —33>DAFv>
GEAINAIRRE M 2EIRULED .

AT23>TOT4 =V ERR LIz WSS FILWI DT/ —IRT %I I ILET .

Step 1/5 A7'2a>7OI7ANDOEXRIGIHR : AT T0I7IVONRI L©&ETEADVES . IRIC. ZOAT
23 TOI7AINES T 2N TS A 2EOT TAN MR TE TERFIVIRYIZNGNES . AT TOT7A I %ZAF
T. BEBEIGPR. FE(HRHUEWERFICE  TERIETEE T,

< Add New: Option Profiles
Step 1/5

o Profile Details

Basic Information

Provide the basic details for the option profile.
Scan Parameter

Name *

Search Criteria Enter a name for the Option Profile

128 characters remaining
Comments

Set this as default option profile for the subscription

Review And Confirm

(H\a Tags e

Select tags to apply to the option profile.
Create Tag

Cancel Next

Step 2/5 AFv YIS A—=4: From Submission:
1. None (IA—AZXEFULRWV)

Bl FRALBVWESE (A0 MHIBR-BRSISRITRE) @IV REPHEEOSE WRE(CRE
2. POST D#HX{E

20
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POST (301> - Bk RBERE, T—H2H -\ —(OXZIRECFENND

il : SRAT7IIOOT1>TA—-LETANUEWBEICBR

3. GET D#%(E

GET XYyRDIA—L (URL (TF—H%ZF5F291F) DIHEE

Bl : BERRZRARA-JEHFIO0-IUIWEE, RERT—FEEZEITAND

4. POST ¢ GET (@7A%4E)

FANCRT—IVIRIBRE, INTOIA—LABWFEHERU VWS E(CRE

5l : EER-AINOTANRIET, 0J1> - B8 RB2INTAF oUWV -

< Add New: Option Profiles

Step 2/5
° Profile Details

Scan Parameter

Provide details for scan settings
o Scan Parameter

Search Criteria General Settings
Define form action URI and form field names. This results in crawling of all forms having same fields but with different
action URI

Comments

Review And Confirm None Post Get ®) Post & Get

JA—=Ah90-)VEEE (Form Crawl Scope)

BB, J0-ITEBVI0 EBREZETELET . AFv>Po0-IF3)I0TA-LADERKEZRTETE. 1 DD
17TV —23>851ED 8000 UL VICHIBRTEEY . Y/O-IL TERUIDEKREN 8000 U V%BZ3i54(F. €0
TEREEV, 2D AF 7N RIS T UL BB MIRAF v ASR(CRNET,

Form Crawl Scope
When enabled, we will calculate form uniqueness using form action URI in addition to form field names. This results in
crawling of all forms having same fields but having different action URI.

(J Include form action URI in form uniqueness calculation.

Maximum Links To Crawl * ()

1000
1-Y—-I—-I1>BM(User Agent)

AFv—(EERAL-Y—I -1 M2EVFIH, 7O TSI -I -1 NI T T oVEH LS
F1ED, PO RETOvI9 3EEah%DFEd .
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BIZE ENMNVERAD Web PIVUTE. TRAIMNWITHI-Y-I-S10 MOFELEBEIAFHAHAFNT, ZEAR-D
PUSLL I MNRENTAF v O EFRVCENHDET

CORIREZEIBIHC, AFvF—DI1-HF-I-S1> M ENAMNT FVYICRIWES BRI LN TEET.
] : TiPhone OISIYTYIETIIARZBET, ENMINERATITIVEIELEGRHFADDLSITRDET,

i#. Web 7 U5 —23>01-Y—-I -3 1> MNXFESRESZR T B(C(E ERDTSITHS Web 7TV —2a(l771 R
U UIIZMYA DB 1—H—T -1 MXFFIZTIE L TEE,

User Agent
Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_6) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/

256 characters remaining

Custom Parameter:

SB(C. PIVCIOTEANERISUTRRIISEZRI LN HDFET,
(5 : EERDROYTII THEDMEDRATLEERIIR RSN BIBIRRLE)

COERIBEG DAIDINGTA—FEZETETZLT. AHr T — DR EIEE 2 R BOESICTEET,

Request Parameter Set *

Initial Parameters v

DB LINGA=AILLTDiED TAS > Configuration > Parameter Sets (CT/ERRTEF T,

= Conﬁguratlon < Option Profiles Authentication Bruteforce Lists Search Lists Parameter Sets DNS Override Appliances

1 ‘
Total Parameter Set

FILTERS NAME OWNER STATUS LAST UPDATED TAGS
m Advanced Initial Parameters (Defa... System In use Jul 30,2014
04:18 AM
QUICK FILTERS

22
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< Create New Parameter Set
Step 2/4

° Basic Information Request Pa rameter@

Provide request parameter information.
o Request Parameter

Credit Card
Comments Card number Expiry month Verification number Card type
4111-1111-1111-111° 01 111 Visa
Review and Confirm 61 characters remaining 78 characters remaining 2 characters remaining 76 characters remaining
Contact
First Name Last Name Gender Birth Date
John Doe Male 01/12/1978
76 characters remaining 77 characters remaining 76 characters remaining
Email address Phone Social Security Number
— 191 ¥
p N
Cancel | | Previous Next

Document Type:

AF v EEDIDocument Type(XEDFERR) ITIE. TIAWNTNAFUI7L N E BRI DLHEHTRO>TVETD,
/A : BNEIMIII7V0R3Tv> 1 THD. BiETINETTMIINEDEDOZFOBENRZH,

iU B THNE FIviZSLTI\AFUEEZH TUIERIEET T,

TOBETEBRNVET. AR YRRV KIEICR{BIENHDET

Document Type

Ignore common binary files based on file extensions. ®

3{to0-)l (Enhanced Crawl) :

BNEUVIPRBEVEVIIEZRDIBIHDMEETT . COMEEZBRNICI DL URL ZT7(LINE
RITHIDEED (FALINFavE>)) | EAIF4LIRNZIEC/O0-)LL THRUWIL I FERLES, C
NICEDRESSIEIC DN BBTEN R I LDZIRRITIENTELT,

FIZE 70-)FRCATOUSINEDINELEFT
https://www.example.com/foo/abc/xyz/register.php

YLERIO-IUIBRNCBOTVBIHE. £9° https://www.example.com/foo/abc/xyz (CVIIZANZEELET
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IR(C. URL B57 1L NUIxyz/1%ZHIBRU. https://www.example.com/foo/abc/ ZJ0—-ILUET, ZD#E. E5IC
[abc/|ZHIBRU. https://www.example.com/foo/ Z/0—-ILLET,

AY—BMAFv>(Enabled SmartScan) & AJAX FE

(/0 RICBIEESNIEERIO0-)EEET T COEEZBMMETDETL —LAT—IKZEDT
) (Ajax RE) ZEIDFEKTANTEEFYT  AFvVREL(E, [ MNIR=IHSMAIFERELETI>V%WLS
MEWSEETET. Bl 1 SFE 5 > &K 5 EBEEFTI/O-ITEET,

Crawling Options

(J Enhanced Crawling @

Enable SmartScan &

You can customize the number of actions that can be tested per page. Note the higher the number you set, the longer the
scan duration.

SmartScan Depth *

5

example.org

[blog.example.org] [support.example.org] [cdn.example.org] [contact/] [app/}
l

—

about/ ]

team/

[2023/] [2024/] [faq/] [tickets/] [ js/ ] [images/]

o

mber/

project/

o 4 L7 MEME(Timeout Error Threshold) : 2Fv>% IR FTICEHFBRINDIRAYA LT NElEL,
o FHIYHIS—HEE(Unexpected Error Threshold) : SF&xN3I5—[M#,
- EERHEERYY - HB RN Z 2.

]

AFvEME (91L7U0-I5—-RE)
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Behavior Settings

These settings define the threshold to be reached before stopping the scan. If no value is defined for these settings, the
scan will keep running no matter how many errors it will find.

Timeout Error Threshold Unexpected Error
Threshold
100
300
IKTA—= D ASE

o AFVUMEZRYNI-JIRIBICENDR GHRAIE (A~ .
o NAILFETE YIIAMEDALY RAPEBERENTE AFBRIEAEEZMNITERVLSICNTSAZER
ns.

Performance Settings

Provide performance settings to define the intensity of web application scans.
(® Pre-Defined () Custom
Scan Intensity

Low (# of HTTP Threads: 2) v

Bruteforcing %7E
NKAD— RIS+ 5t CREET BHE55 M2 F1v I3 3(C(E. [INAD=RIW—IIA—-RAZERTS | FIvImyy
ABEANUET . TIAWRTIE [NNZAD—RI)— R IA—RZ(ERAT D IFIVIRYIRETER/IN AT A2 RT LA
MYNEIRENTLEY,

Bruteforcing Settings

Select password bruteforcing option to check vulnerabilities related to password-cracking techniques

Use password bruteforcing
(O User List (® System List

Minimal (Empty passwords + UID) v

Step 3/5 Search Criteria(ARF&&H):
REEEE, HEZEI>TOY, F—DJ—R URL RFEQRE, Web 7TUT -2 3> ORFv > hICEASN IR RE 7R
RUFT.
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< Add New: Option Profiles
Step 3/5

° Profile Details

Search Criteria

5 Provide criteria for search during the web application scan.
0 Scan Parameter

Detection Scope

o Search Criteria Select the scope of detections for the web application scan with this profile. Specify if the scan should
perform a full assessment for all WAS detections, or if the scan shall focus on the specific WAS
detections/vulnerabilities.

Comments
Detection *

ore v
Review And Confirm L e J

Core

Categories

Custom Search Lists
XSS Power Mode

Everything

Cancel ‘ Previous Next

O Search Criteria Sensitive Content

_J Credit Card Numbers
Comments :
_J Social Security Numbers (US)

Review And Confirm —) Custom Contents

Keyword URL Search

) Keyword Search

Qualys Web Application Scanning : JENESTES KV EFREEL 1— RBAY
(E2NT

ARETE. EANRG Web 75— 3> 5% E(CHE. SREEL 11— RO EICDVWTHRSRLET . Qualys Web
Application Scanning (WAS) Tld. DR A RICTIEULTHD, INS5ZBCERTEITDIET. sREHEDE
8% Sshic LD IER R AEES I N RIRRICRDE T,

WAS:ENN1E Y

SRELACER
ANYF—EA
APl TURRAU L EE

26



Qualys fL—=>410-2 ®LR— NS

B X DERTE

FIA4ILED DNS A—/3—S5AF
IV

IRRIFOUT =)L
TA—L—=24
TILOTTER

SREELJ—ROFERKIE TAS > Configuration > Authentication > New Record N7> %z LE T,
@ Qualys

= Conflguratlon Option Profiles Authentication Bruteforce Lists Search Lists Parameter Sets DNS Override

0 _1_ Search for Authentication Records

QUICK FILTERS NAME STATUS TYPE OWNER APPS

Total Authentication

SREE A TNDHIE

1. JA—ARSE (Form Authentication)

BH—R%R Web 7U5—33>03B5EA R THD. HTML JA—L&FBULIZOTA > FETY, IZEMN LRI —
&)\ 27— REER(CHNR . FEZERN R I (— )L RIFIE I RIBE(E. hIRILTA—LZFWTANIBEBZEE TEEY.

Fle, BERTYIZEDEMRBOT (> JavaScript TEOOT A AMBNNERISE(E. Selenium AJUD Mz
FIALTOY1> 0t EBEMETEET,
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< FREM: FWEELI—K

Step 2/6
° EAER »
Form/OAuth2 L d— K
Form/OAuth2 L 3 Web7 7V T —2 3V Iic g SRIEICHERAT 5 7 + —L/OAuth2 BRRIEHERET %
o .
Type *
Y—N\=La=F ® 7A—LLI—K OAuth2 La—K
Headers L3—RiE#
OJ1Y 7A4—LDFEBEANLVET, 74—LDEERDIZBEMBEALAAED 1 2, V—X I—RERRLT \"<form\" GIAF
ERRTDIETY, BEAEDTIVH TR [RRI X2 —FK@R—IEEFEI VY ITEIETY—RERRTEXT,
XYk
R=VCRBBED T A —LDBZBENHDET, OV Y T4 —ILREEL 7 A —LDSHEMELTIE—LTLEZ W,
Type *
LEax—EheE

[None

None
Standard Login
Custom

Selenium script

1.1 HTML JA—AZBSEDESTE
OJAR=IH T V=3 EE—RA > L ICHRIBEICRETY .
BERIUTRIEELET.

e OJ4> URL
o FARNZHIDIOI-YH—-4%-)XZT—R

094> A= LD BIRXA > E(CHDIHEE AFv O ICRIETE2L5MBBRNICY0O-)V93 URLIISENMT ZHEH
HhEI,

1.2 BRI LT A—LES5E
SEDSMOADIEE (BB 1 b=0> ROYTIUY ., RBUIA—ILRE) 25 DI5ECERLEY . BHOREERTY
ZEFRIDILHOIEETT,

1.3 Selenium AV MRBEE
UFOLS4EMR0I4>J0—-(CRETY,

o EBER-IICOHIZZOTA>
e CAPTCHA [l (fz12U CAPTCHA OEE(CL-TIZBEENLEEE)
e JavaScript NEINICHBEITZR—TOOTM>

Selenium IDE %Z{EARALTOT A &FZERL. ERRSNEAINT M7y T O—- RUE T, . OF 1 2Tz RIT 3
IedOIyFH, (Match Expression) |HIBELEY.
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1.4. AFvOFEROMER
SORLDRRIN - KEUILAT D QID THEERTEET.

e QID 1507 : JA—LFREEDAT—HR
e QID 15010 : Selenium AVVTNBEDRRE (EOR—STREUNEIFERIAE)

2. OAuth2 85k

OAuth 2.0 (&, IRMAHIIE Web 7TUS—33>4> API TILHIAENS M-I AR-ZBEEARNTY . ML TVSY
SOM4T ERRIAR) U TO®OTY,

Authorization Code: Y—/A—HARF7FUsr—Lavmit, B a—FE2FAL T R 2ICRE.
#l: 1t A ABR—2ILH Google Workspace EEIEL., Baa—FHhS7 IR0 EIE,
Implicit: 759 R—=R, HSAFT U FARFTTIAIT, D54 T b —O Ly EREFTELVBETH
.

Bl : HvaR—FRICEBHAFENT- JavaScript SPA R—BpIC1—H—T—42ZWME,

Client Credentials: ¥ U HELEELRE, A—F—BE5 DLV WO IO RLEIZRE,

#l: BErY—ILHY APl ~NEHAMICERSL ., O OREFHERE.

Resource Owner Password Credentials: 1—H—%£ -/ SXT—FZEET7T)IZETHR, (EETERZ7
TIDHTER,

Bl: TROCTFTINT S50 HEHLTVBRE CTEEL—F—ERERE =2 (TIYEREL.

< FAREM: FBEELI—K
Step 2/6

O xxmm Form/OAuth2 L d—R

Form/OAuth2 L= Web? 71— a v ictd BRIECHERT 3 7  —L/OAuth2 iE NS E e T 3
o™
Type *

Y—N\—LIa—Fk JA—LLIO—R ® OAuth2 LO—FK

Headers L J—R1E&R
Specify configuration details to create an OAuth2 authentication record. Select a Grant Type for the authentication record and enter the ¢
in the respective fields
aXYk
We will use these details to authenticate to the API server when scanning your Swagger/Open API file.
FraIR) *
LEa1—tREE

[None

None
Authorization Code
Implicit

Client Credentials

Resource Owner Password Credentials

cancel | Previous m
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3. 9—N\—-L 11— R&36E

Basic R ERERITITOI—FOATIEELShFELA, LY Web —/N\—LETHASNSL
RHYET,

Digest F2RE:Basic FREEITHA, /\wialblckYEFa)ToAEIEShTVET,

NTLM EBEE:XEIC Windows R—ADHEBRBTCERASNZIARXTY .

4. NARTFOTA R IENHET HO Y NTREEAF 2175

SOREAFY(C(E IFHET HUY MOFIR MHERENF T, ERELITO®BOTY.
R/MERORRICEIE, REREBOT7IELREOHEFESTHLET, BIEVRIZEBRLET,
FHET OOV CRT—2EE - HIFROBEBERT VL ANF RGO, AX v RICBERETREBEE
BEIBIRINBYETS,
ABERFECHTIREER/IMETEETS,

Header Injection

NA—A>S1)33VRTER ZFrF - Web 7IUT—2a>ATIEIIBERC DAFA HTTP AYH— &X{ET
DENGDIBECERLET,
COEREIRRDESBT—ATHICEHTY :

o YIIAIR-ZADTICAN-IHNEBRT IT—>3>
o DJAVEICTIVHESEDIRZEVVENELTZ7 TUT—23>

B 1: #MR0J1> (Bl CAPTCHA %fEF) ZEIE I 3(CE, IROLSIBEYS 3> Cookie ZHEALES:
Cookie: mwf_login=2-e3b930b2c¢f6549d0351346d3cf56e9ae

5 2 : Budget Store 7o —-23>0%4&
7IVT—23>h 091 >4&(C Session ID ZF4T92HE. U TOFIETZOMEZEEUET.

Web 7o —3a>AFE#TOIA1>
T3UHTTAOYN—Y =)L %R

Applications (FJzld Storage) #7 - Cookies %iEiR
Session ID (3l : session_id) =R

ZEEZIE-U. AT SIS aARNRORETA S

vk wn o=
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Cookie: session_id=<H&LT1-{E>

The Bodgelt Store

We bodge it, so you dont have to! User: qualys@bodgeit.com
Home About Us Contact Us Logout Your Basket Search

Doodahs

Gizmos You have logged in successfully: qualys@bodgeit.com

Thingamajigs

Thingies

Whatsits

Widgets

K [0 Elements Console Sources Network Performance Memory Application Privacy and security  Lighthouse Recorder  AdBlock

Application C ¥ Filter S X Only show cookies with an issue
O Manitest Name Value Domain  Path Expires /... Size HitpOnly ~ Secure  SameSite Partitior
B4 Service workers JSESSIONID 06C7CEC6132A77FD8CIECFB694CA7CBS 10.115.117... fbodgeit | Session a2 v
B storage

Storage

» BB Local storage

» BB Ssession storage

» BB Extension storage
B IndexedDB

+ @ Cookies

© http/10.115.117.204

B Private state tokens
© Interest groups

» B Shared storage

B Cache storage
© Storage buckets

Cookie Value Show URL-decoded

Background services DB6C7CEC6132A77FDBCIECFB694CA47CB!

Cookie: JSESSIONID=06C7CEC6132A77FD8C1ECF8694C47CB|

API Endpoint Definition

Web 77U —3a @k API £ HTTP L TEMEIDlehix < RINEICHIENE T,
EEOQTIVT—332E APL (SEUKIF I DAEEHHD. IREITRERDPI L\ ew, BYIBAT v RENEETY,
Qualys WAS Tld. API I>2RRAMNA T OB ETCERTEEY,

2.1 Postman 1L 733>07yJ)0O—-R
Postman (& API D&%t TANILLFIBEEN3Y-IL T,
Postman JLJ3aY(FATOBIRNESENFT
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e IYRRAZM URL
e HTTP XYUwR
o FRELIBER

o WER/NSA-Y

BtF0ILY33>% ISON FERTIVAR—BU. 20FE Qualys (CEDIALTET, BREF—LANBEEBICERLT
W% API TANEEZBFIATEEY.

API Endpoint Definition «©
Select ¢ e API. If this field is empty, the value is considered as nul

® Postman Collection Burp Proxy Capture ) Swagger/OpenAPI File

Drag and drop to upload or m

Drag and drop to upload or m

Drag and drop to upload m

2.2 Web 7’'0%% (Burp Suite) #ZHOFvIFv

Burp Suite (&. I39H5E Web 7 -3 /0 HTTP/HTTPS &{ExA>9—t TN 339HDY—-ILT
ER

J39H%(E Postman %Z{E>T API L@{S93E. Burp Suite (I TFOERZGCERUET

o IYKRA>H URL
o HTTP XYwR
o HTTP AWH—

[ } \°5><—’5’
o ENEEN-T>
RE
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FrIFviERE XML FERTIVAR—NTE, Qualys ((7yTO—-RIBIET. API OREEZIEUGRMUIESX TR
R RHESS AR ZEMTEE T,
Swagger ° Postman J7/ILhYYFEULRWGS(FICBRIIRAIETT .

2.3 Swagger / OpenAPI J71)LDFIH

Swagger (OpenAPI Specification) (&. REST API Z#&i&E{tENIcYS N —F IR CER I HEEMLRT
ER
Qualys WAS ([FUATFICHIRULTVET :

e Swagger 2.0
e OpenAPl (JSON / YAML Fz3X)

TrAIWDAFrF— S S REJEERMBFRICECESN TONIE. BEIRIICT> RRA > ML, MeSSIHREZEITUE
ED

=)

AYH—AL>S19332% API IDVRRAYNERE. Web 7V —33>84L0 API #81EHICAFv I 2D EE
RERTETY,
WHCHBR T BTET, SRAFEDMEEY API I3 AT AR I3+ 1T mREE AS @ L TEEY,

Qualys Web Application Scanning : BRHUAMRTEEL DNS Override
LA WP

KRN =TTl AFv 2 EDTEH DRI (CRITI 200 BRI ABMEE (Exclusion Lists) &, FAN/
AF—II)BEMFICFIATES DNS Override L1—R ORESEETEBNLET.

1. RSP APM (Exclusion Lists)
BRIMIZ N ZF > Ot SREEZ N <HIEL. BRIUVBVIEIBAD 7 IR T IVr—3a A=< 00
Eg duﬂi—eg—o

1.1 Allow List (FfaJUZXRM)

Allow List (KI4NIZR) (& TRFrF—DPIEAEHFTENE URL OHERAFTS T3]
EVSBRBEREEEITSEDOUZARNTY

TN TFAR—MAY R FZNIZNDESBREDT, CTCEREBENE URL MIMNIIATERENET.
HEZFI G
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o AFVUEBZEECRELLMES
o REDHIRHZIHHECHELLVTAMRR

1.2 Exclude List (BRSAUAR)
Exclude List (I5YIUZRN) (. AR WRHOSERAUEVEIEZSRELEZT .
i -

o BHEEMIINR- (/admin)
o RER-T (/payment)
o  HEEMNEL ATV UCLDRENEZIND/ (R

Allow List [CEFEFTFRINTVSIHEZIRE. NSO URL [CERFYF—E7IEALERA.

1.3 POST Data Exclude List (POST 7—%BRSUABM)
FERETBREIVEDETA—LIRE, POST BAECEDA—ILEENMTONBEFREZTr A RICEHTUESE.

o FRIA-IPAREXEIND
o TIT—3VICREREREININD

EVOTZREBNFE T BRIREEN' DD ET .
INBOIA—LXEZENEF BTz, %2 URL Z POST Data Exclude List (CEHRUFT.

1.4 Logout Regular Expression (0979 MEMFRRA)

234 F =20 T T7I NI W TBE . FREERFT R TRENS 2] 8EMENHDET
OJ7INIEZEIBXFHIF—-> (B : logout, signout) ZIEMMFIRTIEEIZELT. AFvF—Neny> %kt
(32LIHIETEFT

1.5 Parameter Exclusion List (JSSAXA—9RSHUARN)
FEDINSA=E (Fl 1 b=T> T -4 v aVEIR) ZAFv T RNBRIN T BIHDEETT
U TFOfEXEZERO]EETY

e POST 7—%4
e Cookie

IERRBTHEIMIGU THD AFENI—> 2 — 1B TR TEFT T,
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URLs

Global exclusions can be configured as global settings. Choose whether to use global exclusions and add more exclusions for this web app if you like

. The global exclusion settings are applicable to all web applications in your subscription. However, you can choose to use the global settings or add different exclusions
while creating or editing a web application

URLs

Allow List

§ inks to be scanned in the Allow List. These links are scanned even If the links are part of the exclude list. If you define allow list and do not define an exclude list, then a default exclude

st equivalent to "block all URLs" is assumed

(O URLs

(O) Regular Expressions

Exclude List

Add links to the exclude list to prevent the URLs or their sub-directories from scanning.Any link that matches an entry in the exclude list is not scanned unless it is also ad

() URLs

(O) Regular Expressions

POST data exclude List

Enter a list of regular expressions to block any form submission for POST requests with the request body that matches any of these entries
(L) Regular Expressions

Logout Regular Expressions

Enter a regular expression to identify the logout link. A matching link will not be crawled or sc

(7) Regular Expressions

Parameters

Select one or more parameter exclusion records that you want to use by default when scanning the web applications in your subscription

Is Regex Type Parameter Value

NO [ ANY | | ‘ | Add ]

=y

<ELH>
BROMIZ MEBYICRESBIET

o FVATEBAOBRHEULBW A% LE
o IA-LXEREBUWFRO®H SR Faolkt
o AFVIEHFRIL. WERELHEICER

EVOT AUy MMEENF T,

2. DNS Override LJ—R

RIS FTANRIBY TS VI BRIBOAF v AEFR DNS Override (COWTHRERLE T
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2.1 DNS Override &l
BE. AFvF—(3F% DNS ZERAUTRA>ZZFBRULET, 2L X budget.com ZXFv>3%L. DNS Hik
9 IP ([3EHUET . UL, ROLSRT—XTIE DNS Override B E(CRDET .

o AF—IVJBEIKRICIEZ DNS LI—RHEW
o FAM/QA/FBTRIURALIIAEN IP NERS
o AERYMNI—ILTOHTILATREREBIEZAF UL

DNS Override ZfERINE RASVE > WED IP PRLVA 2FETYVESIU. 230 —(CIELVERTEZ
BAiRTEET,

2.2 DNS Override DOsEFIE

1. Configurations YN\ &)
2. DNS Override — New DNS Override Record %i&iR
L1-R&%AS
o RAR& (fl: staging. budget. com)
o FRREERL IP 7RLR

ZERTE
4. LIJ—RMER#E. Web 70U —33> 5% ED Additional Configurations T, 25% DNS Override 283

e
ZNICED, ZFvF—(d DNS 228 FETIEELL IP ABEVITALET.

c. Conflguratlon Option Profiles Authentication Bruteforce Lists Search Lists Parameter Sets DNS Override

Search for dns override records
1 <

Total DNS Override Record
New DNS Override Record Group By: ...

QUICK FILTERS NAME OWNER
3. F¢&o
FRIMIARE DNS Override ZERI3IET. Qualys WAS DRF4(3dD -
o 1FHE(C
o TR

o NEMIC
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EhE CERLITRDET

AFrORE{EDTHD Redundant Link & Path Fuzzing Rules Di&
B

AKEI23>TlE. Web 7T —2a> A5 v 3R RERIO-)V 28R I 3260 Redundant Link (7T
RYU>%Y) & Path Fuzzing Rules (JXAI7S290M—=)) DRECDOVWTHESRLET.

1. Redundant Link (JTRYU>Y) DEE
EC YA MRET(E. E—DI>T VU TEZEDERD URL HMEMEINBTEN—RZIITT,
ez (E m&EHIF0J(CHNT

o EfRTE
o H3-)\UI-23>c¢&
o FRERTE

(CERD URL NEMENBTENGHDFIN NS RIRAICE—DOBmR-INFET T - HERNET.
ZO&LI7: URL ZIARTIO-ILTBE ROLIBRZENETT -

o AFYIEFHEDEAX
o WERRBNAOEIENELE
o HEERRVY-XHE

ZZT. MRYYIDOI9->%FEERU. BREFAI4EL (Max Occurrences) ZEEREID LT, BE—/F—2IC
9% URL 00— EHIHL. TR AT v a]BECRDET,
TNICED, EEBAR-SERBEI TR AFv O OEFEENRMEZ KIGICE ESBRTENTEET .

2. Path Fuzzing Rules (JXRI73>J)—)l)

Path Fuzzing Rules (Z. URL USA MAREIFATS Web 7IVUFr—33> (U THIRIBHELEETT,
MERBLD URL (& BIFOLSCHTIVINSGA=FC IO TRIEBENEEINET .
/issue?section=sports&article=28
1)) r—

section ¢& article N/ A—-5%

sports & 28 H/(SA—-H{E
THD. AFvF—(EINSDEN BN THD L ZIBAREL . BUIRR/O- KFEAZERMLUET .
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Path Fuzzing Rules

Path fuzzing rules allow the scanner to interpret URI path components as application parameters when your web
application uses a URL rewrite. Path fuzzing rules tell the scanner the path components to be tested. The scanner will
fuzz the URI path components only if you define the path fuzzing rules.

http://www.example.com/articles/issue/{issue}/section/{section}/article/{article}

2.1 URL US1 MERDIZS

—ATORDESR URL USA MEETIE. JISA=IDNNRABDIAFNTVET -
/issue/sports/article/28

ZORATIE. EOBPDHINTA—HET, ECHEIBRMERDONZRF v — N BEEINICHIBIITZENHEHTT

2.2 JCANDENEZERT SD5E

CORBEZAERT BIHIC. RDES(C BB D ZFEIEM ({3) THD EEZTVET :
/issue/{sports}/article/ {28}

COLICEERIBDIET AFvTF—(F :

o BISA-HDAIE EEEHE % IE A
o BYIRRAO-REAZZEIE

TEBRLID, U/ MERD URL (CHUTETRRMESS MmN aIgeL RDE T,
FLH
¢ Redundant Link
- BEIEED URL /\F—>ZFIHIL. A+ ahEzm LatEd
e Path Fuzzing Rules

— URL U1 M2fER Y277V -3 L. BIENSA—9%ZBRU CIERERTAMEEITID

INSOREZERIDILT, A+v U ORB LR IEOmIZNEIRTEF T
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IA=LBN—=>% (Form Training) &VIDIIFPEER (Malware
Monitoring) [CDWT

KRN =22 TlE Web 705 —3300tF1)F4AFv> %3893 2 DOEERIEEETHD TA—LN -2
& NIVIITVERR (COWTERERULE T,

1. IA—AM—=>% (Form Training)

TA=LR—Z27(& Web J0-)VEHCEREN3IA—AA S EZSBRICER I DIHDMEEETT .

2AF0 I HROTIVr—2ah FEORKOASME (Fl : 4 #7 PIN) 2ERKI2IHE . WHAEBEBNMEETST
A—L ([CHFCBITY,

COtEREZFIAATHET . AFv > RDTA— X ENKDIEFEN DFTTRICEI TSN, EFEOI-Y—1BEOEVEMENE
[JTEFT,

Fhignae
o T4—ILFRLIEDERIERE
5
o pin=1234

o zipcode=10001
e JO—/NILT4—ILEDERTE
BEDIA—LICIKEET . BB —HT 57— I/ILRICHLTEBIMICEEZERALED,

ZN5(E. Qualys Browser Recorder YRJEA/NSA—A5%TE TERIRTEIBELRFDONRZFFERNS. LOFGERR
R CEMTEET,

2. YIII7ER (Malware Monitoring)

NIVOI7EERIS, SAERE Web YA Mk (CZRIMARRRICRDILHDOIEEETT . AEBARYA ML T EHA
HNRXIII7FIVIZITVEWVGS ([CRIBTI,

EFDIE

1. #EEREMEI 3L BESBILACHIBEIAF N EERITINET.
2. LIRE(E, FEEBZC SEB8SAFvY NEifTINED,
3. ZATT1-I)VIBHRPOREFESRIE Malware Detection 7V —3ayh SR TEEY,

TNUTED, BERAR-SPBROF MR (CHEETEET,
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@ Qualys. Enterprise TruRisk™ Platforn

Web Malware Detection v

Dashboard Scans Reports

Dashboard
Last login: Wed 09 Jul 2025

0 scans since last login

141 DETECTION TREND

Date range 14 days

2 40

8

2 32

]

L 2

>

3

2 16

S

E 8

2 o —
Thu Fri Sat Sun Mon

Assets

KnowledgeBase

Per Day (GMT timezone)

== YOUR LAST SCANS

Scan

MD - ribhide.github.io Scheduled Scan
hackthissite.org Scheduled Scan

MD - WICAR Scheduled Scan

Corp Demo - OCI - OWASP Juice Shop Scheduled Scan
Gruyere Scheduled Scan

MD - ribhide.github.lo Scheduled Scan

hackthissite.org Scheduled Scan

Corp Demo - OCI - OWASP Juice Shop Scheduled Scan

Lik—hk

BA

ZDLYZT TS, $AHAHDLIR— T T — MfERUTUR- MERTE I 25552 FUE T, &l FLLWIR- 2T
L—bOVERR 59 %ERUILIR—MDEIT, LIR— DRI T 1-LEREICOVTHFEBLET.
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Scan Date
E2 08 Jul 2025
08 Jul 2025
08 Jul 2025
08 Jul 2025
08 Jul 2025
07 Jul 2025
07 Jul 2025

07 Jul 2025

Status

Finished

Finished

Finished

Host No...

Error

Finished

Finished

Host No...

Total Sites Sites with Detections  Total Detections
12 2
== SITES WITH DETECTIONS
Viewal ==: YOUR UPCOMING SCANS
Severity Scan name
m \ Corp Demo - Website
(SAFE) Corp Demo CISA--Webcgi_QID150303_signaturetest Scheduled Scan
nm Gruyere Scheduled Scan
_ hackthissite.org Scheduled Scan
_ MD - WICAR Scheduled Scan
HiH | MD - rjbhide.github.io Scheduled Scan
(SAFE) Corp Demo - OCI - OWASP Juice Shop Scheduled Scan

Magecart Scheduled Scan

Help v Kamil Quazi - CORP-Demo v Log out
Upgrade to Enterprise
Add Site
View all
View all
Starts Occurs
Scan

21 Jun 2024 Daily

010ct2024  Daily

09 Jul 2025 Daily

09 Jul 2025 Daily

09 Jul 2025 Daily

09 Jul 2025 Daily

09 Jul 2025 Daily

01Aug 2025  Monthly
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Configuring a Report through Template

Is the report to show a
filtered list of vulnerabilities

or all vulnerabilities?

Schedule

Report Template

Basic Information

On-Demand

Display

What will you see When will the report
Target web app Report Type in the report? be run?

Which web apps What kind of report
are you reporting template is this?
on?

1.1 AFvoLKR-b

FEEDRAFr > RITHRCEIIR-b THY, IEEUHREOZFv U (CPREUMRSSIHRERNEZ R RUET
BEOHEIS RIS ENER A,

FIREm

o REAFvIOFHEHRLLWES

o ZAFVIEMEDNSTIINZ1-F4>)

o IRHEASTORELE

o HFEHARIROR v EERIDZ L IERHER
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Scan Report

High 36 32

Web 72U —-33>LiK—-h

ERUIZ Web 7UT—2a(cdU EITENITINTORFYUAEREEHILIZLR-~ T,
EIRRAFr> TR R 2 F 2 MBI ZIEETEFT .
BE—0 Web 777 —a v CETSN =T RTORF YU ERELET,
HRBEDBELRT—EANEENET FHHR. 77,7, B, BEEH).

FIREm

o MESIHEORINDHERS 2R

o BREUCVWIEBORIE

o TFIIFALEI-BEROIERK

o EARMIRTFIUTARREDORIRIL
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AA7H—RbiKk—b

ZA7H—R UIR=KCE #BIRUI: Web 7V —33>OfERNM >H395717RE1-TFRRENF T,

ZA7H—R UIR=KCE 1 DU EOST(CBhERITENE Web 7TV —33>0t+1)71 AT—HANKRRENE
ED

TIAWRTIE 27 H—RUR— NIGRESSEMREZINIEIRTOUIT 7 VT -2 i EFENE T I EIBIRIBIL
TAFEDOIIT 7TV -3V LIR— MERDIADTEN TEE T,

FIREmE
o KEEE (B:CSO) [CAULMRATFIUTARRMRE

o BETITVT—13 REROURIIRTDIETRE
o JLEIF-IavABERLTOER
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SCORECARD REPORTS

Scorecard report

Targets

High

Securay Rak

VULNERABILITIES BY SEVERITY

hH0ILR—b

VULNERABILITIES BY GROUP

EEBIEPELIRNNOEEICEIID. YYTAFr> - MESSIERAFr O NSFEREN: Web B—IN-D—E ZFRU

95
FIREMm

o RIBATIRHZENE Web H—/{—DHREIL
o FERA-XTO&EEFRIL
o FMAFYIEOY-/\——EFRk

CATALOC REPORTS

Catalog report
SCORTCARD RTPORTS

Filters
SCAN Rerow s

aw Rogue Approved ignored

Summary

ENTRIES BY STATUS

44
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2. Lik—MNERKFIE (7F)

BUF T3, Scan Report %#fICEARNRERRFIEZERUET .
2.1 Lik—b527°V— bOTESR

1. Total AppSec EZ1—-)ILDR—LR—H5 Reports FINFKEE)
2. Templates ZJUv%

o Qualys TlILAR—MERICIGUET> T — MEERRFESN TVET
3. WEEUT New Template N'5H25LT> T —Nz{ERKRTEE

COBIT(E Scan Report 7> —MeERULEY.

2.2 LiK—bDER
555 11 ToTL—MSEIERT

e FT>JL—MD Quick Actions X=1— — Run miER
FiE 2 0 Uik—BMAZ1—hBAERK

Reports — New Report Z7Uw/
LIR—MIAFIC Scan Report %i&EiR
FIAWRDT> T - M EET&EIRENS
Next ZJUyJU. JRAFTr>2#EIR

M wn =

AFV O DIEETSE

e ScanJob ZBEIEIEE
e Web 7IVUr—33 %i8E (BHAFv 2EHEIRIR)

SEIHMERIZAF 7> ZRIRL. —ENSHRAFr I ZENMUET .

5. REANBZMERI. Create Report z/')v)
- UiR—MESRENEY.
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3. Lihn— MABEDHEER

HRkENTz Scan Report TR TOIEEZHERTEET,

3.1 Appendix : Scan Details (AFv>5¥H)

o AFVPRERFR]
o fHFENIZ Option Profile MFRERNE

3.2 ‘RxTIIIWNI—-DiRE
EmA LD Edit Filters — Display H'5. Lih—NIE®H30 50 EHREBINTEET,

1

o  EOLEMEEEMEDZ ) URL (Top 10 Vulnerable URLs) ZiBHMN

3.3 /0-)iEROHEER
Information Gathered — Scan Diagnostics

o AFvF-—-HY0O-J)LUIE URL —&
o IFLIO-ILENTWLBH DIREE
o IHZAR—MEDIEE

3.4 HEs5145¥4 (Vulnerability Details)
e85 1% (451 : Cross-Site Scripting) %Ri<E :

. BEREHE

S.%8p
L4 RO

o FERER
o IRHEEORA/O—-RE Web 7TUDL ARV (View Details)

ZHEERTEF T
TNUCED. MEssEORIEMZRE SR TEXT,

3.5 y9>0-REzK
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H_L®D Download XZ1—4&0D, Lik— M2l TR THUS BIEE -

e PDF

o C(CSV

e HTML

e XML
RE

Web Application Report

Web Application Scanning OEERLR—MEREDO—DTHS Web Application Report (&, #8250 Web 7
VT —23UIB1I2tF 1T IR ERENER TEBLR— T,

BH—07 V-2 U TEMENTZINTORFTr AEREZENL. MeSSEOHRZRERIITIEIEI 3 LN TER

ER

Lik—MCE. ZHESHEDS1TH917)L (New. Active. Re-opened. Fixed) HhERELLTER RSN, IRIRGEE
OMENMSEBIEEZHIMTTEE T, £z, LIR—NIERXF v 2B IRESENET . INSERIEINEE TETUNE
IIEREITHRETERZIEHETY,

Vulnerability (594)
Cross-Site Scripting (277)
MENER 150001 Reflected Cross-Site Scripting (XSS) Vulnerabilities (3)

buupy 150001 Reflected Cross-Site Scripting (XSS) m
Vulnerabilities

URL: http://10.11.68.45/was4612/upload.php

Finding # Severity

Unique #

Group Cross-Site Scripting First Time Detected
CWE CWE-88 CWE-79 Last Time Detected
OWASP A3 Injection Last Time Tested
WASC WASC-8 CROSS-SITE SCRIPTING Times Detected
CVSS V3 Base CVSS V3 Temporal Ccvss v3 Attack Vector Network

FHOEBINREZINBEIRELT QID 150021 H'$HD. ZF4>HDRFvF—7 T34 72 ZAOEERL/NTA - XIS
IR ZIRHLE T .
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Detection Detail

@ Scan Diagnostics
QID: 150021 | Severity: B | Group: ¢RI

Findings & Recommendations  DETECTION DETAILS  HISTORY

A Result

Loaded 0 exclude list entries.

Loaded 0 allow list entries.

Target web application page http:/10.46.105.224:54659/ fetched. Status code:302, Content-Type:text/html, load time: 1 milliseconds.,
Batch #0 VirualHostDiscovery: estimated time &It; 1 minute (0 tests, 0 inputs)

VirtualHostDiscovery: 0 vulnsigs tests, completed 0 req; 0 Js. No tests to execute.
Batch #0 SameSiteScripting: estimated time &It; 1 minute (0 tests, 0 inputs)
SameSiteScripting: 0 vulnsigs tests, ¢ leted 0 requests, 0 seconds. No tests to execute,

Batch #0 CMSDetection: estimated time &It; | minute (1 tests, | inputs)

[CMSDetection phase] : No potential CMS found using Blind Elephant algorithm, Aborting the CMS Detection phase

CMSDetection: | vulnsigs tests, pleted 56 req 2 Is, Completed 56 requests of 56 I req (100%). All tests completed.,
No more req dundant link threshold has been sury |

Collected 4656 links overall in O hours 8 minutes duration,

Batch #0 Banner...

Contents are too large to be displayed in your browser. Please download them instead.

&5(2. QID 3150100 (& Selenium ROV NERAT2IHS(CERAT. LIR—MAT “passed” t° “failed” &
DF—TJ—REIRZFRI DL T TAMERZREIBIEL., A—MX=23>T0-O TN 1-F1 I ARIBET

Detection Detail ( Actons v ]

@ Selenium Diagnostics
QID: 150100 | Severity: | Group: QD

Findings & R dati DETECTION DETAILS  HISTORY
A Result :

Log for Selenium script: google_Gruyere
Executing: | open | https:/google-gruyere appspot.com/128172843339/1ogin | |
Executing: | click | name=uid |1

Executing: | sendKeys | name=uid

Executing: | fircEvent | name=uid | change |
Executing: | sendKeys | name=pw

Exccuting: | fircEvent | name=pw | change |
Executing: | click | ess=input[type="submit"] | |
Executing: | pause | 5000 ||

Executing: | verifyElementPresent | link=Sign out | |
Test case passed
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Web Application Report D{ERETE

CThBIE. IR L Web Application Report 57> 7L —MERRL. RERICLR— MR I3 FIB%ERBALE T

1.

TV - MEXRIBHROA S

FI.TUTL—FELHEDERFEREAALET,

LiR— SR T HIRMDETE

BIE T, LIR—MIEREBE DA —F—BHARTINET,

RREH TGS TLIR—SRRY 1ZF v ILET,

SN E Y —RDREIR

Qualys DR LR+ T4 <, Burp Suite % Bugcrowd TODRHBIERLLIR—HMIEHBZ
ENTEET, ChIZKY ., BHY—RADMEHHFEHRERES TEET,
KEBERT—E2 X T1ILE—

BETIIIFHR-7TIOT47 -BRHE 10D A—TREDHESEME AEIRShET,
BEEAHRBEDHEERLLZWMEESIX. ERAOTUTIL— M ERTHIEEHELET,
LiR—rEEEZMNDOERMICR DD EETIEA—TVIRBHEICEBESNTNET,
Y—F YRR IT1ILR—

BEDH—FURLDIfEHEEDAESOH-LMEEITHERLET,

BALEWNESIX,. IRXRTOREBENEENTET,

URL J1)L3—

BHED URL 07— Dt avIZBRELTCLUR—FEERTEET,
EEEODEWWV\RZEAMIZOHLIEWMERICEZITY .,

JAF4T—3 T4 ILR—
BRBEACNNYTFERABHADREFEREEDHINEOINEEIRTEET,

hizkY . ERMIZENLI-EEE B EFABEBLENH-AEMELR—FERTEE
I,

RRA T3y

RLIEFED LY URL ZEFARTL. YURVDEWVEEEZAIRIETEET,

TN—E29 J)—r&l

URL, FZIE. h7IVGE  FLITHRETLR—IOHBREBETEFET,

EANDEMERE. TOIL—MRFIBE. DRILLR—- MR TERLIITBDET,

Lik—

1.
2.
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bOD AR

Quick Actions A=1—H5[Render Report]Zi#EIR
LiRk— bdgkmiEiR
o AJEESTEIMIC Web 7IUT—23>%IEIR
o FREMERFIT-13>%FENTIEIR



3. EENEODHR
T2 I~ b, RSSEAT SR, H—=FUXD, URL JMII-RBENFRENET

RT3 > T QID 150021 (CL3AF v — DR EREMEDTE, NI 21T I PRAFv S84
[ _E(Ci1&I 5%,

Detection Detail

@ Scan Diagnostics
QID: 150021 | Severity: | Group: XD

Findings & Recommendations DETECTION QETAILS HISTORY

A Result

Loaded 0 exclude list entries.
Loaded 0 allow list entries.
HTML form authentication unavailable, no WEBAPP entry found
Target web application page http://10.115.117.204/bodgeit/ fetched. Status code:200, Content-Type:text/html, load time:7 milliseconds.
Batch #0 VirtualHostDiscovery: estimated time &It; 1 minute (0 tests, O inputs)
VirtualHostDiscovery: 0 vulnsigs tests, completed 0 requests, 0 seconds. No tests to execute.
Batch #0 CMSDetection: estimated time &It; 1 minute (1 tests, 1 inputs)
[CMSDetection phase] : No potential CMS found using Blind Elephant algorithm. Aborting the CMS Detection phase
CMSDetection: 1 vulnsigs tests, completed 56 requests, 0 seconds. Completed 56 requests of 56 estimated requests (100%). All tests completed.
Batch #0 ApiSec spec files detection: estimated time &It; 1 minute (1 tests, 1 inputs)
ApiSec spec files detection: 1 vulnsigs tests, completed 0 requests, 15 seconds. No tests to execute.
Collected 72 links overall in O hours 11 minutes durat...
I Contents are too large to be displayed in your browser. Please download them instead. |

Fe, ez (E J0RBA DRIV T4 =K I, EEMRRTEIE#HRE Qualys Detection Score WHEERT
EFI, CORATZEEDALY M DT 1O AZE(CEE SN, YURIDEBFE Iz ZIZEUE T,
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< Detection Details: Reflected Cross-Site Scripting (XSS) Vulnerabilities

50 Qip

. 150001
Medium

0 100

Qualys Detection Score

Additional Insights ~

Technical Attributes

CVSS Score EPSS Score (i
6.1
CISA known exploitable CISA Due Date

Temporal Attributes

Exploit Code Maturity (ECM) Real Threat Indicators (RTI) / Exploit Type
No_patch,Privilege_escalation

Associated Malware (0) Threat Actor (0)
Remediation

13
Zero Day

LiR—IDSIEIET7 733 %2 FITIBEERIEET. L XTBEADUR I T A HBE BRI RETEET,

BRI, UIR—MeIIZR- NI 3BR(E. EEBnFI>0— MRIHSEES{EENTz PDF Z4RkU. /NRAT—REERTELT
RETEET,

BUEN, Qualys (CHIFE Web Application Report OARY - TR TV AR—MDFIETT,

APl t¥1UF+«
BA
COLYRA>T(E, TotalAppSec WHESEMHZIFEL. I T A TORAFIVI%ERITIBET API tF1UT1%2EKIRITS

A EFUET . Fo. TR API ZFv>OEITAE, I TV RF 1y OMEFEROMERTE, FFESNz
RIRE(CH I BHER Y1 -2 ORI AELFELET.
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&<{HBFEE : APl TF1UFT1DIEHMTE

HIEL T, X4I0Y —EX7—FF9Fv 2L PO N RE, TEEBEVOREEY-EA%EX X5 150 U LD
APl ZiERI9% EC BBEEZZEATHET,

NSO APL FHAFIALI TR BEEPIER/— M —(CEIRHEENTVET, Do, tF1)71F— A& API
ERER(CTFR |5l | [ 51R 1 SLHEH AR R T,

UL RERCROESBERENMFIELE T

o IARTD API MMBIETETLRWL CRXZEL API. WHDDESvR— APl H'F1E)
o HHHOFRE—(CLD. Pl BEDHET —INEEL T B OIHEMN DD

o OpenAPl fHERDIESFHIE—SN TR

o TFIVFATAMAEBRIRICRIET . V771 LABBERE TERN

o FFEEN BEFIRZEIEL DS, MISHENDS

TotalAppSec NMEHTSHRHRR

CNASORRACHTU. Qualys TotalAppSec (IRDISICTNREFIELET

1. APl OE2BREHER

RXEAL -HMEPABE - REERD API 658, INTEZEEINICRELET,

NICED, EF1UFT1F—AF SvR— API PEIES AP tEDTERBFRUE 255N FT,
EC 1RZE0DHITE, 150 O API Z2F—ARIICFEETEE T IMNENRBDFLI,

2. OpenAPl/Swagger {THRICE D IBEIREE
IARTD API Z OpenAPI v3 ERINESHMREEL. Swagger E&EJ71 I OIEEE - T2EEFIvILETD,
CNICED, FFEF— ABOREZIENOAAROA—ZHE. API XEL - T IO/ ENR—aNET,

3. ABRIBHURICUBRRNREF 17T (54

TotalAppSec (. KEH-ERFERESZXIC )NV T/ THFT4TRADIAFv> #EMLET,

OWASP API Security Top 10 (R&N2EKBIBEL (5l : Broken Object Level Authorization. A&t
SROIENTE . HEERT —AREH) ZMRICEERLET,

feeZ (& )= F—mFRE AP ([C77AFlf#IngsenonE, FRERICHRA]EIETEE T,

4. TrueRisk [C&BEBFEIRHIFIIF

RIPIEEFINTREFE TEHDFEA. TotalAppSec (& ESRZAV)Ih & WEENZE]EEE OMME5URY%T
liLEYS . CNICLD. BFREEEEOFTV RIS ENSRLFETEET .

LT, 150 @ APL (CREUCEMBEREINTUSHIST 2D TEAL,

(BT —5ZBHUO2ERR APL] MSEEUTHELETEET.

52



Qualys fL—=>410-2 ®LR— NS

APl DIENEFHIDFIETE

ZChBIE. ERRIC API % TotalAppSec (GBHUL. FHEEiTSFIEEZBNLED .

1. R—AE@EHS Applications — APIs ZiEIR
2. New API &9Uv%
o %Al URL, IVRRAYNEZRZATS
o fITE Swagger J7/ILD URL ZEH (fthdr5Eb:&IRAIEE
3. #UDEIHHT
o SBRICHIERRULIE APl #J7%FR (97 VERI(SBIENE TERER)
4. Default Settings ZIEFBLTEDFEFE Next
BINEEE EREELI—RAYH—A1>519353V10E) BBV TRE
Create APl ZJUYIULTER=TT

< Add New: API
Step 1/4
Q© Basic Information ' http:/ | "ewmmmeR187:5000
Default Scan
Settings API Endpoint Definition
Additional ® API Specification Postman Collection Burp Proxy Capture
Configurations
Review & Confirm ® Swagger URL Upload File
Swagger file URL * (i)

@ http:/ | "e"EmeI187:5000/0penapi.json|

2016 characters remaining

=X Tags
Select tags to apply to the API
Create Tag

Cencet “

RESsTEAFv > DRIT

. Quick Actions — Vulnerability Scan
2. ZFv>3T0&HEIEASIL, JHR APl ZiEIR
AFv > EKTE (Option Profile &) %R
o CZCT(E Qualys BAEEZEH
4. Llaunch Scan Z/7Uy/IUTHtA
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AFv RS Scans 47 THERTEE I, RIUFIET Compliance Scan £34TRIEETY,

) API - Vulnerability Scan Single Scan . Finished 12 [l None ®  Jul 14,2025
http://1 I 87:5000 06:35 PM

TR DHERS
ZEvUSET I, APL UIS A DSHRERRTAET,

e APl O TrueRisk 27 ( : 325) Z=HfEFREIRE
e Endpoints RI>H5, Swagger E&EICEDIC I=—JIVRRIVM—E ZHE
o BIVNRAYIOWRILIERNBEZ 7 TAA]HE

NAME TruRisk™ Score ) VULNERABILITIES LAST SCANNED LAST UPDATED TAGS
) API v 325 [& Low Jul 14,2025 Jul 14,2025 l API
http:// SRS 1875000 Open Vulns: 44 06:55 PM 06:54 PM

TrueRisk ¥

A7 [FRDEZRTHEMINTT -

o EEOLISHAIITIOIVE (BT H5HEK)
e Qualys Detection Score (BENA>TIZIVACEI)

< Application Details: API
Summary
Statistics
TruRisk™ Details
TruRisk™ Score and its Contributing Factors
Basic Configurations

Additional Configurations

Scans
"\ Business Criticality 32 5 €2 Top Risk Factors
API Compliance | 3

Asset Criticality Score| § |out of § 29 Critical & High QDS

%‘ Low 3 Vulnerabilities
Detections ’,,0) S

Comments 0 1000

Action Log

Sources Risk Calculation »/

Detections

o only detection with QDS > 0 are shown

1-44

STATUS Qo NAME QDns GROUP LASTDETECTED ~ AGE PATCH

New @ 580559  String Field Maximum Value Mismatches Sch... 75 CEEEIES  Jul 14,2025 0
http://18.219.192.187:5000/books/v1 06:55 PM
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OpenAPl/Swagger DHEHLIKFEE

API t5>3>h5. OpenAPI/Swagger OMERMRRZIERTEET,

1
OpenAPI Compliance Warning at line #81

o ZEERNBOFM. 2. HERENTRRIND
o ARICXEEHLTVTE, iEBRNAREINDIZEN DD
o HEMEELT OpenAPl IREZEIBICEAI 35S EEOHELENVE

< Application Details: API

Summary
Statistics API Compliance
TruRisk™ Details Last Scanned

Jul 14,2025 06:59 PM
Basic Configurations

Additional Configurations Search by QID or Title > :
¥ Insight
n
SEIC () TITLE
API Compliance 570002 Open API Swagger Compliance Warn
Line No. 0
Detections oy .
570002 Open API Swagger Compliance Warn schema
8 “properties”
Comments Line No. 81 81 “Books"
570002 Open API Swagger Compliance Warn fitenst
Action Log L" o o1 99 - "properties”
p b "book_title"
Sources S "type": "string
570002 Open API Swagger Compliance Warn 8¢
Line No. 234 “user
“"type": "string
570002 Open API Swagger Compliance Warn
Line No. 385 X
“type": "object
570002 Open API Swagger Compliance Warn
Line No. 388 J “"type": “array"
570002 Open API Swagger Compliance Warn
Line No. 425
570002 Open API Swaager Compliance Warn

A

A Insight

Description

The swagger file has been analyzed against OpenAP| i Based on our i testing we have observed a
warning which is provided for you to make improvements. The warning does not indicate that your file is not compliant to
OpenAPI specification.

Consequence
If OpenAPI is enforced in your organization, please check if a warning could be ignored. Not all exceptions and warnings
can be safely ignored. Please review the information provided to be clear on the conseqgences.

Solution
Warnings against OpenAPI specification may be ignored. Please review the information provided on this QID to make your
swagger file compliant to the OpenAPI specification. Please scan your swagger file to ensure it is fully compliant once you
have made the changes provided in the QID report.
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Lik—bD5D>0-R

®aEn QID (AEssMIEE—E) (3. Web Application Report EEBROFNETLR—MLTHI>O-RTEE
ER

Detections
1-50 of 83 ¢, &
STATUS QD NAME QDS @ GROUP LAST DETECT.. | AGE PATCH SEVERITY
New @ 580559  String Field Maximum Value Mi hes S... 75 CEEIED  Jul 14,2025 0 - | |
http://18.219.192.187:5000/books/v1 06:55 PM
@ 570009  X-RateLimit-Limit Headers Missing - Jul 14,2025 0 - |
06:55 PM
New @ 570075  Array Size Limits Not Defined ‘ 40 ‘ CEEINESD  Jul 14,2025 0
n/a 06:55 PM
New @ 580547 Missing Required Field Mismatches Schema 75 CEUNES  Jul 14,2025 0 - [ ]
http://18.219.192.187:5000/users/v1/login 06:55 PM
@6 DNS Host Name - Jul 14,2025 0 - =
06:55 PM
@ 570069  Error Response for "400°, 422 or "4XX" No... - CLEIED  Jul 14,2025 0 - (]
06:55 PM
New @ 580547  Missing Required Field Mismatches Schema ‘ 75 l Jul 14,2025 0 - |
http://18.219.192.187:5000/users/v1/name1/email 06:55 PM
New @ 580556  String Field Minimum Limit Mismatches Sc... ‘ 50 ‘ CQEINES Jul 14,2025 0 - n
http://18.219.192.187:5000/books/v1 06:55 PM
New @ 580556  String Field Minimum Limit Mismatches Sc... \ 50 \ COEUIES  Jul 14,2025 0 - n
httn//12 21Q 102 187-80NN/1eare v/ NA'SK PM

HIR=-ZAD1—-Y—-AJ-T

53, 7y MR (CEEIR - BRI BeHDEERER CH). FEFFIERFHI I ZAVEEEEOVINIC
BIBLTVET, INICED. 7y b XY MENRBEEN, RRBBEREZBRECLET .

HIET7 ey M DI OMBETEHDER A 1-H—. Web 77U —33>, APL Lik—b7>JL—b AT23>707
FAWRE, SESFERATSII NOBIL(CHERTEE Y. 9)Z2AVBIL T, —BHOMHR. LR— MEROREERL, 25
(CEF— LB CO7ILRAFHCHIRIIEET .

TNTIE. ERORIEFIEZR TOEELLI.
59 DYERS TS &
IRTE. TotalAppSec £ 1—-I)LOR—ABEICWET, I %VERR T DL FIRITS 1-INAEELET,

1. EY1-IEvh—%RK
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2. Asset Management > CyberSecurity Asset Management (CSAM) 7%i#EiR
¥CSAM ADT7IEINRMZE(L, Global Asset View Z{EAIDIEHRIRETT

CSAM EZ1-ICBEILIES, Tags A7%RKE. YT AT TERBEHDINTOITHERRENET . CTICIE.
SElEFE API BINBFICERUATEEENTVET,
Fre . AEE (PBEdS) 2FIAI3RTET. Web 7V —33>4 API ZLDMNERICEIBTEFT,

#HLWS D DIERY

1. Create New RY>%&IUYH
2. HUBEAN
f5ll: total appsec — CDAJ BT 37y M TotalAppSec (CREiEIZCLZERI o6

?) Guidance for Tag Creation 1 - 50 of 53
CRITICALITY REEVAL STATUS CREATED ON MODIFIED ON

Jul 14,2025 Jul 14,2025

' Jul 03,2025 Jul 03,2025
3Jul, 2025, 05:01 pm

- Jul 03,2025 Jul 03,2025
3 Jul, 2025, 05:01 pm

Jul 02,2025 Jul 02,2025

Jun 27,2025 Jun 27,2025

7Yy MUF1 AT DESTE
BEmx270-)L9 3L, [Asset Criticality Score]h'&RreN £,
N 7y OESRA EOEEE#RUET .

o RAYFEAUCITDE. 1~5 DAIAT%ZKTEPIHE
o 1:RHEVEEE
o 5:mbRVWEERE (fl: &8 Web 7IVUFr—3aYvREMI590I1TIVIHR)

AA7ZHEVRWMES TIANDIIFTAHVT1(E 2 EBDFET,
SEIDOBITEAT7ZHELTEDET,
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Create New Tag (?) Guidance for Tag Creation

(O) Mark as Favourite

Add a brief description for this rule

500 characters remaining

Asset Criticality Score @

This score represents the criticality of the asset to your business infrastructure ®

o Here, score 1 being the lowest criticality and 5 being the highest criticality assigned to an asset, when selected.
(] ofz] o[x] o[+« o[s]

Tag Properties
Configure properties for your tag

Set Tag Color v

94T DEIR (Static / Dynamic)

A& 2 BENSHDET :
1. Static Tag (B##9457%)

e Web 7 UF—33>% APl #FENTHI(OBINTRSE
o Y DIERBHTHEREINZ AT

2. Dynamic Tag (E)89457)

o I=IIDIIHRE>TEEIMNICYIFITEAE
o HMHCEDZTEHETIOYNZDETES

SEFFRYIELTHIAAT B, Static EIRLET . RENTT TUIS Create 27UvIU. AT MERRENEY
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Create New Tag

Asset Criticality Score
This score represents the criticality of the asset to your business infrastructure.

Tag Properties
Configure properties for your tag

Set Tag Color v

Select Parent Tag

&

s

If this is a root tag, then ignore this selection.
Create Parent

Tag Type

® St:atic (O Dynamic

HIBOEHE
IRIC. API FA%5%$497 (total appsec) (CFEDIIET.

1. %4970 Quick Actions > Edit =7y
2. Parent Tag % total appsec (CFXTE

CNT. API 4/J(% total appsec OFHJICIRDFELIE,
Drop-down NSPEE#IERIDE -

o total appsec (#)
o API (F)

© Tags

Search for tags..

() All Tags Tag Set v Filters v

NAME

v 'TotaIAppSec 2

O w [ 2
&

59

(%) Guidance for Tag Creation

500 characters remaining

For this new tag, you can select an existing tag to set as a parent tag or you can create a new parent tag.

CRITICALITY

@

REEVAL STATUS




SBICRIO-)ITBE. EROFEEEEN Web 7T -3 (ChBRAINTOWRHINHERTEET,
11 -

e Web Applications (§1)
o development (F)
o e-commerce (F)
o production (F)

HETEUT, ENENUCT Y MITA T ZRETEE T

© Tags

Search for tags

“ Tags Tag Set < Filters (?) Guidance for Tag Creation 1 - 50 of 52 (
NAME CRITICALITY  REEVAL STATUS CREATED ON | MODIFIED ON
v | Totalappsec 2 Jul 15,2025 Jul 15,2025
[ 8 (5] Jul 14,2025 Jul 15,2025
v [ Webapps 2 May 16,2025 Jul 15,2025
( vevelopmdnt 2 v May 16,2025 May 16,2025
| £commerce App R May 16, 2025 May 16,2025
| Production 2 May 16,2025 May 16,2025

HUERDAVY

473 TotalAppSec RTRERAYINEHRBLET,

1. TrueRisk AJPADEENBRE - 57IERELLTEYMUTHUT((E APL R7TUr—23>0
TrueRisk AJ7(CRIRENET,

2. KHUERIBETORDAHDES - TOYMKEICHDIHE. Y 22F M UTREIZETRR

BV TIAU) TEET,

3. eSS OZERIL

Detections #JT(3. IRIBESADIEIHEMEN—ERRINET,
CCTEIRFEZ(E HIZE ABEBOMIIEL T2 I3TENBIRETT,
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@ Detections Detections

247 Detection ) Search for detections ©) —
<

Total Detections Application tags. name: "Production|’ X B 06 J
FILTERS Group By: ... 1-50 of 247 0 e B
(Quick JXTENE STATUS i NAME Qs GROUP LAST DETECTED  AGE PATCH SEVERITY
QUICK FILTERS New @ 150246  Path-relative stylesheet import... 25 Jan 31,2025 164 - |}
http://10.115.117.183:3000/assets/ 03:26 PM
SOURCE
© 150621  List of JavaScript Links - Jan 31,2025 165 B m
ol 03:26 PM
BURP 6
© 150106  Content of crossdomain.xml [ DIAG ] Jan 31,2025 165 - m
03:26 PM
STATUS
” Active @ 152821  Apache Tomcat Remote Code ... ‘ 95 ‘ [ iNFO ] Jul 3,2025 60
http://10.115.117.204/bodgeit/A1vd 09:34 AM
ACTIVE 3
FIXED 9 Active @ 150112  Sensitive form field has not dis... 45 [ iNFO ] Jul 3,2025 60 - || ]
http://10.115.117.204/bodgeit/regist 09:34 AM
3
@ 150100  Selenium Diagnostics [ 014G ] Jul 3,2025 12 - n
RETEST STATUS 09:34 AM
! . © 150249  Misconfigured Header: Cache-... [ weak ] Jan 31, 2025 165 - S]]
03:26 PM
CONFIRMED VULNERABILITY
@ 150528  Server Returns HTTP 4XX Erro... [ 014G ] May 28, 2025 47 - [}

AR
1-y-Ei1
O —=Z2Y EFATE AhRIL O-IVERRL. 1-H-0OZT-T(CHUTHIZEIDE TBEE2FEBLET,

A TREN ORI I ATEHZRIRIZHCF. BYRO-ILEAERZIELCEIDE T EENEETY,

F9\ AJPRAT ST MIEEIBEN TV DR CHESRCIZE V. HJ%EAT 22E T, BE (U TEHHNREPR BN AT

BELD. IROATYTEL TRIRIBREIRNTRBLICIRDFT

RNSISUTNZAA LO—IVEAERR S BIET 2R LiR— MERL. SEFEBRE, F—AZLDEH(SOOIAERES
ENEIRETY . I-Y-O-ILEFYNMIZBHEDEZIET, [ANTEBN LI ECICTIEATED 12 BRFCHIHHS
BN BT ICRET N ZIBETEFT,

FRINEMAO LT, I-T-(CEIDHTRO-ILOERE. 201 -H7IERAIRERSJ (L THEL R DHERR
ZHL TV ENHDET . INICKD 1Y - (CEBERTITADHFMISEIN, ZNA L DIERFSZSNFER A,
ENT(E, EBROBRIETECTED, COHHEHOTERSEZTHBNULET
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Role Creati

Step2of 3 Edit permissions for this role
! L2 v Modules Search for module and add to list -
o Permissions v

Role Permissions by Modules (76)
3 Review And Confirm

m Web Application Scanning Remove

» WAS Asset Permissions (8 of 8)

» Scanner Appliance Permissions (1 of 1)
¥ WAS Scan Permissions (3 of 3)

@ Launch WAS Scan

4 Cancel WAS Scan

 Delete WAS Scan

» WAS Schedule Permissions (3 of 3)

* WAS Configuration Permissions (22 of 22)

» WAS Catalog Permissions (5 of 5)

» WAS Authentication Record Permissions (4 of 4)
* WAS Burp Permissions (7 of 7)

» WAS Remediation Permissions (4 of 4)

* WAS Bugcrowd Permissions (7 of 7)

» WAS Discovery Permissions (2 of 2)

» Purge Remediation Permissions (1 of 1)

* WAS OWASP Zap Permissions (9 of 9)

62
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O-)WeHVeHAEDES

I1-Y-0-IWEEBESIBHEDE TV ICREREZISLET . 1-F-0-)LOERN, 1-F-DXI-TADINRT
DIV TR ERHERRI L THRZEZFETRL T,

Administration
Control user access permissions and activity in your
subscription

User Edit: Nick D (trann3fq27) Tum help tips: On | Off %

Edit Mode Edit role(s) and scope
User Details [ Allow user full permissions and scope (The user will have full access to everything)
Profile Settings Each role grants you a set of permissions that will apply 1o the objects you have access to.
New role was
Roles And Scopes
Assigned roles Remove all *  Unassigned roles Add all *
Action Log WAS SCANNER Remove WAS Ad
Wi R 4
Account Activity S Custom Role Add Tags to Include
WAS MANAGER d
WAS USER Add prod
WAS custom d Prod Assets
Edit Scope fem
[_] Allow user view access to all objects (Other permissions are granted by the user's roles) PRODUCTION-WEBSERVERS
Define what assets the user can access by tags. n Business Units
Global Scope Seloct | Create | Romove AN l Prod A
{f sssets
{ Production Tag Set
ag Se
4 ( WebApps
Cancel m [ Production
!

B 1-Y—-0/FRk

IR7E. Total AppSec EZ1—-)IDR—ABEZRHVTVED,

1-H-DrEB LU EIREN Administration Utility InNSITV\E T, 2 1—)L—E0& T B[ Utilities IAIC
Administration €7>3>h'&Hb%Ed,

CZE BIECOBIRIVTS A THIALTVB IR TOI-H—HFRRENFT, [Create User [INF>ZIIWIL. 5
MI-T—ZEMLET . —iRBEIRZANDL. HBEBZINTVEDST - -Z/ERMLET,

YRR . ZRITIRERIZE T, I-U—NERICBINEN L2 R TEET,

B HRA5AO0-IVDVER

RIC, COI-Y—-mFDHRAZ L0-ZERRLET .

5[o)(Zl'Web Application Scanner |&VSZFROO—-ILEVERRLET

FEPRESEBE T, Ul 77t XE%(F50. Web Application Scanning E21—-IAQO7IER%HFBJUET ., dFS
FRANMERSAREINTOLEIN, SEIF 7Yy MERIDSS5 Web 7TV -3 5 —A0HIBR®/-SICRET3
HERRZINFE T,
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TENTE T UIZAIFinish 127Uy IUET . CNTHRY AO-ILIEREN U,

B 1-Y—-A0O-)LEIDYT

VERRUIE WA LA0—)V A FEFED T - —(CEIDHTET,

1-H-EIB(RD, MRI-H-0IEdit]%#&IRU. [Roles and Scopel7J%ZBEET ., FIRRIARETEIIAERL )L
ZD-THEIDHTENTVWEITDT. FIvIEHNU. FERRUTEAAI AD-)VECD1—T-AZIDHTET,

HVWT, [IRTOAT ST NRRIDF 19929 CO1—H—I(C(E[Production |19 OEEDH 7 I 2% F I UET

B {ERUR1—Y—TOENFHER

BREIC AFvF—-1-5-LLTod1oUET,

Applications #J%REKE. COI1-Y—(C(E Production #7893 1 DO Web 7IUT—33>DHHERRENT
WBTEEMERTEF T, £z, Quick Actions XZ1—Tl&. LiRk—MEREYLT -4/ —SICRT3IEBEN L —7Ihan.
BIECERVIARE THAENEE TEET,

1790 —>3>

BA
CDLYA>T(E. Qualys TotalAppSec HHR—NIIMEICDOVWTEBULET, Tz, MEssEEIRZMIL I BIz6IC,
Burp Suite O #5EER% Qualys Web Application Scanning Y—JUCA > R—MI 35 56FBLET,

Burp Suite #i&

Burp Suite & WAS O#&(C&D. Burp Suite AF¥vF—& WAS XFvF—0OmANs0I&EFERZ —thIICfR
FTERLICRDET,

COFEICED, BEOI - Y- LEESNTAF Y AGREHB TERLITRDET , IRTE. Burp Suite -3
1.7.24 OA>R—MeBR—NUTWED, Qualys Tld. Burp THRIESNERIER TAS (CREECA>R—NI B
(C. Qualys Burp #L5E#EREZE T CEZHEIDHLET

Burp #L5RHEEE(E. Burp Suite Professional I Extender #7(C&3 BApp Store S AFTEET,
Qualys Burp #EsREEREDFHHICOWVT(E. 2550 JOJ%ZSRU TRV, FLLVWIITHEFY) iE
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Introducing a Burp Extension for
Integration with Qualys Web Application
Scanning

Dave Ferguson, Director of Web Application Security, Qualys [G 3 Share 8
March 17, 2025 - 3 min read

Table of Contents

- Qualys Burp Extension

Mavna Favanlaba Rinkoen

Bugcrowd #{&

Web 7)o —23>0OFANC Bugcrowd Y—IL3vyeERT355(E. WAS 7HU>MNT Bugcrowd
Scanner OfERZEIEETEFT,

o MAINETRIEROI—F—LHBFTEET,

o [#HEIDTDIBugcrowd FTIZI&, 1 R—kEN Tz Bugcrowd LiR—hHIRIRENFET,

e BM® Bugcrowd LIR—FEEEAR—ITBHILELTEET,

AFVURENZILIRI BOAT. HMEBY—ILEDEE (Integration) (FIFEICEETY,

12T I =2 AR ER T 32T, SMNEBY — )L TIR SNBSS 14 IE R Z — 7o i (CEXDIA G, D—)J0—%%HERA(E
L. EMNRt+1UTERZRRTEFT.

ZZTIE, Qualys HMEHIDERA>TIL—230ATS 3> %THBNALET .

m Burp Suite Findings &DiEi%

Qualys (& Burp Suite &U Qualys AFvF—DiERzZ—cBIEI DIHDEEHEEZBA TLET,

CNUCED, BEDAF v AEREREU. F- LA THBEIBZET. Messtne Gz LDRECIEETEET,

IR TE Burp Suite N—23> 1.7.24 01> ik— MY R—-NUTOWETD,

F7z. Qualys Burp Extension ZFIFH33CET. Burp TiHRHEENREREZA A—X(ICEWDIADCENBIEETT,
Burp Suite Professional @ Extender FIWSHLERIEEER NPICT I AL. IREMBEDFHRB LU RFIA NI
"R TEET,

B Bugcrowd &MDiEE

7IVr—23>F AN Bugecrowd ZFIALTWSIBEA. Qualys £ T Bugcrowd AFvF—OWEEREEIETSE
¥9,

Integration ©57>3>AD Bugcrowd FI T, 1 h— NEHLR—MOSIE, 1-H—-RTOHRSE. BHILR—- D
EDAHBRENTIRET Y,
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B 5041 ICLBEE

Qualys (37394 >%BUTY — RN—F4Y—)LEDBIEICHERHLTVET,

Integration ©723 A0 Plugins #J((E. WEYR— R ENTVRTST 1> —EHFRRENET .
ZNICED. FIRALTOLBY =IO J0—-CEDRB IR AT U IRIBZBETEET,

B (27 I—-33a>VDFERAVY L
TNBDL>FIL—S > HeEeRFIR T 3ILT,

o IRHERO—ITTER

o  FEURY-ILERDHIR

o  TFIVFTAF-LADIZTRL—23>581L
WEIRTEFT,

© Integration g

Jenking " Jenkins W00 {3Bamboo

u ity / s Azure
servicenow Sohnk splunk >
GitHub

T Jira e e e e e ©) GitHub

INTE. EROTEZBLU T TIL—33>ORIEREEHERUTVEET,

TESAM =33

IR7E. Total AppSec EZ1—-)IOR—ABHZHVTVNET,
B FEBC&HD Integrations ©3aABEITSE. Qualys MR- NI3EIE(CTIL -3 =R TEED,
5[ol(F. Burp Suite OWHEFER% Qualys OYIZIVTSIaUNAVR—NTHET,

1. Import Burp Report z/' )y}
2. O=hF )AL ZNBLR—RI71 )V &&EIR
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Import Burp Report

Select Burn renort file to import

< mv &« 09 WAS (<] Q
@ Recents |
| 1 M vA(
| 24 8
o | A Applicati... N 2024 <?xml version="1.0"7>
<!DOCTYPE issues [
O Documents <!ELEMENT issues (issuex)>
<!ATTLIST issues burpVersion
® Downloads S > CDATA "> B
= = <!ATTLIST issues exportTime
B sample-burp-results 1.xml COATA ">
. ’ B <!ELEMENT issue (serialNumber,
&Y iCloud Dri... type, name, host, path,
location, severity,
: confidence, issueBackground?,
& OneDrive... remediationBackground?,
issueDetail?,
. remediationDetail?,
- requestresponses)> gel
“Tf]rl 20 . Red ~IEI EMENT carialNMumhar |p0
and veri
® Orange
9 sample-burp-results 1.xml
Yellow XML - 40 KB
® Green Information
® Blue Created 14 October 2024 at 8:11AM
® Purple Show Options Cancel m
A _Groyv

3. %93 Web 7Ur—2a zBhE[IIWEEET + 17435707 -3 %&IR
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(1) Purge Burp issues for the web application before import

Note: If the option is selected, all earlier issues for the selected web application are removed before importing the issues in this report.
This is recommended to avoid duplicate findings when you are importing from multiple Burp instances
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Detection Q_  Ssearch for detections. ®H e —
247 .
Total Detections
@) Group By . 1-500f 247 (<(I3) & C &
FILTERS STATUS an NAME Qs GROUP LASTDETECTED  AGE PATCH SEVERITY
m Advanced New @ 150246  Path-relative stylesheet import... 25 Jan 31,2025 164 - ]
http://10.115.117.183:3000/assets/. 03:26 PM
QUICK FILTERS
o - @ 150621 Llsu.LgDanSmmunks v - Jan31,2025 165 - u
SOURCE 03:26 PM
aALs ah - @ 150106  Content of crossdomain.xml . Jan31,2025 165 - n
BURP 6 03:26 PM
Active @ 152821  Apache Tomcat Remote Code ... [“inFo Jul 3,2025 60
STATUS iy
http://10.115.117.204/bodgeit/Avdj 09:34 AM
NEW 68 .
Active © 150112  Sensitive form field has not dis... a5 ‘ [ inFo ] Jul 3,2025 60 - um
ACTIVE 7 http://10.115.117.204/bodgeit/regist 09:34 AM
FIXED 9
REOPENED 3 @ 150100  Selenium Diagnostics - Jul 3,2025 12 - |
09:34 AM
RETEST STATUS . @ 150249  Misconfigured Header: Cache-... [ weax ] Jan 31,2025 165 - oo
03:26 PM
RETESTED 1
@ 150528  Server Returns HTTP 4XX Erro... . May 28, 2025 48 - ||
CONFIRMED VULNERABILITY 03:55 PM
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https://docs.qualys.com/en/tas/2.1.0.0/integration/plugins/jenkins_plugin.htm
https://docs.qualys.com/en/tas/2.1.0.0/integration/plugins/bamboo_plugin.htm
https://docs.qualys.com/en/tas/2.1.0.0/integration/plugins/teamcity_plugin.htm
https://docs.qualys.com/en/tas/2.1.0.0/integration/plugins/azure_plugin.htm

