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Al-Powered Scan Optimization [

Select the checkbox to enable Al-powered scan optimization. Once enabled, Qualys Al profiles your web application and optimizes the detection scope
rage.

to reduce the scan time while maintaining comprehensive security coverage.
Learn more [/

° Note: When this option is selected, the detection scope defined in the option profile is not considere:

() Al-Powered Scan Optimization
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O/ OWASP Top 10 vulnerabilities (in Web Apps)
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Injection

Security Misconfiguration

Broken Access Control

Vulnerable and Outdated Components

Insecure Design

Cryptographic Failures
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OWASP API Top 10 for Internet Exposed APls
NAME
Broken Object Property Level Authorization
Security Misconfiguration
Unrestricted Resource Consumption
Broken Authentication
Unsafe Consumption of APls

Broken Object Level Authorization
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Dashboard > Offer-state master > #10 Qualys WAS Scan Status

@ Qualys.

Sean ID: 13637705 Scan Name: Offer sizte/mastar jenkins_build 102024 T1-30-10-37

Scan Status: FINISHED Sean Repor

Scan Reference: undsfined Target URL: undefined

Results Summary Results Stats Vulnerabilities (undefined)
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@ Qualys

# Addparent | [ WFVLS-2

Web App Demo_test_basic (Qualys Web App ID : 860892242) is
vulnerable
@ attach ) Create subtask ¢ Linkissue  ~  ees

Description

Web App details : Web App ID : 860892242 Web App Name: Demo_test_basic, Web App URL: http://google-

gruyere.appspot.com/473195372481134321281463873245286317644]

Environment

None

Linked issues

relates to
[ wrvis-1  Qualys QID 150117 is detected
[ wrvis-3  Qualys QID 150117 is detected
B wrvis-4  Qualys QID 150117 is detected
[) wrvis.s  Qualys QID 150053 is detected
[) wrvis-6  Qualys QID 150112 is detected
[ WRVLs-7  Qualys QID 150124 is detected

[) wrvis-#  Qualys QID 150150 is detected

20Q0Q0QC0Q0QQO0Q

[ wrvis-s  Qualys QID 150124 is detected

Backlog ~ % Actions v
Details

Assignea O unassignea

Assign to me

Reporter @ aualys Connector

Labels Qualys-Web-App-1d-8608...
Qualys Host 1D None

Qualys QI None

Web App 1D 860,892,242

Web App Name Demo_test_basic

Web App URL http:f/google-
gruyere appspot.com/4731953724
811343212814638732452863176
aa
Web App ID:860892242

Medium

More fields Original estimate, Time tracking, Components,

Automation Auie executions

58 PM

Updated August 31, 2023 at 1:05 PM




JU—-XJ—K




Qualys TotalAppSec 2.4
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https://docs.qualys.com/en/tas/release-notes/total_app_sec/tas_2_4_was_1_24.htm
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Google Apigee API Discovery Connectors
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3 Google Apigee API Discovery(2)
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https://docs.qualys.com/en/tas/latest/mergedProjects/Configure%20API%20Connectors/integrations/gcp_api_connector.htm
https://docs.qualys.com/en/tas/latest/mergedProjects/Configure%20API%20Connectors/integrations/gcp_api_connector.htm
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INNOVATION

Source: GigaOm 2023 GigaOm
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