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Al-Powered Scan Optimization [[E

Select the checkbox to enable Al-powered scan optimization. Once enabled, Qualys Al profiles your web ication and optimizes the

to reduce the scan time while maintaini prehensive security
Learn more [

o Note: When this option is selected, the detection scope defined in the option profile is not consi

(O Al-Powere d Scan Optimization
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ion scope

~99%

Accuracy

~3300

QIDs for web

apps

OWASP 108 LT f
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QIDMEK
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TJRIIT AR EES
HOIEEE

OWASP Top 10 vulnerabilities (in Web Apps)
NAME
Injection
Security Misconfiguration
Broken Access Control
Vulnerable and Outdated Components
Insecure Design

Cryptographic Failures

COUNT

2341
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1711
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650

274
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Broken Object Property Level Authorization
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API Vulns By Category

Total Contributing Vuins

770

B critical 0
B Medium 546

Total Webapps

0 1000 0

F4AANUE
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REAFY>

AIBRENDAFv>

PCI attestation

hASLQID

AITI-S1>h

YR—b

High Risk API

APPLICATION NAME

TRURISK™ SCORE &

Corp Demo - External AP - | 368

UAT_API_Collection

vuin-bank

AP1_Collection_2

VMAPI

PS_NOAPIKEY

VULNERABILITY COUNT

424

63

FiEREZIIiER IS

& Dashboard

S Ay M

138

22

112

Total Web Applications

Total API Applications

Internet Facing Apps And A

(Web App:

16.2K

1.54K

4

Total WebApp Vulnerabilities

AP - Total Vulnerabilities

Internal Apps And APIs

New API Security Dast}

X

‘Application Vulnerable ltem
AVIT0010642

Contgurationitem

Category name

Vulnerabiity

Oiscovered Applications.

Location

Summary

Source request

SHOWAHULTest:2

15012

SHOVWAHULTest 2

hitp /1921681 Zognsho.

Exposure of Sensitve Information o an Unauthorized Actor

POST hitp/192.168.12/k0gin sho ™A
Host 19216812

14

Accept.
Content Type: apphcation/x-ww-form-ariencoded

L1500

Source resprse o
name: password,Fied )
Pacent URL o form s httg/192.168.1. 2oginsho.
i ° = @
Transaction AP| Notification API

QBank

Customer AP

-©

Amazon Bedrock
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€— Web Application Details: Vulnerable AP11

View Webpp Summary
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Basic Configurations @ Vulnerable API 1
jtional Configurations Last Scanned: Feb 23,2023 | Criticality: [l High

URL: http:/api.vampi.com:5000
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< Launch New Scan: Vulnerability

EE@*%H‘: Step 2/3

TR DN SZIBIRDS &R KRETEM R @ BasicDetails
|j T 7‘770 |J b’— :/ 3 \/0314:—\7 \/H% F'Eﬁ t ] Z I\%‘ﬁu ;EEO (O Make the selected profile the default profile for this application.

o Scan Settings

o, i
T REvewAdCaninn Al-Powered Scan Optimization [[Z)

° Egi :6 E‘éﬁll‘io) _I%_I_ (/ \QI D% g @J H"] (:i%}R L/ 35 a- o ion. Once enabled, Qualys Al profiles

detection scope to reduce the scan time while maintaining comprehensive security coverage.
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< Edit Custom Signature: Testing_BOLA_User_auth_validation

NTRFZEBEL, #HEDY—INHEEE LHSHE

BOLADEHEFZBIS L FL £ 5,

° Basic Information

| ot s APACHEIS ENTERPRISEDOMING.OTHERS"
Q Threat Ul TegRn " 285004
“Stop-at-firstmatch” "false’,
© imec ‘drston ey 110111
é Solution
71 Jw | .
Eﬁgwx J v . | u/:%'g(i)&c‘z'wmnz“
. Q Custom Signature
~ — oON —
s DRILITRZFVICKBDIRFTASDEENME

Review and Confirm

in-post”

é: e b— —) |/ .‘body“r; " ey Vtestng 23V Vdescriptio: Vstring\Y,

« ZLDARY LFHENVEERDBOLADK S -
TREHTSREE AR H
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Payload Details
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Web PTUs—S3> & API OifisitE 6 45K
HALET

USIOMEID AGE

ec12,2023 85

ec 12,2023 85

> Burp Suite - Burp Suite XF¥v > 7—4
DA >ik— b EFET X MERDHE

20010 RCE ec 12,2023 85

sau ec 12,2023 85

Cross-site scripting (reflected)

> Bug Bounty Platforms - X+ > 455D e w e e e
WHAMEA > iR— hBXUTITTR— bz S IS e i
&(C. Bugcrowd /R ED) VI HREET S Y
NIA—LERELFT o -

POTENTIAL VULNERABILITY

Cookie without HitpOnly flag set

Password field with autocomplete enabled

Cleartext submission of password

EEEREEEE IRERN] RE

@ 150082 Protection against Clickjacking
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1all Report Management  'Reportlist [l ]

23 Dec 2022

Site Scanned:

Malware Scan Report Change

Scan Summary
MD - WICAR Scheduled Scan

| Save Report v
MD - WICAR Scanned Pages Pages with Detostions Detections. Severity
http: /fmalware.wicar.org/datafms... 1 1 4 CED
00:15:07
Finished

Threats by Severity
Behavioral Reputation Anti-Virus h Medium e
High  Med Low Info Severity
i [HiGH |
[HicH ]
n indication
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LX—F(:E—.D“L \t1§ﬁllﬁ4ﬁ% 1T_|- Lj-é Vulnerabilities Malware Exploit Type Certificates Unauthorized
(CVss /EPSS) Real Threat Software

° E’)*Zﬁfiﬂ):l >7_"-‘F-Z l\ Indicator
- HeSsEDRNE BT BRI TR

o— S -o—
—o0 —o
= —
(=R=]
Selected Asset Tags @ |
| production | win-servers | patabase CISA Exploited by Asset Unauthorized Eol & EoS
KEV malware Critically Ports SW, OS, HW

threat actors

Contributing Factors
18k weaponized Vuins
680« Ppublicly Exploitable Vulns y
8.7« Associated Threat Actors @ - (—— SIS ———
8k cISA Known Exploitable = ;{8’3
330k External Facing Assets Trending - | |

o 1000 Chatter, Dark Exploit .
Web Code maturity

Location of Required Custom Rule-
the Asset SW Missing based Risk factor
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SISy Sy

> BERFY > - CI/CDY—ILDT ST A > ik
BEICKD. WebT7TUT—2 3> EAPIDRF v >
ZEILRETTOAD) AT SA UTHIHFHAD T &
NTEXT

s> BILRIREE - H5h UOEESNIcF1 T8
E(OBEULRWEILREZERSEB3CET, o
USRS —DFRMEZEUET

> Shift-Left BF1VUF+ - RS D)LOREVERPE
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BEY DAICHESTEZEIFEL TIBIELET

> Fov MOBEMER - ITSMS X5 ATESNICFT
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¥

@ Qualys

Dashboard > Offer-state master > #10 Qualys WAS Scan Status

@ Qualys.

Sean ID: 13637705 Scan Name: Offer sizte/mastar jenkins_build 102024 T1-30-10-37

Scan Status: FINISHED Sean Repor

Scan Reference: undsfined Target URL: undefined

Results Summary Results Stats Vulnerabilities (undefined)




servicenow Al Favorites  History ~ Workspaces ~ Admin Application Vulnerable Items.

5> Qualys WASDOIANTDWeb77 T o —= R e p—
3> AFV 5 —H%&ServiceNow (TS '

Vulnerable ItemsFirst found

First found Number Source AVITID Summary Application release Risk score Risk rating State Remediation target Remediation status Source

81416880-7cac-
AVITO001309  befd-e053: 693 vulnweb htrr @100 1-Critical Open {empty) NoTarget Qualys

s> F—ADBEEFEHR - Qualys WAS APIZ=FIFE

LT, AFv 48 Web7TUH—23> o it i o vows  om e

DX . BEET BhE55 4% ServiceNow®dD

VRE yl _} b ( : g EJJ E,\J (: /( \//_I_\ - I\ L/ g g— AVIT0001829 :;:‘;:5198:“75 693 vuin web php ® 100 1-Critical Open {empty) NoTarget Qualys
> WASEIEDKnowledgeBaseT > k% x

Qu a Iy Sjj\ BSe rv| CeN ow ( _ |§_IIH‘E L/as g‘ AVIT0001505 %2%813:7 o Foc ®100 1-Crital Oon oot NoTarget Quilys
5 A 2R— k&N —4(3dServiceNow®DF ‘ ” '

—AIWBEEES L. [FEEI BB TD—0 S~ i T M 150 e Tl

JO—={BEUET

AVIT0001010 M(.H;ii; o odge IT ® 100  1-Critical Open {empty) No Target Qualys

9297249b76¢3

aecd5d75-Stec-

@ Vulnerability Response Integration with

Qualys WAS —

Sold by

XEFL>IES
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https://store.servicenow.com/store/app/be6e2f6a1b646a50a85b16db234bcbb1

CI/CD)\AMDS514> A>F0L—>3>
iengi)nl/sM%@jz —XTOBEERFv> . fEsgtEonEA

ELANILVEZEFFED Qualys ID (QID) (CEDLE =0 e a > | ) @) m) (=)

E%q:a)*ﬁﬁi(:é: D\ Z:‘:'P \/%:E%% Jenk|ns } c/rj @ Issues 1% Pull requests () Actions [0 Projects @ Security |~ Insights 3 Se

SANCTv2aUFET s it workons | mimm -
Edit | Preview &3 Code 5% fasterwith GitHub Copilot wp ¢ Marketplace  Documentstion -

ualys WAS Scan

Azure DevOps

5> A% > % Azure Pipelines ([C#& L. 7O-HIIC
tFa1U7+ TRAMEERLU. E)LREREETEILRD
g/ R EZ B UFT

ctions for

Qualys GitHub actions for Web
Application Scanning

Ovico #r

Installation

GitHub Actions

5 AFv>F7—4% GitHub Actions D—2 J0O—(CE
FEIML., O— ROXEEZBHEHIICAF7 > UTBE
N1 T BEZEFELET

Bamboo & TeamCity
s> BILRBKLUERITOCRAOBEHTF1UFTr TX
REBICU. AFv AERCEDVNTEE/AEHEE
HZERR L ET
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JIRA Fov "NEIT A >F70L—>3>

BE8F oY MERL - R, 522872157t M
BAEILNI, BEHAY > RCHETIIEREZSD
STy h& Jira TEBIMNICERUET

UFPIAA LR - Qualys RODRESSIERST —5 X

DEFII AT Jira Fov MIRIREN, @HD

?ZE ; N A — ABT—EN EEHOBIRMNHEF =
ES

HRIIA AAREIRD—I T 0— - EXEDLEL
&, BEJIL—T. £Z(HEFEDMSEMECEINT,
Fov MERRKDFEE/IL—)LEFRELET

Foy NETRAF—LDES -

5 SIS S [CERIDF &y

s BRI MOFF Y b & BROIEEEDY
S OENEFFY

@ Qualys

# Addparent | [ WFVLS-2

Web App Demo_test_basic (Qualys Web App ID : 860892242) is
vulnerable
@ attach ) Create subtask ¢ Linkissue  ~  ees

Description

Web App details : Web App ID : 860892242 Web App Name: Demo_test_basic, Web App URL: http://google-

gruyere.appspot.com/473195372481134321281463873245286317644]

Environment

None

Linked issues

relates to
[ wrvis-1  Qualys QID 150117 is detected
[ wrvis-3  Qualys QID 150117 is detected
B wrvis-4  Qualys QID 150117 is detected
[) wrvis.s  Qualys QID 150053 is detected
[) wrvis-6  Qualys QID 150112 is detected
[ WRVLs-7  Qualys QID 150124 is detected

[) wrvis-#  Qualys QID 150150 is detected

20Q0Q0QC0Q0QQO0Q

[ wrvis-s  Qualys QID 150124 is detected

Backlog ~ % Actions v
Details

Assignea O unassignea

Assign to me

Reporter @ aualys Connector

Labels Qualys-Web-App-1d-8608...
Qualys Host 1D None

Qualys QI None

Web App 1D 860,892,242

Web App Name Demo_test_basic

Web App URL http:f/google-
gruyere appspot.com/4731953724
811343212814638732452863176
aa
Web App ID:860892242

Medium

More fields Original estimate, Time tracking, Components,

Automation Auie executions

58 PM

Updated August 31, 2023 at 1:05 PM
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FRFhigEE (TotalAppSec 2.7)

XUU—XJ—hKEIES

1.Green Window Scheduling

AR (FEBMRO I T 7T —>a>mliF(C. ZRESNEEER (BR. BR. BRIREDAZTF2 R T4 > RJ) ATDH
A& v BRI (CRIT - EITSEDIHENNEBMENFE Uz, FEITONMANCMGHIRAF v 227D &R, 7T Us—>3>%
EDIBFEIVIR AT > Z0EE(CLET

2. 5B RF v > Di#{k (Authenticated Scans)

Web 777U —> 32 A EAPIZZY RNRATEREEL O — RAMERI(CH B SN, RESREBHET I RADEL.

- APIZRSEDILSE: Bearer Token. API Key(chlXx. OAuth 2.0 (Authorization Code. Implicit. Client Credentials. Password
Credentials) Z&H7/R— k.,

- OAuth 2.0D##EEME: Selenium(CK DT TITUR—RFBEE. WE T« —ILRDY AT, 7O XTokenBEEVUIL w1 (RE
BT R) REMNAIRICRADFUI,

3. OWASP Top 10 2025A\D ¥ itx

BENOtF1UTa b RICEDE. ERMDOWASP Top 10 20215 0WASP Top 10 2025/\—>3 A ERIFiIENE L, A
J23a>JOJr7AIb. AF v LR—b. QQLA =T RRENBFN(C2025FRDYY EINEEHFENET,

4. LK— MgseDm £

- TruRisk™ X7 DFREE: WebT77 T UL —= 3> LR— MMTTruRisk™ XA 7HEERREN. TF21UFT 4 RAF v H KD BRREC,
- SR REEE B ERDT|R: A+ > L/R— MMCQDSXJ77. CVEID. CWE. CVSSE. OWASPF—ARREDFEMI> TF X hHYE
hle

- BEREYR—b: Web77T U —>3>, APL, AFv>2DELR— b ERTIS3>ED) NEAEFRRCHIEUELUZ (PDF.
HTMURED T A — v RATR)
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https://docs.qualys.com/en/tas/release-notes/total_app_sec/tas_2_7_was_1_27.htm
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XUU—XJ—hKEIES

E#%EE (TotalAppSec 2.6)

Google Apigee API Discovery Connectors

1. Google ApiGee API#RIE RIS ZERBUTAPIZIR LT S
GCP APIOxR U5 %({ERI B & . TotalAppSec(IGCPIRIE TSN TR IARTD in your
> |\\7|'i’|’\/ |\_CSWagger77’()|/¢£7fﬁHj_C§§3_o C DHEgERIGICK D, TOtaIApp Manage Connector Connectors
SecAPIt&H #geN' #{b SN, F+1 VT KHEISEDRE(CE/IIBE T, GCP
OARTAEERT DICIE. [FRH] > [V—R]FT D [GCP API IR 45] (CFEENL.
[OROIDIERR] 20Uy O UET, IRTIMEREND & RIENSIEEH SN At
API AR ENJz APIF T ([CRFRESNET, TNSD API #HIRIUTS3>(C —
EBMU. AFv>ZETUCHRSEMZHEI D CENTEFET,

Google Apigee API Discovery Connector MERTEDFFM (CDNTIE, A2 SA> NLTESBUTZEL,

2. KONG Gateway API 95 %Z{EARAUTAPIZ IR T S

TotalAppSec(d. Kong Gateway Discovery APIJR 5% ER UZAPIT « XH/\U ZHR— hF D KDICRDFELI.
CDtEERRIE(C KD, TotalAppSecldKong Gateway-1 > XF>AMSINTDI > Rk > hE S SwaggerJ 7 1
IWZIBHTEDRRD(CIRD. APIORIREMNMLREN. B+« AHlb (CRIIEET,

3. APIORIV S ZDESE
TotalAppSecDAPI AR TSI DEME., FEELENIEmERACH O TEBLE LU, BESNLEBININRAS-T5>
RERHECRLU. — NITAERETEERT DcH. APIREHEEE Y —5F v MRIBEDOHBBINSR(ICIRDET,

S Google Apigee API Discovery(2)
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https://docs.qualys.com/en/tas/latest/mergedProjects/Configure%20API%20Connectors/integrations/gcp_api_connector.htm
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