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Select the checkbox to enable Al-powered scan optimization. Once enabled, Qualys Al profiles your web ication and optimizes the d ion scope
to reduce the scan time while maintaining comprehensive security coverage.
Learn more [
o Note: When this option is selected, the detection scope defined in the option profile is not considered.
(O Al-Powered Scan Optimization
COUNT
Injection 2341
Security Misconfiguration 1751
1711
686
Insecure Design 650
Cryptographic Failures 274
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< Launch New Scan: Vulnerability
Step 2/3

0 Basic Details
: (0 Make the selected profile the default profile for this application.

o Scan Settings

Review And Confirm

Al-Powered Scan Optimization [

ion. Once enabled, Qualys Al profiles
detection scope to reduce the scan time while maintaining comprehensive security coverage.

Learn more [/

o Note: When this option is selected, the detection scope defined in the option profile is not con:

(0 Al-Powered Scan Optimization
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1all Report Management  'Reportlist [l ]

23 Dec 2022

Site Scanned:

Malware Scan Report Change

Scan Summary
MD - WICAR Scheduled Scan

| Save Report v
MD - WICAR Scanned Pages Pages with Detostions Detections. Severity
http: /fmalware.wicar.org/datafms... 1 1 4 CED
00:15:07
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Threats by Severity
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High  Med Low Info Severity
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n indication



Qualys TruRiskTM X7 TURVZEE{L

AFBNRMBIRICBEDVWTAI P ZEE(L

YR 5 F R
LX—F(:E—.D“L \t1§ﬁllﬁ4ﬁ% 1T_|- Lj-é Vulnerabilities Malware Exploit Type Certificates Unauthorized
(CVss /EPSS) Real Threat Software

° E’)*Zﬁfiﬂ):l >7_"-‘F-Z l\ Indicator
- HeSsEDRNE BT BRI TR

o— S -o—
—o0 —o
= —
(=R=]
Selected Asset Tags @ |
| production | win-servers | patabase CISA Exploited by Asset Unauthorized Eol & EoS
KEV malware Critically Ports SW, OS, HW

threat actors

Contributing Factors
18k weaponized Vuins
680« Ppublicly Exploitable Vulns y
8.7« Associated Threat Actors @ - (—— SIS ———
8k cISA Known Exploitable = ;{8’3
330k External Facing Assets Trending - | |

o 1000 Chatter, Dark Exploit .
Web Code maturity

Location of Required Custom Rule-
the Asset SW Missing based Risk factor

08/02 08/18 09/04 0919




BE)EED—II0—

5> CI/CD IXMTSA > & ITSM W—ILDFHRE(C KD,
¥ a1V« BERABOISRL—2 320"
SISy Sy

> BERFY > - CI/CDY—ILDT ST A > ik
BEICKD. WebT7TUT—2 3> EAPIDRF v >
ZEILRETTOAD) AT SA UTHIHFHAD T &
NTEXT

s> BILRIREE - H5h UOEESNIcF1 T8
E(OBEULRWEILREZERSEB3CET, o
USRS —DFRMEZEUET

> Shift-Left BF1VUF+ - RS D)LOREVERPE
TFaU7+a - AFv > ZzildHAdH. RERR(IC
BEY DAICHESTEZEIFEL TIBIELET

> Fov MOBEMER - ITSMS X5 ATESNICFT

v MR L. BUIRF—ACBIDETTRELE
¥

@ Qualys

Dashboard > Offer-state master > #10 Qualys WAS Scan Status

@ Qualys.

Sean ID: 13637705 Scan Name: Offer sizte/mastar jenkins_build 102024 T1-30-10-37

Scan Status: FINISHED Sean Repor

Scan Reference: undsfined Target URL: undefined

Results Summary Results Stats Vulnerabilities (undefined)
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First found Number Source AVITID Summary Application release Risk score Risk rating State Remediation target Remediation status Source
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@ Qualys

# Addparent | [ WFVLS-2

Web App Demo_test_basic (Qualys Web App ID : 860892242) is
vulnerable
@ attach ) Create subtask ¢ Linkissue  ~  ees

Description

Web App details : Web App ID : 860892242 Web App Name: Demo_test_basic, Web App URL: http://google-

gruyere.appspot.com/473195372481134321281463873245286317644]

Environment

None

Linked issues

relates to
[ wrvis-1  Qualys QID 150117 is detected
[ wrvis-3  Qualys QID 150117 is detected
B wrvis-4  Qualys QID 150117 is detected
[) wrvis.s  Qualys QID 150053 is detected
[) wrvis-6  Qualys QID 150112 is detected
[ WRVLs-7  Qualys QID 150124 is detected

[) wrvis-#  Qualys QID 150150 is detected

20Q0Q0QC0Q0QQO0Q

[ wrvis-s  Qualys QID 150124 is detected

Backlog ~ % Actions v
Details

Assignea O unassignea

Assign to me

Reporter @ aualys Connector

Labels Qualys-Web-App-1d-8608...
Qualys Host 1D None

Qualys QI None

Web App 1D 860,892,242

Web App Name Demo_test_basic

Web App URL http:f/google-
gruyere appspot.com/4731953724
811343212814638732452863176
aa
Web App ID:860892242

Medium

More fields Original estimate, Time tracking, Components,

Automation Auie executions
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