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Certificates
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Qualys SEM Server Apple APN Server

‘@ Push notification »E] i— T " s Eg
=i

> Y g

Direct communication with Qualys SEM Server
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2) [Configurations] > [APNs Configuration] {IZBEIL, [New] %2 U v 7 L¥E9,

Secure Enterprise Mobility v

1
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Configurations e LTI Organization info  Connectors

e

STAIS APRE e PLOADE VAD TILL
Actve Test26m qdeviest] @gmail.com 13 May 26, 2021 May 26, 2022
STATS o bl
Actve 2 i
; l qevtest! qevtest@gmall.com 0 May 04,2021 May 04,2022
Eped A Test0?2 qdevtesti@gmallcom 0 Feb 12,2071 Feb 28,2021

Expired 311 days 39

3) FEHEBBLAER(CSR) 774 rEXyvu—FL, BAIOHTICHEFELE T, [R~] %

7y o7 LET,
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&— Configure APNs Certificate

STEPS 1/3 :
Download Request File

You need to first generate a Certificate Signing Request (CSR) and download it. This CSR

in the process of creating the APNs Certificate from Apple Push Certificate portal
Create Certificate

@ Dovwnload Request File

Certificate Signing Request

Download CSR

‘ Cancel Next

4)  [Goto Apple Portal] V> 27 %2 Y » 2 LT . Apple Push Certificate

Portal(https://identity.apple.com/pushcert/) IC#58) L % 3,
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@ Qualys. £xpress

& Configure APNs Certificate

STEPS 2/3 .
Create Certificate

Download Request File Name
Create Certificate

Upload Certificate

Provide a friendly name for your certificate.

Apple ID

Apple ID Note: It can be any Apple ID and need
not be an Apple Developer Account

Get your APNs certificate in 3 easy steps
« Sign in to the Apple Portal

« Upload the Certificate Signing Request (CSR)

* Download the new certificate

For more information download the APNs certificate [2 Goto Apple Portal
generation guide. Learn More

ikiand ‘

24D AppleID & X2 7 —FERFHALTCe 4 v LT, EEHEOERIZ227Y vy 7 LE
‘g—o

Store Mac iPod iPhone iPad iTunes Suppo

Apple Push Certificates Portal —

Get Started

Create a push certificate that enables your third-party server to work with the Apple Push
Notification Service and your Apple devices.

FAQ

Learn more about Mobile Device Management
What about OS X Server?

visit an Apple Retail Store, or find a reseller Apple Info Site Map Hot News RSS Feeds Contact Us =

012 Apple inc. All rights reserved Terms of Use Privacy Policy

10
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APNs FEH]EE D FIE

[I have read and agree to these terms and conditions] F = v 7 Ry 7 A % &R L. [Accept]
7 Vv 7 LED

[ Store Mac iPod iPhone iPad iTunes Support Q

Apple Push Certificates Portal

Terms of Use

PLEASE READ THE FOLLOWING LICENSE AGREEMENT TERMS AND CONDITIONS CAREFULLY BEFORE [ = |
DOWNLOADING OR USING THE APPLE CERTIFICATES. THESE TERMS AND CONDITIONS CONSTITUTE A -
LEGAL AGREEMENT BETWEEN YOUR COMPANY/ORGANIZATION AND APPLE.

MDM Certificate Agreement

(for companies deploying mobile device management for iOS products)

Purpose

Your or would like to use the MDM Certificates (as defined

below) to enable You to either deploy a third-party commercial, enterprise server software product for mobile
device management of iOS products, or deploy Your own internal mobile device management for iOS

products within Your company, or Apple is willing to grant You a limited
license to use the MDM Certificates as permitted herein on the terms and conditions set forth in this
Agreement.

1. A this Ag

1.1 Acceptance

In order to use the MDM Certificates and related senvices, You must first agree to this License Agreement. If
You do not or cannot agree to this License Agreement, You are not permitted to use the MDM Certificates or
related services. Do not download or use the MDM Certificates or any related services in that case.

711 have read and agree to these terms and conditions.

Printable Version >

Shop the Apple Online Store (1 -500-MY-APPLE), visit an Apple Retail Store. or find a reseller Apple Info Site Map Hot News RSS Feeds Contact Us =

Copyright ® 2012 Apple inc. All rights raserved.  Terms of Use Privacy Policy

Qualys_CertificateSigningRequest.ixt 7 7 4 V2 {77 L 252 S L, AEHFEZ 7 4 v
%7 V4 7°U’_ ]: Lij_o

1"
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APNs FEH]EE D FIE

.' Store Mac iPod iPhone iPad iTunes Support Q

Apple Push Certificates Portal

Create a New Push Certificate

Upload your Certificate Signing Request signed by your third-party server
vendor to create a new push certificate.

- «»

Shop the Apple Online Store (1-800-MY-APPLE), visit an Apple Retail Store. or find a reseller Apple Info Site Map Hot News RSS Feeds Contact Us _e_=

Copyright ® 2012 Apple Inc. All rights reserved.  Terms of Use Privacy Policy

WZY 4 v FU T, PEM 7 7 A A2 BERIOBFATIC A va—FLE,

.’ Store Mac iPod iPhone iPad iTunes Support

Apple Push Certificates Portal

Confirmation Q

You have successfully created a new push certificate with the following information
Service  Mobile Device Management

Vendor  Qualys Inc
Expiration Date  Jun 12, 2020

o G

Qualys & — # L@ [Configure APNs Certificate] 7 4 ¥ — FICE b £ 3%, [Create

Certificate] % 7., PEM 7 7 A VDAERRIHEH L7~ [APNs Name] & [Apple D] %
AL, INext] 227V 7 LET,

12
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& Configure APNs Certificate

APNs FIEH DR E

STEPS 2/3

Download Request File
Create Certificate

ertificate

[owea |

Create Certificate

Name

Apple ID

Get your APNs certificate in 3 easy steps

Sign in to the Apple

¢ Upload the Ce

ing Request (CSR)

wnload the new certificate
For more informatior

oad the APNs certificate
generation guide. Learn More

Provide a friendly name for your certifi

[2 Goto Apple Portal

10) Apple K— A b Xy vu—FLEiEtHEZ 740 (pem) 27 v 7o —F LT,
@Oualys. Express

&— Configure APNs Certificate
STEPS 3/3

Download Request File
Create Certificate

Upload Certificate

Cancel

Upload Certificate

Upload APNS s certificate you downloaded from Apple push certificate portal

Upload the certificate file (.pem) that you downloaded from the Apple Portal

browse

MDM_ Qualys Inc._Certificate.pem

Save

1) Qualys K—=Z VDR —F%ATL, (Rl 227V v 7 LET,
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[APNs Configuration | % 7'iCi% APNs GEBHE 2 Y & b 2, Apple 734 2 DEHICfHH % B
AT% F9, APNs iFHHEOERIARIX 365 HTH % 720, iFHEOERIMAR 2 2 Hijic
APNs GFFHEZ EH T2 40E 235 0 T3, FEMlic oW Tid, TAPNs GEIHEO T | 2S5 C L
72 ¥,

#H#5%1% #R (organization information)

Zovr7vavid, MLV OFERERET 20E L T, EEEDOT FL ik, Mfks»
b DM A RET 5 OB E T

E

DRy avTliE, IFIEREREE. TV —va vRE., BXUORWZRE KT 2
DI T,

BEEE

K

SEM 22— HF —F A % &fkT 3101, T4 2A0OFTEE. BEEET— ., #EFEFEES%
Bt 347> 3y, SEMEMM R L 72\ T 54 2 &Gk &, B OFEMBLETS,

Settings

Enrollment Settings

Default Ownership of Assets

User Prompt

Default Asset Communication Mode

@ Push Poll

Mandate Mobile Number

@® No Yes

Enroll devices without SEM EMM
All i0S Devices

All Android Devices

14
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Android 754 2DH G, FVAREXVEFHALCT vy MEEE—FN(T v vabB XK= v
PV ERT 2RERH Y T,

- 7y a:Qualys H—oN—i3, BEIGLTT A 2 O@EEZFRL £
- RV VI TR, BEI N EOMEOEIC Qualys —oN— LS LT, K
— VU v 7Rk, FIHZOE CERIETE £ 9%

SEMEMM %22 FICT N4 A2 BT I2LERD 55513, ZUTI2F v 7Ry 7 A% F
VICLET, $TDI0S 754 2 F 7213 SEM EMM @ 7z \» Android 754 2R # EHCX 3,

E DT AL AR T TICEMM ICESEINTWAESIE. Fzv 7Ry 7 A% ERLT, i0S
FoNA ZF 7213 SEM EMM @ 75\ Android 754 A2 B8 L TL 77X 0,

T7Vr—aviE

COFGEIC LY. SEM 2 —F DIERIRFIC IR KEEATREE ]| HEH D7 7 4 L Mz RETE ¥
KR
Application Settings

Default Maximum Enrollable Assets

10

INOLDFREICEY, K=V Vv 7RlE, 72y FEBREE, ~—Fe—MREERE, SEIE%
AR Z ERCE £3,
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Connector

Sync Settings

Recommended values are shown by default. Lowering any of these values will increase battery usage and
data consumption on your assets.

Polling Interval (in Minutes) *

15

Asset Sync Interval (in Hours) *

24

Heartbeat Interval (in Hours) *

4

- B—=V VIR (G HAL): TN ARE =) v 7 = FOBE, BEICHE o CREREIFRRE T
F—N—LEELET

- Ty b [EIBIRREE A T84 2E, 2 CREL BRI, HLLA VYR
—AINT TV RREDEE R EDT & v PEFIEHRE Qualys F— 3 — IERA %
fFLE

- o= b e — bR (R ELAL): 7N 4 2 XEHIIC Qualys =Y —LHlfS L. 22T
LRIt o TR T — 2 2 2B L £ 5%

AFRT R

EMM/MDM YV V 2 —3 a VIZEFRINTWE T4 2% SEM ClRIMT 3 X Hicarr X E2&E
LEd, HEFETIE. 2427 22/ LT Intune EMM ICESE N TV 5 T4 2D &% FHT
ESE

s
X E

aul

MLwvat s 2ueEs 2 FIHIRDO LB TH

1) [Configurations > Connectors] ¥ 7' % 78 L, [Create] %27 Vv 7 LT,
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Configurations EULA  APNsConfiguration  Organization info [ERUIENEN

Create

2) [EEAEE] < [BET] & [l 2 AL, (RN 227 v 2 LES,

&— Create Connector

STEPS 1/3
Basic Details

Name *

© Basic Details
System

Description

3) WALoFEMEZ AL £9,
T oA A% Intune 2> b FEFRMEIRI N TG AIE. T R ERERE LT—2 LT

FER—V v B IR FEICEETE, AR S IcFEABEE S T v P ID XL
TEREINZTRCOT AL A T2y FLEI L LET,

4 IR~ %2 ) v 7 LET,

By AN L 7-atll 2 iR L CERE L 726, XE1 22 U v 7 LE T,



Configurations

Connector
&~ Create Connector
STEPS 3/3
Review and Confirm

Basic Details

Authentication Detalls A  Basic Details

Review and Confirm

System

A Authentication Detalls

Polling Frequency

Hour Minutes

cance | [ rreicus | [

Microsoft K —Z Lic ) £4 L7 b &, HEATXCOHERPEZHE N TWE T,

18



Vulnerability Assessment

Vulnerability Assessment in SEM

6) [FET2]%22Y vy 2 L%,
HLUIE I Aot 2 23, R > [2XZ7 X VT2 T Ic—BERTEINTT,

Secure Enterprise Mobility v DASHBOARD 4B MON POLICY USERS  REPORTS  CONFIGURATIONS

Configurations EULA  APNs Configuration  Organization info RS Ste]

Enabled B IntuneConnector 5 Processing

FRAZBH L a7 2 LT E2ETCLIEOLFbET, BRI X7 20MICH2 Fuy
TR T AavEERL, [EfFE2 2 )y 27 LCTFECRMII L TET T,

Secure Enterprise Mobility v DASHBOARD  INVENTORY  VULNERABILITIES ~ MONITOR  POLICY USERS  REPORTS  CONFIGURATIONS

Configurations EULA  APNs Configuration  Organization Info [ERSEESUS

STATLS NANE TERANTID ASSETS LASTSYNCED

Enabled F IntuneConnector 5 Processing

tj

B a4 7 R CETCTERE2Z20MT 7> 3 vit, EHMOFTR. WE. X UOBIKRTT.
BIMENFT AL R, (AR NI 7R T TRETE $T,

E:INODTF AL ZFSEMEMM 7% L &I N T 5,

Cloud Agent Assets & Intune RIEiiEAEEDBEIv—¥

a7 APRERENE L. EMM/MDM VU =2 —3 3 VICBER I N TW» 3 &FEIL. Intune &FE L
HBICFR I N E 3, FEh7=7 &y M Cloud Agent % 4 ¥ 2 + — AT 384134 7Y =
¥ T3, Cloud Agent % 4 ~ A b —3 2% &, Cloud Agent & Intune DI OFH ZIHEHTE %
R

I—YxV FAERINS L, Cloud Agent B . Z N Z D Intune [RIFAEEE I HE)Y I~
—VINFET, v—VINBE, UIKIZ12DT 2y bV T4 T4 DHABERINET,

[Tty bDFM V4 v FU TR, RONEBEZHERTE T

19



Vulnerability Assessment

Vulnerability Assessment in SEM

S IV VBT Y PCA VAP =AINTVEHE ) IO TlE, [Qualys Cloud
Agentinstalled] 7 4 =V FA2ZSRLET, T—V =2V BTy PITA VR b= EN
T3 %413, TQualys Cloud Agent Installed] 7 4 —JL KIZ [Yes] ERTRENFET,

- HRED Intune ICEFI N T B0 2 E, [VY—R] 74 —A FE2SEL T3, EEHR
Intune FEH CRIEHE LTV 256, [Y—R] 7 4 —L FICIE Intune ERR I N T T,

&~ Asset Details: _8_3_2021_12_29_PM_Android_Google

Asset Summary

-8.3.2021.12_29_PM_Android_Google
AMIST (3 hours ago

SEM 1 —H¥—&18

SEM 2 —H%— 3, BHE L —F—D2oRELEETA NI >TT A [ A2 EHT 312 —F
— T3, TDA=NITIE, EANAAT AL ZBEHT 5720058l A FIEAGTEH I L TnwE 1,
FTNAZRBERT BITE. T4 ZA0ERESRLTL I 0w,

SEM (. SEM 2 —¥—THhv v b 2EHE X OEH T 2 720 DF 4 7Y a v & BRI
L¥ET, SEM2—HF—E T4 ROFIEETH Y, F—2L 2—F - 38R T,

[2—F—-127IBHLT | BFO1—F—DY R 2RRLET
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Vulnerability Assessment

Vulnerability Assessment in SEM

’ Secure Enterprise Mobility v DASHBOARD  INVENTORY ~ VULNERABILITIES MONITOR  POLICY USERS REPORTS  CONFIGURATIONS

20

Total Users

MODIAED DN

Active userTag 0 Jan 06,2022 TestTagiige
STATUS SOPM ST
Acte N Ao AkashM 2 Jan 05,2022 s
pactive 2 NS
s Active MyUser_6 0 Jan 04,2022 SEMPIS
s ' Active MyUser.7 0 Jan 04,2022 L
EMP

3L\ SEM 2—H—DIERK

ROFENETH L\ SEM = —F — 2k X 3,

1) [2=F=127BEL, FH] Fay 7L oy Aoa—00 [2—F—DIEK 1227V v
7LE

’ Secure Enterprise Mobility v TriAl DASHBOARD  INVENTORY ~ VULNERABILITIES ~ MONITOR  POLICY ~USERS  REPORTS  CONFIGURATIONS

20

Total Users

STATUS 56 [_C MODIFIED ON

I Active i Jan 06,2022
STAIUS

Active 18

Active AkashM 2 Jan 05,2022

2) [a—¥%—olE] ~—vC, MEAAHER] €7 avica—F—EHREANL . [~
#7 Vv o7 LET,
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Vulnerability Assessment

Vulnerability Assessment in SEM

1@0u0lysw xpre |

STEPS 1/2

Personal Information

@ Fersonal information
John
jdoe_q
mail IC

jdoe@qualys.com

876234651910288

3) [2—F—DBM =YD [2—F—HK] 2 avT, RO—F—KEiEEL T,

- EULA: 2 —F—ICHATHELTH 5 ) EULA X vt —V %R L £, FEiliconT
X, EULA AL T A& v, EULA O%EIRA 7Y a v T©F, 7272L. EULA 28
RN T WV 2EAI1E, 2% SEM 22— ¥ —IcBEMN T 2 L E 2 H Y, SEM 2 —H—
E T N4 ADEGKRFIC EULA KRBT 2 0823 H ) £ 9,

- BRARRGCRAEE: C X, T SEM 2 —FICERTE 2 EEORAI T, Bkl
REGwAKT 2y bOT 74N Mk, 77V 7 — v a VEETHEL LTS

- RT=RRTITATEREBET VT4 TORECL—F —RFRCTEE T, T/ T4
ThA—F -G T AAAREERCEETH, T 2774 7 ha—¥F -3 74 22 EfHT
TEHA,
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Vulnerability Assessment

Vulnerability Assessment in SEM
@ Qualys. & xpres:

& Add User ‘
STEPS 2/2

User Configuration
I Personal Information

User Configuration

eulall

Maximum Enrol

200000

4) EBINZ2YVyr735L, VAMCZ—F—RRRINT T,

AN A—VT FLAZFRO2—F —%BINT 5L, T4 R2EBRT 270D A — 32—
—IGXFEINE T,
—{E1—-Y—-7vy7A—F

SEMicit, 2—¥—%—TT v 7ue—F 32347 aviAboId, ZoREEHFEHT 2
L, BEHEIISEMO2—YF— )X+ 2EUDCSV 77 AT, vR—FTEE T,

A—HF—DA VR—}

ROFIET2—F—% 4 VK- FTEET

N[Z—F—] 2 7LCBBHL . B oy 7476 [CSVhbA vE—F %220 v 7 LE
¥,

23



Vulnerability Assessment

Vulnerability Assessment in SEM

YV INTYTL—bDCSV 77 AN EX Ty —FF B, [2—F—DA v F—F]<
—VpH Ky vu—F1 )Y ks )y s LET,

@ Qualys. Express

sl File Upload

You can download the template of the .CSV file and system will help verify the data
0 File Upload before uploading pre-approved assets data in the system

0 Download Sample Template

Download the sample template file to understand the expected format i
of information in .csv file. Learn More
39 and drop a .csv file to the designated area below
Send asset enroliment details
ail. If the email ID is missing for the

SEM T —%—%7 v 7u—F3231Cid, UTOFEMAZMZLTWE I L ZMERL T/

W,
-7y 7u—FF577ANVECSVIER (2 7E73 A v =XUIY) CHLBENH Y T
- 77 AN, BRIERPBE R - - Z LI N TOHRIPEEN T LR H Y
E3EN
- BRPIOFTICIE, Ao x4 P vlEtEsEEn TnES
’ Secure Enterprise Mobility v TRiAL DASHBOARD  INVENTORY ~ VULNERABILITIES ~ MONITOR  POLICY USERS REPORTS  CONFIGURATIONS

20

Total Users

STATUS MODIFIED ON

Active Jan 06, 2022
STATUS STS0PMIST

Active 18

Active AkashM 2 Jan 05,2022
Inactive 2 :
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Vulnerability Assessment

Vulnerability Assessment in SEM

- ET AV FREADT IO, SRR 7 FANCEET —EBEITNTLEEA,
BIERLERITHRS L T —ZEHMEINET, T—XF. TR_RTCOTT—R27 VT INT

Fields Mandatory /  Validations AT
Optional
. : D BAFR
Username Mandatory Should be alphanumeric and '+, ‘@’, ., *_’, -* these five
FIn
characters are allowed. .
Must be at least 6 characters in length and maximum 250 -
- B
characters are allowed.
o
First_ Name Optional Should be alphanumeric. Must be at least 2 characters in cs
VvV 7
length and maximum 250 characters are allowed. 4
74
Middle_Name Optional Should be alphanumeric. Must be at least 2 characters in it
7Za
length and maximum 250 characters are allowed.
: : : L
Last_Name Optional Should be alphanumeric. Must be at least 2 characters in ez
3
length and maximum 250 characters are allowed. %

AL TL7ZE v, ROEXAZHEL T, CSV 7 7 A VICTIEL WEHBE AL £9%

Email_ID Optional Must be in standard email format. For
example: yourname@yourdomain.com

Contact_Number Optional Should be numeric. Must be at least 4 digits in length.

EULA Optional If EULA is configured for your organization, then only EULA
will be mandatory, else optional. It should be alphanumeric,
and the EULA name is case sensitive. It must be at least 6
characters in length.
Note: EULA should exist.

Maximum Mandatory ~ Should be numeric. Must be greater than zero.

Enrollable Assets

Status Mandatory Copy and paste the status as mentioned. This field is case

sensitive. Status can be Active or Inactive.

25



Vulnerability Assessment

Vulnerability Assessment in SEM

Tag Optional Should be alphanumeric and Tag name is casesensitive.

CSV 7 7 A AHEY T (M72) H&1E. [TI3—OFRRI Vv 2% 7Y v 27 LT, CSV 7

FTALVHNDL I —D—E2EL [T ——BE| =Y %2FRLET, UTE, yv7rzs—o
[ T3

@ Qualys. £ xpre

Error List

We have highlighted errors found in the csv file, Please rectify these

errors and re-upload the csy file

20f 2
1 Anil s Vighne Anilvighne..  anilvighne. testeula 200 Active SEMtag01,tag02
2 Ankush s Vighne Ankush777  avighne@q. testeula 100 Inactive SEMtag01,tag02

3) AR CSV 77 AT v T u—F Lk, [K~N%22 Yy 27 LEd, 2—F—U X %zif

L. [ImportUsers] #2 Vv 7 L Ca—¥—%7v7u—FLET,

@ Qualys. £ xpres

STEPS 2/2 [ ]
File Upload 1 Anil Ss Vighne AnilVighne.. anilvighne_. - testeula 200 Act
Review Users Data 2 Ankush Ss Vighne Ankush777  avighne@q.. - testeula 100 Ina

Cance: Previous Import Users

€ Import Users

1-20f 2
STEPS 2/2 [ ]
File Upload AnilVighne..  anilvighne testeula 200 Active
Review Users Data Ankush777  avighne@q. testeuia 100 Inactive

cancel | Prevous Import Usecs
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Vulnerability Assessment

Vulnerability Assessment in SEM

ENANNTFNL AL VRV MY

SEM 2 —HF —DRENA VT NAREERT L L, [A VRV PV XTTYVRAMERRTEE
‘j— [}

ENANT AL ZZREFETBICE, T4 20EHESBLTLEZIT W, Tk ), B¥ELRE

DFRTDEANA AT AL ARERSLA VAP —AINTWBET 7Y r—3 3 vis &) aEllici
Eczxd,

[Ty M AT avEERLT . AVRVFINOT Yy POFEMlE 22 ) 7 4 (Kl 2%
MLET, SFIFERAXT =R T4 NE— IA=TftA T av, BXUOAIRZL 7T
BREZ LT, BLDoH 2D HoOF2 2 B8 TEET,

Secure Enterprise Mobility v DASHBOARD  INVENTORY ~ VULNERABILITIES ~MONITOR  POLICY USERS REPORTS  CONFIGURATIONS 20

Inventory

Asset v Q =
Total Assets o
: Enrolled PiyushSonawane_IP [ 3 Jan 07,2022 8
_ —
STATUS
Enrolled PiyushSon: A A seM
PLATFORM
o Enrolied PiyushSonawane_IP & Phone 12 Jan 07,2022 s
OWNERSHIP
-0 " Enrolled PlyushSonawane_An. Lenovo TB-7504X = Jan 07,2022 s

MEDT 2y v DAY 2T 7 avZifidsde, Ty FOFMARRLEZD, Ty b %2
ET 774 7Lz, Ave—CREELEZYTEXET,

HHEY A M. BECLSEROMETEL D 2T RCOBFEOLMGEHIRM L T, T/, BEEA.
BERIRTF A, BEROMERMBTETCNWIRE, WSODPDEE2»ED AT — X ZADMb F
NENE D,

Enrolled(BFkiF 4): 754 R IZEHOHEFATE TV

De-Enrolled (8% fi#tfR): ¥ 7 — 2 BHIFR S L, T4 AREHIN T A

- Ready for Re-enrolimnent(FF &Sk D HEf 23 CE L L7z): 794 R BN g L2, B
FEREHINTOEEA

£, TRy NI Ty b7 r -4 FAHE. 220 BXUHEEE L) picEow T i h
\i‘j—o

27
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Vulnerability Assessment

Vulnerability Assessment in SEM

FEDTEy b 22 v 358, Ty FOFEMlIAFRINET,

i @ Qualys. £xpr

& Asset Details: mitchell_Android_Google

Al
Asset Summary
v [NVENTORY
Asset Summary - "
mitchell_Android_Google
Spseckomsin Last Seen: Dec 22,2020 11:51:47 AM ST (6 howss ago)
Network Information . tatus: Envolled
Asset Settings
Installed Applications Identification Last Location
CA Certificates Active
cats
D Corporate - Owned
v SECURTY 3 3IH2UNNY MAC adress: 0027ECECTS
Vuinerabilties MAC Addre 08:00:27ECECT8
Secuy Tokens UDID TADCDAO165003C0BIB4674472F ICO0EDFBEASST
< 6152
¥ MANAGEMENT
nsingh
Actions - I' Tags
Logs ocod1238e16
SeM
A Yes
Security Posture
No
No Encryption
No
24|

Zhic

BUTAEENE T,

AVvRVEY

TE

BREOME: €% =2 ) 7 4 (Rl e 2 —

VAT LMERARRE A= P 2 T O E ST A vV b ) ER

F v b7 =RV T B X O WI-FEREE DA v P 7 — 2 15

Ty FRBOE BREA T 2 v ORGE, USB TNy R, T8 AR 2 nhE
"o H 2 HEDHRBICHEMINAMRERRLET - T 7V T4 RALCA VA= &
NTWET77V0—-EEARRFLET

CA GEWE: 734 ZICH LCRITS N7z CAGEHED ~BAFRL £ 5

Gt —EHE O 74 ADfEE TR L £ T

MeggtE: 7 5S4 2R LOMFHEEZEREL AL EXT -2 2L EHICKRLET
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Vulnerability Assessment

Vulnerability Assessment in SEM

- F2VTA N VT ALRATHEHEIN TS 2F2 T4 =2 vDY R FEER

LET
wH
- T aViTAARATHRITCELZIFEIE AT 7vave—BRRLET
AR FE AR EEFRAA Y E =Y, BWiR SR RRLET
Rfe 55 14 ST

Qualys Vulnerability Assessment 1327 77 FR—2DH — X T, wHFDA v & —% v FBEIC
WLTIT AT LM REEREDOSD 25T, 2hb i D X Iirk#ET 220 2 IEIC 71
—NVICHBETEE T, ChIic kY, BEEZMENICREL, Ay P72 D TFHL RWER
PIRFICED ZHNICEHTE 35

SEM D Rfe 5514 54
SEM DfeF5 el X, H\v OS I X 2 EEICH L THeFs T A T34 220 L £ 3,

BERHFIC, BEANANT AL 2K LTHETITE R F ¥ v 2MThb I E 3, 5 LA e 1 A3 27l
XN, M XN Mgt 2R c% £ 4, Android & i0S DfistERFRD X< A —LTHBY.,
ROHDBEENT T,

CVE Ol z &0 Mid57: OS XN—Y a v 2 &L T 54 205, 2016 £ 5 &#H D Android
BXUWIOS ® OSHfaggtEd #S— LTk, EETHMLEZ LS IC, Wb 0R#EITKRILD
F9, T2, OS OfpFtEoERA M L £ 7

Yz ANTVLA = MMLI NI TN 2o, S Lo ERIE, X2 7 — F OHIkR/ES)
1t.

7 7 ) Dffggtkic owTit, EEoflicir L7z Google Chrome 7 7'V 77— a v Offiggth 7z &
We5972 7 7V @ CVE Z#Hi L, BEAREENOH 27 7V 7y —v a v 2B L £3, 2016 2
SERFIOT 7V 7 —v a volfiggtkz s " — LT 1,

F—FVWi-Fi v P — 2RI N T AL R LT, Ay P — 2 olfiggtER R L $
EP
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Vulnerability Assessment

Vulnerability Assessment in SEM

Android @54, Samsung. Google. LG, Huawei % EDFNA 2 X —=H—=BZ D X 5 TN
AZ2DEF 2 )T AEHF T TLDT FAAF ) ZAL T84, QID X [fEZFA] & L
Tw—723N, BYDF A4 ZTIEQID I [[BEN] E~—23nhEd,

agstk] # 7 icBE LT . ENA4 0 T4 2olfigstRito —BE 2R L 9,

l Secure Enterprise Mobility DASHBOARD  INVENTORY ~ VULNERABILITIES ~ MONITOR  POLI USERS  REPORTS  CONFIGURATIONS

Vuinerabilities

uersbity v | Q

P - ) of 293
o e SEVERITY K
610059 Google Android Devices August 2019 Security . PiyushSonawane_Android_.
Actve p
SEVERITY
5 ™ 610143 Google Android Devices September 2018 Secu... Sep 01,2018 Jan 06,2022 PiyushSonawane_Android._.
e Actee £
J; 610052 Google Android Devices January 2019 Security. Jan 01,2019 Jan 06,2022 PiyushSonawane_Android_.
CATEGORY 610055 Google Android Devices April 2019 Security Pa... Apr 01,2019 Jan 06,2022 PiyushSonawane_Androld_
Mot 249 b i E ¢
i oo 610061 Google Android Devices October 2019 Security... Jan 06,2022 PiyushSonawane_Android_...
Active ‘
TYPE DETECTED
e 7 610144 Google Android Devices October 2018 Security.. Jan 06,2022 PiyushSonawane_Android_.
- Actve [
610145 Google Android Devices November 2018 Secur Nov 01,2018 Jan 06,2022 PiyushSonawane_Android_
PATCHABLE Actve P
e L 610054 Google Android Devices March 2019 Security Mar 01,2019 Jan 06,2022 PiyushSonawane_Android._...
E Actve T E
PLATFORM 610053 Google Android Devices February 2019 Securit Feb 01,2019 Jan 06,2022 PiyushSonawane_Android_
i A Actve Enrolied
e 610060 Google Android Devices September 2019 Secu.. Sep 01,2019 Jan 06,2022 PiyushSonawane_Android._...
Actve f
TYPE
- e v 610146 Google Android Devices December 2018 Secur.. Dec 01,2018 Jan 06,2022 PiyushSonawane_Android_
=3y N —
¥ v 73 g5tk DEE 23R T L E 7
FEDQID 227 Y v 2735 e, MastEoitilsRkn o
@ Qualys. ola
&~ Vulnerability Details: Google Android Devices February 2021 Security Patch Missing
VIEW MODE ABOUT ASSET

Detection Summary

= Swapnil_Android_OnePlus
| ||
oo Google Android Devices February 2021 Security Patch Missing x tatus: Enrolled
QD:610317 Active
t Foind oM Identification
Vulnerability Result
Ardront Securt 20210101 Rocuired Patch Lovel : 2021020
" oA
DISEB2C0FE17B0F497ADADS 19801 2A47FEC96
Activity

MasstEoFM Iz kD & B Y TT,
- BB B T sttt 2 RN L £ T
- RRIEER: sttt oBE . EA NS FMEMRKEEZFORL T
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Vulnerability Assessment in SEM

- IZA7uA FAlENE: S ofEstEicN T Aoz s A7 R, - Fo¥—T 4
NYZX=RRAINT LY —ZADpDOAFTELZ DR AT vy 7 LET,

- 2y T ZofEsgtEic LRI RER N y FAFRIRINE T

- AT NEEINEA Y T HRERIN, vy 2T 77 1) &Y R R
TEIT

EANEE L SR ANZ DN THZ TL &N
MeggtEicEl v YT oNAFEREL LT, Z2OEMICEE T2 2F2) T4 VAZ%ZRLE
kP

MR SN

MERF AT (QID) & iZ. FEXNAN TAAZDEEDOD 2B EZ TP T T 5% LXK
o, o293 vy 29—, $RRHXEIRADILTT, 2F 2 VT4V RZDL_ALGL
T, MER I N2 MEFE BRI 2 2> &9 2. HERMOFATR S H AL VT AL ZADFEL T
REFTIFIIEICTT, TARABTBRCEREIN T AL TH, B INMHR I N E5EE
XD, EANANL TR APBEANA N TAL ZDZ—F — 1T L CKREZ IR 2 720 i
INAEEMELRDH D T,

Severity Level Description

Basic information disclosure might enable intruders to discover other
B Minimal vulnerabilities, but lack of this information does not make the vulnerability
harder to find.

Intruders may be able to collect sensitive information about the mobile device,
such as the precise version of software used. With this information, intruders

[ETE Medium can easily exploit known vulnerabilities specific to software versions. Other
types of sensitive information might disclose a few lines of source code or
hidden directories.

Vulnerabilities at this level typically disclose security-related information that
ST Serious could result in misuse or an exploit. Examples include source code disclosure
or transmitting authentication credentials over non-encrypted channels.

Intruders can exploit the vulnerability to gain highly sensitive content or affect

ot b il i Critical  other users of the mobile device. Examples include certain types of cross-site
scripting and SQL injection attacks.
Intruders can exploit the vulnerability to compromise the mobile device's data
HEEEEE Urgent store, obtain information from other users' accounts, or obtain command
execution on a host in the mobile device's architecture.
WER B HETE
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Vulnerability Assessment in SEM

BTER e a5t X, EANANT AL R WEST 2 DI RINICHER SN2 BHRELIZZ T —D
BIEA, ZOHRELIZZ T —PEMNINIRELD 2080 R TE RN L ZRLE
3, "REREEA. QID OFBAL RO 7 v a viclk, FEIONE 70 —T v I 37001
HeeryitBEEnTnEd, 2& 21X, QID DEAWEEMIZ. 7 A4 F U RAHI N Twin
V> Android #&EITCD T N4 RICHEET 2 A[HEED & 5 4 4 7 4 7 @ Android a5tk 7 &, FERE T
ERVREIC X o T B LT 2 ABEENH D £ 95

Severity Level Description

Presence of this vulnerability is indicative of basic information disclosure and
might enable intruders to discover other vulnerabilities. For example in this
scenario, information such as web server type, programming language,
passwords or file path references can be disclosed.

Minimal

Presence of this vulnerability is indicative of basic information disclosure and
1 Medium might enable intruders to discover other vulnerabilities. For example version of
software or session data can be disclosed, which could be used to exploit.

Presence of this vulnerability might give access to security-related information
to intruders who are bound to misuse or exploit. Examples of what could

- Sarlous happen if this vulnerability was exploited include bringing down the server or
causing hindrance to the regular service.
— Critical Presence of this vulnerability might give intruders the ability to gain highly

sensitive content or affect other users of the mobile device.

Presence of this vulnerability might enable intruders to compromise the
mobile device's data store, obtain information from other users' accounts, or

b Urgent obtain command execution on a host in the mobile device's architecture. For
example in this scenario, the mobile device users can potentially be targeted if
the device is exploited.

ESh B EH

INE XN 2 IEHROMEQID)ICIE, EANANAL TFALZDT Ty b7 —4, 0S A=V =V, £
T, BIXUOA VAP =AETNT0EEFa T4 Ny F LK 2 RRABERIERS S
InEd,

Severity Level Description

Minimal Intruders may be able to retrieve sensitive information related to the mobile

device.
. Intruders may be able to retrieve sensitive information related to internal
Medium : : p : : :
functionality or business logic of the mobile device.
Sarious Intruders may be able to detect highly sensitive data, such as personally

identifiable information (PIl) about other users of the mobile device.
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Vulnerability Assessment in SEM

RIEHEDR T —2 RIZDWT

B E Mo 27— 2 2%, [4 vV b U] > [fgh] 4 7icFran x4, mianrs
Wagstho 2 7 — 2 2%, EE O MR ICHE > TR L7z B354 VEE T — 25D Tk
FICEH TN E T,

BesEA v 2 &2 v 2iZ, HiH. T2 74 70 BIEEA, $-3HEA -7 v E3nizzx5—2 2
DE D L THNFE T,

H - A X v Vi ko TEsERo TRl ENE &, 27— 2 [ CHRESINE T,
TIT 47 -2 EDRF v v CRIHEINAZIEHEDR [T 2774 7] ICHEINT T

BEFEH - O AF v v CHFHEMEIEF A & LCHEFX L. 2 Otk iZRiE o 2 * ¥ v C
MHINnE L7z,

FA—Tv - BH DA F v v CHHERTEA— 7Y I, Z oSN O X % ¥ v CEIES
NEbDL LTHGREINE Lz, XEIX ¥ x v ClistsREI Nz &, 2722 (777
47 CBOEINET,
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Patch Management

Ny FEE

Android 2B 7 7V (Google Play 2 + 7) o ffi5tkicownClt, [T <Ny F A7 a vzl
RALTyFEHTEES, [Ty FHEA] A2 v iE, -~y FEH A RE R Mess Mo LT
DHENCHEYET, COFTvavickh), 77V r—va vBRFA—Ya VICEHRINE
ER

’SecureEmerpﬁseMobilhyv DASHBOARD INVENTORY ~ VULNERABILITIES ~MONITOR  POLICY USERS REPORTS  CONFIGURATIONS 26

Vulnerabilities

203

Total Detections

v 1 of 293

e SEVERITY LAST DETECTED ASSET PAICH
610059 Google Android Devices August 2019 Security .. Aug 01,2019 Jan 06,2022 PiyushSonawane_Android_... :]
Active - E
SEVERITY
5 0 610143 Google Android Devices September 2018 Secu.. Sep 01,2018 Jan 06,2022 PiyushSonawane_Android_..
7 Active g Envalied
n
s 610052 Google Android Devices January 2019 Security... Jan 01,2019 Jan 06,2022 PiyushSonawane_Android_. ‘
Active PMIST Envoli
CATEGORY 610055 Google Androld Devices April 2019 Security Pa.. Apr 01,2019 Jan 06,2022 PlyushSonawane_Android_.-
Active 65 Envolied
M . u9
e o 610061 Google Android Devices October 2019 Security.. 0ct 01,2019 Jan 06,2022 PiyushSonawane_Android_.

[543y FEBAI 227 ) v 27 LT, REDQOT 7V r—>avZHEHLET, chicky, F
FaA A oaTl vaF— Pz TS,
@ Qualys. & xpres:

&— Create New: Deployment Job

STEPS 1/6
Basic Information

Create this deployment job by selecting assets and patches to be installed. Also, define the deployment schedule and configure
message options you want to display as reminders

‘ Basic Information

Select Assets Name *

chedule My_Deployment_Job

T7UA AV -V aTORFIRIEEL R~ 22 ) v 7 LET,
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Patch Management

@ Qualys. ¢ oress

&— Create New: Deployment Job

STEPS 2/6
QIDs
Basic Information Patchable QIDs for this job
Qios
Selected QIDs (1)
3 Select Assets
s+ Sohedue
< 630147 Firefox For Android Improper Re f Rendered Ul VE-2021 L]
s | Options CVE-2020-6828

¢ Review and Confirm
Associated QIDs (11)

630355 Firefox For Android Incorrect Authorization Vulnerability CVE-2018-12391 EEE

630356 Firefox For Android Exposure of Sensitive VE 4 L]

630301 Firefox For Android Permission Issues Vulnerability CVE-2016-9061 mEEE

630049 Mozilla Firefox For Android Out of Bounds Memory Write Vuinerability CVE-2018-5146 mEEE
CVE2018-5147

630390 Mozilla Firefox For Androld Improper Input Validation Vulnerability CVE-2018-12382 [ 1]

630003 Mozilla Firefox For Android Remote Code Execution Vulnerability CVE-2016-5267 L]

630007 Mozilla Firefox For Android Remote Code Execution Vulnerability CVE-2016-1780 -
CVE-20162810

630010 Mozilla Firefox For Android MITM Vuinerability CVE-2016-1948 [ 1]

630011 Mozilta Firefox For Android Remote Code Execution Vulnerability CVE-2016-1940 L]
CVE2016-1943

Chicky, #ERLZ QD LB#ET 2 QD BRI nEd, R~ 227V vy 7L ET,

Select Assets

Q

= as3_Android_One.. % ONEPLUS 46010 Dec 16,2020

[PEy FERBIR) Z#27 )y 7L, Ny F2EATLZ0CHLE LTy PE2ERLET, 8
ml 22V 7 LCGERLET 2y F2BIML, [R~] 220 v 2 LET,
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Patch Management

@ OU0|YS. Express

&— Create New: Deployment Job

STEPS 4/6
Schedule deployment
Basic Information Schedule the deployment job to run on the demand or as per schedule.
QiDs

Schedule On Demand: this assessment will run once enabled
Select Assets

Schedule START DATE START TIME
s\ Options 12/17/2020 2:23pm
& Review and Confirm TIMEZONE

By default the system will use the server timezone. Set timezone

(v T~V 22V927 LT YaZu2ETL, [RFPa—nN] 227 )y 7L TT7adR
VE eV aTENRAT YV a - LET, (R~ 227V v LTS

@ Qualys. cioud Platform

&— Create New: Deployment Job

STEPS 5/6 Deployment Communication Options

Configure communication messages and it's frequency for patch deployment. For default
Basic Information configurations, refer Online Help
QiDs

Deployment Messages
Select Assets
i Configure Deferment for Deployment

Configure display messages, and it's frequency for deferment
Options

Configure Enforcement for Deployment [ on @]
Review and Confirm Configure display messages, and it's frequency for enforcement

TITLE *

Patch Vulnerability

MESSAGE *

As per corporate policy, update the following vulnerable apps.

193/2 3

Start Enforcement In*

5 Minutes
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Patch Management

[T7vA XY bOERZHREI ATy a BB LEEARIEX . 7704 Ay b EEGIT 5 4
A M, Ave—y, BIURBZHRET I2L0ERXHD T,

BHZRER L 2 WEAIE. BEED XA ML XAy —VRRRINET, 7414 FOEHIES5
SRICHBE N T I,
@ Qualys. ©xpre

&— Create New: Deployment Job

STEPS 5/6 Deployment Communication Options

Configur mmunication messages and it's frequency for patch deployment. For default
configurations, refer Online Help.

Basic Information

QIDs
Deployment Messages
Select Assets
Configure Deferment for Deployment [on @)
Schedule Configure display messages, and it's frequency for deferment
Options
TITLE *
AESSAG!
DEFERMENT * Number of Deferments *
Remind in 1 Hours 8 times
Configure Enforcement for Deployment [ on @)

Configure display messages, and it's frequency for enforcement

FTUABEF T a v id, BB A T a v T, [FreA DEMORE] 47> 3 v EHEY
KT 255, 24 b, Ave—v, B, BXOEHOBERK T 202D 3,

AR RERR L 2 WG, BEED XA A XA v —URRRINE T, T 744 F DIEHIL.
1R &, B X OCHETRTICERK 8 [M Al & L E 3°

R & REI O S 2R L WG E, T 7 AL PO ET 7 4L F DR PLE A Y -
BERRINTT, 7740 FOMIHIZ, 1R, BXOHETRNICRKA 8 BB X N E 3

F7 4N DB, T4 DETEA I NE T,

[R~1%227 Yy 7 LT, ERNEZERLET. (RF1 22 Vv 27 LT, 7704 Va7 z2%T
LET,
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Patch Management

TIRAYaTDRAT—RRAZ, [PaTIX T CHERTEE T,

’SecureEmerpriseMcbilRyv DASHBOARD  INVENTORY ~ VULNERABILITIES ~ MONITOR  POLICY USERS REPORTS  CONFIGURATIONS 2 0‘

Vulnerabilities

Job viQ

Total Jobs

STARS W SEEDILE 0 ASSers AN SO

STATUS =

L Completed TimeZoneJob nce 1 1 0
ted 16
)

SCHEDULED Enabled disabledJob sem_vgT1 Once s3045 2 0 0
o "
3

Completed jobt sem_vg71 Once 630529 0 0

YaZoREICIE, T7e4 YVaToIIEnRERRRTINE T,
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Configuration Assessment for Mobile Devices

Policy Actions

ENAIT A 2 DOIERL T

HERBGEM L. Android 53X Ni0S 79 v F 74— DAL « IS5 75 4 RICHES LTCEFTE
T3, WIE, B ACOEKOFHMIE SEMICINEIN T T, 27 L, 407y bick
LT, ZORHEDKEDART — X ALMRT 2LELED Y £,

RERREEMIC (X, BEL ZOER I AREKRINE D, 2L T L RN LTHELRT 2
PavEETTIOREILET, £/ Ty FAREIRCIIWELHITEEZ T RV X
IICLET,

Z ofEfEIZ. VMDR Mobile Device »X v FA TG TE £ 7,

RUP=TFo¥av
Qualys SEM i, Android 53X Ni0S 77 v + 74 —LHDF 7 4+ 4+ DFEEHER Y o — 281>
OrHEINTHE T,

Srr

FTRTOERY > —iZiZ, 12U Foavyiro—aApEHyUTcoshTtnwEzd, avite—rig, &
FEICH LCHEITT M2 ER L 3, EFEICKLTETINZFMcIE I VT, BEOAOKE
A ERD AT —ZARKREINE T,

INHLDORY U —iF, SEMIZEHREINTVETRTOT vy MMCEHEFIT O THES, FERL
7277 v} 74 —2L4 (iI0S %7213 Android) IZEDWT, cNHbDORY =37y PERI LI
HENWICEHi S hE 3, HEEICHL TR v —2FMcT 2L, ERHl 2 7Ccav 7747 v A
Hiill 2 KR TE T I,

FR—=—PINTVEIRY L —FRDEEH TT,

-iIOS DRANTTFT T 4 R
- Android D XX} 775 4 A

[RY =] 27 1cBEL T, Qualys SEM THFR—F INTVEITRTOFRY > —%2FKRL %
ER

RIS —IWHLTROT 7 a v eETTEET,
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Configuration Assessment for Mobile Devices
- R =BT B MEAHIH DO 72912 Android 77 v F 7+ —L L i0S 7Ty k7 4
—LHICHAZ A XINTFRY v —%F L. 20 b% 7 &y MICBEM T T CcREfh
LET,
- RV —DER: RKY) L —DFME O THORRTE LT,
- RV -0 R v —aRE LT G, BE. T HIEERE L £ T
- RV —DT T AT T 2T 4 THE)V L —%FET 774 7ML LT T
- RY v —oHIFR: BFORY > —%HIBRL 7,
- RY v —ofHli: BFEDT 7 7 4 TR ) v — %G L E 3
- RV =TT AT IET T4 THREV =% T 7T 4 TALLE TS

L R FIHIC oW TR, AT INTD (Ko —T2vav]| €7y avizsig
LTR7ZZ 0,

E=—4—2arvbo—in

FTRTOKRY v—I1IZiF, 12U koavie—ApBE I EToNTET, avibe—id, &
FEICH LCHEITT 232 EHLET, av bu— L 3EELZIMT 2 2 ik o THRIE S 1,
BEOAHRE L IANEGEDORT — 2 ARRRINE T, SEM T, Y ATLEREDIY Fr—L
EYR—FLET, [RYT—=]>[2rbe—A]HT7X7iE, §XTCOavtue—LEeZDif
M(zviro—n%, 799+ 74—L, aV IO —LOEEERY)B—ERRINET,

Secure Enterprise Mobility - DASHBOARD  INVENTORY  VULNERABILITIES  MON ONFIGURATION: 2

Policy

Total Controls
20287 Status of the USB Support Android System o e
CAUTY
20286 Status of the Auto Sync Data Android System System W s
20278 Status of the ‘Use Location setting Androld System System e

PLATFORM

20284 Ensure the Mock Location is set t Android System System [
POLICY

20283 Ensure Wi-Fi Sharing is set to Dis. Android System System W e

FEoavie—A%22 )y rd3e, FOoay tu—LICEEOHMARTINE T,
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Summary

Identification

Expected Criteria

Reference

g Status of the USB Suppont
ey

Configuration Assessment for Mobile Devices

Ay ba—- LB
avbu— L EEHFHT IR, 2 he—AEAORIZHB (74 v To/vav]Asa—%

e

ERL, (Bl 22 Y v 27 LEY.

[ Secure Enterprise Mobility

Monitor

Asset viQ
Total Evaluations
PLATFORM a8 [ v ]
Andr m .
2 s
Pasand
s
o
2 Passed
Oetaie
CONTROL RESULT Paased
= w o
,,
Pasend
CRITICALITY
oy ” rated
5 o Detaifs
4
’ Faled
e
o
powes
Faod
porert

20270

20279

20273

20270

18936

20451

20287

20286

DASHBOARD  INVENTORY  VULNERABILITIES

g

Ensure device firmware is up to date

Ensure the mobile device is encrypted
Best Practice

Ensure the device is not rooted

Ensure device firmware is up to date

Status of the ™

Status of the Auto Sync Data

MONITOR

PO

POLICY

HEPOATS  CONFIGURATIONS

Last: Jan 0
First: Jan 04,

Last: Ja
First

Last: Jan 0
First: Jan 04,

asstt

PiyushSonawane_Androl...
PiyushSonawane_Androl...
PiyushSonawane_Androl..
Jim_Android_Xiaomi
Jim_Android_Xiaomi
Jim_Android_Xiaomi
Jim_Android_Xiaomi

Jim_Android_Xiaomi

202
CATCALITY
U
W Coe

iR, 2 PRV DRT =X RFT TV T —
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Configuration Assessment for Mobile Devices

Monitor Assets

[GEfT Vv 2 (R AT—2Z2] O ) %227V vy 27 LT, Ty boav ba—Liliosf
MERRL £,

‘ Secure Enterprise Mobility ~

Monitor

203

Total Evaluations

PLATFORM = v ) 203
m
2 St o0 PLATFORM m
POLICY L 20282 Ensure the Bluetooth is set to ‘Disabled’ Jim_Android_Xisomi W crees
C . ‘
F 20285 Status of the Screen Reader setting Androsd Jim_Android_Xisomi W Medum
Det % .
INTROL RESULT
CONTROL RESUL e 20284 Ensure the 'Mock Location is set to 'Di. Jim_Android_Xisomi |
Fa 0 .
Faled 20281 Ensure USB Debugging is set to Disab. Jim_Android_Xisomi W v
CRITICALITY it
fical Pas 20279 Ensure the mobile device is encrypted Android Jim_Android_Xisomi W s
Det
Pa 20278 Status of the 'Use Location’ setting Jim_Android_Xiaomi W v
Dets .

BEDER

[Bifd] 2 7 Clid, EEEDa Vv 774 T v 2662 ) T2 4 L CTEHRTE £9, [Monitor >
Assets | V7 X 7B+ 3L, TRy b, ETA, MR T — X AR EDEMA—HTOHR Y
S

Ty BRIV R—FT 4 vr7aInsge, 79 v 74+ —LICEIWT, RAMNFT7F4 AR
=Ty MICHEIICEI Y BToH N, Pl S 3, FHEE. B RHERE SRR [T
=1 & 7K RTEET ,

avbu—ARBRE I, [2v hr—A] TR TN E R RAED R T — X ABFRI N
i j—g

[2vita—A] 372 7T, FIALXT /LT, Favibe—Loillle 2 0AKE 23RS
WMORATFT— 2 2A%FKRCEET, ADZ 27 Vv 793¢, avitu—LoiFllatEREREIN
9, CIDIE, Qualys iCkoTHav e —AE I BTHLNE —EDID T,

(A=)l Fey 77Xy y A=a—%2fHLT, FFEDEROMREZERL L7,
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Configuration Assessment for Mobile Devices

Secure Enterprise Mobility ¥ DASHBOARD  INVENTORY ~ VULNERABILITIES ~ MONITOR  POLICY USERS  REPORTS  CONFIGURATIONS A~ 0

Monitor

Control v Q erE =

l I Last 15 Days

70 30 15 &

Total Evaluations

Total Failed Evaluations Controls Failed with High. Controls Failed Control Reopened
PR s = [ R [ 1-oafs B G LB
Android a4
o5 L] RESULT oo CONTROL NA Kook EVALUATED ASSET CRITICALITY
Y Criticality
POLIC Failed 70001 Status of USB Debuggirk 1| LastApr21,2020  USPOD02_Android_Smasung [ Hah
Android Best Practices 44 Details Policy: Android Best Practich OPerating System First: Apr 21,2020  Corporate: Owned
i0S Best Practices 60 P
CONTROL RESULT Failed 70002 Ensure ‘Screen Lock'is § policy Last: Apr 21,2020 USPOD02_i0S Apple_adm1... [l Hih
Details Policy: iOS Best Practices First: Apr 21,2020 Corporate: Owned
Passed 34
Failed 70
Failed 70003 Ensure 'Developer Options' ... # Android Last: Apr 21, 2020 USPOD02_Android_Smasung [l High
CONTROL CRITICALITY Details Policy: Android Prac First: Apr 21,2020 Corporate: Owned
High 104
Failed 70004  Ensure device is not jailbrk... ® 0S Last: Apr 21, 2020 USPOD02_i0S_Apple_adm... W Hioh
Details Policy: iOS Best Practices First: Apr 21, 2020 Corporate: Owned
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Dashboards and Reports
Dashboards

Kyvak—FE&LER—-F

DRI avii, EANANBEDIFIIEAL Yy aR—F e LR 2EHB IO T S
DIENLBEE T, T4 RDEFEDBTET Lizb, EXNANALT 2y bDOT—2 L ZOFEM%ERRT
2L FIE Ay aR—FNE2RETE T,

K9y K—F

Xy vakr—FiCiE, ENANEEORFOMIIER F ¥ VHFRICHE ST, 2N eFxa)
T AR OWMENR 1 =V RRINT T,

SEM ¥ v 2 AR — ROERZBHtET 5

Ky af—FIZBEITS &, SEMT7 7V 7 —>a VHD 1 2T, $TR_RTDENA AT & v
F DR OMGNICERF ENE E 2 —pEKREINE T,

‘Secure Enterprise Mobilty DASBOARD  WYETORY VULNRABLTIES MONTCR POLCY LSERS REPORTS  CONFIGUBATIONS 2

’ ()
DISTRIBUTION BY OPERATING SYSTEN DISTRIBUTION BY OWNERSHIP

W i 7 W gl Ot
054 Coponte-Owoet §

MLy vaR—FVaERLEY, BFEOXy v a R — FE2REL 2 FHIBRL 220 TE 3,
By arf—FICIIEIERVAV 2y P EEOLILNTEET,
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Dashboards and Reports
LR— b

SHM%»%»W%&MET/fv—F% ﬁti?

[ Secure Enterpise Mobilty v 17

SEM Mobil Vudnerabibty Management

L]

FIED VULNERABILITIES

VULKERABILITIES BY SEVERITY

CVEBY SEVERITY

"
. "
u

VM KXy v aBRf—FFv 7L —FiE, TN ALDOMHMEEEEICHEEL 3,

LER—F

ok vavii,. BEEu LR b ERRTIZ0IEILES, BEREe 2 LE— ML, SEMF
~ﬁW?%ﬁént77v5y@u7ﬁﬁ

[UR—PF] 270CBEHLT, 74 2A0EFL 21— F—FECHET 2EEe 7 LF—- b
FIFE R 720 L £
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Dashboards and Reports

VULNERABILITIES ~ MOI

POLICY USERS  REPORTS

GURATIONS 21

’ Secure Enterprise Mobility v

Reports Auditlog TS

i Last7Days v | 1
60
Total Logs
By il 58
Users Add - userTag Web Portal Jan 06, 2022
PORTAL USED
v k7] Devices Force De-enroll Device - Sumit_Android_Xiaomi Web Portal Jan 06, 2022
2 Feason te P P
Devices Force De-enroll Device - Sumit_Android_samsung Web Portal Jan 06,2022

Security Tokens Show Key Web Portal Jan 06, 2022

Reports
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Appendix Renew APNs

Certificate

Appendix

APNs FERAE D EF

APNs GEHE OB ZIHAR L 365 HTH % 7=, EHE L 365 HZ & ICREHEFEZ HHT T 2 LED
HY T, iTHEOEMPRASYIN S &, Qualys SEM & — X L & FHZ ICE T A — )L CiliAl
INFEd, BHFIL, EHEOAMBARSUINZHIC, ZOIHFEZEHR T 4ERH Y 7,
AEHE OGRS I S & EEE KN D Apple 74 2R EHTE AL b0, v
AT LHNDTRTD Apple 754 2% FE)CTERMIRL T2 O HERT 2 L4ERH Y 5,

APNs FEFAEZ BH 9 5 FIR:

1) [Configurations] > [APNs Configuration] [Z#8&) L. [Renew] #421)v 4o LET,

Secure Enterprise Mobility v DASHBOARD INVENTORY VULNERABLUTIES  MONTOR  POLICY USERS  REPORTS  CONFIGURATIONS

b
o
1<)

Configurations

EULA EEISIEIIETEEN Organization Info  Connectors

New
Total APNs -

apncert
NO REMAINING FILTERS

2) AEABREBRER (CSR) 77 A% &y vu—FL, [k~ %22V v 27 L%d, CSREZTTIC
Xyva—FLTWwaGE&alE, ZoFEE Ry 7T T,
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Appendix Renew APNs

Certificate

@ QUO'YS Express

&~ Renew APNs Certificate

STEPS 1/3 )
Download Request File

You need to first generate a Certificate Signing Request (CSR) and download it. This CSR
° Download Request File in the process of creating the APNs Certificate from Apple Push Certificate portal

Certificate Signing Request

's APNs ficate to send notifications to your iOS
on is requested from the device at int: s or on demand

e download it here. You will
m Apple portal

Download CSR

Next

3) [Apple R—2vickEh| Vv o %2 Y v 27 LT, Apple 77V ¥ 2t HER — 2 VIcKE L £
_j._

(https://identity.apple.com/pushcert/)
@ Qualys. £xpress

& Renew APNs Certificate

STEPS 2/3
Create Certificate

Download Request File

Name
Create Certificate my_apns Provide a friendly name for your cer
Upload Certificate
Apple ID

Apple ID Note: It can b
not be an Apple Dev

D and need

Get your APNs certificate in 3 easy steps
* Sign in to the Apple Portal

* Renew the cur
renewal u

ntly uploaded
d the certific:

Download the renewed certificate

[ Goto Apple Portal

For more information downloa
generation guide. Learn More

the APNSs certificate
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Appendix Renew APNs
Certificate

4) APNs GEFHEOERRICEA L 7zo L [M U Apple ID & X277 — F %{#if L T, Apple Push

Certificate Portal ic v 7’4 v L 9, i3 2% APNs itHHEZ RO <, [EH 22V v 7
L%,

EEBOGEHERY A P INT0 3851, BT 51EL W APNsAEFHEZERLCnw3b 2 &
FHERLTL A Xy,

FEIRL 72 APNsiEFHEDO > UV 7 v # 72 13 AR % ki L <, IEL WiFHFEA2FH L Tw 3
L HRMERLAZY, HEHEDO UID ZHER L= TEx F 9,

Apple Push Certificates Portal
Certificates for Third-Party Servers = Create a Cericate
Service Vendor Expiration Date* Status Actions
Mabhile Device Management  Qualys Inc. Apr 2, 2020 Active 0

5

~

AEE7 7 AV EZRLCHS T, [PyFO—F1 220y 27 L%,

.‘ Store Mac iPod iPhone iPad iTunes Support Q

Apple Push Certificates Portal

Create a New Push Certificate

Upload your Certificate Signing Request signed by your third-party server
vendor to create a new push certificate.

the Apple Online Store (1-800-MY-APPLE), visit an Apple Retail Store, or find a reseller Apple Info Site Map Hot News RSS Feeds Contact Us %

6) iR 4 v F 7T, PEM 7 7 A v 2 BERIOGATIC XY vu—F LT,
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Appendix Renew APNs

Certificate

-

[ ¢ Store Mac iPod iPhone iPad iTunes Support Q

Apple Push Certificates Portal evesiazgman con (@R

Confirmation Q

You have successfully created a new push certificate with the following information
Service  Mobile Device Management

Vendor  Qualys Inc
Expiration Date  Jun 12, 2020

7) XiZ. Qualys & — % )LD [Renew APNs Certificate] 7 4 ¥ — FICE Y £ 3, BEfFD APNs %
¢ Apple ID 4% AR OIFHK] 4 7 IR ENE T,
@ Qualys. Express

& Renew APNs Certificate

STEPS 2/3

Create Certificate
Download Request File Natié
Create Certificate my_apns

Upload Certificate

Provide a friendly name for your certificate.

Apple ID

Apple ID Note: It can be any Apple ID and need
not be an Apple Developer Account

Get your APNs certificate in 3 easy steps
* Sign in to the Apple Portal
* Renew the currently uploaded certificate. For
renewal upload the certificate signing request
* Download the renewed certificate
[2 Goto Apple Portal

For more information download the APNs certificate
generation guide. Learn More

Cancel Previous

8) Apple K= X b Xy vu—FLGEtHEZ 744 (pem) 27 v 7’r—F LT,
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Appendix Renew APNs

Certificate
@ Qualys. £xpre ‘
& Renew APNSs Certificate
STEPS 313 )
Upload Certificate
Dowioad Request i Upload APNs certificate you downloaded from Apple push certificate portal.
Create Certificate
downk he
Upload Certificate 4

9) Qualys H— X LD AT — FE AN L, UifF] %2V v 7 LEF. D APNs ffHHA

[APNs %] 2 7IcFRI N2 X 51cm b, ZOFHEZMHT L T Apple 754 R % 5| % #it
XEWCXET,
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