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MBS TCH 7 H2BMLET (A7 v av), RELT-a2—VRELMR L, [Createuser] 27 U v L
jz‘g—o
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LET, aX7 XITAERTEICAWS T FERIBIL, T RCODA U AZ A (BT LA VAKX v
Z2bhEte) BRELET,

AWS iZ, T LTIeA v RAZ 2% ISR THRFLES, 72720, Qualys IZIFK T L7ZTXTHOA R
B ZADLa— RPREENTEY KT LA AZ L ADBRE L ZEMEZ WO THBIT S 2 LN TEE
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7Ty hOR# :Qualys T M7y hEEBINLET, =7—0b57 Yy b BAESN7=TEY b
72E) DA OTRTOT > b2 Qualys 7 H U » MBMENET,

7 27 4 74k : Scanner Appliance &£ L72 2 % ¥ > O FEIT & FHE T 25415, Qualys 74 7> MIEM
L7277 & v MMZ-2W T, Vulnerability Management/Policy Compliance/Security Configuration Assessment
DETA L RAET 7T 4 7T DRER DY £F, 777 4 TALITFETITI 2 & b, EC2 2% X Dk
EFICHETIT) 2L b TEET,
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F72iE 2.nano OEKA VAL AT T 4 DB SN E T, AWS TR ANAREZR AF ¥ AR Y
v—i2 &V, ml.small, tl.micro, ¥72/% t2.nano DA LV A X VA FAXF ¥ L TEXEHA, ZOXI 701
A B AWK LCiE, Cloud Agent #4252 &M TEE7,

A R—FLET7EY FOERT

a7 ZOERPET T DL, EC2 a7 ZFA P AX VADBGERIELET, aX 7 XOFRITHET L
7o & EILRRENDFFEDOIFERICOVTII L ET,

o Ty M- [Ty My 7T L REO EC2 a7 ZOFETTHREB L OREBENZTEy b
DENPRINET,

e RENE=TEy - [Ty M VT L0EOEST, RSN TEYy hE2RLET, FH
SN=7 %y ML, Qualys TIERICE EISNEZT Y FOBERLET,

e B SNz T7 2y b - FAOESE, A S22 VM/PC/SCA OT 7T 4 AL THA S =T & v
FERLET, BASNEZT 2y M, BT LET Y FTHEMN, 213 AWS DA X ¥ o T% T
ANFREZRE AT A FIZ LV Qualys A ¥ ¥ F TIXAF ¥ C&Z 72\ ml.small, tl.micro, F72i%
t2.nano THHAEEMENH Y £, A SN T By MI, F¥ENn=T7k®y oY T By FTT,

e ERT7TEy b - ZOHEICaxs ZFTRESN T By FOBETT,

22



Securing AWS with Qualys
BB 7ty kAR RY

TI7—DHBTEY M- [Ty M AT LR, 2T —DHLT Y MR T REDHINREND Z
EbHVET, 27 —DHLT Y FEiE, Qualys IZEDLBFICHERREELZT Y FOZ & TT,

IR HIZK o TREEINTZT &y M, TAssetView | [IZBEIT 2 L RRENET, [Ty FOFEM] ~<—
o TEC2 ) #7712k, WEINTE AWS £ LV AF LV AD AR T —ARERINET, KRITETOIL.
NEL=EHRERT A7 U= ay hOBITY,

EC2A LV AX U ADOBENRETTHE, AmazonEC2 A V' 75 A NIV F ¥ 2 AF vy LTEXF=2 U T4
R T DN E ST 2 LT D £7,

AWS * 2 T7—4

Z DI TIE, Qualys Cloud Agent, AssetView =7 %, 1 X O Qualys Scanner 2842t 2527 70 F7'm
NA T DAL T —=Z AT DHERICOWTEHAL ET,

AssetView 19 2 £ & U Cloud Agent

General:

- Reservation ID
- Instance ID

- Instance Type

- Created Date

- Image (AMI) ID
- Account ID

- Instance State (QCA 7 —FUED T2 DFEITDH)

Location:

- Region
- Availability Zone

- Zone
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Network:
- VPCID

- DNS (Private)

- DNS (Public)

- Local Hostname

- MAC Address

- Subnet ID

- Security Groups

- Security Groups IDs
- IP Address (Private)
- IP Address (Public)

AssetView a9 2 DH
- AWS Tags

- Instance State Updates (Stopped. Terminated. ...)

QID - 370098 Amazon EC2 Linux f Y AA VA AR FT—4A

metadata/

- AMI ID

- AMI Launch Index
- AMI Manifest Path
- Hostname

- Instance Action

- Instance ID

- Instance Type

- Kernel ID

- Local Hostname

- Local Ipv4

- Mac

- Public Hostname

- Public Ipv4

- Reservation ID

- Security Groups
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- Ancestor AMI Ids

- Profile
dynamic/instance-identity/document/
- accountld

- availabilityZone

- kernelld

- ramdiskld

- pendingTime

- architecture

- privatelp

- devpayProductCodes
- version

- billingProducts

- instanceld

- imageld

- instanceType

- region

Tty haBHETE-HIZEC2 aRIRIZk>THEHAINS AWS API

Qualys Tix, EC2 £ v AX VU ADRHE AWS TH T2 EhbA U AX U AZDNWTOBIMEHRZ 351
D=z, o 3 FEEHD APL 2 LEd, ZhbHD API OFEMIC W T, Fi2® Amazon AWS @
Web ¥4 FEZRL T ES0N,

Describelnstances API
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_Describelnstances.html

Describelmages API
https://docs.aws.amazon.com/AWSEC2/latest/ APIReference/API_Describelmages.html

DescribeNetworkinterfaces API
https://docs.aws.amazon.com/AWSEC2/latest/ APIReference/API_DescribeNetworkInterfaces.html

BHY a 73T T~ RCEITSNE, £RIET 740 FOBHSEE G BRI L) TEITESNET,
COMEEIL, BIED L ZALETE I A,
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EC2 a4 2 F Qualys API

EC2 27 Z OFFEO#IEIX, APIRETHFETTEXET, AWS IZBET 5 Qualys APT Off FH DOFEHMIC
DWW TCIE, [Asset Management and Tagging API v2 User Guide] (PDF, #&§E) Z#ZHL T 7Z&0,

PLFIZMERZ2 EC2 =227 #Z AP1 W< DR LET,

AWS O R 2 DERL

https://qualysapi.qualys.com/qps/rest/2.0/create/am/awsassetdataconnector

AR B DRT
https://qualysapi.qualys.com/qps/rest/2.0/run/am/assetdataconnector/<id>

KR bDO7 &y MEBROME (EC21 YRR VAD AR T—4 DIIE)
https://qualysapi.qualys.com/qps/rest/2.0/get/am/hostasset/<id>
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Hit: AWS =7 v R LA ATAFTE LA A=Y, ¥ Vv m— FAalREle AWS ER DA A —
ZAFT 5729012 Qualys BEUET 2E4HE URL TAFTELA A=V OHEMHEHLTND Z & 2R
LTLZEW, QualysUl b F U —RLcA A—V% AWS THEFT 5 2 LIdHER L T EdA,
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Z Z T, proxyhost iZ IPv4d 7 KL A E /21T 7 v %% —30D FQDN, port iZ7 0¥ — %2 FETL T
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MU RA—VERETHIEEBEIOLET,
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@ API FEOVH L 217V E4, #1%212, Describelnstance API Z UM LT, AF ¥ %04 EC2 A A
HUADBAED IP 7 FLAZRSELET,
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Authentication

Authentication enables the scanner to log into hosis at scan time to extend detection capabilities. See the online help to learn
how to configure this option.
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| Target Hosts

Connector: conncetor-us-east-1

Platform () EC2-Classic (Selected Region) () EC2-VPC (AIVPCs in Region) () EC2-VPC (Selected VPC)
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T, 20T aiE, V—TarHNDTRTO VPCHEITE T UV IR FES. SN TV DB EICOLERIR L
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