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NOBEIERDBUTOL DO THHZ L 2R L TIIZEN,

REARIILI=-C L ERIIT 5 5%

FRELVAR— M EFATL T, 5L LIe T X TORA M ’Dlz‘fnwﬁi)>ftb<ﬁ2bﬂ”bt75)k S InEHRT D Z
EEBEIODLET, HEHFALNDSCAP 27747 v A &G 5I2iE, RARCKZI L TV D LERH D
F9, ZOVLER—NEETTHIEFE, [PC) — [Reports] ZEINL, rNewJ — [Compliance Report] —
l Authentication Report] % 3R L £,

AX VYDA A—ILEEEETOAE

AX Y VDAV a—)VEFRET D & HBRITEHEOWWRRIEIZ SCAP A% v UFER A EHIRY (B AL,
WHAL, BEAD) WA TEXET, AF v DR Vo — LB EITHE 3, [PC) — [Scans| — [Schedules |
Z#ER L., New] — [Schedule Scan] — [SCAP] Z#EIRL £,
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BH®O SCAP 2> 774 T ALR— ML, &HD SCAP Ax v UFERICESWT, THo v FRE A
> SCAP AT — 4 ZApRENFT, INHDLHR—FE2HEHL T ARAMRTH T b SCAP RV v—
WCHERL L T E D el cE £,

[PCJ — [Reports] #RINL T, New)] A==2—nbHH L\ SCAP LAR— hE/E L E3 (API 25 BtA
4% SCAP ARF L R— FMIg& £9), SCAP LAR— MZoWT, LT THHLET,

SCAP Xa7h—KLAKR—F

SCAP a7 1— RULAR— NI, 7HD> bHND SCAP RY > —OBED SCAP 2> T T4 TV ARAT —
B ANZONTANA Lob D~ U BRI LET, 2O LFRE— h&2ETT5121%, [PCJ) — [Reports] %R
L. New]— SCAP Report] — [Scorecard Report) Z#IR L FREZFIRL T2 6 Runj %2 Vv 7 LET,

SCAP 2= 7 J1— RUAR— Fof :

My Scorecard Report

File= Help~

Asset Group Summary (1) E

Asset Graup Active Hosts #Hosts in Compliance % Hosts in Compliance #Hosts Notin Compliance % Hosts Nat in Compliance

EB Assets 2 1 50 % 1 S0 %

Rules Summary (255)

Rule Title CCE CCE4 #Hosts in Compliance % Hosts in Compliance # Hosts Notin Compliance % Hosts Motin Compliance J

Account Lockeut Duration CCE-2028-0 CCE-980 1 0% 1 40 %

Account Lockout Threshold CCE-2986-8 CCE-B5G 1 0% 1 S0 %

Accounts: Administrator account status CCE-3843-8 CCE-488 1 100% 0 0%

Accaunts: Guest actount status CCE-3040-3 CCE-332 2 100% 0 0%

Accounts: Limitlocal account use of blank passwards ta console lagon onfy CCE-2344-0 CCE-533 2 100% 0 0%

Accaunts: Rehame adrministrator aceount CCE-3135-1 CCE-438 1 50% 1 0%

Accaunts: Rename guest aceount CCE-3025-4 CCE-834 1 50% 1 0%

Administratars Have Right To Debug Programs CCE-2864-7 CCE-842 2 100% 0 0%

Alerter Service Disabled CCE-3034-8 CCE-487 2 100% 0 0%

Abways Use Classic Logon CCE-3100-5 CCE-231 1 50 % 1 Al %

arp.exe Permissions CCE-2052-8 CCE-600 1 50 % 1 Al %

at exe Permissions CCE-2184-0 CCE-383 1 50 % 1 A0 %

aftrib exe Permissions CCE-2312-7 CCE-166 1 50 % 1 A0 %

Audit Account Logon Events CCE-3008-0 CCE-2543, 1 0% 1 40 %
CCE-3867-0 CCE-2628

Audit Account Management CCE-2802-5 CCE-1646, 2 100 % i} 0%
CGE-2906-6 GCE-2000

Audit Directary Service Access CCE-2208-1 CCE-2118, 1 50% 1 0%
CCE-2933-0 GCE-2390

Audit Logon Events CCE-2100-6 CCE-1686, 1 50% 1 50 %
CCE-2343-2 CCE-1744

Audit Object Access CCE-2359-0 CCE-1991, 1 50% 1 0%

CCE-2766-4 CCE-2640 =l
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SCAP 7R!) &— XML LEKR—

SCAP /R v— XML LAR— hTlE, R L7 SCAP RV >—D a7 T4 7 v AKRA MaExtgIZ, SCAP

Bkt o EDar FI AT U AERHR LET, ZOLFR— MEERT DI, [PC) — [Reports] %
#EIRL, New] — [SCAP Report] — [Policy Report] #i#{R L T, IXCCDF TestResult (XML) ] X
ZRIRLET, Run) 227V 7 95L, LFR— FREREN, LR—RMY R MIEREINET,

SCAP RV +— XML L R— kO ;

(& C:\Documents and Settings\ebarroniMy DocumentsiD. .. | |

<?xml version="1.0" encoding="UTF-8" ?> ﬂ
- <Benchmark xmins="http:// checklists.nist.gov/xccdf/1.1" xmins:xsi="http:/ / www.w3.0rg/2001/XMLSchema-instance"

xmins:cdf="http:/ / checklists.nist.gov/xccdf/1.1" xmins:cpe="http:/ / cpe.mitre.org/dictionary/2.0"

xmins:dc="http:/ /purl.org/dc/elements/1.1/" xmins:xhtm/="http:/ /www.w3.0org/ 1999 /xhtml"

xmins:dsig="http: / /www.w3.0rg/2000/09/xmldsig#" id="FDCC-XP-Firewall" resolved="0" xml:lang="

xsi:schemalocation="http:/ / checklists.nist.gov/xccdf/ 1.1 http://nvd.nist.gov/schema/xccdf-1.1. 4.xsd

http://cpe.mitre.org/dictionary/2.0 http://cpe.mitre.org/files /cpe-dictionary_2.1.xsd">

<status date="2009-03-26">accepted </status=>

<title>FDCC: Guidance for Securing Microsoft Windows XP Firewall for IT Professional </title>

<description >NIST Special Publication 800-68 has been created to assist IT professionals, in particular Windows XP system
administrators and information security personnel, in effectively securing Windows XP Professional SP2 and SP3
systems with wWindows Firewall.ddescr\pt\un>

<notice id="terms-of-use" xml:lang="en">Do not attempt to |mp|emenl any of the settings in this guide without first testing

them in a non-operational envir NIST no ity for its use by other parties, and
makes no guarantees, expressed or implied, about its qnallty, reliability, or any other characteristic. NIST would
appreciate ack I if the d. and are used.</notice>

<front-matter xml:lang ”En”)tl)du add text</front-matter>
- <rear-matter xml:lang="en">
«xhtml:strong>Trademark Information </xhtml:strong>
oxhtml:br />
oxhtml:br />
Microsoft, Wi i XP, Wi Vista, Internet Explorer, and Windows Firewall are either registered
trademarks or trademarks of Microsoft Corporation in the United States and other countries.
<xhtml:br />
<xhtml:br />
All other names are registered trademarks or trademarks of their respective companies.
</rear-matter:
- <reference href="http://nvd.nist.gov/chklst_detail.cfm?config_id=76">
<dc:publisher:National Institute of Standards and Technology</dc:publisher>
<dc:identifier>SP 800-68</dc:identifier>
</reference>
<platform idref="cpe:
<platform idref="cpe:/.
<version>v1.2.1.0<fversion>
<model system="urn:xccdf:scoring:default" />
<model system="urn:xcedf:scoring:flat" /> =l

indows_xp::sp2" />
indows_xp::sp3" />

SCAP 7u 7 7 A LT+ 5 7= O IZHI R & 1172 XCCDF {LkE o fEk A3, <TestResult> EF & <rule-
result> 7 ERICFRINET,

SCAP R1) &— CSV LR—

SCAP RV v —VLR— 1% CSVERTHEITTLILEHTEET, ZHICRY, SN AT DT —F %A
YR—=FLED, ATy FU— MBEATT =2 2 2 ENAREICR Y £9, LAR— FEFETT DRI,
CSV EAZRIRT 57213 TY,

SCAP RY — CSV LAR— kDfi :

A B c D E F G H 1 J K L ™M N &2
1 [scap Report los/02/2014 at 09:17:28 (GMT-0700)
2 |Qualys, Inc. 1600 Bridge Parkway Redwood California United States o 94065 E
3 |POC Manager quays_pp32 Manager
a
5 |REPORT SUMMARY
6 |Policy Title Benchmark Profile Version  SCAP Version Technology  Asset Groups 1Ps Total Hosts  Complaint t Non Comg Not Applic Total Rule Total R
7 |SCAP1.2Xp xcedf_gov.nist_benchmark_USG xcedf_gov.nist jv1.2.3.1 1.2 Windows XP De windows XP N/A 1 o 1 o 227 ¢
8
9 |RULE STATISTICS
10 |Rule Name Rule Title CCE CCE4  Hosts in Compliance % Hosts in Com Hosts not in Compli% Hosts not in Hosts not Ap % Hosts not Applicable
11 |xcedf_gov.nist_rule_RequiSystem objects: Require case in CCE-2987-6 1 100% 0 0% 0 0%
12 |xcedf_gov.nist_rule_secur Security Patches Up-To-Date 1 100% 0 0% 0 0%
13 |xcedf_gov.nist_rule_Debu, Administrators Have Right To De CCE-2864-7 1 100% 0 0% 0 0%
14 |xcedf_gov.nist_rule_Load/Right To Load And Unload Devic CCE-2446-3 1 100% 0 0% 0 0%
15 |xcedf_gov.nist_rule_FTPRUFTP Publishing Service Disabled CCE-2888-6 1 100% 0 0% 0 0%
16 |xcedf_gov.nist_rule_RestriDevices: Restrict CD-ROM acces CCE-2974-4 1 100% 0 0% 0 0%
17 |xcedf_gov.nist_rule_passu Interactive logon: Prompt user 1 CCE-2701-1 1 100% 0 0% 0 0%
18 |xcedf_gov.nist_rule_Reco\ Recovery console: Allow floppy CCE-2957-9 1 100% 0 0% 0 0%
19 |xcedf_gov.nist_rule_Allow Right To Log On Through Termin CCE-3004-9 1 100% 0 0% 0 0%
20 |xcedf_gov.nist_rule_FaxSe Fax Service Disabled CCE-2849-8 1 100% 0 0% 0 0%
21 |xcedf_gov.nist_rule_Wirel Wireless Zero Configuration  CCE-2434-3 1 100% 0 0% 0 0%
22 |xcedf_gov.nist_rule_Admi Accounts: Administrator accoun CCE-2943-9 1 100% 0 0% 0 0%
23 |xcedf_gov.nist_rule_Guesi Accounts: Guest account status CCE-3040-3 1 100% 0 0% 0 0%
24 |xcedf_gov.nist_rule_Audit Audit: Audit the access of globa CCE-3162-5 1 100% 0 0% 0 0%
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