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SAML SSO DERFBLERTEDHN
SAML AXR—F1>JZBIATBICE ROFIEZRITUET .

1)
2)

3)

4)

5)

SAML 2.0 Integration Request Form #4U>0-RLEI33> 1E2% T TUEY. (BEHRAIESE)
Qualys Support ANTA—LAZXELET. (BEKANESE)

Qualys BR— M. BEHELBZ LT BEED ID JO/X44 (IdP) & Qualys SAML 2.0 H—EX JFO/(
4 (SP) OREINEFERAFRZRTELFT. (Qualys AWESE)

Qualys (&, #BIFEEZE URL O 2 DO URL #i24#tUF 9. (Qualys BIHEE)
ZNBM URL % Azure IR—4ILT Azure AD ZABR I 3R TELEYT . (DEIRAIER)

Azure Active Directory #8923 (BEARAIESE)

Azure portal TROFIEZETLET,

1. FHLWZOUF—3a>&EBMTS (Fr3U-BADT7IUr—33Y)

ERIOFES —23> D42 RIT [Azure Active Directory |2®IRUE T WRIC. [I2A-T3A X7V —23>] =i
RUZET,

Microsoft Azure L Search resources, services, and docs

Home > Default Directory - Overview

Create a resource Default Directory - Overview
Azure Active Directory
All services S B
«
% FAVORITES
& Azure Cosmos DB @ overview

B virtual machines i Getting started

Q’ Load balancers

Manage
i Storage accounts
aa Users
"> Virtual networks )
a Groups

0 Azure Active Directory

e Monitor

@ Advisor ( =

B3 Organizational relationships

Roles and administrators

#5  Enterprise applications )

@ Ssecurity Center

D Devices


https://qualys-secure.force.com/discussions/s/question/0D52L00004TnyebSAB/saml-20-integration-request-form
https://qualys-secure.force.com/discussions/s/question/0D52L00004TnyebSAB/saml-20-integration-request-form
https://qualys-secure.force.com/discussions/s/question/0D52L00004TnyebSAB/saml-20-integration-request-form
https://www.qualys.com/forms/contact-support/
https://www.qualys.com/forms/contact-support/
https://www.qualys.com/forms/contact-support/

[IRTOTIVT 23> EEIRL. LW IV —23> 1)UL ET .

Home > Default Directory > Enterprise applications - All applications

Enterprise applications - All applications
Default Directory - Azure Active Directory

% | |ZE Columns

© Overview =

Application Type
Manage | Enterprise Applications v ‘

Application visibili
B All applications BP b

[fay v
EY  Application proxy
L User settings ’ N o

NAME HOMEPAGE|

Security

Didn't find what you're looking for? Clic|

) Conditional Access

[Qualys ] THFREZEITLET . S FR Qualys 7TV -3 hFIATIEETY . D Federated SSO 4 %3F D&
NOT TV —23>mRIRUVET

Home > Default Directory > Enterprise applications >

Browse Azure AD Gallery

-+ Create your own application (@ Request new gallery app Q Got feedback?

@ You're in the new and improved app gallery experience. Click here to switch back to the legacy app gallery experience. —>

O Qualys X Single Sign-on : All User Account Management : All Categories : All

D) Federated SSO @ Provisioning

Showing 11 of 11 results

Q QualysGuard @ Qualys PCI @ Qualys US Platform 2
Qualys Qualys. Inc Qualys, Inc

QuALys' D Qualys. Qualys.

@ Qualys US Platform 1 @ Qualys US Platform 3 @ Qualys EU Platform 1
Qualys. Inc Qualys. Inc Qualys. Inc

Qualys. Qualys. Qualys.

Federated SSO A hMFWe7 TV —23 %03 3L BRIORA T TV —2ao R RrenNE 9, [Create %
JIwILET,
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QualysGuard X

Logo ® Name * ©
‘ QualysGuard
Publisher ® Provisioning ©
. Qualys Automatic provisioning is not
QUALYS supported
Single Sign-On Mode © URL ©®
SAML-based Sign-on https://www.qualysguard.com/

Linked Sign-on

Read our step-by-step QualysGuard integration tutorial

Qualys

FLWPIUT—2a> iNBINaN. SAML S I BA> A ZER T BELIIAER TERLIICRDET,
2. SAML 2.0 Integration Request Form D¥I33> 2 OI5EHEH#ERULEALET,

Microsoft Entra BI2t>4—(CT SAML R—ZXDOHA>A>O@QualysGuard Oty N7y IABELET

Fuiai=R » Io&=FS54 X FIVr=ia3 | TRTOF TV =332 > QualysGuard

QualysGuard | SAML R—ZDY A4

IeH—FFARX T IV r—ieas

o QualysGuard Otyh7v7

Microsoft Entra ID &V 0337 TV —2a M T 2L BN HVET.

ns4> URL https://login.microsoftonline.com/8e911--- 0
Microsoft Entra i3 ¥ https://sts.windows.net/8¢911043-3bd- D
as79k URL https://login.microsoftonline.com/8e911--- 1

sC A
B Section 2 — to be filled in by Qualys Customer-
| IdP EntitylD< | https://sts.windows.net/8e9110 AN {fc886b9/ <
| Public Cert for IdP | Please attach Base64 certificate in .txt format as a separate document:

SAML IdP SSO HTTP- https://login.microsoftonline.com/8 qfiiSdastiSntatamaian-
Redirect URL for SP- 27f1ffc886b9/saml2

| initiated SAML-
QualysGuard [

| subscription: |
Custom Exit URL https://login.microsoftonline.com/8 qiishfdiniimiSnteiemiiD -
(optional)- 27f1ffc886b9/saml2+

FIAIRTIE. O 79 URL (F https://www.qualys.com ([SERESNTVET ., HRYADT 79I URL %
SAML 2.0 Integration Request Form Ot4923> 2 (GEIITEET,
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https://community.qualys.com/docs/DOC-5424-saml-20-integration-request-form
https://community.qualys.com/docs/DOC-5424-saml-20-integration-request-form
https://community.qualys.com/docs/DOC-5424-saml-20-integration-request-form
https://community.qualys.com/docs/DOC-5424-saml-20-integration-request-form

3. SAML E&IBAE2YU>0-K93
[JITL—232X95 -4 XML] OtEICHS [Download] VU IUT, X957 =4 T4V I E1-A—(HRFLET,
ZOI74 )% Qualys [GXEULET.

© A

b= BEARE

g mE

1K ToT4T
H#3ED 9E4AD082C922ED29F7CDC98C6CF7DD2D696

1049A
AR 2027/11/411:42:08
B A AL P @outlook.jp
TAID7TF—ary AT —4 URL l https://login.microsoftonline.com/8e911-- [
iIEAE (Baseb4) Forn—k
AERAE (RNI) iy Man

FrFU—sa A5F—5 XML

JI7L—33> dF7 -4 XML I71IUE. BTZOUT2a> 0 IDP LU IDM TOI71/ IV EVER T 31z8(C Qualys
([CEoTERAINE T, CNIZIE IDP I>7474 ID. SSO USAL 4k URL, Base64 TI>Id—R&Nizh—Y>EL&ETE
BAEREDBRARIBRISENTVED,

DIIARTA—LE XML J74)L7%Z Qualys AIRHUET .

4. Qualys IOEENTTISE. TA—AD Section3 HMEBABHERO>TREROTEFT,
5. SAML 329)b B AVRERTZILSICFIVT—a &R Td  (HERAERE)

1) ©723>OT SAML BROFlZIEELET.

Qualys MSiRfften [#BIF(I>717 1 ID)]. [i5& URL]. LU [Y1>A> URL] ZANULET , MBOMEE
ZHDFEA. BT ROBEIE(CRREND/ T —AENVET,

ABYSTILE : US POD3 DiHE
o / https://%D\3%5% ]
HARE SAML R 2 an

BAF (7454 D) https://QualysGuard_SharedPlatform-SAML20-SP
5% URL (Assertion Consumer Service https://qualysguard.qg3.apps.qualys.com/IdM/s
e b FALTVETFY~IA—LD URL
Y4242 URL https://qualysguard.qg3.apps.qualys.com/fo/log |
in.php?idm_key=sam|2_4 1 Sulinimmtt 5 ZIEETH
UL —1RAE (HBETTAE) #HREFTRE
047Uk URL (HBERTHE) #HBERTHE

Section3 SAML URL #i8E9 3% J

Section 1 - information for the Qualys customer-

¢ Platform-
Qualys EntitylD QualysGuard_SharedPlatform-SAML20-5P | ALL Shared Platform:
(PLATFORMNAME is unique for each PC) | QualysGuard_PLATFORMNAME-SAML20-SP- PCP:
| https://qualysguard.qualys.com/IdM/saml2/* | USPOD 1¢
https://qualysguard.qg2.apps.qualys.com/IdM/saml2/ | US POD 2
| https://qualysguard.qg3.apps.qualys.com/IdM/saml2/- US POD 3¢
https://qualysguard.qualys.eu/IdM/saml2/: | EUPOD 1
https://qualysguard.qg2.apps.qualys.eu/IdM/saml2/ | EUPOD 2
Qualys ACS URL: . https://qualysguard.qgl.apps.qualys.in/IdM/saml2/« IN POD 1-
(BASE_URL is unique for each PCP) I :
httos://aualvseuard.ael.aops.aualvs.ca/ldM/saml2/ < CA POD 1¢
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Section 3 - to be filled in by Qualys

Notes:

IDM Key: saml2_412dbfaa3985¢

UUID 414b8834-b2be-504f-817a-e77921a3fe24
Subscription 8887709
ID

SAML URL https://qualysguard.qg3.apps.qualys.com/fo/login.php?idm_key=sami2_4 nie

2) I-Y-EBleIL—A.

1-H—H SAML 2.0 JORIIVZEERULT Azure AD 2L TP U -3 U TERFZ1TOL. Azure AD (&
SAML FREEED—EBELT (HTTP POST 2L T) =227 )r—2as(GRELET,

RIS PIVr—2av(d, 1I-Y -2\ ZT-ROADZRDHZANDDEC, b= ZAREEL TERL TP —-%20J1>2&
BEFI, NSO SAML b=I2(2(F, "IL—A" EMENZ 1T - (CBITBIBERNISENTVET,

name identifier OZ % (optional)

—BOI1-Y-#HBIFN Azure 1-H-0DI1—H—% (user.userprincipalname) OMEICYYTENTWBIENHND
9, [MREIT7A4I>%IWIL T, &al#sIF% user.employeeid REDBIDY - ABMHECEELET,

e BiEEIL—A

& Wk

givenname user.givenname
surname user.surname qualysguard_external_id ®Y—
emailaddress user.mail N ABME (L usermail) EFHE
name user.userprincipalname g

: _Prnew BOBECADESE
|qualysguard_externa|_|d user.mail
—EBD1—4H—1D user.userprincipalname

Qualys external ID OERDEN (wH) BIETIE. Qualys 45U R F5yhJA—AlE SAML =T THITEN
Iz qualysguard_external_id OIEZEEMTIDLIICHERREINTVE T, COBERZVANIEINT 2HENHDFET

[FTLWIL—LDEN] 27Uy L. ROEEZIEELE T,
£ 8i1: qualysguard_external_id

ZaiZefE  ZERH0EE

2o : &g (BIE) | Bl& M8ERU]
Source attribute: user.mail (3#£32)

source BN user.mail [GFEESNTVRHZEF. I-H -0 Qualys 7hU> b [948F ID] 4=V RICI-HY—-D

A=)l PRUAZANUT, BRZIRIELET . Y- ABMZRIDEICERE T DIEEHTEET . 2DHEE. 49 [FMEB
ID] DAEZ—EF B I(CEEEL TZE L,
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Home > Qualys - Single sign-on > SAML-based sign-on > User Manage user claims X
X User Attributes & Claims

.......
= .

I“
o * N 5
. ame ualysguard_external_id v
+ Add new claim | il |

i ey " Namespace | Enter a namespace UR ‘
ck. = Name identifier value: user.userprincipal
- Source (®) Attribute Transformation
CLAIM NAME ® aibute (O :
* Source attribute | user.mail U ‘

http://schemas.xmisoap.org/ws/2005/05/id

,’ http://schemas.xmlsoap.org/ws/2005/05/id
http://schemas.xmlsoap.org/ws/2005/05/id
http://schemas.xmlisoap.org/ws/2005/05/id

http://schemas.xmlsoap.org/ws/2005/05/id

Save
v

3) Azure AD 1—H—% Qualys 7Ur—2a(CEINHTS
FIVr—232( - —-F I -T2ENDHTE2NENHDFI . Azure AD TlE. Azure AD H'1—-H—(CF7IER%
AL TVARVRD, 1—Y—(E Qualys 7TWTr—3as(lH1 21> TEE A,

TIVr—23>0—8N5 Qualys 7IUT—23>m&RUEY . RIC. [Users and gropus] Zi#IRULET

[Add user] R7>%ZIIwILET,

Home > Default Directory > Enterprise applications - All applications > Qualys - Users and groups

® Qualys - Users and groups X

. Enterprise Application

El
»

ZZ Columns

B overview
6 The application will appear on the access panel for assigned users. Set 'visible to users?' to no in properties to prevent this. =»
o’ Getting started

Deployment Plan ‘

DISPLAY NAME OBJECT TYPE ROLE ASSIGNED
Manage

¢ No application assignments found
‘I' Properties pe 9
a4 Owners
& Users and groups

D Single sign-on

[Add Assignment] T [Users and groups] ZiERUE I, UAMID 1 A EDI—-T-%27UvIU TERL.
[Select] R7>=HIwILET
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Home > Default Directory > Enterprise applications - All applications > Qualys - Users and groups > Add Assignment > Users and groups

Add Assignment X Users and groups 0O x
Default Directory
Users and groups > Select member or invite an external user @
v

None Selected

Patnck Shmmer
pslimmer@qualys.com

Selected members:

Patrick Slimmer R
pslimmer@qualys com emove
_ Select

BT, [Assign]NI>aIUwILETS , TNT. BIRLIEI—Y—I(C Qualys 7 —2a>h &Iy TenEd,

6. Qualys 1—5® SAML SSO D&E{E

1) Qualys Cloud Platform ZERAUTRDFIEZETUE,
I1-H—=7hHI> KT SAML SSO ZBRCTD
Qualys UI @ [Users]02ax(BaLEd . FTLLWI-—HY—%/ER TN, BIfFO1 - —%iRELE T,

d1-Y— 7HIREED [Security] £233>T. [Enable SAML SSO] #i&ERULE Y.

New User Launch Help x

General Information

VeriSign Identity Protection (VIP)

Locale : 7k Not Registered ez
Identity
Protection

User Role [T VIP two-factor authentication

ASSELSIouys Note: This option enables VIP two-factor authentication for users to login into Qualys GUI. This

s sefting impacts Ul access only.
Permissions
Options | SAML SSO \

coe

external ID Z5%EI

I-5-0%N5B ID ZeRE I DHENDNFT . M ID DIE(F. Azure SAML B TER U
qualysguard_external_id EK(CFIEUET S48 ID (FA—H—DA—)L PRLRISGGRTE T 3L% HENSDHLET .
N% SAML FREHSE(CHFTEI 2RIDRBEMHEICEE UL AN HDET .
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AR ID (F. UI (LU FZ28R) £2(8 1-Y—-0iBNl/HRE API (/msp/user.php) ZEAUTRETEEFI, 5l
(CDWTIE, [Qualys API(VM,PC)I1—H A4 R 12&8BU TR0,

2) FOTHERWIE
HMEB ID (HMEROXFHGERETEFIN, XFHEFBITRIVTLI VA0 1-H-TLC —BT HIBENHD. BU
EZERTEIRENHDET.

BEETIL, 9MEB ID OFREE T (IAXFL/NIENXBIENE T, AXFUNXFEZXFIURVESIC T20ENH D5
Al ZOLSICEBHR TEFT . Qualys HR—NMIEFZL T, IDM BEZHZSY
RARALTLIZE L,

FEPREET(E, ¥NR—SvOEEEI EEEEOHN I-YDIMNED ID ZiREI S1ERZF O TVET,
fDOYR—Sv(CE, COERMISENTVBIHENHDFT,

New User Launch Help @ x

General Information

L FirstName: * Patrick Address 1:* | 919 E Hillsdale Bivd

User Role LastName:* Slimmer Address 2: 4th

Asset Groups Company: saml City: Foster City

Bermissions il NA Country: * United States of America [=]

Options Phone:* (650) 801-6100 State: Calffornia B

Security Fax ZIP Code: 04404

E-mail Address: * | psimmer@qualys.com Gﬂemal D psimmer@qualys.com )
{Case Sensitive)
Cancel |

3) SAML SSO #{ERU Qualys OJ1>DFA K

Web J39H%@ERALT. —E00J1> URL ZREET

Web J59HICE>T SAML SSO R—I(UHALI &N, 2T Azure Active Directory OO 4> ¢)NAT—Ra A
HUEY., BN RINT BE. Web JS5TUHH Qualys ([CUFfLYU b, FHIEN1—Y ID TEMRTEYSIVHF
MEd.

Azure AD Integration with Qualys using SAML SSO 8


https://www.qualys.com/docs/qualys-api-vmpc-user-guide.pdf
https://www.qualys.com/docs/qualys-api-vmpc-user-guide.pdf
https://www.qualys.com/docs/qualys-api-vmpc-user-guide.pdf
https://www.qualys.com/docs/qualys-api-vmpc-user-guide.pdf
https://www.qualys.com/docs/qualys-api-vmpc-user-guide.pdf
https://www.qualys.com/docs/qualys-api-vmpc-user-guide.pdf

Qualys M"s00 7T R34, Web J5UH(. BEEHSIRMENIE https://www.qualys.com FfzdhZ5 LA O
79N URL (LUFA LI NI ZEBNHDET

7. &DZ<® Qualys 1—¥—A®D SAML SSO ®O—)L7™ b

INTOFMIL—T—FE—EPOI - (WL T SAML SSO ZBRNCITBIENTEFT,
EREIA  SAML 286921 —(& API OFIAZBERCITDENTEF A,

Edit User Launch Help [
Information: Users must bs smployees of conractors of your company who are cbligations a8 protective. in the Qualys®
Q@ sorvca syeomont
General Information
User Role
Locale
Usar Rola: * Warager v

Alow sccessto: 9 GUI
Options.

Business Unit: *

Unassigned ~
Account Activity
New Business Unit

Seourity User configurations to transfer:

User Status Changing the user's business unit or user role will result in the removal of parsonal
configurations and asset groups from the user. Select tha opions below if you wish to iransfer
those sons and 1o the user's Manager. Lear more
7] Transfer personal configurations
Includes option profiles, report lemplates, scheduled lasks, distribulion groups, search sts, web
applications and compliance policies
[ Transfer Asset Groups
1f not selecled, may become port templates, schedules) and you'l
need to manually updats them.

Cancel

¥ —
FTATOHMIL—-Y—(CHULT SAML SSO 2BHICTS

[Users > Setup] > [SAML SSO Setup] (&L . [Enable SAML SSO for new useres A>3z

IR
RUFT,

Dashboard Scans Reports Remediation Assets KnowledgeBase Users

i= Users

Users Business Units Distribution Groups Activity Log

User Permissions Security Business Units
Set user permissions to restrict the view of certain Set security options to prevent unauthorized users Allow Managers to limit the number of new IP
user information and scheduled tasks. from accessing the service. addresses that can be added by Unit Managers.
Go » Go ) Go )
r
@ SAML SSO Setup - Mozilla Firefox [E=AEE 5
SAML SSO Setup Al va — B 9% =
Enable SAML SSO.
SAML SSO Setup Launch Help
Go »
|| Enable SAML SSO
H
. X Managers have the option to enable SAML SSO for newly created users. This gives customers full control over the
Activity Log 5 authentication of hosted user accounts that can access Qualys. Using SAML, Qualys acts as a Service Provider and
dSelenggztumefraTgofzr qu'rActNﬂy Log: 7 days, 30 provides Qualys cloud security and compliance applications. Your organization's SSO solution acts as an Identity Provider
ays, ays or ays. o . o
2 % 25 . that manages usernames, passwords and configurations used to authenticate users for Qualys.
.
-'. Go ) . : . . S -
- When enabled, new users will be authenticated via the configured corporate Identity Provider instead of the Qualys login
0
¥ page.
-
.
.
'.. ( Enable SAML SSO for new users )
."-.-..--------"")
Save Cancel
—
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EBHOI-T—(LT SAML SSO z—#EBMLIT S
[1—-Y—=] UZAMIE I-Y—=h' SAML SSO ZBRCLTLBINEIHNTRRENE T,

Dashboard Scans Reports Remediation Assets KnowledgeBase Users
Business Units Distribution Groups Activity Log Setup
v [m\[;\\'mﬁv| | |1-160f16 b | £~

] Name Login Role ~ Business Unit Status Last Login Modified SAML S80

71 Brendan Skulan quays_bs1  Auditor Unassigned Active 08/04/2017 07/31/2018 Enabled

[0 Jason Kim quays_ak4  Manager Unassigned Active 05/01/2017 05/01/2017 Enabled

[0 Patrick stimmer = quays_ps Manager Unassigned Active 07i26/2018 05/23/2018 Disabled

[} Suzy Van Pelt quays_sx22 Reader Unassigned Active 07i31/2018 06i11/2018 Enabled

[F] Hana Fedasz quays_hf Scanner Unassigned Active 11/05/2018 07i26/2018 Disabled

[ Jake Anthony quays_aad Scanner Unassigned Active 07122018 0712/2018 Enabled

[0 susan schlemmer quays_ts9  Scanner Unassigned Active 07/09/2018 07/09/2018 Disabled

[Z] UM Created Scanner quays_us2  Scanner BU1 Active 0810412017 01/03/2018 Disabled

[F1 James Adrian quays_aa32 Unit Manager BUA Active 0713112018 07/31/2018 \_ Enabled J

VZARD E(CHB[ Search IMN9>%2 71Uy F %L SAML SSO HMERDICIROTWDT AT M T (X R DI BTEN TEF
ED

Name: -
Title:
Business Unit: all ) 4
External ID:
User Login:
Role: & Manager = Unit Manager Auditor &J Scanner
Reader | Remediation User | Contact User Administrator
Status: Active Inactive | Pending Activation
Not Logged In Since: =)
Medified Since: .3_‘
@ML SS0: ¥ Disabled Enabled )
v
=

IRFFERDINTOITZIEIRL. [Actions]XZ1—M5[Enable SAML%Z&IRUE Y, [Disable SAML] Zi&RI 3
CET. CNEBIUAET SAML ZEINCTEET,
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Dashboard Scans Reports Remediation Assets KnowledgeBase Users
Business Units Distribution Groups Activity Log Setup
|‘Newv||‘535mh||ﬁ\tasv| ] | 1-50f5 b | kv
Delete " " _ _ .
Login Role -~ Business Unit Status Last Login Modified SAML 550

Enable SAML

Disable SAML quays_ps Manager Unassigned Active 07i26/2018 05/23/2018 Disabled

Clear Selections | quays_tr2 Manager Unassigned Active 11/05/2018 07126(2018 Disabled
Hana Fedasz quays_hf  Scanner Unassigned Active 07/09/2018 07/09i2018 Disabled
UM Created Scanner quays_us2 Scanner BUA Active 08/04/2017 01/03/2018 Disabled
Susan Schlemmer quays_is9 Scanner Unassigned Active 08/09/2017 01/03/2018 Disabled

External ID ZBINY 2HERZYR—Sv—(F59 3
External ID (3. YR—SJv—DTSAYVEIES . (BIRIVTAV ) (CEoTEITEET,

YR —SvDEBFRL(C(E, ROFIECRHLT, MOYR—Sv, IZYMNR—Sv, BLUI-HEEBEENI-HDIER
ID ZiRETERLICIBATIAHHNET .

1) Users > Settings > Permissions (C#&)L. [Manage external IDs for usersZi#EiRUE Y.

External IDs

As the Manager Primary Contact you can assign/edit the external ID for users. Select this option if you want to grant this permission to other Managers, Unit Managers and
User Administrator. You do this by editing their account settings.

Allow other users to manage external IDs )

NF=Sv DTN NefREL T COHSRT7 I A2 SLET . (58N 3E. ¥ R—2v—(F External ID Zzfthd1
—Y—(CEIDHTBIENTEET,

General Information - -
Extended Permissions

Locale Allow this user to perform the following actions:
( Manage external IDs for users

User Role

Permissions »

Options

Account Activity

Security

con |

ZOftEEER : SAML Frequently Asked Questions (FAQ)
Qualys SAML 2.0 SSO Technical Brief
Qualys SAML and Azure Active Directory Integration

ME
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https://success.qualys.com/support/s/article/000005888
https://cdn2.qualys.com/docs/qualys-saml-2.0-sso-technical-brief.pdf
https://cdn2.qualys.com/docs/qualys-saml-azure-ad-integration.pdf
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