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SaaS$ Detection and Response Overview
How to get started
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Hello Shishir

Welcome to SaaS Detection and Response

Manage and secure the SaaS apps and data that help drive your business.

Leam More

@ Build Inventory ‘@, Monitor Security Report and Respond
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Edit - You can edit properties for any connector.
Enable/Disable - You can enable or disable any connector for automatic Incremental Scan.
Sync - If any connector fails to sync because of some back-end errors, you can manually Sync the
connector.

Delete - You can delete any existing connector.

Re-Authenticate - Whenever you move to a new version of SaaSDR, you must reauthenticate if the existing
connector does not appear on the application Ul
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- Error
- Unauthorized

To know the status of the connector scan, go to Configuration > Connectors.

ARy kY DO

HEBHNOITRTOa2z—HF—Lba—HF—IV—T%FKRLFT, T/, AFv v L7z SaaST 7V T
— 2 aVvhrbREINZT7TANR T FNE—, F—F =T 4 TV r—av, SFRL.
TRTDY Y —REZFKRLF T,

TALT U DERR
SaaS 7 7V 7= a viEidnd &, XAF¥ ¥y VvARRBIh, 77V 75—y avhrbrAiT—2
R7vENES, COFIEZ, 77V r—vavThzufbtssa—¥F—Lt )y — 208k
DWT, BT T 3L TICREIZE 222560350 3,

ZF v VHPETTEICONT, [F4oVZ MY 2712, SaaS 77V 5y —2a Vil 7 7+ AT
3N IRTCDL—Y—a—HY— - IA—TBANINET,

[TALZ PV [2—F -1 ERX [N -7 ZTBBL, I T2 —F—La—F -0t
MDY R b, 2=F =307 7 & AMEDTI (NE £ 72 135M8), 2 —F —oREI R L2 RRL
ij—o



SaaSDdectionandResponse v HOME  DASHBOARD  DIRECTORY RESOURCES POLICY ~MONIOR RESPONSE  REPORTS  CONFIGURATION

Directory

16

f156 D] W
Total Users
AL COMETR
@qmallcom :‘3 Diopbox BXTERNAL
AWSPubliSite Site Guest User Pk EXTERNAL
%
S | AWSPublicSite Site Guest User Pt EXTERNAL
1
g | AWSPublicSite Site Guest User § sficiest EXTERNAL
4
rlssés: ENERNL
COMECTOR (] s BT
0365 04 pot 8

SaaS I A7 X AF ¥ vD—EfE LT, SaaSDR I —HF—% XD X HICHEL T3,
- AVE—FNINLIFEIC, SaaS T IV —vavicTAhY v EEOMBRORER
<7
- I7RZ—FNINLIEFTFIC, TaRAEEFINTOEHEBN DO 22— —T T,

W —F— e —F — 13, LT3 SaaS T 7V r—vavickoCHENELY %
4, SFDC #f& %, fho T CcoB G cHEIZF L T3,

View Resources

Dy —XR%z8/ 5%
T7AN, THAKX, F=FX=F4 T 7V 75— av, REOFMALED) Y —ZAD Y X+
[VY =R 27 CHERENET, VV—RT 2720, HEIhTw3 ) v -5, FrA
HEh Loz R R TE T,



Saa$ Detection and Response

Resources

122K

Total Files & Folders = R
check incr 12/1
check incr 121
ext regression 1.5.0.docx
SARS ext regression 1.5.0.docx

EXTERNAL

Documents.docx

Qo0 o e 0

Document5.docx
| CONNECTOR

[ZT7ANETHFAF] 2700, HNDOFFa XAV e 73 A 2B —ERREINTT,

[TV r—var]27icid, #HO2—F—BA VA=A LEITRTCOY—F =T 4 T
TV r—vavp—EBRREINET, AT AV VI EEALCIALDT SV r—vavEA
VAP =N LI —F =, (THEINTOLHERLE LDl 2RI TEES, ZOT—X%T7 7
VECIN =T LTCERTBZICE [T 7V Ea—2U0 0 E2TERL, 2 —HF =24 VX b
— AN L7T7)OBERRTZICE[2—F—a—%2U VLT,

[2—=T 4TV E27IIE, Zoom B EDT TV 7r—v a v ENLTUTONEZTRTDI =T 4 ¥
ST F R —ERRINET, 20X TICE, PR 1 ODREEDHE I —FT 4V
DAVRRNINE T, SaaSDR IF, EEVR A VEEEF ¥y 7 F v LT A,

H: Qualys SaaSDR 121k, HETHOREPLIER FEI N T 2 Ak ITEHIN T E A,

SaaSDR 28 Xifk% Y A b7 v 79 572012l s K T L, P edb 1207 77 Falds
WETT,



Policy
Enable a Policy
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&— Control Details: Ensure multifactor authentication is enabled for all users in administrative roles
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Monitor SaaS Applications
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Security Misconfigurations
Remediation for Office 365

tFa2UT A DEREIX
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Total Controls Evaluated

¢ Ensure prevent non-admin users from creating security groups

9 2¢ Ensure that 'Users can register applications'is set to 'No' W e 1] oses
CONNECTOR M " o "

1 g % Ensure modern authentication is enabled on Exchange Online e ] oses
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Security Misconfigurations
Remediation for Office 365
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1. [Basic Information] 7 4 ¥ F 7 G, [Name] & [Description] # AJJ L, [Next] 27 U v 7 L

F7,
SaaS 7 4 —/L F & Connector 7 4 — /L FIZHEIA T E N T T,

€— Create New: Remediation Job

STEPS 173

@ Basic Information

Basic Information
Add details of the remediation job here

Remediate Controls

Office 365

03652103
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1. [Select Controls] 7 4 ¥ F 7T, FTXTOFEMAIEL { KR I T 541 [Next] %
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Security Misconfigurations
Remediation for Office 365

€— Create New: Remediation Job

STEPS 2/3
Select Controls

Basic Information Choose the failing controls to add to the remediation job
Sedect Controls

3 Review and Confirm

Controls (2)

Naug CRMCALTY
70089 Ensure prevent non-admin users from creating security groups o ) o |:|
70093 Ensure modern authentication is enabled on Exchange Online SetOrganizationConfig -OAuth... [ High

ay ha— VOB AEE Y a 7OMERKFRC, LFCHlFFE RSN TS [ b e — 1 oiEf]
TAavEHHLCavytr—L2EBMNT2ZLDdTEET,

€— Create New: Remediation Job

STEPS 23

Select Controls

Choose the failing controls 1o add to the remediation job.

Controls (2)

[]

o NAME REMEDIATION ACTION camcauty L
70059 Ensure prevent non-admin users from creating security groups Set-MsolCompanySettings Us.. [ High
70093 Ensure modern authentication is enabled on Exchange Online Set-OrganizationConfig OAuth.. () High
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Security Misconfigurations
Remediation for Office 365

€— Create New: Remediation Job

Selected Controls

[ NAME
70050 Ensure prevent non-admin users from creating security groups
70093 Ensure modem authentication is enabled on Exchange Online

.

STEPS 3/3
Review and Confirm
Basic Information You're all done! Review your selection and click Submit. T remendiation job w
Select Controls
3 o Basic Information
Review and Confirm
test
Office 365

e created and added to your remediation jobs list
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Response Remediation Jobs
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Remediate 70184

of 6
STATLS CONNECTOR LETED
Completed f] 0368
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Completed ] ottc3ss
Completed r] 365

Jan 28,2022
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Remediation for Office 365
Response
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Reports
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Trusted Domains and Applications
Add Domains and Applications as Trusted
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Customizable Dynamic Dashboard
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