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SWCA R ¥ v VIERIE, YA N—tF 2T BEEECSAM)ICERINET, FHHICOLTIL,
CyberSecurity Asset Management ® SWCA X ¥ v > 7 — X Z# SR L T 7ZE Ly,

SwCA & Windows :BotU“ Linux 7”7 v b 74 —LTOHRYTR—FEN, VMAIZI—z v MIZHLTT
ITF 4TI ENTWBBEIZOAT 7T 4 7L TEET,

E: ZOMEEIZ, SWCA X F ¥ v EHIR— FF 5 Windows B L Linux T—Y = >~ b - N F U HEH
FERIBRICOAMEATEET, Y R—brah W3-y b= 3 (220 TlE, Cloud

Agent Platform Availability Matrix ® [T —> =« > bN—2 5 VRO oo a v a22B LTS
(VAN

EIE =SS
SWCAT—%X ALV XR— - NAFU—%KX7>0O0—FF 3%I2IF. Cloud Agent |[EXF/53 % Qualys

Content Delivery Network (CDN) URL ICE##E#td 24, 7AF¥ > —%2FEHALTCSWCAT—% - L7
B—  NAF =% KX 70— FFTI2HENHY T,

Qualys Cloud Agent £, BRENX 7> A—KF Y= 7z X DX T7vyA—F ERT7v7H—-FEED
TOTAETAD=HIC, 5l %= Cloud Agent ' —/Y—? URL (ZEE6: L £,

Cloud Agent # —/X—& CDN URL ®—E (22> WTIE, https://www.qualys.com/platform D5/ % £ 88
LTL7EE,

YHR—FLTWSEE
RDFEIE, SWCA ' Linux LU Windows 7Y b THR— T B2EBET7 7ML ERLTVWET,

HR— FEEE - Linux

Language File Package managers/Ecosystem
Ruby Gemfile.lock bundler
Rust Cargo.lock cargo
PHP composer.lock composer
Python Pipfile.lock Pipenv
poetry.lock poetry
requirements.ixt Pip
Go go.mod Go
Java pom.xml Apache Maven
Language File Package managers/Ecosystem
gradle.lockfile gradle
jar/war/ear jar
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DotNet

NodeJs

packages.lock.json
packages.config
.deps.json
package-lock.json

yarn.lock

HHR—+EEE - Windows

Language

DotNet

Go

Java

Node.js

PHP

Python

File

.deps.json
.packages.config
nuspec

nupkg

go.sum

go.mod

jar

war

ear

pom.properties

Nuget
Nuget
dotnet-core
npm

yarn

META-INF/MANIFEST.MF

pom.xml
gradle.lockfile
package.json
.package-lock.json
npm-shrinkwrap.json
composer.json
composer.lock

€gg
egg-info/METADATA
egg-info\METADATA
egg-info/PKG-INFO
dist-info/ METADATA

dist-info\AMETADATA
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poetry.lock
Language File

requirements.txt

Rust Cargo.lock
Ruby Gemfile.lock (bundler)
gemspec
SWCAEED T 7 T 4 71t
COMEEEBMICT BICIE, BE—F I3 EHOTI -V 2 P RR M TSWCAEY 2 —LET VT4 71t
TERLELNDY ET, EX2—NETITATHTBICNE, [TV EE] > [TV ] 4

BB, (VA4 v - Tooav] AZa—hm0 [<EZa2a—I>070F747kmx7) v LE
ERD

Activate Agent x

Activate this cloud agent for the modules selected below.

The cloud agent piatform wil start fo continuously perform host assessments and report secunty threats
using this agent A icense, if avaiable, will be consumed for each agent activated

FIM

Patch Management o
Not activated. Your agent(s) are not activated for Patch.

191 available of 200 total activations
Supported for only Windows 3.0, Linux 4.6, MAC 4.25 and higher Agent
versions

-y

TITAN=— a v EF—OFMELIIRERICSWCAEY 2 —ILETITAR—+TDZELTEET,
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New Activation Key Tum help tips: On | OFf X

Create a new activation key

An activation key is used to install agents. This provides a way to group agents and better manage your account. By default
this key is unlimited - it allows you to add any number of agents at any time

Title Demo Key
Select | Create

(no tags selected)

Provision Key for these applications

CyberSecurity Asset Management Patch Management

w Activations managed by CSAM o m License limit not enforced
Vulnerability Management Policy Compliance
) License limit not enforced &) License limit not enforced
Endpoint Detection and Response
g License limit not enforced
Secure Config Assessment
o SCA License limit not enforced
CAPS Cloud Agent Passive Sensor 0 Software Composition Analysis
O License limit not enforced License limit not enforced

[J Set limits

Close Unlimited Key | Generate l

A VR b= ET A VR =L

SWCAT7 7V r—>avh o7 RISV MIRLTT 774 71bdNb & RO T 74 LH Qualys
CON #—nN—h oy ro—Fah, 7y MMV b—lbanhxd,

Linux 7+t v b —. qualys-swca-datacollector /Xv 47—, qualys-swca-datacollector /Sv 7
—VELTAVYRP—LNEINTESWCAT 7V r—2avid, AL =T A YTV RTLDY 7 T 2T /8y
T=UIHr—Y v —THRRCEET,

Windows 7+t v k FB— SwCAScanner.exe 774/, SWCARXRF v AV, AL —FT 4 TR
T OETFRO T Ot XDHA|IZ SWCAScanner.exe AR RENE T,

Qualys CDNURL ® J X MZDW Tk, [FHESRMF] 2o avaSRBLTIEEN,

Cloud Agent ® SWCA 77U —>a>»hkT7 0T 4 7ftEN5 &, qualys-swcadatacollector /Sy 7
— VA Linux 7Y b ST A YR M—=)LEN, SwCAScanner.exe 7 7 A /LD Windows 7t v b H 5 Hl
Rz,
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SWCA X & v VERTE DR

Windows 8L Linux 7y bOY 7 b7 - AvEIS a v AR F vy VB TABRTEEd, (18
Xl OF®D [SWCARF v - FAZ 74| X 7ITIE Windows B LU Linux T—Y 2> FDT 7+
Ik TR FALDEENTWET,

T 74 FTlE. Windows & Linux DZNZFMNT1 2D SWCA XF v - 707 7AILAERTIEET
ER

MENT  CONFIGURATION

‘El;ud;g:nl = "DASHBOARD.  AGENT

Configuration CAPS Configuration [T

Connte 1-80f 8

SWCA Config

Linux Profile to test Disable Internet
test_update1234___

Test for disable internet Lirvax Jun 28,2023

*7-. Windows 8L Linux 7Y FRICHARZTAXEN/ZSWCAXFv> - 7O 7AILEERT
528HTEET, SWCARF v VAICHAZTAXENTT AT 7 AIILEERT 5 IC15:

1. [Configuration] 2 7IC#%&) L. [SwCA ScanProfile] #7 Vv 2o L7,
2. Linux Scan Profile Z 7z(% Windows Scan Profile Z & [Create]= 27 U v 7 L £,
3. BELEEANL. (REIZZ7 VY I LET,

SWCA AF% ¥ > 7177 A/l -Windows

Windows 7t v F TSWCA X ¥ v Y HOF L WA 7 7 A ILEVERT BIZ1Z. [ Windows Scan Profile
>Create] #7V v o LEY,
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€— Create New: SwCA Scan Profile

Software Composition Analysis Scan Settings for Windows

Basic Information

New SwCA Profile

is as a default profile for the subscription

Profile Settings

[ = |
[Create New: SWCA Scan Profile] _*—> T, ROBEHREAHAL T,
EARER
. HLLWRFry - TOTFALOERERBEANLET,

s AFyURBR-I—Y v A0 TOT7rANCEEMITONT T Y FERF Y T ERREE
NEMTEERLET, T 74/ MEIX 10080 5T,

. CDAF ¥y - JAT7ANEY TR TS a3vDTF 740Dy 777 - aAViRY g
PR FY > - TAT7ANELTRERETIHEE. [TNE VTR T avor74ibh -7
A77A4ILELTERETS] Fxvy Ry IR&ERLET, 2hld. 22— —FEDT 74/l
bR 7 7ANICRY FT,

7077 AILEE

SWCARXF ¥ >DRAA—TAFHETHI2IE. AF v Ile8ddT4L 7 M) ABMLET, £/, XF
Y UDBEATEZTrANERETAL Y ) AREET AL TEET,

1. BENB3TFALIPM) - XXV VICEHDETALI N AERTEES, T 74/ 0TE YT
AL PUDPRFY U ICEENET, BHOT AL I M)V E AT TCRY>TAATEET,
SWCA . Windows BED A —HIL KSA T DHERXF v LET,

R RZADIBNYR— P EINTWBZEEERLEST, TOT7 14— FIF, T4V FH—FXF
CIERRIFAYR— ML TULWEHEA,
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ERAF Y VEEICIIEFEDT AL N DAREEDD E, CPU EXTY DEESENHIR SN E
ERS
2. BATBTALIMYIZ7AIN-SWCARF v U ALEBEDT7AILERIEZT4 L7 MY BRI

TEFT, BATB77A40MIT AL NI ETEERTHICIE EROT AL MU EHYTXY)
Ofkjjl/i‘g_o

T /NRDIAN Y R— P INTWEZEERERLET, TDOT74—ILFIE, TA4ILFH—FXF
CIERRIBAYR—FLTULWEHEA,

FECPUAEYDEELZFST-HIC. SWCA XX ¥ v OBET—X52ELT 4 L7 MY AR
LEd,

3. REFXVEALTYL - ZF vV IRTTHETORARMEEEL £, 7740 MEl 120
£TT,

4. CPUERE-SCARF v - 7OCATHASINIBRCPUERRAAHLET, 727171,
CPU XA —RRIC2ET /e, D Y £7,

5. 249 RF ¥ VDEFT-ETHOTOCRATCAF Y EERTTEICE. TOF v IRy IR
EHAICLET, [RF] 27Uy oL T  BRLIEAF VY VERERZREFELE T,
SWCA 7' 12 7 7 A JL - Linux

Linux 7y b ED SWCA XF v Y HOF L WO 7 7AILEERT SIZIE, [Linux RFv> - 707
7AILDER] >&= 27Uy LET,

€— Create New: SWCA Scan Profile

Software Composition Analysis Scan Settings for Linux

Basic Information

Linux Profile for Disable Internat

Profile Settings

Disable Internet Access a»
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[Create New: SWCA Scan Profile] *—> T, ROEHREEANL £,

HEAER
1. HILWRFv>r - 7FAT774)L OZFIEHBEEADLET,

2. AF v VR -T—Yz v b7 T A VCEEMITONT Ty bEXF v T BB
NEMTERLET, T 74/ MEIX 10080 5 TT,

3. ZDRFyy -TATFANEY TRV T avDTT7FNIDOY TR LT - AVEY Y g
VOMAF Y JOTFAINELTERETDEEIE. [TNEY TR T aroTr74IL
b 7O77A40NELTERETD] Fzvy - Ry A% BIRLFEFT, T, T —HF—FED
F7HIE TATFAIIIEY FT,
TR T7 7 AILETE

SWCARXF ¥ >DRIA—TA2FHETDHITIE, AF v Il8vdT4L 7 ) A2BMLET, £/, XF
YUDOBEATEZ T rANERIET AL N AREET DL TEET,

1. EENB3T4LI MY -XF v ICEBHETAL VM) AETEERTEES, T 74U MTIE T
AL IR RFY U IZEENET, @W@74v7hU%ﬁ/va@ofAﬁf§i¢

T 7 #I) b T, root lE Linux AF v > 7 A7 7ALICEENTVWET, 72/ L. RO—RH%E
2y bT—=0 774N AT LIESWCA RF v U sBASNET,

o afs

o cifs

o fuse.sshfs

o dfs
o gfs2
o nfs
o nfs4
o nfsd

o safenetfs

o secfs
o smb2
o smbfs

Qualys Documentation 11



Qualys Documentation

o vxfs

o vxodmfs

B NRZDOAD Y R—FENTWBZEHAERLTLEEN, ZOT74—IILFIE, TA4ILKEH—
RYFEERRBAYR—FLTWWEHEA,

EAF Y VEHBEICREEDT AL M DAREEDHDE, CPUEXTY DBEEENEIREINE
ERR

BATETALIZ MY/ 774N -SWCAXRF v U OEED 7 7AILE-IET4 L7 MU EBRAT
TFET, BATEZT AT ALY P ETERTDICE. EBHEHOT L7 MU EHYTTRY ST
AALET,
HoF RADBNY R —FENTWAZ EEZHRLET, ZOT7 1 — /L RiZ, VAL RKI— RKXFL
FEHEHRZYVR—FLTWEEA,

:CPU AFY OWEZMOT=DIZ, SWCA AFX ¥ NI ET AT —Z RS FEIN TN RNT 4 L
7 N EBRINLET,

AV c BRALTIF -AF v PR TITH2ETCORRKEREAERLET, 77 4/L MEIL 120
2T,

CPU X -SCARXRF v - OV RATHAINIRBACPUFERAEXRAANLET, 7z7-L. CPU
ERERA—BFNIC2IBT HRIEEL DY £7,

AVR2—=29 VTP I CREEMNICTER AV R—Yy VTP IRREENICTE A /-3 7I1CL
T AvE—2y bEUFEFLIZERLET, 1 X —2v MERPEZICH > TWLWBHE, SCA
At XiEMaven URI P UICESRIL T, Java 7 —T 4 7 77 bSO T 5= OBIMNEHE%Z X
ETxET,

MRIE) 227U v 27 LT | W L7z SWCA A% v VR EZRFELET,

HRAZTAXEINT-SWCAZXE7 A7 74 ILDE) LT

WREZ<TAZXEINT- SWCABR T O 7 7 ALV AEERT 2551F. SWCABR T A7 7 A IILERR NEFE
ICEY B THARELHY £,

HRE L SWCABRTA 7 7ANL%ZE)HTHICIEE, ROLSICLET,

1. 7Ty bDURIPSETRANTEY F2BIRL, [T 3> ] AZa—h5 [SWCARET O
FALDE) KT 2oy LET,
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Dashboard  Agent Management  Configuration

&8 Agent Management Agents Activation Keys Configuration Profiles

Saved Searches ~

Search...
Add Tags |
3 n Last Activity v Last Checkq
Assign Config Profile
| #sson suca contgProfie | |1 Provisioned May 29, 2029
et ate Agert May 29, 2023 2:35 PM
Deactivate Agent
Assign UDC Manifest
0 'VM Manifest Downloaded April 10, 202
Hninaies hoset April 10, 2023 5:14 PM
Activate for FIMEDRPM/XDRICAPS/SWCAVMOR OT VM Scan: Jul 26, 2022 3:52:16 PM

PC Scan: Jul 26, 2022 3:15:54 PM
Deactivate Agent for FIMEDR/PM/XDR/CAPS/SwCAVMDR OT

©On Demand Scan

Troubleshoot » |

Clear selections 0 Configuration Downloaded March 31, 20,
TUTTITUTOUTUY ) March 31, 2023 9:16 PM
VM Scan: Dec 08, 2022 4:00:41 PM
PC Scan: Dec 08, 2022 7:29:31 AM

2.SWCABR 7R 7 7 AILDY X rHn, BIRLIZHRAMEEICEY Y TE2ER A7 7 (4 1L%
BIRL., [R7FE] 227Uy 2 LET,

SwCA Configuration Profile x

Select the SwCA configuration profile you want to assign to these agent hosts
Search

SwCA Profile Name Platform Created by Last Updated  ~
Test1_edit_to_test_updatedBy Linux quays_rc62 August 17, 2023
linux_default_include_exclude_windows Windows quays_rc62 August 08, 2023

test Linux quays_rcs2 July 26, 2023

Windows SWCA Default configuration(Default) Windows System Generated July 21, 2023
TestWindowsProfile Windows Qquays_rc62 July 21, 2023

_Cancel |

3.MWR] #7UyoLT . RRAMEEICEIY Y TONIT 74/ D SWCAER IO T 74
LEBEBRZ T,

Replace SwWCA Configuration Profile

4. Replace the agent's SWCA configuration profile

The SwCA configuration profile of the agent would be updated. The changes will be refiected in some

time.
Please Note that this profile will only be apphed on agents that have same platform type as configuration

BIRL7- SWCA B 7 A7 74 )LiE, BRLAFZX MEEICEY HToNE T,
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CSAM [ZF17% SWCA X F v > T —X&

SWCAMBEN T 7 F 4 7ILENTWB 71y FE. SWCA R ZAEMENT [7H Y M & 7 THRRTE
9,

Oybachecitty Kests Kiaragamont. % DesHBOARD [IWVENTORY] TAGS  NETWORK  RESFONSES RULES  REFORTS  CONPIOURATION oL

CSAM | EASM

sensors.activatedFortodules: *SwCa'|

9 TOP HARDWARE CATEGORIES TOP OPERATING SYSTEMS CATEGORIES
MANUFACTURER M 1 9 > m &5
Viware 9
OPTRATING SYSTEN HARDWARE LASTUSER SOURCES 163
TGS ®c

SWCADT VT4 7SN TWBETE Y MIDOWTIE, [Ty bOFEE] R—2H 5 SWCA T — X % HE
RCEET, [MYRM=WERYZ7E72T] 27 TlE, aVvFR—3 > FOFMzHETEES,

€— Asset Details: Rename_ubuntu16

INVENTORY
Installed Software

iconv-lne

bytes

Qithub com/inconstveveable mousetrap
minizib
negatiator

Pywin32-ctypes

node-aacon-api

[VZbT7 27 ARV bR X7 TR FESNZY 7 b7 zT7 aviR—F v b EEBEEHERTE
£9,
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Rename_ubuntu16

INVENTORY

Software Composition Analysis (SCA)

VULNERABILITIES (84) | SOFTWARE COMPONENTS (341)

Coan Prta

L R U—

500f 341 €
ST s ®
github com! mnconshreveabie/mousetrag
e miniab . .
Seare Accese Cartei prwin32-ctypes 2 Pybon A/BWCA_DATA/J_CKTA/posryock
COMPLANCE
Fla Irtagnty Monasong posies-dita nodes CoHSWCA_DATA/ P DATA package-toch
pycporser ORIWEA_DETALE. -
SOURES 5 . . e -
vnyd St iniriei ka2 a -
€— Asset Details: Rename_ubuntu16
v INVENTORY P -
Software Composition Analysis (SCA)
Asset Summary
System Information
Network Information SOFTWARE COMPONENTS (341)
Open Ports
d Scftware [ - ~ |
) 3| =
Tratfic Summary -
Business Information
1-500f 84 ) &
v SECURITY
] me DETECTED DATE SEVERITY
TruRisk Score
980324 Python (pip) Security Update for urllib3 (GHSA-wqvq-Sm8c-6g24) Tuesday, 12 Sep 2023 11:5821 AM (1]
Vuherabities o
'MDR Priori
4 as 991047 NodeJs (Npm) Security Update for jsonwebtoken (GHSA-hirf-2m68-5959) Tuesday, 12 Sep 2023 11:5821 AM E]
Active
981109 DotNet (Nuget) Security Update for elFinder.NetCore (GHSA-wmpm-fq7r-jq56) Tuesday. 12 Sep 2023 11:3821 AM wmE
£ Active
X0R 981247 Python (pip) Security Update for simiki (GHSA-fqrS-qphf-vfr8) Tuesdey. 12 Sep 2023 115821 AM (1]
Active
Centficates
Sucums AccmssOostal 982959 Nodejs (npm) Security Update for total.js (GHSA-6¢f8-ghai-vigm) 115821 AM (2]

~ COMPLIANCE 990886 NodeJs (Npm) Security Update for moment (GHSA-wc69-rhjr-hc9g) [« amE
Active
File Imegrity Monzoring mm—
y 002906 Moda le (Mnm) Sacurine Lindata & i S A 508 ) Tineda 19 Cana0%2 41 5000 Ans L
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