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CEBRE

Release Version

Release Date

Change Description

4.0.0 July 30, 2024 Initial Draft
4.0.0 February 04, 2025 | The document is updated with the following changes
¢ Section — Requirement 12
- Added new requirement 12.3.3 in the compliance
support diagram
- Added new requirement 12.3.3 in the compliance
support diagram
4.0.1 July 28, 2025 The document is updated with the following changes

+ Section - Overview
- Updated the heading from Importance of PCI-DSS
4.0 to Importance of PCI-DSS Compliance

+ Section - Requirement 6
- Added new requirement 6.4.3 in the compliance
support diagram
- Added new requirement 6.4.3 in the compliance
support table

+ Section - Requirement 11
- Added new requirement 11.6.1 in the compliance
support diagram
- Added new requirement 11.6.1 in the compliance
support table
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- TotalCloud (&, FREIRZRAUL. MFIEZHEL. EFIRENDENZRRTDZET, ISTRA>
JS0tFa Ut EaBELUE T,

- BIMbESNED—070-EEFERCID IS R Fa1UST A EBZHRILL. 50 REEDEA
R+ UT ARzt UERT

Qualys TotalCloud MFEMICDULNTIE. Qualys TotalCloud A>S54 2AJLT&ESBUTLIEEU,
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PCIO>TSA 72 AYMR— b

PCI DSS &+ 1

v MO—0 EF1UF 1 HlEEA >R ML UTHES: H— RFEEDT — 9 ZREF TEAN SREL.
EETED Y ND— U LERTERVRY ND—JRDERZHIEL, SRTERLRY ND—0&H—R

FiE&EST —~IRIE (CDE) OMA([CIER CTEDT /A RICKDTELSETND IR IZERT D, BERRY
ND—D A2 TSRS OFvZHIIUCHIFI DS ENEERTT,

Req 11 Req 1.2.3: Req 1.2.4:
Install ar?d Méintain Req1.1.1 Req1.1.2 Maintain a network Maintain a data flow
e —>| Implement and maintain Define the roles and diagram showing all diagram showing flows
Network Security § - §
security polices for NSC responsibilites for NSC connections between CDE across networks and
Controls (NSC)
and other networks systems
Req 1.2: Req 1.2.1 Req1.2.2 Req 1.2.7 Req 1.2.8
Network security Define, implement, and All changes to network NSC configuration are NSCs configuration files
controls are configured configure standards for connections NSCs are reviewed at least once in are secured against
and maintained. NSC rulesets approved and managed six months unauthorized access
Req 1.2.6:
REPilde Security features are EPiles
Al services, protocols, A NSCs are installed
defined and implemented
and ports allowed are e e e between all wireless
identified, approved. networks and the CDE
protocols, and ports
Requirement 1: Req 1.3: Req 1.4.3: Req 1.4.4:
lnstaﬁ A e et Network access to and Req 1.3.1 Req 1.3.2 Anti-spoofing measures Cardholder data storage
Ny t#—>| from the cardholder —> Inbound traffic to CDE is Outbound traffic from the are implemented to detect components are not
Network Security i CDE P P p -
Controls data e_nwronr_nent restricted is restricted and block forged | accessible from untristed
(CDE) is restricted. addresses networks
Req 1.4: Req 1.4.2
Network connections NSCs EreeqileI;rﬁented Inbound traffic from
> between trusted and —>| P untrusted network to
between trusted and
untrusted networks are trusted network are
untrusted networks
controlled. restricted
Req 1.45

Internal IP addresses
and routing information is
accessible to authorized

users

Req 1.5.1
Implement security
controls for all devices
able to connect both
untrusted networks and
CDE

Req 1.5:
Risks to CDE from
—>(devices able to connect—>|
untrusted networks are
mitigated

EZ 1 DD Qualys YVU1—>3> VMDR, CM, PC, FIM, EDR, SCA, PM, UD, GAV, CSAM
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B4 1 0EHOPCI > TSAT7 > IYR— N

Req. | VMDR| PC | FIM | CAR | EDR| PM | GAV [csaM| cM | uD | sca | was
1.2.1 4 /

1.2.2 7/ V4

1.2.6 Ve V4 V4 V4 V4

1.2.8 ARV 4 /
1.3.1 AV 4 / 7/

1.3.2 / / 7/
1.3.3 / / /

1.4.1 AV 4 / 7/

1.4.2 / /

1.4.3 A4 / /

1.4.4 44 / 7/

1.4.5 4V 4 7/
1.5.1 7/ V4 7/ V4 7/ 4 /7 7/ 7/
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IARTOIRT LA AVR—RD MIRERBHEER: BEDH D AMNT T AL hDS X5 LB DK
1RESSHEEBA T DDZEH DS, INTDIRFT A DIR—R2 hEDA VL RBIRICREIMEMRZRE
LJ ig_O

Req 2.1
Define the processes and
mechanisms to implement ——>|
secure configurations for all
system components

Req2.1.1
Implement and maintain
security polices for
requirement 2

Req2.1.2
Define the roles and
responsibilites for
requirement 2

Req22.1
Rz Define, implement, and Req2.22 R 22 Ryl
System componenets are Define and manage primary Only necessary services,
—> configure standards for all Manage vendor default
configured and managed functions for system protocols, daemons,
componentes and accounts and passwords
securely components and functions are enabled
vulnerabilities
Requirement 2.
Apply Secure Configurations
to All System Components Req225 Req226 Req227
All non-console
Document the details of any System security parameters
administrative access
insecure service, protocols. are configured to
is encrypted using strong
or deamons prevent misuse
cryptography.
Req 2.3 Req2.3.1 Req2.3.2
Wireless components are All wireless vendor defaults Change the wireless
configured and managed are changed or are confirmed encryption keys whenever
securely to be secure, appeared compromised

E4 2 OeHD Qualys YVU1—>3> VMDR, CM, PC, FIM, WAS, EDR, SCA

B2 DHOPCI > TSA 7> XY R— N

VMDR CSAM CM SCA | WAS

Req. PC FIM | CAR | EDR | PM GAV ub

2.2.1

/

2.2.2

2.2.3

\ NS
NENTNTN

2.2.4

2.2.6

2.2.7

2.3.2
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RESNETHOO N T—HDRE: 7HDO> b T—YDRFE/NRICHIR., #ERIET—4 (SAD) ZHl
BRU. D— RFEET —SIN\D7 IR ZHRL. H— RFEET —5ZESk. IDIET. b—U214EL T,
H—RFB&ET —YDEF1 VT 1 2RI DHWRERELET,

Requirement 3:
Protect Stored Account Data

"Imechanisms to protect stored

» Storage of account data is

> PAN is secured wherever it is

,|Cryptographic keys to protect

Req 3.1:
Define the processes and

account data

Req 3.1.1
Implement and maintain
security polices for
requirement 3

Req3.1.2
Define the roles and
responsibilites for
requirement 3

Req 3.2:

kept to minimum

Req 3.3:Sensetive

Req3.2.1:

Implement the data retention

and disposal policies to store
the minimum account data

Req3.2.1.1:
Full contents of any track are
not retained after
authorization

Req3.2.1.2:
Card verification code is not
retained after autherization

Req 3.2.1.3:
The personal identification
number (PIN) and the PIN
block are not retained after
autherization

Req 3.3.1
SAD is not retained after

Req3.3.2
Electronilcally stored SAD

authentication data is not ——> authorization, even before authorization is
stored after authentication if encrypted and rendered encrypted using strong
unrecoverable after use cryptography
Req 3.4: Req 3.4.1 Req3.4.1:
Access to display full PAN Req y Prevent relocation and
- —> PAN is masked when
and ability copy cardholder displayed copying of PAN when

data are restricted

accessed remotely

Req 3.5:
—>|

stored

Req 3.6:

—>
stored account data are

secured

Req 3.5.1:
PAN is rendered unreadable,
wherever it is stored

Req3.5.1.1:
Hashes used to render stored
PAN unreadable are keyed
cryptographic hashes

Req 3.6.1:

Define and implement
procedure to protect
cryptogrphic keys used
protect stored account data

Req 3.6.1.2:
N Secrete and private keys are
used to encrypt and decrypt
stored account data

Req3.5.1.2:

Use disk-level or partition
level encryption to render
PAN unreadable on
removable electronic media

Req3.6.1.3:
Access to the celeartext
cryptographic key is
restricted.

Req3.5.1.3:
Secure storage of disk-level
or partition level
authentication details.

Req 3.7.1

Req3.7. Implement key-management Req3.7.2 Req3.7.3 Req3.7.4:
Define and implement P Y 9 Implement key-management Implement key-management Implement key-management
f —> policies and procedures to 3 5
cryptographic key include generation of strong policies for secure distribution| policies for secure storage of policies for key changes of
management process cryptographic key of cryptographic keys cryptographic keys expiring cryptographic keys
RESYE Req 376 Req37.7:

Implement key-management
policies for retirement,
replacement, and distribution
of cryptographic keys

Implement key-management
policies for manual cleartext
key-management operation

Implement key-management
policies to prevent
unautherized substitution

. Qualys [F. BESNEF—FEREFIER, TF1UF(EE
FTBHC. BHREFIUT A HFEERALTNET.

« Qualys SO RIS R ITA—AICRFSNDT—HE. 256 Ev hF—%{EA LTz Advanced
Encryption Standard (AES) Z{ERLU CES{EENTULET,

. BDMDTEFI YT BRI SKRE

« Qualys (& \=FDxT7EFa1USTrEZ21—)L (HSM) ZERALZZERF—A N —20 O
—ADT7 X, SERR. TIRBEODEE. Ry ND—TTIATFT—2 3> BEHNRER
BEBEREDFEEERALTVET,

tn:u.E.

E4 3 DD Qualys YVU1—>3> VMDR, CM, PC, FIM, GAV, CSAM
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BEHE3DIEHDPCL > TSA 7> AHR— b

Req. | VMDR| PC | FIM | CAR | EDR| PM | GAV | CSAM | CM | UD | CertView| WAS
3.2.1 / /
3.2.1.1 4

3.2.1.2 4

3.2.1.3 /

3.3.1 /

3.3.2 4 4

3.4.2 7| 7

3.5.1 /

3.5.1.2 4

3.5.1.3 / /7 /7 7
3.6.1.2 4

3.7.1 /

3.7.2 /

3.7.3 /

3.7.4 4

3.7.5 4

3.7.7 /
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A=T2RN\TVY IRy NO—DFBHTODRERIC, MHORES{EEZEALTH— RAAEET Y2 RE:
A=T21ITUY D =y RDO—TRBETOXERIC, H— RAIBEET —FHENRIES{EZER LU TRES
NTNWBTEZHRLET .

Requirement 4:

Protect Cardholder Data with

Strong Cryptography during
Transmission over Open,
Public Network.

Req 4.1:
Processes and

mechanisms to protect
cardholder data during
transmission

Req 4.1.1:

.| Implement and maintain

security polices for
requirement 4

Req 4.1.2:
Define the roles and
responsibilites for
requirement 4

transmission

Req4.2.1:

PAN during transmission
over open, public network

Req4.2.1.2:
Wireless networks
conected to CDE use
strong cryptography

. Req4.2.1.1:
Req 4.2: Implement strong Maintain inventory of
PAN is protected with .| cryptography and security e
cryptography during | protocols to safegaurd Y

certificates to protect PAN
during transmission

Req 4.2.2:
PAN is protected with
cryptography whenever it
is sent via end-user

messaging

« Qualys(d. EEFHBLIMREFRDT —FDTF1 VT4 2RI DeHIC. BIENRT—SESIEFEE%
FRAUTWEY,

o EEPDT—4(CDWTIE. Qualys (& TLS (Transport Layer Security) & HTTPS 2L T, BE#R
DEEBIUVT7TUT—>3>M5 Qualys 95T RTSY R IA—AICERERESNDIT—FEFRELE T,
TLS (Z. 256 Ew ~i#dD AES (Advanced Encryption Standard) &&ED@ARESETO N IILETIL
JUXLEERAUET,

« Qualys 75O RTISY I A —LRICRFNDT —4 (L AES-256 TRE N, BERTEFIUTAN
BRENTVET,

+ Qualys (&, BESILHROER. &RF. REDCH(C. BELQREEFEZEHRALTVET,
. INSDIESIEFECIZ T, Qualys @F7OTCRHH, T—FEIATFT—2 3>, RENRESRRED
ENOEFI1UTHREREL TV,

Ef40HD Qualys YVU1—>3> PC, EDR, CertView
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B4 DHOPCI > TSAT7 XY R— N

Req. VMDR | PC FIM

CAR

EDR | PM

GAV | CSAM

CM

ub

CertView

WAS

4

4.2.1

4.2.1.1

v

4.2.1.2

4.2.2

PCI DSS & 5

ITARTDIRTLAERY ND—VZREBERDHDIYVIMIIPHESEETILIIT. T4V IRE, Zfth

DEFIVTABRNSSRATAERY ND—DZRET D(CIE. BFHE

CERE

SNEITOCREADZX LD

WETY., Ffe. BEIDIBENSKRETDLHC. INSOTOCRZMGHICEAR - #IFIT D EEEE

TY,

Req 5.1:

Define the processes
and mechanisms to
protect all systems and
networks from
malicious software

Req 5.1.1:
Implement and
maintain security
polices for requirement
5

Req5.1.2
Define the roles and
responsibilites for
requirement 5

Req 5.2:
Malicious software is
prevented or detected
and addressed

Req5.2.1
Anti-malware software
is deployed on all
system components

Req5.2.2:
Deployed anti-malware
software detect
removes, blocks, or
contains all known
types of malware

Req5.2.3:
System components
that are not at risks are
evaluated periodically

Req5.2.3.1:
The frequency for
> periodic evaluation is
defined in entity's
targeted risk analysis

Req 5.3:Anti-malware
mechanisms and
processes are active, ,
mainatined, and
monitored

Requirement 5:
Protect All Systems and
Networks from Malicious

Software

Req 5.4:
Anti-phising
mechinisms to protect
user against phising
attacks

Req 5.3.1:
Anti-malware solution
are updated to latest

versions

Req5.3.2
Anti-malware software
performs periodic
scans, real-time scans,
and behavioral analysis

Req5.3.3
For removable media
anti-malware performs
automatic scans and
behavioral analysis

Req5.34
Audit logs for anti-
malware solutions are
enabled and retaiined

Req5.3.5
Anti-malware solutions
can not be disabled or

altered by users

Req5.4.1:
Procedures and
automated mechanism
are implemented to
protect agains phising
attacks

Qualys (&, HEESNZITIRITSY RIA-—LTG—EXZBU T, BBEROSIXTLERY ND—UZEBR

DHBDYI NI THhESBENICRELTT.

Page
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+ Qualys IRV T PigbiEZERH L. T2 FRA> bES—/)\— LOBIMDOBRDH DV I DT 7%
AFr 2 UFET,

« Qualys DEBIA >FTUSIVRICKD. RHDVILD T VOMEERBRHENSS AT LAZRELET,

B 5 O=H® Qualys YU1—>3>  VMDR, CM, PC, FIM, EDR, SCA, PM, UD, CertView,
GAV, CSAM

BEHE 50D PCL > TSA 7> AHR— b

Req. |VMDR| PC | FIM | CAR | EDR | PM | GAV [CSAM | CM | UD | SCA | WAS
5.2.1 / V44 7/

5.2.2 7/ /

5.2.3 / / /
5.2.3.1 7/

5.3.1 AV ANY 4 VA4 /7

5.3.2 7/ / /

5.3.3 4 /
5.3.4 / 7/ /

5.4.1 7/
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RERIATLAEYVI NI PORFEEMIFT: 1T 0 LOMIEESRET —F 2 BRICTSITEENEN D
DET, R4 —IED/) N FEEHNCEBRAL., B2RIOA—FT1>2>0T50574 XA=BFLTLIEE0. U
AIODCEDWTHAA LY —RTYVIT— hEEMLU. SATLAEBETZECBIELTLESV. N7

Do—2 3> xRENSREL TS,

Req8.2: Req8.2.1

s 2 Req6.22 Req8.2.3

Bespoke and custom Bespoke and custom software are R o
> ol A O Training for software development Bespoke and custom software are
s e U, 2z personnel reviewed before relesse

securely industry standards

ReqB8.24

['ﬂp lement soitware engineenng
(tzchigues in development to m gBlE
common attacks
Req6.32
e - Req£.3.3
Requirement 6: Req 82 Req6.2.1 Inventory of custom software Als S.ema:m e
Develop and Maintain » <, i Security vulnerabiltes are identified bespoke software, and third-party o P =
> arity are protected sgainst known

Secure Systems and
Software

Qualys (. TO7 057« JRRER. BEbY—IL. A2TSA T ROEM. MiGEHRiEOXRKZEL T,

I

v

v

Req8.1:
Define the processes and

> mechanisms for

developing and
maintaining secure
systems and software

Req8.1.1
Implement and maintain security
policies for requirement &

Req8.1.2
Define the roles and responsibilities]
for requirement 6

and mansged based on standard
industry practice

components is
maintained

vulnerabilities by pstching and
updstes

Req8.4:
Public-facing web
spplicstions sre protected
sgsinst sttacks

Req 8.4.1
For public-facing web apps. new
threats and vuinerabilities are
addressed on ongoing basis

Req 842
For public-facing web apps.
sutomated solutions sre deployed
to detect and prevent web-based
attacks

Req 843
Methods are implemented to check
suthorization, ensure the integrity,
and maintsin an inventory of a
psyment psge scripts

Req 8.5:
Changes to all system
components are managed
securely

Req6.5.1:
System components sre made as
per standard procedures

Req6.5.2:
Confirm the PCI DSS requiremets
after completion of significant
change

Req 6.5.3:
Pre-production environments are
separated from production and
scoess control is enforeed

Reg6.5.4:
Roles and functions are separated
between pre-production and
production

Req 6.5.5:
Live PANs are not used in pre-
production environments if they are
not part of CDE

Req 6.5.6:
Test dats and test sccounts are
removed from production before
deployment

BBERDIRATLEY T NIT T DOREIMEHFaRELET .
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Qualys DUTFOY—EXZFERALT. BRI RATLEYV I NI T 7ZHF - #IFCE=FT,

Qualys(d. BEFENCFIVT A AHZIBERL., HEBRREZEBIFCERLD. UTOFEMRLR— NEDHIZE
REUET,

- TFI VT DR EMERZ )T ILI A LATREFRIELET
o SESFLRENCEENDEIEIA T DFMRLIR— bERELET.

Bt 6 DIESH®D Qualys YU 1—S3> VMDR, CM, PC, FIM, WAS, SCA, PM, CAR, CertView,
Admin, GAV, CSAM

B4 6 DIZHDPCL > TSA 7> AHR— b
Req. | VMDR | PC FIM CAR | Admin | PM GAV SCA CM ub WAS

6.2.1 7/

6.3.1 7/

6.3.2 7/

6.3.3 / / 7/

6.4.1 / /

6.4.2 / / /

6.4.3 /

6.5.2 /

6.5.3 /7 7/

6.5.4 7/
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H—RERET—HINDOT VR ZEB LOBEMEICHE U THIR:NROZ 7 I CIHENR+DIEE, BEERT
—INDARETICRZHUTUESEREMNHDFT . BHFEATICAID, ARBSNBEE(CHER/NRD
ERZMNE5L. POCRXZHRIT DI ATLZEALTLZSV., POCIHETOCX (IBRECER - EIR
TIVENHDFET,

Req 7.1:
Define the processes and FEYUAL Reql it
- Implement and maintain Define the roles and
mechanisms to restrict ~——>| ,
security polices for responsibilites for
access to cardholder data ;
requirement 7 requirement 7
and system components
Req 7.2: Req7.2.1 Req7.22: Req7.23:
Access to system Access to system . 5
. Access is assigned to users, Required privileges are
—>| components anddatais —>» components and data is . .
. including privileged users approved by authorized
appropriately defined and managed via an access
s based on requirements, personnel
assigned. control system(s).
Requirement 7.
Restrict Access to System
Components and > Req7.25: Req7.26:
Cardholder Data by aizqr;fl:d ggcfsesr ar‘i:\fill’:n; All application and system Al user access to query
Business Need to Know privileg accounts and related access repositories of
including third-party/ vendor - .
. privileges are assigned and stored cardholder data is
accounts, are reviewed
managed restricted
Req 7.3: Req7.3.1: Req 732
Access to system An access control system(s) is q 0.2 Req7.3.3:
. K The access control system(s)
components and datais —— in place to restricts access The access control system(s)
- is configured to enforce A -
managed via an access based on a user’s need to i is set to “deny all” by default
control system(s). know. p

.+ Qualys(d. BEFERVICIFIHANZILZBHFENE D LT, ESRRAZ-X(CEDIBHRIEHOR
BICEDWC, 797 ICRDFIRZEHRELET .

« Qualys(d. FEHRO—ILR—RADTILRIS—, SHOMHVMERLTE. MEAI/RER, FMREEDO
DT IR EDEBEZIRA L TLET,

E4 7 0OHD Qualys VU1—>3> CM, PC, Admin
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B4 7 DHOPCI > TSAT7 > IAYR— N

Req. |VMDR |PC |FIM |CAR |[EDR |[PM |GAV |[CSAM |CM |UD |SCA | Admin
7.2.1 / /
7.2.2 / 4
7.2.3 /
7.2.4 /7
7.2.5 / 7/
7.2.6 / /
7.3.1 /

7.3.2 / /7
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PCI DSS €14 8

I—Y—&#EIL. SAFTLIAR—RD MOFICRZBIE:EZT7HD> MIEBOD ID ZEDETD &
T, BERT (I DRIENBRDEREH L —F —(CLDEDTH DI EZERICLET, Fo. BE
SRV EDRNISTBEIAN AL ERI S —ZREL, #IFI D ELEEETT,

Requirement 8:Protect
Stored Account Data

Req 8.1: Req 8.1.1: Req 8.1.2:
Define the processes Implemgnt anc_! maintain Define thg (Qles and
and mechanisms for security polices for responsibilites for

authentication requirement 8 requirement 8

Req 8.2:

User identification and Req 8.2.1: Req 8.2.2: Req 8.2.3:
related accounts for All users have a unique ID Group, shared, or generic Addition, deletion, and
users and before access to system laccounts should only be used modification of credentials
administrators are components when neccessary should be approved
strictly managed
Req 8.2.5: Req 8.2.6:
Access for terminated users Inactive user accounts are
is immediately removed or disabled within
revoked. 90 days of inactivity

Req 8.3: Req 8.3.1 Req 8.3.2:

Strong authentication A Strong cryptography is used Req 8.3.3:
All user access to system , . ) N
for users and to render all authentication User identity is verified before
—> - . —> components for users and
administrators is factors unreadable modifying any

established and
managed.

administrators is
authenticated

during transmission and
storage

authentication factor.

Req 8.3.4:

Invalid authentication attempt

is prevented by lockout
option

Req 8.3.5:
Set/Reset unique the
passwords and passphrases

Req 8.3.8:
Authentication policies and
procedures are documented

and communicated to all

users

Req 8.4:
Multi-factor

implemented to secure
access into the CDE

——>|authentication (MFA) is —>

Req 8.4.1: MFAs
implemented for all non-
console access into the CDE
for personnel with
administrative access.

Req 8.4.2:
MFA is implemented for all
access into the CDE.

Req 8.4.3:
MFA is implemented for all
remote network access
originating from outside.

Req 8.5:
Multi-factor
——>| authentication (MFA)
systems are configured

to prevent misuse.

Req 8.5.1:
MFA can not be bypassed,
must have at least 2 layers
for authentication

Req 8.6:
Use the proper
—>| credentials for user
accounts and
applications

—>! Interactive login is prevented

Req 8.6.1:

unless needed

Req 8.6.2:
Passwords /passphrases for
interactive login are not
hardcoded

Req 8.6.3:
Passwords/ passphrases for
any application and system

accounts are protected
against misuse
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Qualys (&, 502 TF1UFTRKRICBVWTEERT —FZ2RET DcHOBIENR I —F —FRAEA N =X
LDEREZZELUET ., UTD Qualys U—EX(FE, OO TSA 7> ABHODERKICEIEET.

- Qualys EB3F API (&, &2/ API F—BHE> X7 /A& OAuth2.0 IR EDHEFIREDRF O ~ )L EEB L
T, DS RAFT LA EDHREDTCHDRZEILERLZIRELUET .

- Qualysld. Ly a>EHE, FHDD FOVIT O MANZX A BEBEOV EER. EHNRT I
Ea—REDRUS—EBEBUTWNWET,

E48DH®D Qualys VU1—>3> CM, PC, Admin

BEHE8DIZHD PCI A>TSA 7> AHR— b

Req. | VMDR | PC FIM | CAR | EDR| PM | GAV | CSAM | CM UD | SCA | Admin
8.2.1 7
8.2.2 7
8.2.4 /
8.2.5 7
8.2.6 7
8.3.1 7
8.3.4 7 /

8.4.1 s ,
8.4.2 /

8.4.3 7

8.6.1 Vs
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H—REET—INOMBH T VLR EZHR: H— FRET -4, FREINSDOT—FZ=KRE. LB, FE
KET DS AT LNOYIEN T TR (L. BRDSDITRE(CKDBEESNTLVVRVWIENIRERANSTEE(C
REITDVENDDFT. B— FRECEEIDIAT A VLT IER. RFE. BIUHEETBHDRUS—
EANZXLEEAL. 4125950232 iRA> b (POI) T/\A RDBEAZBETET.

Req9.1:

DEMEETEEs a Implemzi?agnli :namlaln Req9.1.2
4> mechanism for restricting —>| security polices for Define the roles and
physical access to cardholder| ty p responsibilites for
data requirement 9 requirement 9
Req9.2.1 Req9.22
5 Req 9.2: Appropriate facility entry Physical and/or logical Req 9.2.3 Req9.2.4
Physical access controls > controls are in place to controls are Restricted access to wireless Access to consoles in
manage entry into facilities restrict physical access to implemented to restrict use of] access points, gateways, and sensitive areas is restricted
and systems systems in the CDE. publicly accessible so on. via locking when not in use
network jacks.

Req 9.3: Req 9.3.1: Procedures are Req9.3.4
Physical access for implemented for Req9.32 Avisitor log is used to
——>| personnel and visitorsis ——>| authorizing and managing Procedures are implemented maintain a physical record of
authorized and managed physical access of personnel for authorizing and managing visitor activity within the
to the CDE, visitor access to the CDE facility and within sensitive
Requirement 9: areas
Restrict Physical Access to B s
Cardholder Data
Req 9.4 Req9.4.2 Req9.45:
Media with cardholder data is. Req 9.4.1 All media with cardholder Req 9.4.3: Media with Inventory logs of all electronic|
> securely stored, accessed, > All media with cardholder data is classified in cardholder data sent outside media with
distributed, and destroyed. data is physically secured accordance with the the facility is secured cardholder data are
sensitivity of the data maintained.

Req 9.4 6:
Hard-copy materials with Req 947
cardholder data Electronic media with
are destroyed when no cardholder data is destroyed
longer needed when no longer needed
Req 9.5: Req9.5.1

Point of interaction devices
——>|are protected from tampering
and unauthorized
substitution

POI devices are protected
from tampering and
unauthorized substitution

Qualys (I ZF)L TF1UT o [CERZBEVTVEIN, BliEH— RFEEDOT —FMREFESNTU\SHE
BAD7 I RZHIRY D (CYENR T+ 1 UST o flifleRE I DdHENSHDET.
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Requirement 10:
Log and Monitor All
Access to System

Components and

Cardholder Data

”|destruction and unauthorized

L

Req 10.1
Define the processes and
mechanisms to logand —»
monitor access to cardholder
data

Req 10.1.1
Implement and maintain
security polices for
requirement 10

Req 10.1.2:
Define the roles and
responsibilites for
requirement 10

Req 10.2:
Audit logs are implemented

anomalies and suspicious

to support the detection of — and active for all system

Req 10.2.1
Audit logs are enabled

components and

Req 10.2.2:
Audit logs record all the
details for each auditable

activity cardholder data Gozt
. . Req 10.3.2: Req 10.3.4
Req 10.3: Req 10.3.1: Req 10.3.3: Use file integrity

Audit logs are protected from

Read access to audit logs
files is limited to those with

Audit log files are
protected to
prevent modifications by

IAudit log files are promptly
backed up to a secure

management and change
detection system to prevent

modifications. ajob-related need individuals. SOIEge tampering of audit log files.
5 Req 10.4.3
Audit lo ze:r;?étlewed to Req 10.4.1: Exceptions and anomalies
9 " —>| Review the critical logs at identified during the
identify anomalies or 5
205 - least once daily review process are
suspicious activity addressed
Req 10.5 Req 10.5.1
Audit log history is retained —>{Retain audit log history for
and available for analysis. at least 12 months.
Req 10.6: Time- Reayinedl Req 10.62 Req 10.6.3:

synchronization mechanisms
support consistent time
settings across all systems.

System clocks and time
are synchronized using
time-synchronization
technology.

Systems are configured to
the correct and
consistent time

Time synchronization
settings and data
are protected

Req 10.7:
Failures of critical security

reported, and responded to
promptly

control systems are detected, —>

Req 10.7.1
Failures of critical security
control systems are
detected, alerted, and
addressed promptly

Ef10D=H®D QualysYVU1—>3>

VMDR, CM, PC, FIM, SCA, PM, UD, GAV, Admin

Page | 33




E2H 10 DfzHD PCL > TSA 7> AHR—

Req. | VMDR| PC | FIM | CAR | EDR| PM | GAV | CSAM | CM | UD | SCA | Admin
10.2.1 4 7/ 7/
10.2.2 / 7/

10.3.1 4
10.3.3 4

10.3.4 /

10.4.1 / /

10.4.2 / /

10.6.3 / 7/
10.7.1 4V 4 /
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Req 11.1:
Sy P Req 11.1.1 Req 11.12
— mechsnizm to regulsry Implement and maintain security Define the roles snd responsibilities|
test system and network policies for requirement 11 for requirement 11
security
Req 11.2:
B o Regq 11.2.1
Identify and monitor ) Req11.22
—»| wirsless access points Authorized and unauthorized An inventory of authorized access
B wireless sccess points are i I T g
and sddress mansged. P
ones
Req 11.3:
) Identity, prioritize, and Bty :e" “‘3|' 7 -~ Req 1133 Req11.34
Requirement 11: —>{ sddress intemsl and i I::r:’f‘fy’:f":J‘:‘s‘k"::‘: ;z;‘f"" Mansge sll other spplicable Perform internal vulnersbity scan
Test Security of external vulnerabilities vulﬁerabﬂity vulnersbilities via authentication scanning
Systems and Networks reguisrly
Regularly
Req11.34 S Req11.34
Pearform internal vulnerability scan Pt ex:er::l vu‘ln‘erabnh oy somel Perform external vulnersbility scan
sfter significant change g sfter significant change
Req 11.4:

)

v

Perform intemal and

—» externsl penstration
testing and address

exploitable vulnersbilites

Req 11.4.1
Define, document, and implement
penetration testing methodology

Req11.42
Internal penetration testing is
performed pericdically by quslified
resource

Req 11.4.2
Externsl penetrstion testing is
performed periodically by quslified
resource or third party

Req11.4.4
Exploitsble vulnersbilities found
during penetrstion testing sre
corrected

Req11.45

In case of segmentstion of CDE

from network, oerform testing on
segmentstion control

Req 11.5:
Network intrusion and Req 11.5.1: Req 11.5.2:
|—» unexpected file changes Intrusion detection and prevention Change detection mechanism is
are detected and measure are in place deployed
addressed
Req 11.6.1:
Reg 11.6: 3
3 A change and tamper-detection mechanism
Unauthorized char
—> e ok st o is deployed to alert on HTTP header
pay i g for unauthorized changes snd evsluste
== Sockespo HTTP hesders of payment pages

EF 11 OzH®D Qualys VU1 —>3> VMDR, CM, PC, WAS, EDR, PM, GAV, CSAM, WAS
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Req. VMDR | PC |FIM |CAR [EDR [PM |[GAV [CSAM |CM |UD | WAS | Admin
11.2.1 7/

11.2.2 /7 7

11.3.1 4 /

11.3.1.1 / /

11.3.1.2 4

11.3.1.3 7/

11.3.2 / 7/ 7/

11.3.2.1 4 7/

11.4.4 /7

11.5.1 / 7/ / 7/

11.5.2 7/

11.6.1 ,
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«—>| information security —>] reviewed at least once every security is formally assigned
= established, published, defines information security to a Chief Information
policy that is known ol 12 months and updated as i S e
and current needed P Security Officer
Req 122
Define and implement ey
Document and implement
use polici acceptable policies for end-
for end-user
user technologies
technologies
Ris'ze‘z 2:203E e Req 12.3.1: Req 12.3.2 Req 12.3.3 Req12.3.4
A Each PCI DSS requirement Atargeted risk analysis is Cryptographic cipher suites Hardware and software
Ly ’ that provides flexibility is performed for each PCI DSS and protocols in use are technologies in use are
evaluated, and reviewed
supported and documented requirement documented and reviewed
managed
Req 12.4.1
Req 12.4 Responsibility is established Req12.4.1
»PCI-DSS i i y executive management for| Performance reviews at least
managed the protection of cardholder once every three months
data
Req 12.5: Req 12.5.1
Scope of PCI-DSS Inventory of system Req 12.5.2:
>  complianceis | —> components in use with PCI-DSS scope is
documented and function/use is and
validated and regularly updated
. Req 12.6.2:
i o2 | 26t enenioma] (S0 svares o Req 203
—> is reviewed at least once Security awareness training
Organizational Policies and education is an security awareness program
P every 12 months and for personnel
ograms ongoing activity for all personell
updated.
Req 12.7
Personnel are Req12.7.1
—>| screened toreduce —> Personnel who would have
risks from insider access to CDE are screened
threats
Req 12.8 . Req 12.8.4
§ L . Req 12.8.1 9
Risk to information Prepare the list of all third Req 12.8.2. Reqa‘lr‘Z 83 Implement a program to

Req 12.1:
A comphrehensive

Req 12.1.1
An overall security policy is

Req 12.1.2:
Information security policy is

Req 12.1.3
The security policy clearly

Req 12.1.4:
Responsibility for information

assets from third-party
service provider
relationships is

party service providers with
whom the account data is

Writtne

an
acknowledgements from all
third party service providers

process for engaging with
third party service providers

monitor third party service
provider's PCI DSS

The security incident
response plan monitors and
responds to alerts
from security monitoring

systems

Req 12.10.6
Incedent response plan is
modified and evolved as
required

shared compliance
managed
Req12.85
Maintain information about
responsible TPSPs and entity|
for PCI DSS compliance
Req 12,9 Third-party e Req 12.9.2
service providers TSPS: T TSPSs support their
s acknowledgement of
supports their —> responsibility o protect customer request for
customer’s PCI DSS information to meet Req
compliance EEEEER 12.84and 12.85
Req 12.10:
Suspected and Req 12.10.1 Req 12.10.2: Req 12.10.3: Req 12.10.4
confirmed security An incedent resposnse plan Review and test incident Designated security personal Periodic training of incedent
incedentes that could exists and ready to be response plan at least once are available 24/7 for response personnel
impact CDE are implemented every 12 months incedent response
immediatly responded
Req 12.10.5

Req 12.10.7
Implement security incedent
respsonse if stored PAN data
is found at unexpected
places
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B4 12 DD Qualys YU1—>3> CM, PC, FIM, EDR, SCA, PM, GAV, CSAM

B 12 OO PCI > TSA 7> XYR— K

Req. VMDR [PC [FIM |[CAR [EDR |PM | GAV |CSAM [CM | UD |SCA | WAS
12.2.1 4
1232 / /7
1233 7/ / /
12.3.4 V4
12.5.1 / 7/
12.10.1 4 7/
12.10.5 /7 /7 4 /s / 7/
12.10.7 / 7/
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