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PCI DSS v4.0 Transition Timeline
RFC of PCI DSS v4.0 Stakeholder Official Release: ISA/QSA PCIDSSv3.2.1 Effective date for new PCI
Validation Documents Preview: PCI PCI DSS v4.0 with training and retired DSS v4.0 future-dated

DSSv4.0 validation supporting H requirements “**
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Payment Card Industry Data Security Standard (PCI-DSS) v4.0

Report Summary
Mandates Requeements PC1- 0SS
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Contros: Hosts WostCortrollnstnces | poes
408 1 408 1

Report Statistics

Requirement Posture

~ Mandate Posture
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PCI DSS 4.0 Qualys App Capabilities
Requirement

1.2: Network security Qualys PC, FIMEI—>1> bLRARY D=7 )\ RZHR— KU
controls (NSCs) are FIM, F9, TCREVILFOISD RREERICHITZD—o0— K&
configured and TotalCloud REZROEF b ERHEUET .

maintained. (TC)

2.2: System components  Qualys VMDRI(FAEs5HZFKR L. PCIERESRZREUET,

are configured and VMDR, PC, CSAM(IANED/ BB EEDDIEZITVET,

managed securely. CSAM

2.3: Wireless Quays PC PCIEINRTCOBRIBICHITIRE=RZFRRERUET,

environments are
configured and
managed securely.

3.3: Sensitive Qualys PC PCIE. HEEHEDEREET — Y DR ZEIRFE T D& T,
authentication data is CDEMEH/IZI DICRIIBET .

not stored after

authorization.

3.4: Access to displays of  Qualys PC PClECDFT—HINDOEEZRIET D ET,. COESET
full PAN, ability to copy TEITDICEIBEFRT,

account data is

restricted.

PCI DSS 4.0 /RO A h_—){—
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3.6: Cryptographic keys
used to protect stored
account data are
secured.

4.2: PAN is protected
with strong
cryptography during
transmission.

5.2: New: Malicious
malware is prevented,
or detected and
addressed.

5.3: New: Anti-malware
mechanisms and
processes are active,
maintained:--

6.2: Bespoke and
custom software is
developed securely.

6.4: Public-facing web
applications are
protected against
attacks.

6.3: Security
vulnerabilities are
identified and promptly
addressed.

6.3.1: Risk based
assessment approach
for vulnerability
management.

6.5: Changes to all
system components are
managed securely.

7.2: Access to displays of
full PAN, ability to copy
account data is
restricted.

8.2/3/4/5/6: User
identification and related
accounts for users:--

10.2/3/5: Audit logs are
implemented to

PCI DSS 4.0 /RO A h_—){—

Qualys PC

Qualys PC

Qualys PC,
EDR

Qualys PC,
EDR, VMDR

Qualys
VMDR, PC

Qualys WAS

Quays
CSAM, PM,
VMDR, TC,
PC

Qualys
VMDR

Qualys PC

Qualys PC,
FIM

Qualys PC

Qualys PC,
FIM

RIA b=/~

PCREDT—HINDOREZRMHE TS LT, CDEA
JZSDICRIEET,

PCREDT—HINDEREZREIT D ET. CDEA
JESDICRIEXT,

EDRIFEBEDH DI T 7= R UBGHILE I, PCIIEDRTIR

HENEREZRZEHEEBLE T,

VMDR(IEHRRF+ > & FITL. EDREPCIEFSRFANTO

T RDMGHIRTEIDN ZIRHA T D

VMDREPCIE, CDF—H(Cxg DufREZRMH T DT,
DBAZBIZIDIIHIETT,

WAS(E, —fEABENTL\BWeb77 TV —2 3> DREE IR

L/ia-o

PM(3/\y FDBRZRIET D. TCET 5D RiISHEZIELE
U. VMDRIZAESEHZFFEL. CSAMSEEZME TS

ESRXOZFTFRX MeAHAAR I R IR—=ZADVMT O
SINVMZSEAL
FEB LU NRILY T hD T 7 OMessEE ) \—

PC[EO>/R—R> hDFRELREDRD ZRE T DDICIRIIE
ig_o

PClECDEHZimIZT DICIEIIEFET .. FIMEO—)LR—X
D7 ICA e MR- UET,

PCREDFT—HINDEIREZRHEIT D ET. COEAZ
ROl AVASE S

PCECDBAZBIEIDICIHIIEFT . FIMEE. T71ILY
OLXER (FAM) XU T 7 )LESH(CRY 2E8EOY
ZHRL. h— RMREET -9 \DOI1—Y -7 IOt %=Lk
L/ia-o



support the detection of
anomalies:--

10.4: New requirement
for automated
mechanisms for audit
log reviews.

10.7: Failures of critical
security control systems
are detected, reported-:-

11.3: External and
internal vulnerabilities
are regularly identified,
prioritized:---

11.3.1.2: New

requirement:
authenticated internal
vulnerability scans.

11.4: External and
internal penetration
testing, exploitable
vulnerabilities and
security weaknesses are
corrected.

11.5: Network intrusions
and unexpected file
changes are detected:--

6.3.1: Risk based
assessment approach
for vulnerability
management.

6.5: Changes to all
system components are
managed securely.

12.1/3/4/5/8: A
comprehensive
information security
policy-:-for protection of
the entity’s information
assets:

PCI DSS 4.0 /RO A h_—){—

Qualys FIM

Qualys TC,
FIM, PC,
EDR, CAR

Qualys
VMDR, PC,
PCI ASV

Qualys
VMDR

Quays
VMDR, PC,
TC

Quays FIM,
EDR, PC

Qualys
VMDR

Qualys PC

Qualys
CSAM, FIM,
CAR

RIA b=/~

J7AIV7OCRER (FAM) (. T2MENEEINRLKTE
2 COI—HF—TOR%EH/\—UFET., FIMTER=ZED
HDSIEMFIEZmA CULET,

WD\ DT UNC DtgeZ 7/)\—LET : TotalCloud.
EDR. PC., FIM(Z, FIMVU1—> 3> DOEEREFICEHEN TS
— hELR— hZERHUET,

Qualys VMDR PCI ASV (VMDRI(CfI/E) (I9MBRF+ > %
jJ/ \‘_ big_o

VMDR(FAEBRF+ 2 EREEDEME /- UE T,

PM(Z/ Y FOBAZIRIEY D, PCIIEREIRZRREL.
VMDR (355 Z45E L. CSAMIEEZRE T D,

PM(E/ Y FOBAZRIELE Y. PCEFREIRZFER L.
VMDR (355 =45 E L. CSAMIEEZMEILET . PCIX
REECHTBFIMEBIENRN/ LY SZ R UE T,

ESRXOZFTFRX MeHAAR I RIR—=ZADVMT O
SINVMZSEAL
FEBIUNRILY T hD T 7 OMessEE )\ —

PCEHERFAIR—F> hOuIREZERMTZZET,
DEAZBIZIDIIHIETT.

CSAM(Z. PCI DSSOMEREEH 12D AT ADIR—FR> b
DANRY NIZRHUET, FIME, T7I)LEECEET
ERO0JZL E1—RICEHL. FBHSXIUBETO1>S
T MERRERIRE(C T D1 > 25> hMEIRD -0 T 0%t
LEY,
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PCI DSS 4.0N\DI>TSA 7> R (. HARDEAELEDOEMICEFRIZEERNEYITT,

PCI Council M2 9 D4EMEDMGRRTOER (FHill. 1818, #RE. ER M) OBMCHS LT, ElETe
RIAZTSAT 2 ANOHEEINEIZESH. T2 RAA—0HIE, 8id. FRLDOUADEEHTETEI ., =5IC,
TEREDITIRIERAR(CDIE 2B NIBY AN\ —EF 1 UFT A FRHEHRTED EVDIARERAVY hMEBDFET., D70
T XEFEIR I BFEEE L TQualys Compliance Solution Setz{ERT 2 &, >TSS P> ATOCR =R - BE)
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