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Global.Settings [Global] #J®BA L. [Settings] %R

Host.Config.Change.Settings [Host| — [Configuration] % EBAL.
[Change settings] % 341

2.vCenterP 7 FKLADYRA DY Y TRk
VMware E#ENS vCenter [IP 7 FLADY A &Y 72 A K LET,

3.vCenter 325 L a— FDER
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« [Perform Basic Information Gathering on| <. [All Hosts] Z3®&R L ¥,
§7°“/ a7 m7 7 A1® [Authentication] ¥ T, [vCenter authentication| % EER L F

d. TSave] #27 Vv 7 LET,
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3. THostIPs] #7 %7 Vv /7 LET,

4. THostIPs] # 72 vCenter 8L ONESXi ®IP @V A hZALV T £9 GEWIZRR Yy hU—27 TiZ44
25H),.
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Wiz, TAssets] — [Asset Groups] — [New Asset Group) ZER L E7,

Ty NNV R A MvE GEETAEA.
MPs) &, Z—7F® ESXi & A+ IP 2850+ £,
[Save] #27 VU v/ LET,
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3. #H LV VMware ESXi 22— F&{Epk L %9, [Scans] — [Authentication] — [New] — [VMware
ESXi Record] — VMware ESXi Record] %3&iR L £9,

4. La— RIZROERERELET,
a. La—RoxA My
b. [Login Credentials| T [Use vCenter] % &R

c. [Ps] T, Eiglavr—L=IPoY R NE2AEY T £,
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vCenter BE&UESXi DT v EVTTF—E2NDER

vCenter BL VD ESXi D~y B IV F—F &R, ¥vrue— K BLONN—YT&E7, [Scans) —
[ Authentication] — [New] — [vCenter Mapping] %R L %7, vCenter 8 XN ESXi D~ v B> 77—
LMD [Data Source] FNZ, vy BV IR, Ty AN~y P AF v D EL L ZE L TITHILE
DRFRINFET,

vCenter ESXi Mapping Datz

Search | Download CSW | Purge l - 10 of 10 Page 1|of1 L\i;—“l
vCenter IP ESXiIP Data Source Created Date
10.10.34.104 10.10.34.196 Map scan 0671212018

10.10.34.104 10.10.34.108 Map scan 06/12/2018

10.10.36.209 10.10.35.107 Map scan 0671212018

10.10.36.209 10.10.36.69 Map scan 06/12/2018

10.10.36.209 10.11.70.115 Map scan 0671212018

10.9.134.252 10.9.134.71 File 11/06/2019

Search: ZOF 7 g v E2FERT AL, BED vCenter IP 7 FLAE/IXESXiIP 7 RL 22 MR T F
T, T ANERIIBE~ Yy T AR U TCT—H 2 S BICT7 4NV E ) T TEET,

Download CSV: vCenter B X WNESXi O~ v ¥ /5 —4%% CSV EXTHF v o— KL%, [Search) 4
TavEFEALTHEED IP ZRBE LGS BB LEZIP ICE#ET 2T X ToOLa— R RRFyra— KX
nEJ,

Purge: ZDA4 7V a v &EAT 5 &, vCenter BEX O ESXi O~ v ¥ 7/ F—HEHIBRTE £, kDY —
ANBT =X EHIBRTEET,

- File Data Source
- Map Scan Data Source

12



vCenter TD ESXi KA FPDRXF ¥ >
IZL®Ic

A& v DB
T, vCenter 218 U T ESXi A8 A MIKIT D Ax v v ZBAMAT D HERBIENE LT,
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BT RERTHIETESXi 7y FESRIRLET, ERZLEREL 2— FRICERE SN ESXIiIP 7 F L
AWK L CRRGEA T ¥ U INFEITSINET,
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1. VMware FEE D4R L7z vCenter v v 7% CSVIEX TG LET, v v 7 7 7 A /L DOEM

2. 77 ANERNT, 77 A LANIZ [vCenter Name|, [vCenter IP| ESXI System Name ],
Department), [Location], LOBJ, [System Type). [ESXiIP). [OS LongJ. TOS Short), [Port]
DINDHND D Z L a MR LET,

3. ~v TR AT vy u— R LET,

ESXi L = — R&{ER 3 %121%, Scan] — [Authentication] — New] — [VMware ESXi Record] —
[Upload vCenter Mapping] %##{R L, vCenter v v 77 7 A NVET v 7 a—RKLET,

4. Y OFNEIZHOWTI, TvCenter 3 L ONESXi 7w FOBER L | OHEEZSBBL T IEEN,
RYTI71ILDEH
1. vCenter ¥ v 77 7 A )L TIIIRD 2 DDHNNRMETT FIONEFITER),

— vCenter IP

- ESXilIP

2. ZooF| TvCenter Name), [ESXi System Name], [Department], [Location, LOBJ, [System
Type). TOS Long|. OS Short|, [Port] 147 a T, JEFIHMEETT,

3. FIA TIERICF LA CFERRB S E T,
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vCenter % ifi U722 % ¥ » DFATIC API ¥ — F 3Rt s k7,
APL: vCenter WREL 22— N | A7 v avr7u7 s A )V |[RHAFy o | a T T4 T A ARy

D Qualys APl ¥ =2 A2 MZOWTIE, 2656427 ) v 7 LTLEEN,

vCenter Z25ELO— K

APl % LT vCenter L 22— R&{EKT A%, 9. Ul Z2fEH L T vCenter - ESXi O~ v ¥’ 7 & E
BTHMLERHY I, HIFE, APIZFHA L2~y PV ORIV AR—FENTWER A,

5l - TUsevCenter] 7L 3 %A LT- VMware 825EL 01— FDER
API V7 xR b:

curl -H "X-Requested-With:curl demo2" -u "user:password" -d
"action=create&title=VmWare-VCenter-Auth-
API&ips=10.10.10.110&login type=vcenter&port=80"
"https://qualysapi.qualys.com/api/2.0/fo/auth/vmware/"

XML

<?xml version="1.0" encoding="UTF-8" ?>
<!DOCTYPE BATCH RETURN SYSTEM
"https://qualysapi.qualys.com/api/2.0/batch return.dtd"s>
<BATCH RETURN>
<RESPONSE >
<DATETIME>2018-06-28T07:43:58%Z</DATETIME>
<BATCH_LIST>
<BATCH>
<TEXT>Successfully Created</TEXT>
<ID SET>
<ID>179933</ID>
</ID_SET>
</BATCH>
</BATCH_LIST>
</RESPONSE >
</BATCH_RETURN>

5l - TUsevCenter] 7L a3 ZMALT- VMware 825ELa— FD Y X FRR
APIV /xR |

curl -H "X-Requested-With:curl demo2" -u "user:password" -d
"action=1list&ids=179933"
"https://qualysapi.qualys.com/api/2.0/fo/auth/vmware/"

XML

<?xml version="1.0" encoding="UTF-8" ?>

<!DOCTYPE AUTH VMWARE LIST OUTPUT SYSTEM
"https://qualysapi.qualys.com/api/2.0/fo/auth/vmware/auth vmware 1
ist output.dtd"s
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<AUTH_VMWARE LIST OUTPUT>
<RESPONSE >
<DATETIME>2018-06-28T07:44:32Z</DATETIME>
<AUTH VMWARE LIST>
<AUTH VMWARE >
<ID>179933</ID>
<TITLE><! [CDATA [VmWare-VCenter-Auth-API]] ></TITLE>
<PORT>80</PORT>
<SSL_VERIFY><! [CDATA[all]]></SSL _VERIFY>
<IP_SET>
<IP>10.10.10.110</1IP>
</IP_SET>
<LOGIN TYPE><! [CDATA [vcenter]]></LOGIN TYPE>
<NETWORK ID>0</NETWORK ID>
<CREATED>
<DATETIME>2018-06-28T07:43:58%Z</DATETIME>
<BY>user</BY>
</CREATED>
<LAST MODIFIED>
<DATETIME>2018-06-28T07:43:58%</DATETIME>
</LAST_MODIFIED>
</AUTH_VMWARE>
</AUTH_VMWARE LIST>
</RESPONSE >
</AUTH_VMWARE LIST OUTPUT>

5l - TBasic Authentication] A7 3 > % L1- vCenter 825 L .0 — FD{ERL
APIV 72X |

curl -H "X-Requested-With:curl demo2" -u "user:password" -d
"action=create&title=VCenter-Auth-Create

API&ips=10.10.10.110&login type=basic&port=80&username=username&pa
ssword=password"
"https://qualysapi.qualys.com/api/2.0/fo/auth/vcenter/"

XML

<?xml version="1.0" encoding="UTF-8" ?>
< !DOCTYPE BATCH_ RETURN SYSTEM
"https://qualysapi.qualys.com/api/2.0/batch return.dtd"s>
<BATCH RETURN>
<RESPONSE >
<DATETIME>2018-06-28T07:47:47%Z</DATETIME>
<BATCH_LIST>
<BATCH>
<TEXT>Successfully Created</TEXT>
<ID SET>
<ID>179973</ID>
</ID_SET>
</BATCH>
</BATCH_LIST>
</RESPONSE >
</BATCH_RETURN>
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5l - TBasic Authentication] # 7L 3> Z&HALT= vCenter BEELO— KDY R FERF
API V7 X b

curl -H "X-Requested-With:curl demo2" -u "user:password" -d
"action=1list&ids=179973"
"https://qualysapi.qualys.com/api/2.0/fo/auth/vcenter/"

XML

<?xml version="1.0" encoding="UTF-8" ?>
<!DOCTYPE AUTH _VCENTER LIST OUTPUT SYSTEM
"https://qualysapi.qualys.com/api/2.0/fo/auth/vcenter/auth vcenter
_list output.dtd">
<AUTH_VCENTER_LIST OUTPUT>
<RESPONSE >
<DATETIME>2018-06-28T07:48:13%Z</DATETIME>
<AUTH VCENTER LIST>
<AUTH VCENTER>
<ID>179973</1ID>
<TITLE><! [CDATA [VCenter-Auth-Create API]]></TITLE>
<USERNAME>< ! [CDATA [username] ] ></USERNAME >
<PORT>80</PORT>
<SSL_VERIFY><![CDATA[none]]></SSL_VERIFY>
<IP SET>
<IP>10.10.10.110</1IP>
</IP_SET>
<LOGIN_TYPE><![CDATA[baSiC]]></LOGIN_TYPE>
<NETWORK_ID>O</NETWORK_ID>
<CREATED>
<DATETIME>2018-06-28T07:47:47%</DATETIME>
<BY>user</BY>
</CREATED>
<LAST MODIFIED>
<DATETIME>2018-06-28T07:47:47%Z</DATETIME>
</LAST_MODIFIED>
</AUTH_VCENTER>
</AUTH_VCENTER_LIST>
</RESPONSE >
</AUTH VCENTER LIST OUTPUT>
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A7 arrazrAIL

ESXi " A PO HBRH AT v (wv7) 2FTTHI20E. A7 a7 r77A100 vCenter < 758
AT g URMETY, T, AT a e s A VAP (A UAR— /= AR—N) BHEHALT
HETEZET (ZOHBMBHAX v 1%, Qualys (VM, PC) nN— = > 814 LFEOEHTHFR— M3
TWVWET),

A723o7aI77AILAPI (4 oR— I ZHRKR—F)
URL:

<77 v b7 #—L® URL>/api/2.0/api/2.0/fo/subscription/option_profile/

T =2 DA K= b/x 7 AF— ] DTD:
<77 v § 74— ® URL>/api/2.0/fo/subscription/option_profile/option_profile info.dtd

<MAP_AUTHENTICATION> # 7' % [VMware-ESXi| (%2 h# i o ESX/ESXi #%iiF) . lvCenter)
(ESX/ESXi A A Mg F > vCenter 383E) . £7-1% none) IR ETE £,

5l - < JZBEE - ESX/ESXi =R MMM vCenter 25T
API V7 =R b

curl -H "X-Requested-With:curl demo2" -u "USERNAME:PASSWORD" -H
Content-Type:text/xml --data-binary "@/root/myfile.xml"
"https://qualysapi.qualys.com/api/2.0/fo/subscription/option profi
le/?action=import

AR - myfilexml (21X, U 27 =A  POST F—# N &EhEd,
Y7 xRk POST 7 —4:

</VULNERABILITY DETECTION>
<ADDL_CERT DETECTION>0</ADDL CERT DETECTION>
<DISSOLVABLE AGENT>
<DISSOLVABLE AGENT ENABLE>0</DISSOLVABLE AGENT ENABLE>

<WINDOWS SHARE ENUMERATION ENABLE>0</WINDOWS SHARE ENUMERATION ENA
BLE>
</DISSOLVABLE AGENT>
</SCAN>
<MAP>
<BASIC_ INFO GATHERING ON>all</BASIC INFO GATHERING ON>
<TCP_PORTS>
<TCP_PORTS_STANDARD SCAN>1</TCP_PORTS STANDARD SCAN>
</TCP_PORTS>
<UDP_PORTS>
<UDP_PORTS_STANDARD SCAN>1</UDP_PORTS STANDARD SCAN>
</UDP_PORTS>
<MAP_ OPTIONS>
<PERFORM_LIVE HOST SWEEP>1</PERFORM LIVE HOST SWEEP>
<DISABLE DNS TRAFFIC>0</DISABLE DNS TRAFFIC>
</MAP_OPTIONS>
<MAP_ PERFORMANCE>
<OVERALL PERFORMANCE>Custom</OVERALL PERFORMANCE>
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<MAP PARALLEL>
<EXTERNAL SCANNERS>4</EXTERNAL SCANNERS>
<SCANNER APPLIANCES>4</SCANNER APPLIANCES>
<NETBLOCK _SIZE>65536 IPs</NETBLOCK SIZE>
</MAP_PARALLEL>
<PACKET DELAY>Long</PACKET DELAY>
</MAP_PERFORMANCE>
<MAP AUTHENTICATION>vCenter</MAP AUTHENTICATION>
</MAP>
<ADDITIONAL>
<HOST DISCOVERY>
<TCP_PORTS>
<STANDARD SCAN>1</STANDARD SCAN>

XML

<?xml version="1.0" encoding="UTF-8" ?>
<!DOCTYPE SIMPLE RETURN SYSTEM
"https://qualysapi.qualys.com/api/2.0/simple return.dtd"s
<SIMPLE RETURN>
<RESPONSE>
<DATETIME>2018-05-03T08:33:58%Z</DATETIME>
<TEXT>Successfully imported Option profile for the subscription
Id nnnnnn</TEXT>
<ITEM LIST>
<ITEM>
<KEY>329725</KEY>
<VALUE>OP for vCenter authentication for ESX/ESXi host
discovery</VALUE>
</ITEM>
</ITEM_LIST>
</RESPONSE >
</SIMPLE_RETURN>

BERXv>

~ v 7 AP A L T AF v (wv ) OBtE, VR MER, Fx 80, BROHIBRATEET
(Qualys API F& = 4> h&BR),

fl - T v FORE

API V7 = R |
https://qualysapi.qualys.com/msp/map-
2 .php?domain=none: [10.10.34.104,10.10.36.209] &option=vCenter+auth+
for+ESX/ESX1 host discovery&iscanner name=hg2&save report=yes

XML

<?xml version="1.0" encoding="UTF-8" ?>
<!DOCTYPE MAPREPORT SYSTEM
"https://qualysapi.qualys.com/map report.dtd">
<MAPREPORT>

<HEADER>
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<DOMAIN>none: [10.10.34.104,10.10.36.209] </DOMAIN>
<NETWORK>Global Default Network</NETWORK>
<USERNAME>acme_bb2</USERNAME>
<REPORT_TEMPLATE><![CDATA[Map Results]]></REPORT_TEMPLATE>
<REPORT_TITLE><![CDATA[Map Results]]></REPORT_TITLE>
<MAP_RESULT LIST>
<MAP_RESULT>
<MAP_ RESULT TITLE><! [CDATA[vCenter host discovery
Scan]]></MAP_RESULT_TITLE>
<MAP_DATE>2018—O7—27T19:55:41Z</MAP_DATE>
<OPTION PROFILE><! [CDATA[vCenter auth for ESX/ESXi host
discovery]]></OPTION_PROFILE>
<MAP_REFERENCE>map/1532721306.63739</MAP_REFERENCE>
</MAP_RESULT>
</MAP RESULT LIST>
< /HEADER>
<HOST LIST>
<HOST>
<IP network_id="0">10.10.34.104</IP>
<HOSTNAME><! [CDATA[] ] ></HOSTNAME >
<NETBIOS><! [CDATA [COMVCENTER55] ] ></NETBIOS>
<ROUTER>10.10.0.10</ROUTER>
<0OS>Windows Vista / Windows 2008 / Windows 7 / Windows 2012 /
Windows 8 / Windows 10</0S>
<APPROVED>0</APPROVED>
<SCANNABLE>1</SCANNABLE>
<IN_NETBLOCK>1</IN_NETBLOCK>
<LIVE>1</LIVE>
<DISCOVERY_LIST>
<DISCOVERY>
<DISCOVERY_NAME>ICMP</DISCOVERY_NAME>
<PORT></PORT>
</DISCOVERY>
<DISCOVERY>
<DISCOVERY_NAME>TCP</DISCOVERY_NAME>
<PORT>80</PORT>
</DISCOVERY>
<DISCOVERY>
<DISCOVERY_NAME>TCP</DISCOVERY_NAME>
<PORT>88</PORT>
</DISCOVERY>
<DISCOVERY>
<DISCOVERY_NAME>TCP</DISCOVERY_NAME>
<PORT>135</PORT>
</DISCOVERY>
<DISCOVERY>
<DISCOVERY_NAME>TCP</DISCOVERY_NAME>
<PORT>139</PORT>
</DISCOVERY>
<DISCOVERY>
<DISCOVERY_NAME>TCP</DISCOVERY_NAME>
<PORT>443</PORT>
</DISCOVERY>
<DISCOVERY>
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<DISCOVERY NAME>TCP</DISCOVERY NAME>
<PORT>445</PORT>
</DISCOVERY>

<DISCOVERY>
<DISCOVERY NAME>TCP</DISCOVERY NAME>

<PORT>1433</PORT>
</DISCOVERY>

<DISCOVERY >
<DISCOVERY NAME>UDP</DISCOVERY NAME>

<PORT>137</PORT>
</DISCOVERY>

<DISCOVERY >
<DISCOVERY NAME>TCP RST</DISCOVERY NAME>

<PORT></PORT>
</DISCOVERY>
<DISCOVERY>
<DISCOVERY NAME>https</DISCOVERY NAME>
<PORT></PORT>
</DISCOVERY>
</DISCOVERY LIST>
<ESXI LIST»>
<ESXI>10.10.34.196</ESXI>
<ESXI>10.10.34.108</ESXI>
</ESXI LIST>
</HOST>

AVTSATUORREXY Y

AT TATUAAX Yy API ZFH L Ca T4 T UV ARX v OB, VA MER, Fx L, B
FOHIBRACTE £F (Qualys APl K¥ = x> & 5H),

Bl-22FSAT VARE v U DOBE

AP1V 7 X |
curl -u "USERNAME:PASSWORD" -H "X-Requested-With: Curl" -X "POST" -
d

"action=launch&asset group ids=1234&iscanner name=iscan5&option ti

tle=My+Option+Profile&echo request=1"
"https://qualysapi.qualys.com/api/2.0/fo/scan/compliance/"

XML

<?xml version="1.0" encoding="UTF-8" ?>

<!DOCTYPE SIMPLE RETURN SYSTEM
"https://qualysapi.qualys.com/api/2.0/simple return.dtd">
<SIMPLE RETURN>

<RESPONSE >
<DATETIME>2018-07-15T21:55:36%</DATETIME>

<TEXT>New compliance scan launched</TEXT>
<ITEM LIST>
<ITEM>
<KEY>ID</KEY>
<VALUE>18198</VALUE>
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</ITEM>
<ITEM>
<KEY>REFERENCE</KEY>
<VALUE>compliance/1443996555.12121</VALUE>
</ITEM>
</ITEM_LIST>
</RESPONSE>
</SIMPLE_RETURN>
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