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User Scenarios User Scenario: Deploying security patch jobs for
Microsoft
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Ny FDA A b= HEMET 51203, RONT A—=Z 2 L T OEMR 25T 2 7

PIERR L E T,
1. [Jobs] > [Windows > [Create Job] (Zf£H L. [Deploymentlob]l %7 U v 7 LE7,
2. [#EEo XA FAVITEBIZ [Microsoft Security Patches) & AJ) L., [k~ #7 Vv 7 L%
R
3. NuTFEREHATLHI Ty hERIET Y T EBRIRLET,
4, MEITLUT, [T 2y b ¥ 7 OENM(AdD Exclusion Asset Tags)] Z8R LT, BN L7=7
Ty N X TOTRC/NVTNEFHEOT Yy baTual Va T BRI LET,
5. Ty MIEAT ANy FEREIT A1, [Manual Patch Select Patche| 73 3 o &8RN
L. [SelectPatches] D7 T ARHF %7 Vw7 LT Ny FE@RLET,
6. [Patch Selector] X— D7 TV I|Z [ appfamily:Microsoft and isSecurity:
True| S AL | MRBEHERNO NN TFEHERLET,
List: Patch Selector
appFamily:Microsoft and isSecurity:True
Total Patches < M s 1-20f 2
- jouse an...  Mar 02, 2021 (D X86 MMKC-210302 IMKC13250 - None
SUPERSEDED - ) ’ “ "
false 2 v Mouse an... Mar 02, 2021 o X64 MMKC-210302 QMKC13250 Security Patch. - . None
APP FAMILY
VENDOR
H:1oDOY a3 TITHRK 2000 fHD /Sy FEBINTE 7,
7. TAdd to Job (Ya 7z #27Vy2s L, LD 227V v LET,
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User Scenarios User Scenario: Deploying security patch jobs for
Microsoft

[F A A NOATF Y a—)L] X—=DT, [R5 Va—)] 27V w7 LET,
4G A RF 2323 L, Recurring Job(EHIRY 72 5 7) &I L £7,

[Repeat] % [ H] IZ3%E L. Patch Tuesday(FE H & H D5 2 ki H D414 9:00) 2341 L E
kR

Schedule Deployment

Schedule the deployment job to run on demand or in the future.

Schedule Schedule: Schedule the deployment job to run at a set time.

START DATE START TIME
04/22/2021 [i:a] [~] Recurring Job

REPEATS *
Monthly

ON *

date of the month @ day of the week

RECURRENCE DAY * WEEKDAY * START TIME

2nd Tuesday of the month at 9:00 pm

(772 7 ) FEE LTz Xy FHIR AN (B BREAREL] + 6 REff)NIC=—2 = > "3V a 7 & Btk
THEIITHIRT 2EEE. RNy TEHAIV A FUEsRELET, YaTid, 20U
RORNIZBRIGE SN WIGE, XA LT T M2 £,
RIEICIESNT, Ny FEAMIZOWN T —F — Tl 5 HiEEZER L ET, MDA v
=T ERER L., Sy TEAAEREEOREIEY L ET,

< Create: Deployment Job
STEPS 5/
Deployment and Reboot Communication Options

Define user (recipient) patch deployment communication and reboot warning messages to
Select Assets encourage and educate user about patch installment and the reboot cycle.

Basic Information

Select Patches

Deployment messages

Schedule
Options Pre-Deployment
Display message to users before patch deployment starts.
Job Access (If no user is logged in, deployment process starts per job schedule)
Confirmation

Deployment in Progress
Display message to users while patch Deployment is in progress

Deployment Complete
Display message to users when patch Deployment is complete.
(If reboot is required, Reboot Request message will be displayed instead)
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14.

15.

16.

INHLOF T ailix, Avke—Uk

i‘j—o

ecipient) patch Geploymes

Deployment messages
Pre-Deployment
Displey messag

Deployment in Progress

iovment proces

Deployment Complete
- .

Reboot messages
Suppress Reboot
Asat sabiot it aupprasesd Snd uascs

Deployment and Reboot Communication Optiens

communication and reboot wam

Dispiay ME2580E 15 U22TS Wile DIIEN DEBIOYMENt is in progress

330g¢ to users when potch Deployment is compich

User Scenarios User Scenario: Deploying security patch jobs for

g Messages W envourage and educate e user sboul patch instaiment and the

66 606 6

(N

B

The system rebaot is initiated. It wil reboot automatically after the timer countdown.

START COUNT-DOWN FROM *

BEBIC, oa—YF— 2B Yo7 7 A
)

SLRERAE] Z@IRL £7

&— Create: Deployment Job (7]

STEPS 6/7

Basic Information
Select Assets
Select Patches
Schedule
Options

Job Access

Confirmation

Job Access

Select the Co-Author users who can edit this job.

Add these users (1) as Co-Authors to this job

Bruce Wayne

WIZ, HERRZ R L £,

14

gtham_bw

Microsoft

BADW ST DT 4 = FIZANT LI L 2B L

FANCESNT, [0V s TERETE

Add Users

Remove All

(*]




User Scenarios User Scenario: Deploying security patches for RHEL
assets

Y a 71X, [Save & Enable] &7 a3 & L T ENABLED IRRE CERL T B h> T 73/ b D
[Save] 78 % > & {# ) L T DISABLED REE CHERL CTX £,

& Create: Deployment Job (-]

74|

STEPS 777 - .
Additional Job Settings it
Basic Information Enable opportunistic patch download Yes
Select Assets Minimize job progress window Yes

Select Patches

Schedule

Options

Job Access Selected Users it

Confirmation Co-Author users (1) who can edit this job

‘ Prevons m

Save & Enable
Save

¥E: Patch Manager = —W—i%, Y3 7D AT —H 2 (FMb/BHb) DEF, ¥ a 7OHIKR, BX
OREEITHO ZEMTEET,

A—H— - OFYXRHELT Y bDEF ) T+

— Ny FOTTOA

RedHat (X, E¥ =27 4 /Ny FEZHEICY V—ALTWES, Ny FOA X b=z HBLT
DITIE, RONTA—=Z 2 L CTRATY a 7E2FER L ET,

1. [Jobs] >Linux # 7IZHE) L > [Create Job] IZFEHE) L £ 7,

2. Va7 DHA VT /RHEL Security Patches] ~ AJ1L. [k~ %27V v 7 LE7,

3. Ny FmEMTLITEy NEET Y P 7 ARIRL X,



User Scenarios User Scenario: Deploying security patches for RHEL
assets

4, MEITLUT, BATEY b X7 OBEN(AI Exclusion Asset Tags)] Z88fR LT, BIRL7=7
Yty N X TOFTRT/NTND EEOT Y NET TR A Ya T bR LET,

5. Ty MIEHAT Ay FERIRT 2120, Dy TFORIR A7 v a 23Rl Ry
F oL I H~DY I EER) 27V v LT Ny FEERLET,

6. Ry TF oL 7 H | XR=VOMBHEEIC lcategory: security] E AL, Ry F
IR E T,

List: Patch Selector

’ category: Security{
2.75K

1-50 of 2750
Total Patches

RHSA-2021:1071: ...  Apr08,2021 O X86.64,. RHSA2021:1071  Security 239208 [} important CVE-2021-27363
08 =
RHEL6 1.53K : S

RHSA-2021:1135:...  Apr08,2021 - X86.64,.. RHSA2021:1135  Security 239207 [} Important CVE-2020-25097
RHEL7 122K

RHSA-2021:1145:...  Apr08,2021 - X86_64,.. RHSA-2021:1145  Securit 239207 Important CVE-2021-20305
VENDOR SEVERITY ? v L
Important 197K

RHSA-2021:1072: ...  Apr 06,2021 . X86_64,. RHSA-2021:1072  Security 239207 B Important CVE-2021-20277

Moderate 909

7. FE:1o0Y a3 FITHERK 2000 HO Ny FEBEINTE £17,
8. [Ca7izBm 22y 2L, TBALD] 22 ) vy 7 LET,
9, [Ny FOER] X—TT, Wk~ 27V 7 LET,

Select Patches

From the available list of patches, choose patches you want to install on the selected assets in this job

Selected Patches (2) Add Patches

Remove All
RHS$A-2021:1071: kernel security and bug fix update x86_64noarc.. RHSA2021:1071  1Q Q
RHSA-2021:1135: squid security update X86_64noarc.. RHSA-2021:1135 7 (x]

10. (SO A AV NDODAF Y a—)b] X—=IT, [ AFVa—)v] 27Uy 7 LFET,
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User Scenarios User Scenario: Deploying security patches for RHEL
assets

11. B ARFZEIRL, EMeY a7 2BIRLET,

12 MR A2 HEANCHREL, A EADOE 1 AH O 9:00 Z IR L £,
Schedule Deployment

Schedule the deployment job to run on demand or in the future
On Demand E=l’ Schedule: Schedule the deployment job to run at a set time
START DATE START TIME
04/22/2021 =] [~] Recurring Job
REPEATS *
Monthly
ON *
date of the month @ day of the week
RECURRENCE DAY * WEEKDAY * START TIME
2nd Tuesday of the month at 9:00 pm

13. (F 723 ) F/E Ll Sy FHIRIPN(B:BIARRZ] + 6 FF) NI = — Y = bRV a T2ET
THEDICHIRT DHEIE, Ny FEMY 4 FUZRELET, ZOHRNICTET Ly
L. YaTIiEFA LT T MR £,

14, BREICHKESNC, HEINAEA T a v 2B LET, Py TFoRy r—UBENKEAEL
7B TH NN TFRHEFITT A1 AT a 28D L T, Xy TFHDOXy r—T0 1 OMR
A VAP MIZRB LTS/, oy r—UREFIZA A =L END L5 LFE
ER

Reboot Communication Options
tch deployment

Reboot messages

Suppress Reboot an

Notification Settings

@ e cimtribution kst is not supperted. Press Enter cx Tab ey aer acding emai ids

Enter omax
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15.

16.

17.

18.

User Scenarios User Scenario: Rolling back an older version of Internet Explorer
browser

BHIC, oo —F—ZB0 Y TENTT 7 B RAFRICESNT, [20Va ThARETE
5 HEVERE] IR L £ 7,

&— Create: Deployment Job (-]

STEPS 6/1

Job Access
Basic Information Select the Co-Author users who can edit this job.
Select Assets

Add these users (1) as Co-Authors to this job
Select Patches
Schedule
Options Bruce Wayne gtham_bw [x]

Job Access

7 ~ Confirmation

WIZ, W R L ET,

¥ g 7%, [Save & Enable] A7 3 i L T ENABLED JRRETIERL T B0, TIA4IL LD
[Save] R % > %{#EFA L T DISABLED JREETIERL Tx £,

3%: Patch Manager A—/X—a2—W—%, Va7 DAT—Z X (/) o8 E, Hl
bR, BXOWEZITH > ZENTEET,

A—H— F YA HLN— 3 20D Internet Explorer
IS5 —naO—)L/N\v Y

HWWR—=Ta DO Web 77UV EFEHTLE, BX2 VT 4 EORENBET D AREMERH D
F9, 2006 4E L VAENCY U—AENTZAREM D H D IV — 5 O Internet Explorer 77 7

—%Fn—LNyJ TEET,

1. [obs] >[Windows] > [Create Job] IZF4H) L, [RollbackJob] Z27 V v 7 L £7,

2. Job XA MLEREL, RyTFrEu— N "yl 3572y NERIIT 2y ¥ T EERIRLF
‘g—o

3. Ty bu— NI TENRTFERIRLET, NvTFRLIZDOY T EFEHL
T, Ny TFr@ERLET,

4, [B—NRNy JIMERARER NNy F)I =T OB =V |Z [ appfamily: Internet

Explorer and publishedDate: [2015-12-311] & AJSILET,
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User Scenarios User Scenario: Rolling back an older version of Internet Explorer
browser

<— List: Patches available for Rollback

appFamily: Internet Zxplorer and publishedDate:120'5-12-31]|

' e [ LA
Total Patches

. KB460127... Apr13,2021 0] X64  MSNS21-04-46.. KB4601275  Non-SecurityP.. - B tore
SUPERSEDED
true 7.34K KB500140... Apr 13,2021 0} X86  MS21-04-SSU-.. KBSC01403  SecurityPatch.. 91653 B ciiteal
false 533K

5. F: 100V TR K 2000 HO Ny FERBEINTE 1,

€— Create: Windows Rollback Job

STEPS 3/7

Select Patches

From the available list of patches, choose the patches you want to uninstall on the selected
Select Assets assets.

Basic Information

Select Patches

Available Patches
Schedule

5 Options Selected Palches (4) Remove All
& Job Access
DST changes in Windows for Chile (KB4486459) (%]
Confirmation

Preview of Monthly Rellup for Windows 7 and Windows Server 2008 R2: February 19, 2019 (KB4486565) @
6. a7izem 229y 7L, IBALS] 22y 7 LET,

7. RNy FOER) =TT, R~ 27V w7 LET,

8. [FTRARA NDRT Y a—)v] X=UT, [FoF~rF ) 27V v7 LET,

Schedule Deployment

Schedule the deployment job to run on demand or in the future

Schedule Schedule: Schedule the deployment job to run at a set time.

START DATE START TIME
04/22/2021 ) [] Recurring Job

REPEATS *
Monthly

ON *

date of the month @ day of the week

RECURRENCE DAY * WEEKDAY * START TIME

2nd Tuesday of the month at 9:00 pm

9. WEIHEAWT, Ny FEAMZHONW T2 —P—IT@HT 57 ELMK L E3, BT A
vyl =T EMR L, oSy FEAN & R E OIEBGES L £,
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User Scenarios User Scenario: Rolling back an older version of Internet Explorer
browser

<— Create: Windows Rollback Job

STEPS 5/7
Patch Rollback and Reboot Communication Options

Define user (recipient) patch rollback communication and reboot warning messages to encourag:
Select Assets and the reboot cycle.

Basic Information

Select Patches

Patch Rollback messages

Schedule
Options Pre-Rollback
Display message to users before patch rollback starts
6 Job Access (If no user is logged in, rollback process starts per job schedule)
7 JEoatEty Rollback in Progress

Display message to users while patch Rollback is in progress.

Rollback Complete

Display message to users when patch Rollback is complete

BBIZ, 2= =7 v NERRTIN, Ny TFOAL A M—EIZT Y hOFER
A MBI Z M55 2 2RI TX E7,

€— Create: Windows Rollback Job

STEPS 511 Reboot messages

Suppress Reboot
Asset reboot is suppressed and users are net prompted for reboot pest patch rollback

Basic Information
Select Assets
Reboot Request

Show a message to users indicating that a reboot is required

(If no user is logged in, the reboot will start immediately after patch rollback

Select Patches

Schedule

Options Reboot Countdown cD

Show countdown message to users after deferment limit is reached
6 Job Access

Confirmation TITLE *

Reboot countdown started
MESSAGE

The system reboot s initiated. It will reboot automatically after the timer countdown.

413/5 “haracter

START COUNT-DOWN FROM *

15 Minutes v

BHIC, oo —F— 2B Y TOENTET 7B RAFRICESNT, [0V s ThRETE
5 IEERE] IR L £,
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User Scenarios User Scenario: Rolling back an older version of Internet Explorer

browser
€<— Create: Windows Rollback Job o
STEPS 6/1
Job Access
Basic Information Select the Co-Author users who can edit this job

Select Assets
Add these users (1) as Co-Authors to this job

Select Patches

Schedule Remove All
Options @qualys.com [x]
Job Access

Confirmation

12. WIZ, HERRAER L E3, V3 7IE. [Save &Enable] &7 3 % {#H L T ENABLED JKFET
TERST D00, T 7 4V b D [Save] 8 % > % fifi [l L C DISABLED IREE CIERK CT& £9°,

<— Create: Windows Rollback Job (2]

STEPS 777 "
Additional Job Settings it
Basic Information Enable opportunistic patch download: Yes
Select Assets Minimize job progress window Yes

Select Patches

Schedule

Options

Job Access Selected Users it

Confirmation Co-Author users (1) who can edit this job

cancel | [ Previus m

Save & Enable
Save

W Loy a 7E2FATTHINE, TOVaTEANCTILERSY £9, By a
TEAMNCTHIZE, [Yad] ¥TWBEHL, Yardo 74y 7 - Trary] A=ma—Mh
o IHME) 22V v 27 LEJ, [Save&Enable] A7 v a i, Yarzw MRFE +§5L9<
WCEITERIAT D720, Pa 7RELIHERINTND LHEETELILAICORBINL T X
7AW

Patch Manager —%—{X, ¥ a 7D AT —X X (FMb/IEb) OZEFE ., Hikk, B OWREEZTT
FTEMNTEET,
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User Scenarios User scenario: Installing critical patches for Chrome and Internet
Explorer

aA—H— IF 1) Z4: Chrome & & U Internet Explorer M
BEELGNYFDA A =)L

TP NEELEHAERICZETELLICT520I, HAOEMNRY a 72ER L
T, BERNRYTFPHEIIEASINDLIICTHIENTEET,

1.

6.

[Jobs] > [Windows] > [Create Job] (Zf58) L, [Deploymentlob] &2 U > 7 L&,

DASHBOARD PATCHES ASSETS JOBS CONFIGURATION

_

|
Q

Deployment Job

Uninstall Job 1

1 on-demand 200

Created by quays_pg32 on Mar O..

|

Ya T DA MWV /Browser Security Patches] E A1, Tk~ #7 Vv 7 LET,
Ny FE#EATH>272y NERET Y N 7 E2RIRLET,

(AT a ) BEAT Y b ¥ 7 OIBN(AD Exclusion Asset Tags)] Z3®IR LT, BIRL7=T
Y N ZTOTRT/ TN EFEOTEY T 7l YaTdnbBRALET,

Ty MOEHAT 58y T 28RS S I21E, [Create a Query for Patches] (/X F D7 =1 D
1ERY) Z#BIR L F 9, lappFamily:Chrome] F721% lappFamily:"Internet
Explorer"] E AJILET,

Select Patches

Choose the patches you want to install for the selected assets or create a query for the job

Select Patches @ Create a Query for Patches

appFamily:Chrome OR appFamily: "Internet Explorer”

Note: For optimum performance, only missing and non-superseded patches that match the QQL criteria will be added to the job

WD aT « AT a—VEERLET,
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User Scenarios User scenario: Installing critical patches for Chrome and Internet
Explorer

Schedule Deployment

Schedule the deployment job to run on demand or in the future.

Schedule Schedule: Schedule the deployment job to run at a set time.

START DATE START TIME
04/22/2021 Recurring Job
REPEATS * START TIME
Daily 9:00 pm

(77> 7 ) FEE LTz Xy FHIR AN (B BRAAREL] + 6 REf)NIC=—2 = > "3V a 7 & Btk
TBH5EITHIRT 2LEEE. RNy TEHAIV A FUsRELET, YaTid, 20U
ROMNIZBRIGE SN WIGE, XA LT T M2 £,

RIEIZHEDNT, Ny FRAMICOWN T2 —H— (8T 25 HIEZ R L £ 9, BAMATO A
=T EMRR L, oSy FEAN & R E OIEIBEES L £,

Deployment messages
Fre-esleymenn

Ceploymet in Frogress
Daploymen Complets

[ pr—

66 66O B

£
i
i
g6

Additional Job Settings
Enable cppetumintic patc h downiaad

Minimize o sragrass wrdon aD

BB, hoa—F— 280 B ToNT ZERAHFICESNT, [2DOVa TEFETE
% ILRVERE] IR L £,
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User Scenarios User scenario: Installing critical patches for Chrome and Internet

Explorer
STEPS 6/7

Job Access
Basic Information Select the Co-Author users who can edit this job.
Select Assets

Add these users (1) as Co-Authors to this job
Select Patches
Schedule Remove All
Options Bruce Wayne gtham_bw Q
Job Access

7  Confirmation

10. WKIZ, HEREMERELET,

11. Y= 7%, [Save & Enable] 47+ = > Z{#iH L T ENABLED JRRETIERR T 2H, T4k
D [Save] N % > Z{EFA L T DISABLED JREETIERR CTx £,

& Create: Deployment Job (2]

a

STEPS 777 5 2
Additional Job Settings £dit
Basic Information Enable opportunistic patch download: Yes
Select Assets Minimize job progress window: Yes

Select Patches

Schedule

Options

Job Access Selected Users =di

Confirmation Co-Author users (1) who can edit this job

:W

Save & Enable
Save

7£: Patch Manager A—/X—a2—H%—|, Vg T DAT—HX X (AIMb/ERL) OEE, HiFk, B
FOWREEITH N TEET,
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