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Connectivity Mode x

Switch to Offline Scanning Mode @

I'm ready to start an offline scan. What are the steps?

Change the network settings. Your virtual machine settings must be configured to scan the offline
network at this time. In VMware, we recommend these Network Adapter settings for Scanning Mode:
- Bridged: Connected directly to the physical network

- Replicate physical network connection state

Click Switch Mode Now. We will temporarily suspend your virtual scanner.

Cancel

QOﬁIine-scanner—VMwareWurkslaﬁug - A
File | Edit | View VM Tabs Help | I ~ | | £
Libran Cut Ctrl+X ®
Q Copy Ctrl+C -
Paste Ctrl+V
=1L
@  virtual Network Editor... g
Preferences... Ctrl+P

D_I RFME=L.L.2°1

(51 qVSA-0.i386.0pen-2.2.19-1

(51 qVSA.i386.0pen-2.2.20-2-qweb
(51 qUSA.i386.0pen-2.2.20-2-DB test

] Oine scanne]

1 Shared VMs

-
@ Virtual Network Editor

Name Type External Connection Host Connection  DHCP Subnet Address
UMnetl  Hostorly - Connected Enabled  192.168.247.0
UMnets  NAT NAT Connected Enabled  192.168.78.0

Add Network.... | |Remove Network
WMnet Information

Bridged (connect WMs directly to the external network)
Bridged to: Automatic Settings...
NAT (shared host's IP address with VM) NAT Settings.

@ Host-only (connect VMs internally in a private network)

Cannect a host virtual adapter to this network
Host virual adapter name: WWinare Network Adapter VMnet1
Use local DHCP service to distribute TP address to YMs

DHCP Settings....

SubnetIP: 192 .168 .247. O Subnetmask: 255 .255.255. 0

—
4\, Administrator privieges are required to modify the network configuration. (| (% Change Setings )
—
Restore Defaults oK Apoly Help

754 RF v VOB
BODAF v

'VMware ] ICBEI L TRy MU =7 REETVE
‘ﬁ—c

ISwitch Mode Now] RZ %27 U v 7 LIRWT
{723V, VMware TREXTo7cdH LT, T
EITWET,

FT7IA AT Y EITHTE, T v VE—F
ICHESINTWAHMERSH Y £, VMware TY
U v UERET DX, TEdit)— Virtual Network
Editor] (ZE) L £7,

[Change Settings| A% > %27 Vw7 LET, X v
U — 7 BREE LT HICIE, EEAHERS L
‘(“j—o
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8 Virtual Network Editor

Name Type

External Connection Host Connection  DHCP Subnet Address
VMnetd  Bridged  Auto-bridging - - -
VMnetl  Hostonly - Connected Enabled  192.168.247.0
VMnets  NAT NAT Comnected Enabled  192.168.78.0

Add Netwark... | [Remove Netwark
£/ Winet Information ™

1@ Bridged (connect VMs directly to the external network)

Bridged to: [Automatic

Automatic

QL CL L8 e/ (R) Ethernet Connection 1217-LM - Deterministic Network Enhancer Miniport
VirtualBox Host-Orly Ethernet Adapter - Deterministic Netwerk Enhancer Miniport

() Hestonly (& 1n e/ () Dual Band Wireless-AC 7250 - Deterministic Network Erhancer Minipart

~ Blustooth Device (Personal Area Network) —/

~] [Automatc settings... |

Host virtual adapter name: Yiware Retwark Adapter Uinet

Use local DHCP service to distribute IP address to YMs DHCP Settings...

Subnet IP; Subnet mask:

(Resre e o) (e ] e ) [ )

‘Virtual Machine Settings

Hardware | Optors

[ “arry Device sns
7
Py 260 i
[ Processers: 1 | Connect at power on
SHadomk icst) a0 0H
|5 st el
C Ewm st > B kg Comnctid ety b the physieal ratcrk
= ¥ rciate el itk corrrcten st
ety Bt detect

AT Used 1o share e hosts I address
Hiost-ondy A private network shared with the hast.
Custom: Specific virusl nebwork

s
L st

[rre———— pre———

=T T

Connectivity Mode

Switch to Offline Scanning Mode ®

I'm ready to start an offline scan. What are the stepe?

Change the netwark settings. Your virfual machine settings must be configured to scan the offine
necwark ax this tme. In Vidware, we recemmend these Network Adapeer setungs for Scanning Mode
- Bridged: Connected directly to the physical network

Replicate physical network connection state

Click Switch Mode Now. W will temporarily suspend your virtual scanner

Cancel

Connect

Next Steps: Switch to Offline Scanning Mode
Important: Do Mot st down your biptop {you can close it of put 1 in sleep or Ribernate modes)

1 2

Cannect your lapep to the secure
wir gap network you want to scen,
DHCP services must be available on this
natwork

Resume the virtual scanner.
Your scanner will connect to the network
and get an 18 address

Cancel

Compiate steps 2t | e

754 RF v VOB
BODAF v

Bridged] #27 V> 27 LT, Uy HALTDR
Za—PBHIELWA U H T —AERIRLET,

A~ VR EZITVWE T, Network Adapter (2
DWTiE, Bridged) * vy FU— 7 HEfi & BIRL
T, [Replicate physical network connection state |
ABRLET, REZRFLET,

Xy NT—=IBNE T T A% Y HICRESH
Sn/=o7T, 'WebUser] > &7 x—A LK
< Switch Mode Now ] R Z > %27 U v 7 L£7,
WIRT T AT o ADN—Rr s R RB I 72 0 F
7

ITT XY v AN L > CLREBIIEHEE N A% v
EITH Ry NI —JWT7 v by TR L TX
Xy a2 BT 2 FIED, mim IR RSNET,
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Fle Edit View VM Tabs Help | B - ¥el L BI=1=

el

= 1
Crvme || MEwy Computey | [ Ofnescannre

. J:“ Offline-scanner

_ T

1 aVSA-0.086.0pen-2218-1
£ qVSALSE0 cpen-2.2. 2.2 -quels + Devices
(5) QS open 22.20-2-08 e - nemcry 26l
m:ll e & Processors 1
SRR S Mard Dk (5C) 0GB
S/COTVD DD Ao detect

W Metwork Adapter MAT
W ietwerk Adapte... Hest-anly
WOiplay Auto detect

= Description
Gyt Ol Virtual Scanner
Appliance, buid:qVSA-0Li585.open-
2334

Next Steps: Switch to Offline Scanning Mode

Important: Do Not shit down your kaptop (you can close it or put & in sleep or hibernate modes)

1

Connect your laprop to the secure
mir gap metwork you want to scan,
DHCP garvices must e suadable on this
metwark.

2

Resume the virtual scanner.
Your scanner will connect to the network
and get an [P addregs.

Continue

@ Qualys. scanner

L @ OFFLINE SCANNING ) Chan

Scans Option Profiles Knowledge Base Settings
MName Target Type £

There are no records corresponding ta filters, i any.

754 RF v VOB
BODAF v

[Resume this virtual machine] ZJER$T 5 Z LT
X » . Virtual Scanner % 2@ L =9,

Virtual Scanner 23FiE&£H) L 72 &, [Continue] & #
YEIV I LET,

A% % 1% TOFFLINE SCANNING] &— KiZ72
V%4, NewScan] "Z %7V v 7 LT, #
MAX Y BB LET,
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254 A% v OB
A¥ v UHERORT

P E XN

[New Scan| 7 4 > RUBERINET, AXFY UAEZHEEL, AX v R (AXxvy95IP) ZANL
T AT var7a 7y A NVEERL, LEIOG LU CGRIEEKRIEHR (X7 a ) 2% ELE9, [Scan)
7 Vw7 LET,

_ b b - Windows FERFEE &1 & Linux 73L&
FAE D W 7 & % ﬁz“f%i?“ A RN

Start Scan Windows 7= 2 k ¥4 1% Windows EA&E A,
Nanm this scan Linux & A b ®FE 11X Linux B #H2S B #818912
et O 0 FERENET,

Scan Typa

Vulnaraility Sean

Choose your targets to scan

1P ¢ Ranges 10.10.24.24; 10.10.31,163-10.10.31.170
Excludi Ps / Ranges
Option Profile Initial Opeicns

Authentication (optienal)

Add Windows Authentication Recard
Add Linux Authantcation Recard

Cancel Scan

AFX ¥ UFAF YUV A MIERENET, 22 TiE, AF ¥ OETRBOBIHRC, & TLI-AF v D
FEROERNATHETTY,

AEx v UBROERTR

AXy VOFEREFRTDHITIE, BT LEAXTY T [View] Z&IRLE9,

e T e My Scanney. D8 | Help | Log out
PR INER A @ arFu ¢ hange made
@ Qualys. scanner
st Aug 22 2016 a1 1:24 FM
Scans Option Profiles Knowledge Base Settings
¥ New Scan tscans 13
Marme Target Type Scan Status.  Scan Date Upload Status Upload Date
My First Offline Scan B 10102424, 101031 168101031170 Vulnerabiity  Finished Aug 22 D1-0823 PM
Wiew
Mark for uplcad
Relaunch scan
Downdoad scan
Delete
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254 A% v OB
A¥ v UHERORT

AFx OFM (A% v ENIZAR FOAFHL, B SN ESEEOGFER L) RERSET, TO
T, AF Y SNTZARA DY XA IPRRRINET, AAFOFRERTT 52T, AA RT [View)

ZEIRNL £,

@ OUGWS. Scanner

scans Option Profiles

Scan Details

Target T0.10.24.24, 10.10.51.165-10.10.51.170
Exchuded i -

Scan Duraoon 5 rninutes

Upload Staas +

] DNS

10.10.31.170 WIN-31-170 qualys com
10.10,31.169 B3 win-31-169.qualys.com

WODE: @ OFFLINE SCANNING Cnange mode ~
1161 L ced Aug 22, 20163 1:24 PM

Knowledge Base Settings

Total Hosts Vulnerabilities
Actree Homts 2 Confinmed 13
Exchuded Hosts Potential 8
Dead Hosts Info Gathered 54

Authentication Failed

Operating System Status Taral Vuins
Windows 2008 R2 Enrerprise Service Pack 1 Finished 12
Windows 2008 R2 Enterprise Service Pack 1 Finished 7

View

My_Scanner_08 | Help | Log out

Ihesss  1F
lev. 5 4 3
2 1 5
0o 0 &

RA B OFERIIHEN T AR A b TR Sz fagsth & IUER#O QID @ Y 2 FAF/RSHE T AEE D QID

T IView) ZEIRT D L BEOFEME X% v URERICBET D

@ Qua!ys. Scanner

Scans Option Profiles Knowledge Base

Search

Total Vulnerabilities

7

Host Details

DNS Name
NOEBIOS Name
o

WIN-31-160.qualys...
WIN-31-188

Windows 2008 R2 Service .

QD Titke
SOBE2 B3 windows Remote Deskiop Protocol Weak Encryption Method Allowed
70000 v v Actessibile

38173 SSL Certificare - Sipnature Verification Falled Vulnerabiliy

B2003 ICMP Timestamp Request

38801 SSLTLS use of weak RCA capher

0043 5MB Signing Disabled or SMB Signing Not Required

70004 NerBIDS Bindings Informarion

70022 Open DCE-RPC / MS-RPC Services List

asm7 Operating System Detected

3401 Firewall Detected

M nange mode v
ACDE OFFLINE SCANNING Cnange

23, 2016 at 1:24 W

Settings

Confirmed Porential

6 1 27

3389/1cp
3389/tcp

338901ep

Info. Gathered

IS ETRTEET,

My _Scanner_08 | Help | Log out

3 findings 0

IR |
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254 A% v OB
RAEvURRDA I O—F

[Threat Details) (Z1%, & A h TR SN2 QID BB DA X ¥ UFERBFRINET,

Threat Details

=[] 0862

Tide Windows Remote Deskiop Protocel Weak Encryption Method Allowed

Cvelds

’’’’’ ity

Result RD¥ Supported Encrytion methods: RC4 40 bac),RC4{56 bic)
Cancel

FEREZMERE L=, [Threat Details] v 4 > RUZEAL, HONN—IIHDEMEDORANEZ 7 Vv 7 LT,
1 BmT 2R £9,

Ay UREROAA—F

T LMt A% ¥ T, [Download scan] 473 a v A BIRLET (v 7 AF ¥V TIEERMIR), A
Xy U LIEERA N THRIBENZQID 2, ¥4 7, EEEB LUK QID A DA X v U iERR EORHR &
Iz —ERRZTSH CSV LAR— FELNET,

*—RA > k- Download scan] A7 a VIFAF Y U RT I MIT v 7 u— REnb EE LI
HOT, Twv7la—FRT3aiicdvroe— RRTa08R”H0 F7,

A e T e My Scanner_ DB | Help | Lag out
n— LN ¢ nang
@ Qualys. Scanner |
wel Aug 22, 2 i
Scans Option Profiles Knowledge Base Settings
@ New Scan 1 scans Q
Nane Target Type Scan Status  Scan Date Upload Status  Upload Date
My First Oifline Scan B 10102424, 101031 168101031170 Vulnerabiiity  Finished Aug 22 01-0823 FM
View
Mark for uplaad

Relaunch scan

Download scan

Delete

AxvUEROF7yIO—F

AXy UERET v 7 — R95 2 LT, MEFHEA S v OfRE % Qualys 7 v FTRAR L, BREHER
WSV LR = FEERTEET, 7Ty 7 r— R TEL0EMBHHEAF ¥ L ORFBROZLTT, v v TR
v OfRIZT v e — R T&ERHA, Qualys 77U K7 T v M7 4 — AT 720D A ¥ —
Xy b7 7B ARLEIZRY £9,
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FI54 X% v OB
Ax v UEROTy TO—F

FREH

-CLOUD SYNC E— Kiz81h # 2 2 #ilic. VMware T v k7 — 2 #iE & fei8 L Tl 2 L8085 0 %
T, 29T HIET, AF Y FAHPLAZEFIC, B S TOLRAELWNIP 7 FL 22K LT, Qualys
T RTTy b T - MO TE B L ISR ET, B

CTHTY MIGFIELARVWIP RA X v o SHEEAIE. ZOIP BT AW MOBME . FATEER IP 0
BEHE BE) O FEOSBELSIINET,

- SERIRAT v UFERIL Scanner @ Web Ul Tl C& <20 £9, 727 L, AFx v 0¥~ U ERIX
FRTEET,

7 v 70— FREDE

S AXY T ERROT v T — RO TAF v F 27— FERIFV Y PLARNTEEY, V7 —
FT2E —HOAXY T EB ) =T I, Ty u— FRRRLET, Ty Fer—FT5R
FY BT —IMNITDHLEITTTA N T A REBICYI D R D121, B —RpE 1k & RO AR
ZITO Lol LTLEE N,

AR UKRTHE, ARV T AEARNERIT v e — RENSHEIICIZ. [Reconnect to Datacenter] 74~
varERITLARANTLEE N, 2047y a itk 7y 7 a— Rndlisin, 7y 7e— RBRETLE
B,

- [CLOUD SYNCJ €— FTAF v 2T LH1C, EWRRy NU—0 =Ty NU—2T X
THEEBFRINLT, *y N —7MEZEHREL T 7230,

Fl&

~R— Lz %5 [Change mode] %2 VY > 2 LT, CLOUD SYNC &— RiZ8) W #x £, Qualys 7 7
T RT T N T — AASDOEGRMTONE T, B E T BornsZen3b 0 £4, EFICERIND &,
WP A feATTEET,

[Scans] DU A IMBT v 7R —RTHAXF Y U ERIRL, /A v/ T 7 arA=a—»b [Mark for
upload] Z@BIRLE¥, FEE LI AF ¥ VFKEIOFRBIRICY v 7r—RFEnEdT (e b =T v 7r—F
FROMETEHEAIR. REREITINDENCI A v 7T 7 v a v A=a—05 [Unmark for upload] % 3&{R
LET),

i My_Scanner 08 | Help | t
: hange mads
@ Qualys. Scanner IR oo
Scans Option Profiles Knowledge Base Settings
MNew Scan 1 scans c
Mame Target Type Scan Status  Scan Date Upload Status Upload Date
My First Offline Scan B 10102424, 10.1031.169-10.1031,170  Vulnerability  Finished Aug 22 01:08:23 PM
View
Mark for upload
Retaunch scan
Download scan
Delete
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254 A% v OB
Y T THRBBO T/ RO

*y FT—9 TEREPO TN ADEKE

F v T =2 RIZH BT NA RAZONWTORRN 2~y TERHET A2, v~ v TAXF Y U2 FETLET,
Fy NI—=TICHDT A AEHBET DI LT, T ZADMEFEMEE ATy TEDL LR FT,

Scans] (Z#E LT, New Scan) #7 U » 27 L'EF (OFFLINE SCANNING & — F~DY] ) B 2 B E
\272 0 %£9), NewScan| V4> FUT, #A47& LT MapScan] #RIRL, v v F&FITT5H KAA
iRy TRy I EANLC AT varIm T s AVEBRLET, £0%, [Scan) #7 UV v 7 LET,

bt bh-RAAL 47 LTIP & IP O&fHEZ~ v~
T BHEEE. ZoFlZaRT X 912, [Domain)
Start Scan 7 4 —/L FIZ Tnodomain.qualys.com| & AJjL.
Nome this scon Netblocks] 7 ¢ —/L RiZktGE$T 25 IP 2 AL
My First Mag Sean ij—o

Scan Type
Cw'.w Scan )

Cheose your targets to scan

Domain ngdimain qualys. com
Nettlocks 10.10.10,710.10.10.65

Option Profile Necwark Map

Eane} m

VYT AXY BT LIS, [View] ZBIRL THRZRRLET, v~ v TORNELZHE L T EE0,

e
L4
m Tools ~ .., P RARE. SOBORRT
T mAREAR

MARETUTILTI L 2=z
Oner BB © veinown 0 hAHTEERE

FMIZOVWTIH, v~y 7OEBOHRPESC~Yy 7OV AT U N EEET L HER IOV TE, Qualys =
Ra=T7 4 OFLFETHRTEET,

Qualys 2I==7 ¢ XV ()
New Maps
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https://community.qualys.com/docs/DOC-4932

VMware DE&E

VMware D&

Qualys Offline Scanner Appliance i%. 2 DOFIER Y NV =0 T X 72 EEH L TRETLD2LERDH D £
+, REWIT. FET T Y b7+ —2 (VMware Workstation) % L £9,

7 " : Y 7 b7k, ELWRy NU—I T4
Virtual Machine Setting s 7B N R E SN T T IAT Y ADA Y AR

Hardware | Options AN HENAERR SNV E T,

Device Summary VMware Workstation TiZ, TN HDA U F T = — R
B Memory 2ee I% Network Adapter & Network Adapter 2 (272 V) %
[ Processors ! T, PIHPRAECIL. Network Adapter ®F 7 4 /L kD
(Hard Disk (5CSI)  40GB %A 71X ITNAT| ¢, Network Adapter 2 ®F 7 + /L
o network Adapter AT FoXAFiE TRARNFL Y —] 120 FET,
ﬁlNetwnrk Adapter 2 Host-only

EJDispIay Auto detect

OFFLINE SCANNING &— FTi%, Network Adapter 1 O x> b —271% [7V v ) IZFET D LEMN
&Y F9, CLOUD SYNC E— FOBFEIE, INAT) F7213 T7) v o) IZTRETE £7, Network Adapter
20Fy FT—=71F, WIZ IRAMF Y —] ITRESNTHDRENH D £7,

PRI, By NU—UREELE—RNILITRLET,

VMware IS4 7FS54 J:: P VMware @  ##% a—AlLD
Workstation® 72X 0S TFUAD Ry bD— (KX b+ DHCP
TI+ILED E—F 95847  EETFSY HY—EX
IR 74)
] Network eth0 CLOUD Qualys 7 57 F  NAT* Fepnilla Bk
NIC 1 Adapter SYNC TIy N T+ —h - F0E-
L oiEE 7Y w3 ** nla n/a
OFFLINE RARNDAFY L VYo ¥k nla n/a
SCANNING
R Network ethl 1T o—HNAFrF KA R Huhb Huhb
NIC 2 Adapter2 @ Web UL Ty —

* NAT %7€ -VPN 20 L TR 21T 2 /A 13, AR NAT 2 IR DHLE R H Y 3, i~
YInbDT Yy VL, RA RO VPN T XX TIIHEREL £ H A,
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¥ NIMRy NT— 7 ~DT Y v P -VMware
Workstation 1%, B x> NT—2 T X T X (FF
R, B, VPN) Z##iL7=FR R v 2T LI
VAR EINDHERDY EF, KIExR Y B
U—J T 4 XT, AL oI Lk > b
UV— T AT HEERLET, Xy hT—T7 XA
TNTV v VICERESINTWDHIRER Y hU—7
X THEE E— FOFFIZLARNWTLEEN, H
@%&%ﬁﬁﬁ@’kbﬂélkﬁﬁkhgﬁ

IR H T X CRIBENRET D Z ENRE VT
?S?J'C“@‘o

v bIT—BEDHI
lHost-only] #4147

Vet Information
() Bridged (connect YMs directly to the external network)

Bridged to: | Intel(R) 82579LM Gigabit Network Connection Automatic Settings...

(C) NAT (shared host's IP address with YMs) NAT Settings...

@) Host-only (connect VMs internally in a private network)

Connect a host virtual adapter to this network.
Host virtual adapter name: VMware Network Adapter VMneto

Use local DHCP service to distribute IP address to VMs

DHCP Settings...

Subnet IP: 192.168 . 37 . 0  Subnetmask: 255.255.255. 0

INAT] #4147

Vet Information
() Bridged (connect YMs directly to the external network)

Bridged to: | Intel(R) 82579LM Gigabit Network Connection Automatic Settings...

®) NAT (shared host's IP address with VMs) NAT Settings...

(@) Host-only {connect VMs internally in a private network)

Connect a host virtual adapter to this network.
Host virtual adapter name: VMware Network Adapter VMneto

Use local DHCP service to distribute IP address to VMs

DHCP Settings...

Subnet IP: 192.168 . 37 . 0  Subnetmask: 255.255.255. 0

Iy 247

A=V Xy "r—TNEMFHLTHERY NU—JIZRA M~ 285 L TV A5E
TFEHTTY v VR T A L2 BED LET,

I HRRA M= OWELNIC 1T

VMnet Information
@) Bridged (connect YMs directly to the external netwaork)

Bridged to: | Automatic

© NaT (ehared R e NAT Settngs...
Intel(R) 82573LM Gigabit Network Cornection 1
(@) Host-only (cor

Connect a host virtual adapter to this network

~| [ Automatic settngs...

Host virtual adapter name: YMware Metwork Adapter Vinetd

Use local DHCP service to distribute IP address to VMs DHCP Settings...

Subret IP; 5 o - Subnet mask:

VMware ®

— - —
@ Virtual Network Editor
Name Type External Connection Host Connection DHCP Subnet A
VMnet0 Bridged Broadcom 802.11n Network ... - - -
VMnet1 Host-only - Connected Enabled 192.168.
WMnets  NAT NAT Connected Enabled 192168,
VMnet9 Custom - - Enabled 192.168.
Add Network... | (R
VMnet Information
@) Bridged (connect VM directy to the external network)
Brdged to: (Broadcom 502, 11n Network Adapter =] [Automat
_ Automatic -
(ONAT @shared proadcom Natireme o \tEﬂ'\emet VirtualBox Bridged Networking Cf | 4T 54
© Host-only (cor
Connect a host yirtual adapter to this network

(7Y wd: oREE® THE E—F
DFEFIZLTELL E WXy hT—7
73 VPN R— hRZ DD R v U —2
THETLHCANAL v RENDATEEMNEN B
nET,
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