Q OQualys.

Qualys Japan K.K
FiTH2026F 6 B

Q Qualys.



Q ua IyS FIM File Integrity Monitoring

AR =54 T2 RFT A 7IVT—23>VT NI T7AILD
D 77)VS A LRSI (CERD SMRIEL. RIERZEE(CH LT
MR(CTS— heRESE. SXATLOTF1VUST v LEREZHERTD
RERHEIEZ (T O R 2 EIR |

PCI DSS 4.0. HIPAA. NERC CIP. GDPR.
CCPA. NISTREDIH > TSA 7> AT L—

C'  ATD—D(TEHT BI=bDMEED1 B E Rt U
g_o

Q 75— MNENZER | V7ILIALDTS—
[T ZEAR T DEDICHEILRZE < DIRERR
ZHIRLET .

BEEADINTOT —FZ2RFL. BEBERADLR
3 & — hEER U EBERST — S 7 ER I DB RN

NRDENERZTIRE LTI .

@ Qualys

Security 4

Standards Council

\Pci

U.S. Department of
S/(C Health and Human Services

Enhancing the health and well-being of all Americans

NERC

NORTH AMERICAN ELECTRIC

RELIABILITY CORPORATION

GDPR.EU

California Consumer
Privacy Act (CCPA)

NATIONAL INSTITUTE OF
STANDARDS AND TECHNOLOGY
US.DEPARTMENT OF COMMERCE



UPIWVIALEZSFVUD

@ Qualys

AR MOl ZEREN (CF I T
-5 —&#5

JOtXRIEHR

AR NDOTEE

HiF &85l

B Ih & KB DR R

AR hDESR

HEERTDT—IFLEFS AT LOIIR—FR bD
ID F7z(3%&R)

J7AI TAILS, LSRRI, ATSTHN
ZEEOUZIWVIALEZFI>D




I7ANT I RAER(FAM)

@ Qualys. cloud Piatform

WEZED 7 AIADUTILGA LSSy FD
@ wrez

I Event Alert: File Read I

9% SRR OTRART bl 1Y —
&. j I:I tzq%*&%”y% sudoers

Changed On: 15 days ago Jan 25, 2024 at 11:44:42 AM
Category: PCI
By User: jerry

© EEETUCIDRE. HERT I TIED

By Process: /usr/bin/grep

ﬁ\IE1§%0)]\ E E,)]-\ Command Executed: grep —color=auto -i jerry /etc/sudoers

Audit User Name @ : root (0)
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O Tsa7>Ra>bO-ILCED. B#EHET
—SBED T T AIADTICIANR N 5287 Togers
3_5 : &b‘%%%{q LTB*L_C(,\QE? Monitoring Profile:  Linux Monitoring Profile for PCI DSS - DO NOT DELETE

Section and Rules:  Rule-7
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Content Change Difference
Difference Removed Word Removed Difference Added Word Added
Juniper Network Configuration Drift

Baseline File

va-arista71245x-38-S18show running-config all
! device: vs-arista7124sx-38-51 (0CS-71245X, £05-4.8.7)

! boot system flash:£05-4.8.7.sui

prospt RARNS
- no terminal length

schedule tech-support interval 60 max-log-files 100 command show tech-support
- no debx application

no ip dhep relay information option
no ip dhep relay aluays-on

@ Qualys.

Event File

. va-arista71245x-38-512zhow running-config all

! device: vs-arista71245x-38-51 (DCS-71245X, £05-4.8.7)
! boot system flash:E0S-4.8.7.,sui

prompt NRYS

schedule tech-support interval 60 max-log-files 100 command show tech-support

o ip dhcp relay information option
o ip dhep relay aluays-on
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o
oo Events Eventinsights  AllEvents  EventReview Ignored

° FATOFIMIC—DES1- V%

5 Q_ Search for events. ® Last30Days v —

\
S SO SV RSN S O 0 S SO N S SRS

Total Events

Fi
QUICKFILTERS 22 Apr 24 Apr 26 Apr 28 Apr 30 Apr 4 May 6 May 8 May 10 May 14 May 16May 18May 20 May
EVENT ACTION
| Kubernetes1>7+A NCESEIRR{TF S L st OO & (W@
Detete 2 TIME TARGET ACTION ACTOR CONTAINER NAME SEVERITY
PROFILE May 6,2025 shadow1 Delete m nginx EEEEE
04:23 AM fetc/shadow1 otk 192.168.31.234
Linux Monitoring P. 3
Linux Monitoring P. 2
— May 6,2025 shadow Rename mv nginx sEEEE
04:23 AM /etc/shadow et 192.168.31.234
g KIFPEEZHVIDHAIRAX
o LS May 6, 2025 passwd1 Delete m nginx EEBEEE
Lo z 04:22 AM fetc/passwdl feiot 192.168.31.234
OPERATING SYSTEM
May 6,2025 passwd Rename mv nginx EEENE
Debian Linux 12.10 4 04:22 AM /etc/passwd vt 192.168.31.234
o \Y
T7ANVTFICAOVIBREDV AN S TR .
May 6,2025 passwd Rename mv sshd EEEER
i\j' "E\E Hxa 04:21 AM fetc/passwd A 192.168.31.234

Unify All Your File Integrity Monitoring Across Hosts and Containers
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€— View Details: SUDOERS

Event Alert: File Read

sudoers

Changed On: 15 days ago Jan 25, 2024 at 11:44:42 AM
Category: PCI

By User: jerry

File Path: /etc/sudoers

Audit User Name @ : root (0)
Success Status: no

sudoers v

Triggers
Monitoring Profile:  Linux Monitoring Profile for PCI DSS - DO NOT DELETE

Section and Rules:  Rule-7

California Consumer
Privacy Act (CCPA)
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