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- Global AssetView (GAV)
- CyberSecurity Asset Management (CSAM)
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Discover and ;%2 Discover and Inventory
Use multiple Qualys sensors, including cloud agent to gain
InVentOry (cﬁ:\péi;gv[‘}s:;j:sct inventory. Enrich it with business context
BENOT 2y b2RIEL, ZhooT7 vy MicBiF a4 Ry b)Y
TR 2 VL 5 % BRAE.
Detect and @ Detect and Monitor
Detect software and hardware end of life, monitor unauthorized
Monitor and missing required software
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THEIE O EH M % BT 2 HEEE.
Report and @ Report and Respond
&
Define alerts, uninstall unauthorized software and produce
Respond compliance reports
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Normalization & categorization --

SOFTWARE TYPE DISTRIBUTION TOP PUBLISHERS

B EnE e
TOP SERVER APPLICATION CATEGORIES TOP CLIENT APPLICATION CATEGORIES
. Commercial License Open Source License Ucanae . Commercial License Open Source License License
<2 08K> (36 ‘ ( , 3.64 <2 SAK’ 2561 859 O
Networking ~ Network  Business Application Network Digital Content Productivity l»ophcalm
Gevelopmen
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Detailed asset information CSAM

v INVENTORY
Asset Summary
.. win10-Last_locatio_test
. Microsoft Windows 10 Pro (1809 Build 17763 64-8it) ticality Score :T
Hardware VMware VMware Virtual Platform =
Identification Last Location
 SECURITY .
Vulrerabibtes win10-Last_Jocatio_test - WIN10-auth-testi-updated
EOR Pyd Addresse PY6 Addre
it 23.211.200.120 - 11104397
 COMPLIANCE
Location unknown.
il Integrity Montoring Last Seen: a day ago 07:41 AM
~ SOURCES Activity
Agent Summary . I .
Administrator Sep 6,2020 05:15 AM Nov 18,2021 03:02 PM

aday ago 07:41 AM

Tags <17

| oymamicrag 3362 .. : | dmamicTag 33820 || et | dmamicTog 30825.. : | [ Namecontainstag
JemamicTag 33622 - | | dynamicTag 3382 .. © | mamicTag 3382.1.. | | dynamicTag 3382R.. ©

[ dyamicrag 33827 || assetastiocat.. : |[Testi2s © || dynamicTag 3362... | | amamicTag.3362.2.
N tmarmicTan 280 1 KvnamicTao 2382 0 | Enamecontsineall = la101 : dmamicTan 532 <
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<&— Create New

Basic Details

Start with providing the following information to create your tag

Name *

Purchase Order System

Mark as Favourite

Description

All devices used to deliver purchasing system

Asset Criticality Score -

This score represents the criticality of the asset to your business infrastructure

o Here, score 1 being the lowest criticality and 5 being the highest criticality assigned to an
asset, when selected.

(] (2] (=] [«] ® [=]

Tag Properties

Configure properties for your tag

Set Tag Color v

ZAT) Select Parent Tag

For this new tag, you can select an existing tag to set as a parent
tag or you can create a new parent tag If this is a root tag, then e
ignore this selection

Create Tag

Tag Type

® Static Dynamic
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| < Asset Details: win10-Last_locatio_test

INVENTORY
Asset Summary
[ |} win10-Last_locatio_test .
. I Microsof lows 11 (80 4-Bit)
Asset Criticality Score
Identification _ocation
SECURITY Below are various scores assigned to the asset through multiple tags -
win10-Last_locatio_test
ASSET CRITICALITY SCORE
4 Addre {
23.211.200.120 - | = 51
COMPLIANCE - user_scope.tagl_w.
Location unknoy
Last Seen: a day ag M
SOURCES Activity
Sep 6,2020 05:15 AM Nov 18, 2021 03:02 PM
d go 07 ™M
Tags sosmsoe
[émamicTag 33828 © | [ dmemicTag 3382.U.. ¢ |cv : [dmamicTag 33825 : | [ Namecontainstag
[ ymamicTag 33822 [ mamicTag 3382 1. [ Smemicag 33821 [ SmemicTag 3382 8.
Jmamicrog 33827 || assetbestiocet | | [Testi23 © || ymamicTog 3382 | || dynamicrog 33822
[ éymamicTag 33821 ¢ || dynamicTag 3382.0.. - | | neme-contains-all =141 ;[ dmamicrag 33820
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END-OF -LITE SOFTWARE

COMMERCIAL AND OPEN SOURCE EOL SOFTWARE ORACLE JAVA BY LIFECYCLE STAGE WINDOWS OS END OF LIFE

NON-CLIENT OPERATING SYSTEM BY END OF LIFE
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ATEGORY VERSIONS/UPDATES AUTHORLZATION ENAK RULE STA
Brave Brave Software Netw be testRule_JE630Z Enabled
Microsoft Defender Advanced... Microsoft Secun int Protection Specific- Update 10 585017763771 Needs Review testRule_JE630Z Enabled
GOM Player FOMS Company Dighal Content / Dighat Vide Specific -Update | 2347.5300 testRule_JE630Z Enabied
Zoom Zoom Video Communication: laboration / Web Confere Between-Update  50.4(256920524) |  Unsuthorized testRule_JE630Z Enabled

10543

Chrome Network Agpiication / Intem Specific - Update | 790394588 Unsuthorized testRule_JE630Z Enabled
Plex Media Player Plex Drgital Cont Up: 24601031 Authorized testRule_JE630Z Enabied
Chrome Google Specific - Updat 79.03045 88 Needs Review CheckAny_Specific Enabled
Zoom Zoom Video Communications Specific - Versian 574 Unauthorized CheckAny_Specific Enabled
Zoom Above -Update | 547 (1016 Authorized Mapper_check Enabied
GOM Player GOM & Company ANY - Update Needs Review Mapper_check Enabied
GOM Player GOM & Company Specific-Version 2 Needs Review Mapper_check Enabled
Chrome Google Network Application / Inten. Above - Version Unauthorized Mapper_check Enabled

AVvRYFPIVDORBELEZHEITT2E. V72 7 2T7HiAr—1 ((v—1] 27) OEREZFRCTE F
ﬁ— *}TLL)HL)D_EEJI/—/I/ i )\@ 2 O@ﬁ{ffﬁs’ﬁ(% iﬁ—

N—VEERTE2EZAMLD [V TP I 2T A VRV INV]| X TCI2AYv I TorvaviEERLE
kP

(V=] 270, V7Y 2 TRIFOHL A —LZEKL F 9

V=V EAER T B BRIC, FRREOHFZ ERTE T T (72 213, Firefox 77 7 ¥F =13 =V F )L o
VE2—=TAVT TAARTEBIEINE TH, == T ZTEFFAIINFEEA), L=
MBERPZIERTEE T, v—AREREI NS &, T4 ZOFEIRICES O THAT 2V — 53
ETHHREEDR D 270, BREECFHMINE T (2L 21E, 3XTD T YA R T Firefox DG
EEEREL, 2Dk, TV =TIV VYV IF—LBEZNZTND T A T Firefox T2 Z & 2GR
TEET), 2oflTlE, TV =T Y VT F—LDEBEL—ALDFIC T — NLIEEEL — L %I
BT 50ERH Y FT,
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Add Software to Authorization Rule

Track the software product as authorized/unauthorized

Chrome
Network Application / Internet Browser

® This Update (79.0.3945.88) Entire Product

Authorization *

ORDER NUMBER RULE STATUS
2 CheckAny_Specific Enabled
3 Mapper_check Enabled

Cancel

TAGS

auto_authUnauth_8. =
I sk3

I sk3

FEL < 1% Track Authorized/Unauthorized Software. % TS HE T & vy,

Tty MEEOEEROMEICHTE TS — FEEETS

BT A=, Slack, £721F PagerDuty 7 7— b 2 EL T, DI AT7H A0, V7 02T
Hil, TR A—T Vv E— PR — AN P L—VORRER EDMDIEH A L, FESSLELRT £y

F oEEEORBEIC O W T —F— GBI L 5,
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https://qualysguard.qg2.apps.qualys.com/am/csamHelp/rules/software_authorization.htm
https://qualysguard.qg2.apps.qualys.com/am/csamHelp/rules/software_authorization.htm

Sample Queries

Some Sample Queries to help you to get started

- Unauthorized Software
Found unauthorized software

software:(authorization:'Unauthorized and firstFound:[now-1d ... now])

- Database EOS
Database is reaching End-of-Service (EOS) on 180th day from today

software:g]:)ategorw “'Databases’ and component:'Server' and lifecycle.eos:[now+179d ...

now+180

~ Operating System EOS

Seéver's Operating System is 180th day away of reaching End-of-Service (EOS) from
today

opera 'ng?stem.categoryZ:‘Server' and operatingSystem.lifecycle.eos:[now+179d ...
now+180

- Internet facing assets ports

Use Selected

EREZIRNCERE T 2 13, EEISELRRAA—FY 2TV 7 b2 TOHR—FET AR
VIR, RERYIFY2TDAVRAF—=AEO)ICOWTELETZL ARy RCEA 2R TT 245
BHY LT,

Qualys ¥, 77—+ D3D2DA N =X L% HK—FLTVET,
- Email
- Slack

- PagerDuty

L < 1% Configure Responses. % ZTZME T & 1,
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https://qualysguard.qg2.apps.qualys.com/am/csamHelp/responses/configure_rules.htm
https://qualysguard.qg2.apps.qualys.com/am/csamHelp/responses/configure_rules.htm

L#— bk DR

LR —F2ERL, BEINLTHwE3TF Y TL— e RZXLTY 7L — b 2 L TN OBR
FHeHAHLEF, FedRAMP # PCL 2 YO &EBLTIE, 3_XCOTwy bV 7 by o T hEHL.
ZTNoDeFX a2V T4 Fry TeMICERTILERHVET, av T IA TV ARERTE S
ko, LR—FEREBEICERTE T, LF— Ficid, FedRAMP B ICHE T 3 72 9 O RERK AT BE
BRECKFHATEZ T v 7L — &I RTVE T,

& Create New : FedRAMP Template

STEPS 5/5
Review and Confirm

Basic Details . E
Review and Confirm your selections

Report Source

Repork Bisplay A Basic Details
Report Schedule Specify report title and description
Summary Name Description
Compliance Report Description of the report

A Report Source

Specify assets or assets tags to include in your report

Search Query

A Report Display

Select the columns you want to show in your report

Selected Columns

Software Information Host Information

All All

A Report Schedule

Set the run and delivery of this report

Schedule Type Timezone

On Demand (GMT 05:30) India Standard Time (IST
Asia/Kolkata)

| Cancel H Previous

Qualys Global AssetView | Qualys CyberSecurity Asset Management
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FEREAERTSEZ LD TE T

£ L < 1% Generate Reports. # TS T &0,

FS7490PF544—

Global IT Asset Inventory HOME  DASHBOARD  INVENTORY  TAGS  NETWORK 20

Network Traffic Analyzer

Q Ssearch for assets. ..

1 8 TRAFFIC FAMILY TRAFFIC VOLUME s

Total Clients \“ B webServices 161KB M Terminal Emu... 14 KB
B Vimeo 8kB W IBMSystems .. 5KB i 4
B Networking 3088 Other 4608 Kamoamm ek

ASSET TYPE (CLIENT) = = AR
Server
INTERNAL 18
UNMANAGED 18
MANAGED 1
DEVICE CATEGORY (CLIENT) -
- i . 192.168.128.... Mobile 1968 o8 From: Aug 27, 2020 0543 pr EXTERNA Unknown
5 s UNMANAGED Jnknown Pk Pkis. To: Aug 27, 20200543 p
2 WIN-CEI_TES... Unknown 6428 0B From: Aug 27, 2020 0430 pr EXTERNA Unknown
1 192,168 4Pkt Pkts To: Aug 27, 2020 04:4
ualized 1
OPERATING SYSTEM (CLIENT) WIN-CEI_TES... Unknown oKB 11K8 From: Aug 27, 2020 0424 pr 52,168 Unknown
Windons 3 192.168.5.23 63 Pkts 37 Pits To: Aug 27, 2020 0452 p INTERNA
MANAGE
3
3 192.168.128.... Unix 1828 o8 From: Aug 27, 2020 0424 pr EXTERNAL Unknown
1 UNMANAGED Inidentified Pk1 Pkt To: Aug 27, 2020 0424
1
1 more WIN-CEL_TES... Unknown 22KB []:] From: Aug 27, 2020 04:23 pr EXTERNAL Unknown
192.168.5.231 136 PKis Pkts To: Aug 27, 2020 04
METWORK TAGS (L1 IENT) . MANAGE =

Traffic Analyzer IC (% Network Passive Sensor 205 TH Y, * v PV —2ZHND LT 7 4 v 7 OFEMT
MeaIhra—2RMHLET, chick ), BRENORL 2T & v FHEOME(E ZBE S 2 DI
HLET, ez, vF 2 T4 CIREIRNTORVA Y P = OEERY Y - A~DRED X
AZ70EHINTWARWT vy FOBRERETT, £/, 2 74AT Vv 263 —1"—(CTS)EB X UY
—RN=b 7 7AT Y FSTODOHMNZ D77 4 v 7 BOMERIRERE 77 7R TRRE
9, st 773V —GlBXORY) a— 2 HENE T T4 v DT T T4 AN a—%
RELT T, BERNRT 2y P T v=A =Y TRy POMADOTRTCDL 774 v 7 70 —0DFF
fnFR I NE T,

Ju—%Iic, VI T4V 7E—EBNMLTVWAE2209DT7 vy FOWTRLICERY FLT, T+
vy PO, v P77 R. AT LER. FWTWAER— DY R, TEYFDITT 4y
7 O 7 EOFE 2 R T & ¥ 9

£ L < 1Z Traffic Analyzer. % TSR T X\,
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https://www.qualys.com/docs/qualys-cloud-agent-getting-started-guide.pdf
https://www.qualys.com/docs/qualys-cloud-agent-getting-started-guide.pdf
https://www.qualys.com/docs/qualys-cloud-agent-getting-started-guide.pdf
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https://www.qualys.com/docs/qualys-network-passive-sensor-getting-started-guide.pdf
https://www.qualys.com/docs/qualys-network-passive-sensor-getting-started-guide.pdf
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