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US1 qagpublic.qgl.apps.qualys.com  camspublic.qgl.apps.qualys.com (64.39.96.183:443)
(64.39.104.93:443) camspm.qgl.apps.qualys.com (64.39.96.181:443)
camsrepo.qgl.apps.qualys.com (64.39.96.182:443)
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US3 qagpublic.qg3.apps.qualys.com  camspublic.qg3.apps.qualys.com (64.39.96.175:443)
(64.39.104.113:443) camspm.qg3.apps.qualys.com (64.39.96.173:443)
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EU 1 qagpublic.qgl.apps.qualys.eu camspublic.qgl.apps.qualys.eu (64.39.100.50:443)
(64.39.100.93:443) camspm.qgl.apps.qualys.eu (64.39.100.51:443)

camsrepo.qgl.apps.qualys.eu (64.39.100.52:443)
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(154.59.121.74:443)

camspublic.qg2.apps.qualys.eu (154.59.121.88:443)
camspm.qg2.apps.qualys.eu (154.59.121.86:443)
camsrepo.qg2.apps.qualys.eu (154.59.121.87:443)

IN1

qagpublic.qgl.apps.qualys.in
(103.216.98.40:443)

camspublic.qgl.apps.qualys.in (103.216.98.50:443)
camspm.qgl.apps.qualys.in (103.216.98.51:443)
camsrepo.qgl.apps.qualys.in (103.216.98.52:443)
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@ OUO'VS. Enterprise

Modules v

AssetView
AV Asset Management, Tagging, and Search

Cloud Agent
CA Stay updated with network security by deploying
agents on your hosts

Vulnerability Management
VM Automated Host Security Assessment and Reporting

Qualys Gateway Service

Appliance providing proxy and cache for Cloud Agents
and other sensors |
Threat Protection

Add threat intelligence feed to your existing AssetView
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Utilities
Administration
Manage Application Users and Permissions
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Qualys Gateway Service APPLIANCES
Appliances
Active Agents (24 Hours) Total Agents (7 Days) Bandwidth Savings (30 Days)
Q 0 Appliances

MNew Appliance Dawnload Image a-0of 0

[Activity Summary] ¥ 4 ¥ x> MIIE, #7227V T a b3 _XTOQGS 7774 7 » AZHT
DT 0T 4 €T 4 OEFHIERNBFRSINET, [Active Agents] & [Total Agents] 12X, TXCTHT 77
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<« New Appliance

Create Appliance

Registration

Registration

Use the personalization code to complete the configuration of your appliance

Appliance Details

Personalization Code

tioh code 10 registet the applisnce: Registeting the appliance consumes ona of the purt

Generate the personaliza

FIZGATUREZDRAT—RAD—EERT

Appliances

0

Q

New Appliance

Active Agents (24 Hours) Total Agents (7 Days)

0

Bandwidth Savings (30 Days)

1 Appliance

1-10f1
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Virtualization platform Image

Dawnload the required image from the list of platforms we suppart
qualys-qgs-appliance-1.0.0-6.0va 1.02GB
qualys-qgs-appliance-1.0.0-6.ovf. zip 1.01GB
qualys-ggs-appliance-1.0.0-6.vmx.zip 1.01G8
qualys-qgs-appliance-1.0.0-6.vhd.zip 1.01GB

BEEBRMPERICKET LET IS4 7 2RI, TActive] RT4 2 RXERT

Appliances

0 0 0

Active Agents (24 Hours) Total Agents (7 Days) Bandwidth Savings (30 Doys)
Q 1 Appliance
New Appliance Downdoad Image 1-1af1

Aetive o, SJC-Datacenter - San Jose, CA 2.93% 10319

FIOT4THETFTITSATOADEM. AT—4 X, BT &%

« View Details

View Mode Other Specifications

Appliance Details App[lance DEtalts Personalization Code T0eaolaa-dibe-4542-aac
0-0278b1e3ach7?

Logs

SJC-Datacenter
San Jose, CA  edn

Actre Vermion 1006

PERFORMANCE FOR SIC-DATACENTER 192.166.130.129

Last 12 howes B MALC Address 00:0c29:4ach2:02
Gatewsy 192.168.130.2
DNS 192.168.130.2

24%

T =< ADT T 720, IR LB OEREN=— 2 FIP 7 FURBNZFRRENET,
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Qualys Gateway Service DIRIET 7T A4 T L AZ . T T T7A T Aay ) —nbHHATEDLT XA h—
ZAPaA—PA L BT 2 —RA%BFEA LT, 77IAT LV ADRE. Fv NT—TDORE. AT —F ADFKR,
BWOFEIT, TTI7AT L ADY Y NEITVET,

O—AJEREA =2 —DERL

.

%+ Registration

o

“ System
» Network
=  First
= DNS
"  Proxy
» Time
< Info
<+ Diagnostics
» Containers
» Images
> Units
> Logs
> Stats
<% Commands
» Ping
> Reboot
» Shutdown
» Reset

%7€ EE

Z 2 biE, Qualys Gateway Service OF%E & IR CHEMAIT MR 2 AL £7,

QGS DRET7 T34 7V ADEH

.458732]1 SELinux: Class iucv_socket not defined in policy.
.4587881 SELinux: Class rxrpc_socket not defined in policy.
.458827]1 SELinux: Class isdn_socket not defined in policy.
.458873]1 SELinux: Class phonet_socket not defined in policy.
.458921]1 SELinux: Class ieee8B82154 socket not defined in policy.
.458971]1 SELinux: Class caif_socket not defined in policy.
.459819]1 SELinux: Class alg_socket not defined in policy.
.459865]1 SELinux: Class nfc_socket not defined in policy.
.459295]1 SELinux: Class vsock_socket not defined in policy.
.459344]1 SELinux: Class kcH_socket not defined in policy.
.4593911 SELinux: Class gipcrtr_socket not defined in policy.
.459448]1 SELinux: Class smc_socket not defined in policy.
.459486]1 SELinux: Class infiniband_pkey not defined in policy.

.459536]1 SELinux: Class infiniband_endport not defined in policy.
.459586]1 SELinux: the above unknown classes and permissions will be allowe|

.459655]1 SELinux: policy capability network_peer_controls=1

.459715]1 SELinux: policy capability open_perms=1

.459757]1 SELinux: policy capability extended_socket_class=8

.4598841 SELinux: policy capability always_check_network=8

.459851]1 SELinux: policy capability cgroup_seclabel=8

.459896]1 SELinux: policy capability nnp_nosuid_transition=8

.486879]1 systemd[1]: Successfully loaded SELinux policy in 94.115mMs.
.528438]1 systemd[1]1: Relabelled ~sdev, /run and /sys/fs/cgroup in 9.B65Ms.

12
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lConfiguration] MDA A A = a1—
[System| A==—%&RL, O TALIH D [Network Settings] T

N

ai

EITVWET,

R
s

Qualys Inc. USE:+tl+ to navigate ENTER to confirm

Configuration

Registration Register the Appliance with Oualys

Info General Information
Diagnostics Information
CommMands Uarious commands

v FI—YRE

Qualys Inc. USE:«tTl+ to navigate ENTER to confirm

System Configuration

etwork Settings

Time System Time Settings
Qualys status URL Edit Qualys Status URL

< Back >
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First (1 —8 Ry b 28T 1—X)

Qualys Inc. USE:«tTl+ to navigate ENTER to confirm

Conf iguration

etwork Interface Settings (eth® )
DN3 Settings

Proxy 3Server

< Back >

DHCP

[DHCP| Z#fEH L CW2%4E1k, [DHCP) 2#HT2 L5, (HEBT 794 TV ADOFy NI —T A X
Tz —AEFELET,

ZAE, A— 1 1080 THEIT L. Cloud Agent 2386t T 5 QGS F'm X d IP T,

Qualys Inc. USE:«tl+ to navigate SPACE to select ENTER to confirm

Network interface configuration

GofpHcy)

( ) 5tatic
( ) Unconfigured

<Cancel>

14
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Static

O IP 2 L TV DA, BHIP 7 KL AZGHT I, BT 774 TV ARy NT—7 A
2T r—AERELET,

Cloud Agent 1., A—k 1080 O#HIIP 7 KL A IZHERE L £,

Qualys Inc. USE:«tl+ to navigate SPACE to select ENTER to confirm

Network interface configuration

(

oftatic

( ) Unconfigured

<Cancel>

AT 25HEIE. #IP 7 FLAEZRELET,

IP7 RLAEI3R2 Yy bOFRy b~AZZERALET, 72& 20X, 255.255.255.0 0FEIT«“R24” D X H I
00 ET,

FIFNIF—=RT A DIPT L AEZEELET,

Qualys Inc. USE: 1l to navigate TAB to focus ENTER to confirm

etho:

1P (CIDR) : D

Gateway: [

< 0K >
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DNS Servers
RAET 7T A 7 A0 DNS $— %3¢ 7E L C, Qualys URL #4FifEik LET,

Qualys Inc. USE: 1l to navigate TAB to focus ENTER to confirm

DNS Servers:

DNS:
DNS: 4.4.4.4
Search domain:

< Back >

Joxig—n
TuX Fo—rEFEHLTVWAEAE. By oo —R"ERELET,

Qualys Inc. USE: 1l to navigate TAB to focus ENTER to confirm

Proxy Settings:

Proxy URL:
Proxy Port:
Username :

Password:

< Back >
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Info

Qualys Inc. USE:

Configuration

Qualys Gateway Service 1—H'( Y427z —XEPa1—)L

«td+ to navigate ENTER to confirm

Registrat
System
Diagnosti
Commands

ion Register the Appliance with Oualys
System Settings

cs Information
Uarious commands

QAG Status: Connected

[QAG Status: Connected] 1%, QGS 7% Qualys POD (Z##i T&X 52 L #EHR L TWET,

REEE

AT —H# AN [Connected| 272> TWeWEAIEL, Ry NI —J 8L 77 A4 T U+ — VR EE MR LT

<TZEv,

Qualys Inc.

eth@

0AG Status

0AG Status URL
DNS Servers
System Time
System Timezone
Appliance ID
Qualys URL
System Updates
Build-version
Git-rev
Build-date

192.168.138.128-24

¢ Connected
¢ https://gagpublic.qgl.apps.qualys. in/status

192.168.138.2

: B4-81-19 17:39:82
: UTC
t 89385754a-5577-479b-8895-bfecd4174bed?

: https:sscamspublic.qgl.apps.qualys. in

! Up to date

: 1.8.8-6

: 167853becaa583fB49a72d8e5eda?42dbB12d7b9
: 2819-B3-27TBG6:42:34+B088

17
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Registration

Qualys Inc. USE:+tl+ to navigate ENTER to confirm

Configuration

System System Settings
Info General Information
Diagnostics Information
CommMands Uarious commands

QGS =—HFA U H T 2 —RAEV 2 — /L THEM LI —Y Fufba— FE AT LET,

Qualys Inc. USE:+tl+ to navigate ENTER to confirm

Enter lookup code in =loWercases=

lCHHNGE_HE

< Back >

UFIEAS Lie =Y Fufba— Fofl T,

USE:+«T4+ to mavigate ENTER to confirm

Enter lookup code in *loWercases

I_atzau’u-: —4Bdc-  —BBS. — -~ edb

< Back >
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SHNEh O EE

Please wait While appliance registration is being
verified. This May take few minutes.

HARNING: Do not interact with the appliance during this
time.

BHEMNEEIZET LI5S

Appliance is registered successfully

MIFER

Qualys Inc. USE:«tTl+ to navigate ENTER to confirm

Diagnostics

ontainersf@Docker containers

Images Docker images
Units Services units
Logs Logs

Stats Container 3tats

< Back >
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Containers

Qualys Inc. USE:tl to scroll ENTER to exit

NAMES STATUS COMMAND

HAPROXY 17 minutes "sentrypoint.sh”
CONFD-HAPROXY 17 minutes "susrslocalsbinsconfd -wat
cams—logstash 17 minutes "susrsshareslogstash- -binsl
squid-2 17 minutes "sdocker—-entrypoint.sh”
CAMSD 17 minutes "ssbinsinit”

< EXIT >

b3x

A A=

Qualys Inc. USE:tl to scroll ENTER to exit

REPOSITORY IMAGE ID

cams—haproxy 1. a39?7bd13al
camslocal :443-cams-haproxy 1. a397bd13al
camslocal :443-cams-keepalived 1. 8cd941cbd3
cams—keepalived 1. 8cd941cb6d3

camslocal :443-/cams-squid 1. 904Z2e180e2

352

< EXIT >

20
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=yt

ams—logstash active

sy
AT FIA T v AP T 77 AN ERFLET (B Z1EQGS Ul £V a—/Uch T v Fa— RERTnE
T

w7 OWIWIET, BHFo = 75— % LIcmSnE T,
FEF =gt RBED Iy Rk, Ul CE#HLET,

< EXIT >

21
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AT 54T v A —E2ADFERRNER T LET,

scroll ENTER to exit

REEE

Qualys Inc. USE:t! to

CONTAINER ID NAME
960eb4df 3552 HAPROXY
1e480d49abof 3 CONFD
£5459536ba%a cams—
ffed4?alb904e sguid

f18fac5251ac CAMSD

—HAPROXY

logstash

=t

< EXIT >

MEM USAGE ~

Z.285MiB

1.656MiB

501.1MiB

160.4MiB

7.055MiB
bbx

Commands

Qualys Inc. USE: ¢t

to navigate ENTER to confirm

Configuration

Registration
System

Info
Diagnostics

Register the Appliance with Qualys
System Settings

General Information

Information

arious coMmmands

22
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Ping

Qualys Inc. USE:«tTl+ to navigate ENTER to confirm

Conf iguration

Perform IPv4 Ping

Reboot Reboot
Shutdown Shutdown
Reset Reset

< Back >

Qualys Inc. USE:«tTl+ to navigate ENTER to confirm

FQDN or IPwv4

[3.3.3.3_

FTSAT7VADY Y +
TTIAT V ABFREROILOIRIEIZY > FLET,

B I R_RTOREL 0 7T 7 A VPHIBRENET,

Qualys Inc. USE:«tTl+ to navigate ENTER to confirm

Reset appliance?

Warning : this action will reset appliance to its
original state.

Do you want to continue 7

23
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R2YRT—=A422T7—AD) LYk
T FIAT UV ADFR Yy NT—I (X T 2—RA% Uy FLET,
HEE T IAT U ADRy NU—TREOHNR Yy hEnET,

Qualys Inc. USE:«tTl+ to navigate ENTER to confirm

Reset network configuration?

Do you want to also reset network interfaces?

Doing so can prevent access to this machine 7

24
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