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CDTYZHILKRTA FR—/8—TIL. Qualys Gateway Service =& QGS D L X T LERET, #EE, BIETJO b~
. A4, B, B, BLURR N TSIV T REXELLLTVET,

Qualys Gateway Service (&, Qualys 75 v h 7+ —Lh oA ooA— K, ik, BLXUVEEIN D, Qualys HBBEIFKL
AR HTIPS TAx 2 /v v afRB7 IS4 7V RATY,

.

QGS 7 7547 VAR, BEHM Qualys U TRV ) T avhodoo0—FLEY,
QGS ¥, 77547 Vv REE{ZT DBEEICE > TA—AILTETENET,

QGS [ QualysUI ML EHE LET,

Cloud Agents [E, BEED TOF S #EE2 AL T, QGS E#NM LT Qualys 75y F 7+ —AIZEHKELET,
—R RN NN F—FHR—FLFET,

IRTE. VMWare & HyperV 5 /R— kL TWET,

*  VMWare ESXi/vSphere 5.5, 6. 7. 8({F5k A £5H)

o MS Hyper-V 2016, 2019, 2022

*  MS Windows Server 2016, 2019, 2022 (Hyper-V H—E X} &)

— RSO RTONAF—FHR—rLET,

. Amazon Web Service

° Azure

° Google Cloud Platform

2y RI—=0F1) T4 EBHRELFT,

c QGSDHMNEBERIOFXFLET7ATI4—ILENLT https HAZHA SN TULBBA. Qualys 73
YRIr—LADQualys VTV RFI—Pz o b, AFxvF—, FENY I TEUOH—EHEO LS
TN a—T 4 VTICEPTHBAKIBICHIBINET,

T7A4T7 72 4+—ILIL—ILEEHRELET,

— BT FAIV/NRyFEXT Yy aLET

© BEOAUA—NRyFURDFIMNERSIA., EHMICTEMSATOETS,
HTOBBELNELEY,

e QGSZEM/INYFT 3T T EITERAK 3000 D Cloud Agent & EIRFIERLET,

¢ K YKEZ Cloud Agent:QGS DFREEIE, Ny FP3TDEI—4 v bEHIRT 5 & THEETT .

*  Cloud Agent VM+PC A A T—A DNV P R—ILIE EDMD 7 U T« ET 4 TIlE. Cloud Agent:QGS D7
BENKRELLLGLHAREENHY FET,

QGS (X, DEA T4 R, BRFEMAY FT—9, 95O R —N—AVREVRAGE, 4 03—y MZEEER
TERVWEEDEHOEHKEE XYY UTV ) 2= aVERBLET,

© 2023 Qualys, Inc. Distribution for Qualys Customers, Page 3 of 25



| t i
@ Qualys. @ Qualys Gateway Service

SRTF LTV A & bR
QGS (&, HERARELG I VT T TI Y b ITA—LELTHRISATVET,

- EFHA-RH5—RIE, 2 DD Apache Squid TAFH—/N—®D HAProxy ¥V 7 bz T DERFHHEZEH. HIE
WOHZTOFOELUF Yy O IH—ERFREL, T—C Y bethD oY —AEERR Y hEMIC
BETDLIITTBHIET, TSV R IA—LANDAREY—RNN—T A RF—DINyF)RD R ~DIK
FEBERLES,

- BMNMOI—RT—XTIE, QGS M rsyslog H—/A—ZHRA ML, QGSMHAXDRODOSTaL Y42 —& LTHEET B
£ S5IZL. LDAP O %% A A\ Active Directory KA A AV FO—5—I2H T Y EEFLTTF—EI VY YF 4
VhEREBLET,

QGS I, SFEEFLTI T4 TLENEY—ER ED2a—ILORBEIZRELTARL—TF A VYT VRTFL A
Ab=LEntE=7TI5—ar, BEUVRATLERDAZT—2#HEL., 2. HE. LR—F, &
V75— bDEOICART =5 TS5 hI4—LICTYyTA—KTB=00D/\(4 TTI,

Shared Platform Internet

©

Customer Remote Network

‘ Customer Datacentre @
" /
Restricted Access Network Direct Connection Network
@ Qualys

Qualys TI&. CloudAgent #4 > TL I ABHRDFY hT—O XX ¥ F LA EHETHERL, 7Y FO#HE
Ea—%RETHLEHEOLET. COBE. IT—P Y MIBMERBEREVELETICHTEL—%
REEL, AX v F(EINHEL—ZRELET, ZD=H. Q6S K. REXFvyF+—, MEIFXvF—, /v
T —FT—4, BLUVITOVRI—Cz o b T—2DNY I R—ILEYR—FLTWET,
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11080 (http) 4 Z s
20l (hUp) ¢ Proxy VIP Secondary

8080 (https) I x /o \d 2.4 ANE— Disk

Flatcar Container Linux

WS F v v iatTHBEHEART vk

QGS [, F+ v 2l Apache Squid 7AFSH—N—ZFHALET,

KIFHEZL: Cloud Agent TRAT— M EFTERAT 5 &, QGS [, CloudAgents 275w b7+ —LIZEEEHREL=Y.
Y—RNR—F 4 RUVE—DIRYFIVRS FJIZEHELEY T IDICHRT, HEIEZKIBICHHNTEES,

Cloud Agents [ZF#NCO— KNS UHIZEHL. RIZ2D2D Squid TAFXFS H—nROWNWFhMIZEKT H-H, T
—2JxTU b3, 4,5, 6.5quid FruUIDAY Y FEEZLET,

Agent 1 points to QGS Cache Virtual IP, to try to obtain An
Adobe Acrobat Reader patch, and is redirected to Squid-1

QGS - Use of Caches

e Squid-1 doesn’t have the Adobe patch so downloads it

Having been whitelisted on the perimeter devices using a
http://ardownload.adobe.com wildcard [*.adobe.com), the patch can now be retrieved

hd e
l/

Squid-1 caches the patch, as it is less than the maximum
object size, and sends it to Agent 1.

Agent 2 points to QGS Cache Virtual IP, to try to obtain An
Adobe Acrobat Reader patch, and is redirected to Squid-2

Squid-2 doesn't have the Adobe patch so downloads it from
Adobe’s repository.

Squid-2 caches the patch and sends it to Agent 2.

Agent 3 points to QGS Cache Virtual IP, to try to obtain An
Adobe Acrobat Reader patch, and is redirected ta Squid-1.

Squid-1 has the patch cached and serves it immediately.
Squid-1 Squid-2

PEET

Squid's ‘Least Recently Used’ (LRU) cache replacement
policy will lly see this patch lly d,
often when it has been fully deployed within the estate.

Squid LRU algorithm has been chosen for best performance.
Customers seeing too much attrition in their Squid caches
are recommended to increase the size of their Patch Disk

beyond the minimum 250GB.

As cache size i he choice of repl; policy
becomes less important.
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MESBHEEER) O —aVTSAT7UARAZFAL, QGS ZFALTISORI—Sz o bONNAF )Ty ToL—

F(UNIX 4 >R b—F[LEE 15MB, Windows £ YA h—F (X 19MB)% QGS TFX v v a9 b L. HEMIZKEL
Ay bR FELONET,

Before: Direct Connection After: QGS Caching
(10K agent deployment) (10K agent deployment)

Manifest (600KB-2MB) 20 GB 2MB
daily daily
Config File (10 KB) 100 MB 10 KB
as needed as needed
Installer (19 MB) 190 GB 76 MB
3-4x per year 3-4x per year

N FEEBRTY T« TICHBE, BFITHEBENA—RAA/ Sy FIZx LT ZeroTouch /Ny FEHIZLI=RIX. D
Ay REEYVIINEEA,

Patch Type Before: Direct Connection (10,000 agents) After: QGS Caching (10,000 agents)
Microsoft Office update (monthly 1.16 TB 122 MB
enterprise channel) e.g. Apr2023-May2023 Once a month, deploy over 1-2 days monthly
Adobe Acrobat Reader 908 GB 93 MB
Monthly, deploy over 1 day Monthly
Google Chrome (full update) 928 GB 95 MIB
4 times per month 4 times per month (QGS will pre-fetch daily)

o2y FRyFR BTV FAa—H—a Ea—T VVRETLHSRONBERICEHENDLGY I Y
TOEHKE/NNy FEREEBELES,

BERSETETIN, 7TV 75— DRy FhEFa T2 ENTWSHEF, 1BNS2H
TRYFEREBEEICTIOATEEIICT Y asndAREMENHY FT,

Google Chrome [ZBIZ3EEBEHEIND A H D=, EAZYFNRNYFUTEERFzvITSHELIIC
BETIDLEAHYET, Chrome NEIFIFEHFIZHEINTNEIEE. T59YRNTGoogle 7Yy TT—4
IC&>T Chrome F5 V0 DEFHMN AL ICHRINET,

Ny FEAIEREICITHONDES. QGS #FA LA VVEEIEEEEARIEIZA YIRS, QGS NTETE L AL
BEIE. Ny FEEICERFICMYBES EESICEED Qualys T—F T I FXICEBMITEINEZEAKLLH
UErd,

BHOEHENAS ., URLOA—T—> 3 VIT—BEHARWEED/NY FIZTDOWLWTIE, QGS lESnsd/N
v FZEHRHERD 00:00 [(CERIICRELETDT, BEANYFERADETUNETETET,

QGS ¥ v v U TIFERICEETHAT=%. Google Chrome D BEIFEEH T 3MB D/IX\YF DAV ETH S
ERBHESN-BETH, EEEGROFEIEL 20.268B THY . QGs M L1=-#igiEl% osmB THY . 2
L7y TF—rEBRERESNEFFT(T—IXT—23 /T FRA Y HRESH/N—2 3 VD Chrome
TLTWAOREMD HS7=8). 10,000 EDT—I A T—2 3 V2K T QGS (& 315 FARNVFEIEESLEE L
F7,
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Agent to QGS to Platform - a3 a=4—> 3> FHA Y

Cloud Agent MBIEIF. KRBLI—C 2 bOT IO EHR— b 5K I ICRBILSN TS LRI,
EMTHMBL/N T+ —Y O RABREBWERBELTVS 20, BARITBEDRFEE#ICADLETI—V Y
FONRTH+—T R EFHIEBOFEAEEZABTEET,

QGS &, BTWARL—F 4 VIV RATLEDY SO RI—Cx U MIE>TIRIES N D TS BIEDIREZ. Qualys
TS R IA—LHPMEELTBRR/INTISL2 ICE|ZLITAMEEFIRHELET,

i o Proxy or Cache VIPs on QGS1 and connect onwards to the
TLS Communication platform.

Agent - QGS - Platform @ i chor e TIS12, 80 Agnt' ot i

Agent 2 is connected to QGS1. RHEL 5.4 supports TLS 1.0
but does have sufficient cipher support, 50 can use Squid
SSL Bump via the QGS Cache port.

SSL B amsi2 the Qualy:

platform.

Agent 3 is connected to QGS2. Windows XP supports TLS
1.0 but doesn’t have sufficient cipher support, so cannot
use a contemporary/current QGS. Qualys offers a QGS
Private Build, o that XP/w2003 machines can still use
Squid SSL Bump via the QGS Cache port.

The QGS Private Build is locked at a particular version of
and no

runaias

updates.

XP/w2003 have no security patches
) available, 5o this only helps who must
Squid-1 Squid-2 - y & the ability to across all

1 | ProxyVIP 3 SSL Bump creates a TLS 1.2 connection to the Qualys
q platform, using a legacy version of Squid which still

includes support for older cipher suites.
QGS (private build — May 2021) In normal circumstances, Qualys-signed certificates are
4 é 4 é g é o
occur at the perimeter proxy, as this customer device is
not capable of re-encrypting the SSL stream and signing it
“as Qualys’.
Th is ifC Server
are used with QGS.

TRTOBERF. TSz S TIYRITF—LADT I NIV ROI—2 Yy Mk > T, BRRTREL R
B T REST over HTTPS/TLS Z{#F L TRAtAShFE T,

T39I+ —LRI—CzY bADERGERABES. I—Cz VP ETETEATVWEYRZVITHY—ER
PR— I, NS T I ERTEFET,

I—2x 2 hHEBE ID AR— bk 10001 Av 5 10005 (&, REXF ¥ F—EHGE-IIYMER & v F—iEHK. $HcI—
S MEBUWDEY YA LTWET, ChiE, TVRKRSA 2 FPLOA—FRZI—Cz 0 FEEURFTYF
—T—4T@itL, TV M DEEFRET E=HICERINET,

FEEDHEETIE, SN2 —HF—EBEBCLHIZTLLBEFREEY., T—D 2 FOBEEEIRT 57
REMAHHEITERELTLEEL,

I—CxzV b, QGS. BXUVTSY b ITr—AlK, T5v b7+ —LFEAZEIZTIS1.2, SHA2S6FES. LU
RSA 2048 Evw FEZREZFIBALET,

QGS (contemporary)
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QGS H—/\—3IEAE

QGS

. Y—N\—HEZFERALT. ThEE, I—Pz Vb 8LUVTFY I+ —LEDEEZRELET,

Qualys DE AT EZEEHE. 4512 Common CA ZEAT S5 E. FIEMICESNENINET - Qualys F—LAIFEEHAE
EPKDEMRTHAIVDEEHY FEA

BEBEAPKICEAT IBALENERF >TVIEE. FLEFR) D—ICLK > TRHEELFEESINATLDES.
EFREO SR N7 ITO—FERALTHEREOAEEALEWMESE, QGS THIETED LS ITHYE LT,

QGS FEAZIFRD EB YT,

Cloud Agent 1 VA F—ILENTWBI Y RRA U MIA—FFTEZ3BENHY T,
- Discrete cA

-HEDQCS Fr v aR— b EBETILENHASIY FRA U FOEEY MK, £EDH—/\—FEH
ENIE—DREICGTYET,

- Common CA

-QGS F v v aR—FEBIETAVELRAHBITARTODIY FARA > FZIEX, Common CA H-—/\—EEBA
EQaE—HIrREIZRYET,

Qualys [Tk B E£:

TAARY)—FCA-QGS T&IZ 1D

H£BECA-TAILRA—FEEREE, TOH TRV ) T3 VAOTRTD QGS

BEEICLDEA:

Qualys 7Y F 74— LTA—FEN-BEEPKNELFI—V, IRTDQCS 7 T 74 7V RICEM
TA4ARY)—FCA-QGS T&IZ1D

Subject-Alternative-Names(SAN)FEBAZE - QGS H—/A—& D 1) R +

CommonCA-- FDHTRAH )T a3 vHDITRTHQGS DT AL Kh— FiEEAE

APPLIANCES CONNECTED IP'S CERTIFICATES

Certificate Group 1

UPLOADED BY

© 2023 Qualys, Inc. Distribution for Qualys Customers,

UPLOADED ON VALIDITY PERIOD

Upload
stomize agent beha

@ Fiesseasd

oot certificate to al a

Root Certificate *

Excepteur_sint_occaecat pem

=
-
= 100

Intermediate Chain *

, Excopteur_sinoccaecal pem
L
%I

Nothing Found

Private Key *

= Excepteut_sintsccascatpom
[

1p that you v
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Qualys Gateway Service APPLIANCES ~ CONNECTED IP'S  CERTIFICATES )
Certificates

11010 & ¢ @

DESCRIPTION UPLOADED BY UPLOADED DN VALIDITY PERI0

User 1 April 30,2022 24 months

BEFIBHOY—N\—SIRE4LFERAT HI5E. SSLA M) —LIZERHFIZHO SSLEIAZ#FHA L THIEEL
=N, Qualys TS5y F I —LIFZOY TR ) T a VIR LTOMMETEINE-6H, BRIOXLTO
SSLIREMFREICE Y F L 1=,

GS 7w ITARY—LOAZSaz=H— 3>
ER70x>—

FLAEDREIZIEWeb TAOXIAHY ., TRTOWeb FT 74 VP IENEBBTILELAHYET, FhlE
oD Thttps T LARARA U b TF, BERIOF V(. UFIEA VY TLIRERTLEAN, HILWI S KA
—ZANBERITOFIONBIELIEBHTLET,

FoTLzRTOFSDHE LTIX, MSForefront Server, Forcepoint Websense 22 EMNH Y ET, 95 KR—ZAD
TaFX T mFE L TIX, zScaler X Menlo Security 2 EMNH Y 5,

TARTOERTOFVICE, UTICETHIL—LALAHYET,
BEDRI T4 VT34 TITRHLTSSLA VARG S 3 VERETI v OO TERTTENE 5D,
TEIDDENE I D,
QGS DFE, FFITBREG L WWIT R MITIX, SSLA VAT ¥ g UL NRRALRBIEANAA RABHERENE T,

SSLA VARV arRETEND L, BRI X VITHERIEAENR2WV2D, FEUICHEESL X
W, FF70v 7B Qualys Ty N7 4 — AT X o THEREINET,

HAY v —P—N—FEHELFHTIHEIE, SSLA VAT v a VEETTEET,
Ty TAM)—LRIEEIARETT A, ERERIEO—T—2 a3 vT23RENHY . BRIFBENERTOLVIC
MLTO—AILTHEIBEE., CNEXREICEESLIUVEERTIONE L LE8BENHY ET,

WEADBEEX, O—AJ)L 2—HF—4% . DOMAIN\username NTLM 6. & & U user@domain.com LDAP sk D
—HF—ZEHR—rLFET,

#EDORIE
HTTP ) #—>a—F  EiBA
403 Forbidden D9I3AT7 2 MEAVTIOINDT I CREZHE >TWEEAL, 2F Y. ERENAZLV:

H., Y—N—[FEREIN=) Y —RXDRHEIEE L TLVET, 401 Unauthorized & IR 7L
Y, 95472 b IDIEY—N—[ZHLNTVET,

QGS I& Qualys E£f=z[E Patch URI k1) TY RiRA > MIT7 VR TEEHA,
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407 Proxy HTTP 24 T NEFA[) MEESNTVETHA. EERMICIIZDIGEE MRS TL
Authentication BN CEEERLET, 2FY, 95472 MEBERSNEIGEZINET 51-HIZH
Required BERMITHILELAHYET, BIAETOXFVICE>TITSIRELHY FI,

QGS T/31 RIE. https Ny A —[ZIP £f-[XFQDN #&HBENTEFET, JOFxFT
—N\—@DFBEE/NA IR JL—JLIZIE, IP E LB DNS BEZEOIVENHYET, 70O
FOH—/N—[L, IP LELBIDONS L EHEICERLEREA,

503 Service HB—N—[FU I IR FENEBFTLHERFDTECOERA. —BUEZERERE. H—/\—H
Unavailable AVUTFUVRADESHIZTDLTVSD, BERMICES> TSI LETY, COLELELE

HI1Z, BEFHRAT 51— — LY FVEBR=—JIZETIVNELHDZEITEEL
TLEEEW, COREIFT—FHEKRICERT I2ULENHY . AJRETHNIX. Retry-After
HTTP AV A —I[ZH—EXDEEEFTCOHEFRZEDIDLENHY FT, Web T RXZ—
. COBBELEELITEEINEIFT Y YV 1EEDAYST—ICETIETHILENHY F
T, INbD—FHEKREDIEETEEF v Y1 ENEL=HTT,

QGS TNA RIF, RNy F YRS FUANES—RE, ¥V URE, FLEAVTFURF
S/ FEERT DEENHYFET .

Patch Management Z{£fH L TLV% Qualys DEEHEIE. QGS ZHEALLBE VW EFRET I LhFERA, BLHIEE
BAUEA—2y FEF-O>TULWANL LNEEA,

FOMHER, KyF D3 TEEFTLTVETARTD Cloud Agent [£, BRIIZ/SNY FERETILENHY F
ER

BEICE2TIE, RUF—DNYF YRS M) TEZED—KRBEIZARY . HTTP 503 Service Unavailable ')
B—2a—FRRTRESNDIENHYFET,
KIBELNNY FEHE QGS DAEEIL. 8%+ I\ F L a TDRTERERELTLET .
NRYFYRD M) ADEFEOER
RYFE—FD QGS

NYTFEBENYF T7AILIE, ROA—DF I O—RKHA b (FALVFEEIXONMSEDO—-FEhFET,
Ao —FRIEQualys ICE 2 THRR SN TVERAN, ERIZQGS EZNLTI—V Y MI&k>THEMISA, &
orO—FHA FOSEIBEINEDITTIEHY FTE A,

Qualys [&£. Patch Management EY 2 — /)L CHERATESYR— bRERZE ) UV %, BEMIEITEMLETE
ERS

- BPOYR— SR ES EER/N— 3 U https://www.qualys.com/docs/qualys-patchmanagement-supported-
product-versions.pdf

R4 MJRMIEHRT S URLDTRH ) X b
https://qualysguard.qg2.apps.qualys.com/pm/help/configuration/url whitelisting.htm
URLETA R K

B URLZ@EAICHARTA FYRMZEBHETSHZELTEETHN, ZLOEERRIEIT AL FH— F(fl:*.adobe.com,
@.apple.com. *foxitsoftware.com. *.wireshark.org)ZERALET, Ff=. COJRAFEZREIZHE/NMNLT, ROKS5H
YIRDIT7EEDBELTEET,

- MBIV r—arvR—rT7FUF)
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- HBASLURAFHERBEAYILIITDIRE)
RYFVRSFYDKRTA FYR b
hid, BRIOXSFLENBIZFATI4—IL T, BEHROHETRIIEMICITSIZEMNTEFET,
JaxiFz—y

I LRZSHICHET 20, £EERY MI—0wT A T—2 3207 L—LT—2(IEC62443 X5 Purdue 18
ETILEE)NREST=OIZ, QS T TS5A 7V REF—V L TaAVER—R U FLRILDEH®EZH-TENTEE
ERR

ID & FREEHIEI(IAC)

fsE FRIfE(UC)

VAT LREME(9)

T—% DHEEM (DC)

#IFR{+ & 57 —%4 70— (RDF)

AR EADE A LY —7E5F G (TRE)
1)V —Z O A (RA)

QS 7 TSAT7VADFz—UblE, BELBLEIFLANLEELEIBEFFERLTITS CENTEFEFT - Fy TR
LD QGS LAN—%HDIEFTT, THTLRETFATIA—IIL—ILDTA ITHA Y IILEBEEHRILTEET,
Purdue R ETIL

Purdue Reference Model (& 1990 ZE{XIZFHFE S, 1SAS9 TEAINFE L 1=, ISAS9 [ IEC62443 [THEIL L1=1=8.
Purdue (TSR LEERGIMHI R T L LERAEMIRY FT—VICBEAERZEBHEITET

- BRTHEOTNARIELARILOIZFEELET .

- R FI—O DT ATF— 3 0lE, Purdue D LARLEITERTILENHY .. /N\( /83— HF—
#)—VBTHET A EIITEFEFEA,

- 1DDOLRNLASD T T4V IIEL1DDOLRILEIFETICHENS O, ADERDZHHT B=HIZX
FT7UoRI2+T—FTNARELFTOXY TNARZFEATHIHERHY FT,

- LANY—3¢,LAY—aDBIZIE. EDITEHOTDMZAH S, BEY—ER, T—4ERX MY T
V. FOMDTNARIE, T2 DOWE/EBDE-HIZTAZIZ, BEERAT4 VY, 89— FI)ILH—F
A, Web A VB —T A RBEIZHLTLERASIZCT A ENTEZET,

- XY IO HEFIT/OTDMZ TEHREFSNTWBEE., ChIEWANIL—F—EA VU E—Fy F H—ERXA
DILA4o7or05—arTEHYET,

- ZOETILDENRIE., RVEME/RBEVT NI R (ZLDBE. LRNLOFRLEF ) ZRFOEXFLYT
4 VRATLDERIZRET H-HIC. RIZLDLANVY—FRETSHZLTT,

- Qualys DB EMNDIE, S T4V LANY—BEBET E=OICQES T TS A T U REE BT 2HEMN
HYFET,

- LANY—S5DrST4v9Fk. COYV—2DESIZQGS THA IT/OTDMZ, BUR VT BEIIZ. LAY —
AIZRYET, TDE. Web ERTOFXFL, AMI7A T I24—Ib. 4 > F—F v MEHT Qualys POD [Z
W—T142TEhET,
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D59 RI—Cxr b, REMEBAXYF—, 2y FIT—O Ry T oY —% QS BHTHERKITSHLET. BE
¥RIZ Purdue SEBETILENDEAMEZERIRNTEZXY,

Purdue DA RY T4 ET « RAI

I—CxobE, LAVY—CEICEESELRY -V THEELET,
- BEOLAY—DQGS FvviaR— MIRHMOBERKE LTERKELET
- BEOLAY—mQGs FAFIR— M, 2 BBDORRKE LTHERLET

LANY—0~3MDQGS T —brIzAIF, FYTAR)—LTAFLOEELIL UP ZQGS TAFIR—F(LAYV—
+)ICEHRLET. LAVY—4FLIE5DQESF— oA &, IT/OTDMZ(AIA LANIL 3.5)0 QGS TAF I R—
MIEHGLET., LAVY—S5DACS Y —FIzAlE, LAY—4DQG6S FAFIAR—FIZDOWNEHKLET BER
JOX K IT/OTDMZ THRA FENTLET,

IT/OTDMZ @ QGS (. EET B=-OIZHELRAED T v TR M) —L 7OFX Y R—rZ2FERALTERIOLVIZE
BmLEIT,

SSLES /A /R X[, IT/OTDMZ L4 ¥—H®D QGS [T L THAEHEINE T,

LAXY—C2,DTOXLEFT Yy aDR—FEBDEREIA T aoTETN, FELGEHRNLEVESICTEDIC
‘RIDIBELHY FT,

- Layer 0 — proxy port 1080, cache port 8080

Layer 1 — proxy port 1081, cache port 8081
- Layer 2 — proxy port 1082, cache port 8082
- Layer 3 — proxy port 1083, cache port 8083
- Layer 4 — proxy port 1084, cache port 8084
- Layer 5 — proxy port 1085, cache port 8085
- IT/OT DMZ — proxy port 1089, cache port 8089 ; perimeter proxy unaffected
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QGS Purdue design

- Enterprise
(v ][ es JIRLS: = g=r g
. Network

Enterprise

Zone

- Enterprise
saws [ e | s
: Servers

—.-
: IT/OT DMZ @

-VSA .a Operations
4 & Control

-VSA -PS & Supervisory
: Control

Cone
/ zone / 2one / zone
Agents Agents Agents Process

Level 2
Control

Zone

Level 1

Level 0

Firewalls

=Y hEQGS DEIEIL, AT — b INT 7 AT U=, 7TV =2 a a7 747 U4 —/b, B
BLUOIEZEA S Web 7%y BEONAT A — o= A &7 0 baLEHEND D £3,

BRI THY ., By a MK TTHETOE Yy > g OB T O, HERLATREZRMNE T QGS 7 b E

9, Byva U idAFENTIESY A, Qualys 7T Y T A — L5 QGRS ~D AT Y DX T — Rk,

QGS N T T F 74 —ALIZT 7 R RLTRME LY 7 =X NRIEHIEZB L CoRTOAET, 7 v 7
A —AIZIX QGS ~DHHG A BMAT DEEN H D THA
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QGS-/\YHY TV FH—ER EDREH
@

CAMSPM CAMSPublic QAGPublic CAMSRepo Update.release.

Flatcar.net The PuppetD client within CamsD points to the CAMS
Puppet Master (CAMSPM) back-end service.

CamsD communicates with CAMSpublic every 30 seconds.
N/ e\ This s used to sync QGS metrics vith the QGS UL
3
2 All Qualys sensor traffic from agents, scanners and passive
sensors is proxied through 2 Squid proxies, abstracted

behind a single HAProxy load-balancer, and communicates
with QAGPublic back-end service.

PuppetD

Docker obtains container updates from the CAMSRepo back-

end service. Updates are downloaded using temporary

space on the primary disk. The temporary area is deaned-up

on QGS startup.

Sq L:' d 1'_\__'____5[_1_8“1 % a When Flatcar Container Linux OS Updates are required, the
Flatcar CDN URL is contacted.

HAProxy

Docker

Kinvolk Flatcar Container Linux

QGS [, AF¥xvF—¢,NRNvsTvod— BEUISHRI—Cz U MOBEZTOFXFOTEFET, ZOLSHR
MTE, QGS 1. ChoDEMDEUH—RDOEBMD TS Y b I7+—LR—RDIY RRA D FEHRED T 747
DA —ILIL—ILICEBNT ABENHY FT,

Source Destination

1. QGs ##
H Agent

QGS-Corp

2. QGSs & QGS-Corp
H Agent &

Scaner L <

(& Passive

Sensor

https Accept

qualysguard.ggl.apps.qualys.com
ggadmin.ggl.apps.qualys.com
qualysapi.ggl.apps.qualys.com
monitoring.qgl.apps.qualys.com

Needed by 88 Agent Scanner PaSSIVEISERSOrSCanNeT
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QGS N T+ —IX 2V ARTRA b

@ Qualys Gateway Service

INTH—IVRTRARRIZ, 4 DD VCPU AT EHA 7 T54T7 A LD QGSSquid TRFTIE, XD K S5 CEE

THIENDMAYFELT:

Performance Parameter 10,000 Parallel 20,000 Parallel 30,000 Parallel 40,000 Parallel
Requests Requests Requests Requests

Max Concurrent Connections Served 1000 1000 1000 1000

Total Number of Requests Served 10,000 20,000 30,000 40,000

Successfully

Retried after Errored Requests 369,713 1,104,893 1,946,498 3,360,845

Service Crash No No No No

CPU Utilisation 90-150% 90-150% 90-150% 90-150%

RAM Utilisation 10-15% 10-15% 10-15% 10-15%

Network Throughput (Peak) 2.60GBits/sec 2.61GBits/sec 2.73GBits/sec 2.7GBits/sec

Total Time Taken (HH:MM:SS) 2:35:00 5:40:00 8:02:00 11:28:00

QGS D7 —FTHOFxv&HADUYT
QGS [IHLERAIREAR AV TFH TS5y b7+ —LTIA, BEMIZEEICTELH—D LM Qualys A 2 T—2D/Ny Ik
—ILEFr YUY —ERDERBICEREYSTTEE L,

Consists of
Container OS
Docker
CAMS Container
HAProxy SLB with 2 VIPs
2 x Squid Proxy Servers

250GB
Secondary
Disk

Squid-1

11080 (http) S

Squid-2
HAPtoxy | ==

*  Tunnel mode with
HTTP_CONNECT
* Independent Cache
Logstash
Primary Disk (min 30GB)
Secondary Disk (min 250GB)

Logstash -
30GB

Primary
Disk

CAMS

Docker

Flatcar Container Linux

© 2023 Qualys, Inc. Distribution for Qualys Customers, Page 15 of 25



@ QUCIl\/S. @ Qualys Gateway Service

Y407
- BRIMFA XX, 2 DD VCPU, 16GB M RAM X E!, 30GBD T4 T4 R TY,
- NYFEEOX vy I UTEYR— T BICIE, 250GBULEDEAVEY T4 R EEBMLET,
- FROHEEEREICKY., KYZKDATYELYDRMICERALT, ARL—TFT 4 VT XTLDISO A #

—ORE, SQUdF Y Y aARNDEYKRELRA Tz bDF vV a5 BBICTHESICHY, Ry FE
BOTYIRIZTT7DA VR M—)L] #EEESR—FLET,

I—Cxr ke QG DEHE

Proxy Mode

TOXFY E—KT12DEFED2—IUNTIT4TIZHE-TWREE, I—Cx 2 FOBERERM/NESL., T4
JILETIEAZEY FELTABMEIZHBEN, TRTOI—CzV FARIBIZTS Y I+ —LITFTz v o420
EETHDEHEET,

QGS H7=Y 50,000 A\DIT—L 0 FEWSFERBICEWLEEREZERT S EEARETTH., ERICEBENHTEEE
A -50000 A\DI—S Y RANBIETELRVWEWVWSZ LK, Y—EXRTRIDEBEE1ODA VTV RERLTLY
EICIN

Cache Mode

Frwa1aE—FTIE, 7547 T4 R ZFEALT CloudAgent /N F ) EXF ¥ v aTEET, Qualys X7
TE£17 @ Cloud Agent /N F D ZRELTHEY . ChoITRTHAFvyadhnd e, $1350MBDT 4 R BENHE
BEIhET,

tHUFYTARIEF YY1 ET—FEFERTEIDEEHYFTEAN., Fyviall79ERTEI9TV KT
—Cx bkEQEs ¥y ak—rEFEAL. QGSH—N\—IAZZ 00— F9TA3RENAHYFET, TvviaE
— FTIlE. QGS 1= 10,000 T— x> hEBA DT ENTRETT,

I—Cz bR AF)DF Yy UTIZ0GS #FERLEWIEZDEIRLE-TIOA4 A2 FOBE

KIFELZEED Cloud Agent DEH H. HEL U Cloud Agent DBFEFHAXT ¥ v A —D4BBICHESNATWLWSIGEE., 7
TAR)—=LTAFL H—N—[ZY Y TR HRETEHA8EHELHY 9,

Patch Mode

NYF E—REFrvia E—FEEICENSA, RUOF—URDMIMLDNRNYFEEHAVFTY) T4RIITE
v :/:L—Ggasj-o

- QGSIE. Squid lRU 7L XALIZH ST, F¥viaa T U VYDREFLELET .
- Xv Yy aDORNBERET H-OOFEHEIIREIATOELA

- QGSF Y YL aANBHFYICHREGLERIZSO SN, NV FEBEFIDVA—FTIRLELHDEE. v
AT T r—2a vt LTINS T ELREEEAHY T,
INYFE—FTIXQGS =Y 10,000 T—C 2 bEBABHZEIFARETT A, BEMIZ(BZELL<EOZ Yy FD)I/N
YFOITNIAFEDTRI by TERESY TR TIURKRA U FEEBMLTWSBAE. ROFIENHY F
ER
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QGS HI=YDNYyFTaTH-YDRRKI—2xr FORKEIE 3000 TH
- NYFBEEDNINESWNMEE., DF YKKMNERIBEREITHMN 3,000 I2ELLEMEE. ThEBADAREELH
UEd,

- KEELGRYFOTIOANEEIThbNE E. JONEML, COREN—BHTHIES. QGS VR
TFLY)Y—RERIMIBZBATEOCIBHENHDAREENHY FI,

YTV T—FTI0F¥
600 DIV FIRA Y FEWKDOIDA T 4 REFH OIS E
THA42T =7
1. HEEHICIX500 DI RRA > k& 100 D Windows H—N—BHY EFF, Y—4 T 4 > JHBEE Mac
FLREF-O>TLET,
2. WBWHIX1IIAIWURIZ2 DDF T 4 AP A FEFHE>TULET,

3. FMAFRER Y Y—RIZIE, Y4 T EIZ1DMDQGS, A—H—RITHY A T &1 DO DC, Y—/N—HIZ1
DHDDCHEENET .

4. Cloud Agents [&.
oD A FDTS4< 1) QGS
REYAS bODEAFY
5 ENALT—h—IE, U4 FEZBEL. RFYD QGS [TERT IBLENLHYET .

Design Brief
1] A company has 500 endpoints, 100 Windows Servers. The
marketing guys have a dozen Macs.

2) They have 2 office sites, within 1 mile.

3) Resources available include 1 QGS per site , 1 DC per site
for users, 1 DC for servers

4) Cloud Agents need to point to

-primary QGS for the site they're on

-secondary in alternate site

5) Mobile workers need to move between sites and connect
1o the nearest QGS

User Stories

6 Abby goes to work at the Front St office and logs in. Her
Cloud Agent receives a GPO and as she’s logged in against
DC1 or DC2, her Cloud Agent proxy configuration is set to
try QGS1, then QGS2, before trying a direct connection.

Servers at bath sites have Cloud Agents installed. These
cloud agents always pickup the same GPO and their Cloud
Agents connect to QGS1, then QGS2.

If QGS1 is ever down for maintenance, this configuration has
resilience at the Cloud Agent (client) end.

Abby has a 2PM meeting and walks across to the Beale St
office where she has booked a conference room. She opens
her laptop and logs in. This time she logs in against DC3, so
her Cloud Agent proxy configuration is set to try QGS2, then

QGS1, before trying a direct connection.

© 2023 Qualys, Inc. Distribution for Qualys Customers, Page 17 of 25



@ OUGlVS. @ Qualys Gateway Service

A—H—R b=l —

1. FE—FZ720 0 R M) —FDA T4 RICHEIL, OTA4 U LET, EED Cloud Agent (£ GPO Z = (TH
Y. pcrEEIED2IZRLTAY AU LTS8, CloudAgent D TOFX L EEFI(L. BEIEEKEZRA D
I2QGS1, RIZQGS2 T LIICHESNTWLET,

2. MADYA FDHY—/N[Z Cloud Agents BN VA F—ILENTWET, ChoDI TV RFI—P Yy MMIEIC

BLGPOZEBL., V539 FI—C U MEQGSLIZHERSEL., RIZQGS2 IZHEFHELET, QGSLAA VTF
VADE=OHIZEI U LEEEE. CO#EAIE Cloud Agent( 5S4 7> MEITEEARHY £5,

3. TE—XFZ 2BOEENHY. ESEBEEZFHNLEZE—LARMN)—FDF T4 RIZHWVNTITEET, HXIE
Sy bryTERAVTRI AV LET., SEIEEDBIZHLTEY A 2T B1=8. Cloud Agent D THF 5%
Eld., EFEHRETRADANC QG2 #3 L. RIZQGSL #H T L3 ITRESNTUVET,

18,000 DTV KRS >V b EEXFA—NILTIVE—TS54 X

FHLLTY—7

1. H570—/N)LEEIZIE 18000 DI Y KRSV kA HY FT,

2. KEVIL—T (@7 A ) H. EMEA, APAC)C LIZHRIE2 DD QGS AH Y. TNENITBDT 4 X 1A
HYFET

3. H 4 FIZIE. Windows Server. Windows Endpoint, Linux Server, Network Devices A& Y £,

4. B QGS RT7IFO— RN U —EFHTIEARETHY., V79 FI—Sz U bOBREERETICT—
WIZQGS 7T ZAT U REEBMT 54T avhHyET,

Design Brief

1) A global se has 18,000 endpoints.

2) There are min 2 QGS per continental group (Americas, EMEA, APAC)
with 178 disk1, each

3) Sites have Windows Server, Windows Endpoint, Linux Server and
Network Devices .

4) Each QGS pair is reachable via load balancer, with the option to add
more QGS appliances into the pool without changing cloud agent
configuration.

User Stories
Americas-based endpoints have Cloud Agents connecting to the US
load-bal: ing 3 x QGS i via QNA-VIP. QNA-VIP
is defined to handle max 9000 connections.
If this number of is or load on up QGs
appliances is too high, traffic is diverted to EMEA.
Scanners are deployed within the region and backhaul scan results
to the platform using the QNA-VIP and QGS.

live checks proxy and cache ports on each QGS.

EMEA-based endpoints have Cloud Agents connecting to the EMEA
load-bal: 2xQGS i via QEU-VIP. QEU-VIP
is defined to handle max 5000 connections.

If this number of is or load on up: QGs
appliances is too high, traffic is diverted to APAC.

Scanners are deployed within the region and backhaul scan results
to the platform using the QEU-VIP and QGS.

Keepalive checks proxy and cache ports on each QGS.

APAC-based endpoints have Cloud Agents connecting to the APAC
2xQGS via QAP-VIP. QAP-VIP

is defined to handle max 5000 connections.

If this number of is or load on up: QGS

appliances is too high, traffic is diverted to Americas.

Scanners are deployed within the region and backhaul scan results

to the platform using the QAP-VIP and QGS.

Keepalive checks proxy and cache ports on each QGS.

A—H—Rb=l—
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1. T AVAR=RDI Y RERA 2 MZIE, KEOO— K/NT U5 —IZ#E#H 9 5 Cloud Agents 58 L) . QNA-VIP
ENLT3IDDQGS T TTATUREHREILLFET ., QNA-VIP (X, XK 9000 #EHEEWNIEBT HESITERINT

WET,
COEGHREBAEE. FHET7YTRA M —LDQGCS T TSA 7 UV ADARNETESHEE. FS3T74979
L EMEA ICERE S NFET,
A v F—[IHEBRNIZERIN. QNAVIP B LUV QGS ZHERALTRF Y UERE TS5 Y b7+ —LIZNY I HR—
JIWLET,
Keepalive [, & QGSDFOFLR—breFrvyPafR—rE2Fz v LET,

2. EMEAR—ZDI Y RRA > FIZIE, EMEA O— KNS U H—([Z#E#E 9 5 Cloud Agents A& Y . QEU-VIP L T
2D QGS T TS5AT7UREHMRIELET, QEU-VIP [E, K 5000 DEHRZEZNET L LSICEESNATNETD,
COEHGMEZEBZEBE. $HET7Y TR M) —LDQCS T ITSA 7V ADARAETEREE. FS5T49Y

X APAC [CERE S NFET,
Ax v F—IIHERAICER SN, QEUVIP BEUV QGS #FERALTRAFT Yy UEERFTZ Yy b 74— LAIZ/N\y Y R—
JLET,
Keepalive [, £ QGSDTAFLR—beEF vy aR—+rEFzvILET,

3. APACR—RMDI Y RRA > FIZIX, APAC O— F/NS UH—([ZH#E#E 3 5 Cloud Agents D& Y . QAP-VIP #/t L T 2
0=

DNDQGS T TS3AT7 U REMERILLET ., QAP-VIP (X, FxK 5000 DEHREMNETELSICEEINTVET,

COERHZEZBALESSE. TEET7YTRARMN)—LDQCS T TSAT UV ADEATAETEIEE. FS5 74979
EEET A Y HICEESINET,

AFx v F—IIHiEAICER SN, QAPVIP BLUV QGS AL TRAF Y UBEREE TSy b+ —LAI2/IN Yy I R—
JLLET,

Keepalive [X. & QS D TOFXR—reEF vy v iafR—rEFz v LET,

BHhE&H, MOTIVRERA Y FOREBEYMERY FD— - T AVT—a VDER

THA U DOBE
BASHDICS/ARL—23FUTH /00—y bI—91F, BEBELRERAVISA IS FrELTHES
M. Purdue Framework Dt ¥ 1) T4 HEEE(CHEML TS =8, KIBIZET AV MEShTWWET,
FTRTODQualys toH— bS5 T4 9 91&, QGS ENLTLAV—E2BBT IRELAHY T,
QGS 7754 7 RIE, IT/OTDMZ(AIZ L AL 35D QGS IZEIZETHET, Fz—VHDRDQGSET7 Y TR
—L7OFTELTHEAL, BOBERIOF L ENR I 74 7o+ —Ib. HRELMIZIE Qualys TS5y b T+ —LA
oBaORA v cELTHERALES,
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QGS - Sample 3

Level 5

IT/OT DMZ
Level 3.5

[ ps | " Netork
Agents / Agents / Agents /
Network
7] ee—
Enterprise
s o
X on . . Servers

zone zone zone

Design Brief
A power company’s ICS/Operational Technology networks are classed as Critical
Matianal ecurity and are

Web Proxy Firewall thus heavly segmented.
All Qualys sensar traffic will need to move between layers, vis a QGS.
m IT/OT DMZ OGS appliances will use the next OGS in the chain as an upstream proxy, until
the QGS In the IT/OT DMZ (aka Level 3.5) Is reached which uses the
organization’s perimeter proxy s an egress paint to the external firewall and

Agents / Agents / Agents / ultimately, the Qualys platform.
z0ne one zone User Stories

The company has deployed QGS on physical rugged NUC machines, inside the
. OT/Control Zone {layers 0-3), fitted with 55Ds to avaid any damage from strong
Operations magnetic fields, and deployed discretely so that they can be placed at specific

Agents | Agents ] Agents / according to Purdue layers, with their own networking ports etc.
& Control

All Qualys sensor traffic is backhauled via the QGS or QGSes in that Purdue layer,

o ] % )
Cvsr ] 7 )
o ] 7 )
Cvsn ] 7 )

na exceptions.

@ . SUPEWI'SOW QGSes In ICS/OT/SCADA networks have no direct cloud connectivity, and where
Agents | Agents | Agents /

Level 2 Control Patch Disks ars enabled, this Is imited to the size of the S5Ds fited.

zone z0ne zone

-
|| firewall |

QGS O

The company has deployed OGS on virtual machines in the IT/Enterprise

Agents/ W agents/ W Agents/ Control Zone of the network. All Qualys sensor traffic is still backhauled down to
zone zone zone the OGS in the DMZ.

As the power company is growing and more supply businesses are being
amalgamated, thus the QGS layers in the Enterprise zone are becoming
Agents / Agents / Agents / Process load balanced, as required.

zone

zone

Level 1

Level O

zone

A—H—R b=l —

=

Rl#tl&. OT/Control Zone(L 1 ¥ —0-3) NDYIERAIIZAER % NUC ¥ 2 (2 QGS #EBEIL . sBUL\BIEIC K 5EE%
BEFB=DIZSSD ZEF L. Purdue DL A V—IZHE->THENBRICEETEALOICEBICERLE L=,

FTRTD Qualys EoY— 370 v 01%, HISEL, ZD Purdue LA ¥—@ QGS £1z1£ QGSes - L T/Av Y
#\_}béhij-o

ICS/OT/SCADA v hT—4 D QGS I&, BEENY T FEREELT. Ny FT 4 RAIBNEMZHE-TILNSS
&. ThIZEAET S SD DH A XIZHEEShET,

FttlE, 2V FT—ODIM/ITUEA—TS5A4AXV—oDRETIUIZQES #TFTAA4 LELT=, 3T Qualys
oY — FST v TE, BIEHEDMZDQGS IT/NY I R—ILENET,

BASHAMNERL., JYZLOBIBEDRANEHENBIZONT, TUE—T54XJ—2DQ6S LA ¥ —
T, BEICSSCTERMABMIND LS ITHE2>TLET,

N

100%9 57 FIELT=2 4 0T v o %

THA42T =2

T4 Ty MEBIE100%0 50 KR—ZXTHY . EKS(Amazon Linux2) L TEHD IV TF+T7— 9 O0—F#ETLT
WEF,

RKED4DDVPCE2DDAWSRIZEEHAN—FTH4D2D QS HHY FT,

I— VU bERFYFT—DODTRTD Qualys EoH—FZ3 T4 v 71E @GS ENL TNV I R—ILEINFET,

QGS 7AFX L Fr— U VPCRITHEASN, REMD QGS (FTRTD Qualys FS5 T4 v IDIHTLARL U EL
THEASh. HBE® Qualys oY —%FDthd vPC ZRHEITEMTEE T,
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QGS Sample 4 @

us-west-1 us-east-1

= Design Brief
2rne
ntern Internet A Fintech organization is 100% cloud based and has a large
Gateway Gateway number of container workloads running on EKS {Amazon
] Linux 2).
vpce_10

There are 4 QGSes, covering the 4 VPCs and 2 AWS venues in

£ £0% o

E = Q W :f— Q j- .. Al Q traffic from agents 13

L\ -/) 1 backhauled via QGS.

QGS proxy-chaining is used between VPCs, with a top-level
Q65 used as an egress point for all Qualys traffic, allowing
other VPCs with their own Qualys sensors to be easily added.

User Stories

Amazon Linux 2 VMs backhaul traffic to the ‘
latform via QGS
awakw Scan runs to check network, DBaas and app

wvulnerabilities, scanner backhauls via QGS
VpC 1l5ap ion al

behind a top-level QGS, in vpc_10 which handles all
https egress for that region

VDT AEtEREa
with caching

[y scans run paces ai er
RDS_Oracle RDS_saL virtual machines built without the standard security

stack - missing cloud agents will get reported in
CSAM . All Qualys data backhauled via QGS.

A—H—-X b=V —
1. Amazon Linux2VM (&, QGS ZNLThrS 74 v I E TSy b ITA—LIZNY I FR—ILLET,

2. BEADAX v ERITLT, 2y bT—%, DBaas, 7 U DM, QGS N LIERF ¥ F—/\vHKR—
IWERHERLET

3.vpc 1 [EARFBERY FT—9 TTH, TOHMBDTRTD https TS LA ZENIET S vpc_ 10 T, by TLANJL
D QGS DERICHRIESINTUVET

4. Vpc 2 12(E, QGS Ay FE—FZFALEX Yy YU EHAT- Qualys /Ny FEEZFAL T/Ny FHE
AINBKiEMLZVDINEENATNET

5 BEDRAF v UNEITSN, BEOEF1ITARAE VIR LTEESNEZT -V AR—ZAPLZDMDERE

TIOUNBEINET, RELTWEYT59KRI—U 2 ME, Qualys CSAM EL a— ILTHREShET,
FRTO Qualys T—RIF QGS BHT/N\Y I HR—ILENnET,
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QGS 1) Y —X
BN QGS JYV—RIE, ROGFATHREATEET :

* User Guide, Deployment Guides & Marketplaces
o Qualys Gateway Service User Guide
o Qualys Gateway Service Deployment Guide (AWS)
o Qualys Gateway Service Deployment Guide (Azure)
o Qualys Gateway Service Deployment Guide (GCP)
o AWS Marketplace : QGS
o Azure Marketplace : QGS
o GCP Marketplace : QGS

* Release Notes

O https://www.qualys.com/documentation/release-notes/#qgs

*  Online Help in the Qualys Portal QGS appliance

*  Qualys Community Discussion forums

Frequently Asked Questions (FAQ)

1. QGSIETTY hITA—LEEDESIZHBIELETH?
B4 _RTOBEEFQGS 2L > TRIIE &4, RESTover HTTPS /TS 12 AL TT Sy F 7+ —LIZEESh
E3CaN

2. TSy bITA—LIFQGS EEEBELEFTH?
EZ:VWZ, TS5V R ITA—LIEQCS ~DBEEZFHIBLEF A, QGS ITK > TR SN ERIZOAEEL
9,

3. QGSENAIIN—NAHY = RA FZEDLHLDNTH+—T U RIZEEEZEZFTH?

EZ:7 A4 FILIKRETIE. QGS [3#93.5GB M RAM TEITTEEF T AN, Squid BN/ AF 1, $FHITKY KRS/
FEUMELTLWSBE. & Squid [ERK 4.96B DT—42 (Ait10GB) =Xy v al., 7FT54 7RI 16GB
D RAMMBENY B TENET,

4, EDESBNTA—I R - Fa—ZU BEEEMEATEZTTH?
[E%:QGS . Squid TAFXFLEEMND VT ILALY FTTH, KYZ<DRBECPUDEEFZIT, Xy bD—
ywEiEE7y JO—RKTEET,

5. QGSIZE-2TEBEDL SL\OFEEENGHINETH?
E&: SELICHEREITIRTELET, SFIBEOSHNICOLTIE. §ioEs S arvidsBLTLEEL,

6. QGS T TSATFTUVANHLWA=SavICEE 7Y T L—RENDDEHCIEFXTEEIT A
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10.

11.

12.

13.

14.
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EZ: L\ E,

QGS [FT—IL RS A= AMITEEITA VR =)L TEFEITHM?EZ:QGS [E. AWS, Azure. GCP DY —/7 v k
TULARATAFTEET, CAODEBIFINAREIIAXTEEE A,

QGS l&. Y—FKN—TFT 4DV I bz T7BRAEYV—ILEFALTT IO TEETH?

EZ: LWV E,
;—91>hﬁﬁmbfu677%4&—>a>$—§4>xh—»&t%%?étﬁ&B?h@;uf?
\?

EZ: Lnux/UNIX T—S o b, POT4R—2 30 X—FEEHIT B1=-HD qualys-cloud-agent.sh 249 1) 7 k
DAY R4 VHEFEYR—FLTWET, Windows T— U bTlE HILWTFITAR—=L 30 F—%
FRALTI—Cz U FEBA VA M —ILTIRENHYET (ZLDEEKRIE. HILLWTFIT4R—23 2 F
— B TETTH=HIC. RVDSCM EIEVI Iz 7EREAY—IL DaJEZBRALET). FRO#HEET
[&. QualysCloud Agent DA—H—A VA —T 1 =AML TITAR—a0F—4ERBTEEHLIICHYFE
ElS

FB., TOYRIA—LIZTFIIIA4 L TWVENWI—C2 ) FERDITFBIZIEESTIELWNTIT A
[El%:Cloud Agent Ul EV a—)LIE, REICFzvIAVENBFIZEODVWTI—Cz U hEYTILEALT
BRELET, . z—2 2 DY R 1+h BHil:lastCheckedin < now-1M

TWI—Cz V) POEWI—D U hET A VR M=LTBITEFESTRIEEINTTH?

[E%: Cloud Agent Ul EY a—)LIE, A—H—EEOHBAICFzvI/A4 2 L TOWEHELVEWLWI—D oY FEEIE

BWI—Cz U bET7UA VA M—LT B0, B— BHER. BLU—ET7I a2 RELET,

I—CzV DT oA VAR M=)LIEEIZ LETH?

[E%Z: Cloud Agent Ul EY 2 —JLE =X Cloud Agent API ML T —S U b ETUA VA R—ILT B E, RRAME
DI—CxY MDAREDF TV IAVEIZT oA A M=LEh, BEMITOATVWEED2—IL IS4V R
(VM E£f=[Z PC) KRS, TDEEDEDS 21— ILDAFT YV T—EMNEESNET,

QGS [ZFTH AR— FADECCN BE UL CCATS BEEZH > TLWEITHA/DBETIT H?

a) Qualys(¥, QGSY 7 kHx7%a<7%—RA> O—)LI) X D ECCN5D002.c.1 DTFICEHESHFELEL

1=,

b) QGS Y7 b7k, HHEEHFANDEY > 3> 740.17(0)(1)B L UEERL{RES ERN R102278 ~AD

Qualys DIEELZSRICH ST, 5S4 2 XI5 ENC DIERD T T, BHEEBR L ITRTOHNED B
~ADEHIZEETY,

Windows T—2 x> b TOXF T EERT AR, BEIESNERICHTTP L7 4 v REFERTHD(E
BETIA?

El%Z:Windows T— T2 MME, FoRILiEENT-TCP YL a3V ENLTHITPS/TISEEEStEy S~ 3 V%8R
ET B0, A ST HTTP /HTTPS 70X (QGS £ =IFEED T O F )T HTTP CONNECT * Vv KDH
#FEARALET,

CONEATCP EHRERATIIRTHOEEIIBSLEINET,
¥ DULNTIL. https://en.m.wikipedia.org/wiki/HTTP tunnel#HTTP_CONNECT method
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APPENDIX A - HTWI VU FARA U b T —2 Y MNER

QGS [F. Squid M SSL/NY THEEEZFRL T TS @IEZ 1212 EIF. HWIT Y FARA > bAVQualys TS5y 74+ —A
LEIETESLSICLET,

TWIVRRA Y FDFARL—T 4 VTR TLDPBRED Squid N\—2 3 VITHELRRINMEOEX21) TABE%E
HR— bk LTWELMEEIEL. QGSfor XP Private Build )V TR T AREAHY ET -FMICOWLTIE, T4 =4
WTZHOU R F—Tr—I2BRNEHhE L EELY,

Squid SSL Private
Operating System Bump Build Notes
Needed Needed

Microsoft Operating Systems 2001-date

Windows Server 2012 or

newer NO NO

Windows Server 2008 R2 | Set default to

sp1 TLS 1.2 NO Windows 2008R2 still defaults to TLS 1.0.
Windows Server 2008 R1
Sp2 YES YES TLS 1.0 only
Windows Server 2003
sp2 YES YES
Windows 7 or newer NO NO
Windows Vista YES YES TLS 1.0 only
Windows XP SP3 or
YES YES

Windows XP x64 SP2

Redhat Enterprise Linux Operating Systems 2003-date (derivatives will be similar/identical)

Dec 2013 announcement of TLS 1.1 and 1.2 support within Redhat

RHEL 6.5 or newer NO NO Enterorise Linux

RHEL 6.0-6.4 YES NO TLS 1.0 only

RHEL 5.x YES NO End of ELS 30t Nov 2020

RHEL 4.x YES YES End of ELS 31st March 2017

RHEL 3.x YES YES End of Extra Extended Licensed Support 30t Jan 2014
EOS 31st May 2009 . First support of TLS v1.0 ciphers,

RHEL 2.1 YES YES

OpenSSL 0.9.1c, 22 Mar 1999

OBEWI Y RRA 2 FTRINTESINZEB T IVELHABEIE. TIVZALTAVY FIF—Vr—I2HM
WabEEaly,
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