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Agent Insta

Scanless detection of vulnerabilities at the
speed of disclosure

Detects newly disclosed vulnerabilities within minutes — no
scan window — by converting inventory and telemetry you
already have from Qualys and non-Qualys sources into high-
confidence findings.

Core Skills
Scanless Detection Al-speed Exposure Monitoring

Zero-Day Rapid Response

38mins 95% 92%
Time-to-Detect Vulnerabilities Detected before
covered any scan runs
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< a Agent Insta

Agent Insta has detected CVE-202€
and confirmed it as critical.

Disclosed
Jul 22, 2026 at 2:45 PM

Assets Impacted
1,120

7 CVE-2026-64600
RefluXFS: Linux Kernel L
A RHEL9-PCI-DBO3
A ORCL-LNX-APP11

While your sensors based detectior
validate these findings with Agent’
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https://cdn2.qualys.com/docs/mktg/jp/qualys-one-pager-meet-agent-val-jp.pdf
https://cdn2.qualys.com/docs/mktg/jp/qualys-one-pager-meet-agent-val-jp.pdf
https://www.youtube.com/watch?v=CI3T3Nuz9dc
https://www.youtube.com/watch?v=CI3T3Nuz9dc
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ETM Connectors - Vision
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VM (Vulns on Host Assets)

* Qualys VMDR .
* Tenable.io .
* Rapid7 InsightVM .
¢ Crowdstrike Spotlight .

* Amazon AWS Inspector .

Identity Tic
Microsoft Active
Directory .
Okta .
Microsoft Entra .
Bloodhound .

Ping Identity .
PingCastle .

Technology Connectors

End Point Security

Qualys EDR
Crowdstrike Falcon
Defender for Endpoint
Tanium Endpoint
Palo Alto Cortex
SentinelOne Endpoint
Security

Cybereason

keting

ServiceNow Ticket/ VR
Jira (on-premise)

Jira Cloud

Azure DevOps
Freshdesk (Freshservice)
lvanti ITSM

BMC Helix

* CSVvia multiple methods

* Public SDK
* Public APIs

@ Qualys

CSPM & Containers

Qualys TotalCloud/CS

Wiz

Orca

Defender for Cloud
AquaSec

CS Falcon for Cloud

Asset Mgmt/CMDB

Axonious
ServiceNow CMDB
Flexera

BMC CMDB

Cisco Collector

Qualys On Qualys (Cross Subscription)

CSAM
VMDR
WAS
pPC

@ Qualys. ‘

De-risk Your

Business

AppSec [DAST, SAST, SCA] EASM CSP

* Qualys WAS/AppSec * QualysEASM « AWS

* Veracode * BitSight * Azure

* Checkmarx One * Security Scorecard « GCP

* Snyk * Mastercard Risk * Oracle

. Recon

+ Fortify » Censys

* PortSwigger BurpSuite » Palo Alto Expanse

+ SonarQube * CyCognito

+ GitHub

» XRayJfrog
Patch Mgmt Threat Intel OT/loT
+ Qualys Remediate * Microsoft RisklQ « Ordr
+ Trend Micro Virtual + Mandiant + Claroty

Patching * Recorded Future « Nozomi Network

. Ivant! Neurgns * IBM X-Force . Armis
* lvanti Security

Controls
* BigFix

DSPM
* Cyera

BTIBIR(ECE 5% THESRCIZE L


https://www.qualys.com/connectors
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STRIKE

C ‘- Asset Envir | Factors Qualys Threat
Considers Only DB of 25+ Qualys Vulnerability
+ Active Service/Process - Public Exploit Threat Intel Research Environmental
+ Attack Path + Public Asset Exposure Sources
Medium = CVE-2023-44487
UMcAfee | | &irimeeve g"hd‘e‘
: mn GitHub
B High CVE-2020-1147
B critical  CVE-2021-41303 @
iop || isssan | | VDE
L
B ow CVE-2023-42282
B High CVE-2025-0411
FEYERSNG” metasploit MITRE
Ui ATT&CK
Medium  CVE-2020-11023
(=&, || Tawos || Google
Medium = CVE-2023-44487
Dark web chatter
B ow CVE-2023-42282 Trending patterns
. High CVE-2020-1147 POC vs Wea ponization
. Easy vs complex exploitation (remote vs local)
B High CVE-2025-0411
Threat actors associated
Medium  CVE-2020-11023
Exploited by Malware, Ransomware?
B critical  cvE-2021-41303

@ Qualys

@ QualysTruRisk™

Celebrity
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CVE-2023-44487

POC of Exploit Exists

Unattributed Threat Actors

Trending In Mar & Apr 2025

CISA Known Exploited Vulnerabilities
CVSS-75 & EPSS - 0.94437

CVE-2020-1147

POC Exists and Weaponized

CISA Known Exploited Vulnerabilities
Trending in Mar &Apr2025
CVSS-78 & EPSS - 0.92695

CVE-2020-11203

POC of Exploit Exists

Threat Actors - Emissary Panda,
Comment Panda

CISA Known Exploited Vulnerabilities
Trending in Mar &Apr2025
CVSS-6.1& EPSS - 0.11526

CVE-2021-41303

Last Trending in Mar 2025
CVSS -9.8 & EPSS - 0.65449
CVE Is Not Exploited and No

Other Significant Contributing
Factors Observed
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