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Download and Deploy Qualys Container Sensor

How it works?

@

@ Sensor now supports ARM architecture
for

Sensor Is supported for ARM architecture when downloaded from Docker Hub. Binary installation Is ot supported for ARM architecture.

¢ General (Host) 23 Registry @, Build (CI/CD)

O aws «,ﬁ

[e] i AWS ECS Docker Swarm

FruAThHEL Y —DF A TERIRLF T,

BE: Lo H—0F 7 a . 150/ —FREDOFRARMIH L1 ODOF—RT1IHODOE L HF—
PRALET, B0 Y —., FHIERIOF— RTCOERDOE L —DF a1 1T R—
FENTWERTA,

—EEFERA M= RETENTNDRA N EOTEEOA A=V ar T T &R
¥ > LET, General Sensor (X, LA VU E72iX CICD D/3T7 A —Z RfEEI TR0
BA, T7ANVETA A R— L ERET,

VAN BV — L UR NIRRT Y v 7T T7A = NNOA A=V AXy L LET,
LY A MY OEEIE, A A h—/ba< 2 RiZ-registry-sensor % 7-(%-r 2 BT 2 MLERH
DET,

EL R (CI/CD) & % —: Cl/CD /34 77 A » (Jenkins/Bamboo) TA A —V % AXx ¥ L&
9, CI/ICD OHFEIX, A A h—/La~ 2 RIZ —-cied-deployed-sensor 72 (% -¢ #1855 &
ERdH0 ET,

AR RTRUBARNIT T T5I0E, AR MOFRL—F 4 7 T AT 5(MacOS,
Linux, CoreOS)% R L £,

€— Download and Deploy Qualys Container Sensor

Download and Deploy Qualys Container Sensor

@ Select the environme you want to deploy the Qualys Container Sensor and follow the installation instructior How it works?
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Installation Instructions

© Kubernetes
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©  For advanced options and help with deploying sensors on clusters, refer to the Sensor Depioyment Guide.

¥ System Requirements & Troubleshooting
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E> KRR RD IPv4 7 RLZ, FQDN, F/zl37RZ h&

>:<port#>

DockerSocketDirectory (AF>3>)Docker Vow bDF 1 LI KU JXR, TIAIL ME
(& Default: /var/run TY,

DOCKER_TLS_VERIFY (AT 32)TDINSA—=F(E, TLS BB MCLET . EEO
Frzld 1 THRIRENSDDFEY, E: DOCKER_TLS_VERIFY=1
NNEZSNTULBIHEEL DockerHost TIEE=MN/Z IPv4 77 KL
X. FQDN. ZF/zld/RX b&hY. Docker B—/\—5EBAZ®D CN £
EERBD IO MEONINNE—HUL TS EZ2HERLT
<IZEW, JFETLS#BHT Docker 7 —E> LDtz U—BEZE
MCFTDET. BERKIL Docker BRI T ST > =FBRALTEY
B—d Docker YTy bADTV I AZHRTEET

TLS_CERT_PATH (AT>3>) ISAT> NIBEDT 1 LU MU J(REEELE

9, CHlUE. DOCKER_TLS_VERIFY=1 NEESNTLBIIHEI(C
WATY, tlscacert=<CA D&RI(T AL ~E Tca.pem] )>
tiscert=<TLS fEBAZ T 7 1 )LDEHI(T T A )L ~ME

lcert.pem] )> tiskey=<TLS F—T 7 1JLDOZFI(T T AL b&

Tkey.pem]| )> SF:CAGIRE. U512 NIEBRE., F2do>5
A7 > MERD VI N, ENEN ca.pem. cert.pem.
key.pem REDFT ITAIL bDT 71 ILEN B DHEE. TNSEE
BETEET,

--enable-console-logs (AFzza)a>v—-)LTcOdZHRBILET. cnsoOJ(E.
docker logs V¥ > REFEAUCEIS CTEET,
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HostIdSearchDir (AT 3>) KRR MLED Qualys Agent E7z(d Scanner 7S5
TORCEODTER SN —H— - T7 L2V TIT37 1L
OhJ, ZESNTLWDIHZAREEHRLEY. TIAILMER
/etc/qualys TS

ImageFile (AT 3>)z>P—m ImageFile ®FFF. TNIFZTTA)L hTO
— AT LI NUICEREENET,

LogFilePurgeCount (AT2aNT—hA7 - O - T7AILOBRKREZIEET DK
B, ZIJAJL MBI 5 TY,

LogFileSize (ATza)yeob—oOd I 7 AILblcDDERAY A X%&)\A ~
B[ TRTE T D8/, [<digit><K/M/>] BFIFTANET, =T
T, K(EFO/NA b MIEXF/INA RTT, IEXE 10 /801~
DiHE(F "10". 10 F0O/( hDZE(E "10K". 10 MB DB &
"1IOM" ZHEELFY. T IAILMEE [10M] TY.

LogLevel (AT ayeob—oOF > JLNILVERTET DHEmkiE. 0~5%
ZIFANET., T IAJL MBI 3 (1BHR) TI.

--mask-env-variable (AT2a)TOINSGA—FEFRALT, AA-—EODFTFTOR
BEREIAOUET, REZRE. Cob—0OJ&0>7F2F
a1JF+ Ul TYRD/EIRENZET,

MemoryUsageLimit (ATzayeov— I>FF—DATUFERASFIEZERLUE
9, {BlE. <digit><unit>B{7A b )V B). k (FO/NK). m
(AFIA ). g (FHIHABR) ODNWITNNTHDELDICERKET
DWENGHDET, HEMEL. 500 XH/A KT 500m TY,

--optimize-image-scans (AT 3>2)TDINSA—4(E, General Sensor D A—F
v>oREL T DIBEICEITRENHDFET. INE. —iEat
SH—SATTOHMERATEEFY. T IAIBTE EHY—(IR
ABETHREUREINRTOAA—ZDZAF Y UET ., K
D, A A=DAF v ONTRICIADET . [--optimize-image-
scans] ZERALTC—ME> -2/ XA h=ILTDE BB —
(& Qualys Cloud Platform &BEL. [BHRICEDWEAFv>&E
TUT, MERAA—RAFr > ZEMUFT, 2P —(1F /KX
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FEICEETBRDAA—H, BOUNZTIT A RE/N—232(CD0)Y
T H—(CL>TRICRF >N TV ESHEHIKT
U. TNESDAA—ZBEIFT VIR EEIHDEFAS

PidLimit (AT2a2)yg>B— 2>FF—D PID #IlREEHZLFET . BE
IDEFEDRETHDIVNENDDET,

Proxy (ATza)TFO+s H—)—d IPv4/IPv6 77 RL X F =&
FQDN.
ProxyCertFile (AF>a3a>2)TOFERET 7 1)LD/ X, ProxyCertFile (&,

TOF(CBMREIRE T 7 NS D IHEICOHFHBRATEET.
CDATZIVHMEESNTLVRVSE, Sensor (JEESN
https T OF 2 /EDHZER L TH—/\—ADEGRZERHET .
JO4272 LT ProxyCertFile DHFHREEETNTULDIBE,
Sensor (3B (C ProxyCertFile ZtR L. https TOFIRFERL
TH— /- \DiEHERHFT .

--silent or -s A= 3 )installsensor.sh &Ik > 5507« J E— RTEIT
ULFET,

--perform-secret-detection (AT 3>)ZD/INSA—FERFERALT. I>FTFAA—ZDS—
Ly MEEEBHICLUET, COOX> RDTA LTI ML
SCAScanTimeoutInSeconds={value} /\S X —4S%{FEH U TEE
TEFEY,

=L v MERIZ, ROBEICOIHFYR— hE=NET,
CICD > —¢&L 2R MY 25— Linux ARL—F 0 >0
25/ Docker, Containerd. &&U CRI-O S>41 A
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--limit-resource-usage (AT232)TDINSA—FRFEHLUT. ROUY—-IXDFERZH
PRLUZET. SCA/Z—TLvw NNILDTTAFv>
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SCARX YDA T a NS rA—4
UTFDONRG A= —L, T A7V T3 TSCAAFy UHENENNI/R> TWABEEITA
T T, FEEMICOWTIE, SCA AF v U EBRLTL I,

Parameter Description

--perform-sca-scan (BFROUT2 32T SCA AFv O ERITIR> TWLWBRBE(EA
723>2) T IAIKTE. SCA AFv UFETENFERA. D
INSA=F—ZFERLT. I>FTF— - A A=20D SCA RFv >
HERATIEECLUET, I8EITDE. SCA XFv > (IMBEDIBIFER
F > BRNEZ(IEN) ORICEITENET ., SCA XFv (3
MESSHERF v >IN UIdh o IEiZE TERITENE T,

--disallow-internet- (--perform-sca-scan MMEESNTWVBRIBEEFEA TSI )T T4

accessfor-sca JILRTIE SCA ZF v > DA 25 -2y b - PO R(HEREIEE(C

RO THED, SCA RAF v UFASA> - E— RTEITENFET.
nE AZSA> - E—RTE Ny —=2 - L T2 3>hnr
IS4 - E= RTEITENDRAF v > LD EIEHTHDEHT
Fo CDINSGA—FZFERALT. SCARFv>DA2HF—FWY b -
FPORAZERARTTICL. KDDIEATSA> - E—RTRXFr>
ZEITUFT, F: SCARFVv>(EFAITA> - E—RTEITT
BTEEBEMHBULET ., Java DY I I T - )\ —FI1EED
mE(F. SCARAFV>2ZATSA> - E— RTHRITTDEKAETIE
TUFI, E#E/ o —REDIzH(C. JE— FD Maven U
RS NI ESRBRIDHBENGDHBENSHDEFT. CNE. 1A=
OSSR F v DIEE CRHEESZ DuREMNHDFET, T2 Y
—(&. URL Thttp://search.maven.orgl & Thttps://ghcr.io]
(CELETEDIWMENHDFT,

SCAScanTimeoutInSeconds (--perform-sca-scan HMEESNTVWBRIBEEFA T3> )T T4

={value} JILR®D SCA ZF > - AXTR - LTI NG 55> (300 B
TYo COINSA—FZFERLT. TIAILSDTALTD =R
B TEEUCHUWMBETEESULFT, LE&XE REROCT
FAA—Z7ERAF 2 FTDHE(F. SCARF MR TIDETD
REEZ R I DTS, SCA XF+v 251 LT hEIBYITHEN
HDHBENDDET . F: CDIN\SA-F(F. >—TL v MEEHD
BA LTI NEIEETDDICEFERETNET,
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--limit-resource-usage (AT23>2)ZD/I\SA—FEFERLT. ROUY—-IDFERZH
PRUET., SCA/>—TL Y NTILIZTTFRAFv>

Docker Hub

Docker Hub 72 b2 —% A U A b — /L3 LB OWTIE, LFEZZR LTI 7Z30,
Installing the sensor from Docker Hub

Cl/CD Environments

CUCD BBEETOR Y —DT 7 a2 TiE, TEZRLTIEIN,

Qualys Container Scanning Connector for Jenkins

Qualys Container Scanning Connector for Bamboo

Qualys Container Scanning Connector for Azure DevOps

R A ME, HTTPS AR— b 443 £ T Qualys Cloud Platform (= 7213 Qualys Private Cloud
Platform) |ZEZETZX AMERH Y £9°, mA MNRT 7B R T HHLENNH 5 Qualys Platform (POD
URL) #ZH L T 7230,

Installsensor.sh A< > K Z{#HA L T Docker @ CIS R FI—4 |Z#HEMWMT B 5%

Qualys Container Security (%, &> % — A A —® Docker @ CIS X> F~<v— 7 [THERPL TV E
‘a‘o

Docker D CIS Ny F~w— 7 ICHEPL L 7= HIETER LV — A4 A=V 2 FERAT 5 HECHOWTIL,
Docker @D CIS R F~— 7 ~DUEHLEZ BB L T8, v —%2 UL L 7= 51 CRETE
HE912, W ODOHIEO FIEEZFZME L TWETS,

Z7ax>nYER—F

AVAR—NVAZ U NE, TaF U EAFERLET, IPT7 RLA/FQDN &AR— FEEF, B
FOT e X GEET 7 A VDONRAERET OLERDH Y 7, Hl2IE:

Do you want connection via Proxy [y/N]: y

Enter Https Proxy settings [<IP Address>:<Port #>]: 10.xxx.xx.xx:3xXxX

Enter Https Proxy certificate file
path:/etc/qualys/cloudagent/cert/ca-bundle.crt

Zu¥k L o —N—(F, HTTPS AR — b 443 #&H T Qualys Cloud Platform (& 7% Qualys Private
Cloud Platform) (27 7 B A TE M E N H Y £, RANNRT 7B AT LHMEDNH S Qualys
Platform (POD URL) ZZM L T 7230,
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FRAMDTI9CRTEIHENHS Qualys 77y b7 +—4
(POD URL)
9% Qualys URL iZ, 7H 7> FREE I TS Qualys 77 v F 74— AL > THRARDY
i‘ﬁ—o
ZZ%27 Yy 7 LT, Qualys 77 v b7 4 —ALZFE L, Container Security Server © URL % Huf%

L%,

POD URL {i&

77 v b7 #— O "Container Security Server URL" (X, BV —%TFT 7 aA 795 & X2,
Container Security Sensor =~ > R & A p% yaml 77 7 /L "C POD_URL Z#IZ4RET 20 E N H D
URL T,

oY=y V7=

Y —IL, Qualys LiB(ET 572D T2 Qualys URL &7 A7 U 7Y 3 v OFEHCHaiHg
STV ET, B —28 Qualys EBETHITIE, XY NY—IREE T 7 AT U —LR
A— 1 443 & T Qualys RAA NZT 7B ATE L LT HRENRHY £,

BB IRERICA VA P SRB L, B a e ¥ a U 7 4 Ul ORER Y
=D FICY A NEN, N=Vary, AT—FRpE BIOT 7 EAOEMAHRTEET,
E 512, [Configurations > Sensors] D FDO U v 7 b —% 7o — RTExET,
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AVTFAA =P DEHRF ¥~

ATy 0T, AX U RT7 2O Docker IR A h~DF 7 A L, Docker 7oA L&
Containerd 7 > % A L% {#i i L 7= Kubernetes D7 7 1 A THHR— h T TWET,

TUP—E YT A A= DIy = ARBROBAIC, BIEOBAX X DT Ny
ANZADE LT, AV TFA A—VOBMAF ¥ L ZFITLET, BIAF v UL, Y =10
20 Google T4 A R Ba—ta U LAAL A=VIC LTHFITESRET, ATy I,
AT FTERIIY NV EROI LTI A A=V TIEEITEINER A,

BAX Y N3, v T T AR T 7 ANV AT IANBAL VA R—LENTWELY 7 =T
DIYARERELT, 20T FTAA—VOMHMEEZRELET, A A =L NTNEHY T |k
TxT DX, N T R =Ty —DAET = Ty ARG NET, PAR— b
SNTWVE Ry r—r<w3x—Y v —|L, RPM, DPKG, ¥ X Alpine T9,

TP —DRETENTWVAERA MIY VDR WRERA A =B LBEE, TA AV REDHE
e/ NEE D 1 GB 2 D ATREMENRN H D £,

Logdj DRfessMER ¥ + >~

Z O P —Ii%. Log4j Remote Code Execution (RCE) Vulnerability QID ##&H T ¥4, =7
A A=V L FITHO 3 T FIHER logdj 7N 77—V BFIET H 2 LA cE T, B
—IEX, AT F— A A =T D logd] DMEFHEZ R TH72DITT 7 A0 AT MREZ BEIRIIC
FITLETH, ZHIFIANT =~ AT EL B X DAREMEDRH 0 £77, logd) DNebath A ¥ v
VAN T HITIX, Tinstallsensorsh] A2 U hdDa~< KT A /85 A —4 L LT --disable-
logdj-scanning Z FHET B, B —DOF Ta A fica~vy REiTargs X7 A —% L LR
ELET,

#HE) logdj 1 HH

FRI logdj B IE, BYAU/EFIIA A — Y AX ¥ I LTCT 7 40 R THEIC > TWET, §i
logdj iHHIZ, KA A=Y LAY —IZx L TClogdj o~y REFEITL, ke ~—UT52 ¢
THREINFE T, /8T A—F -disable-logdj-static-detection % F L T, E/EHHA A —T A% v
> DER logd] MH A RN T 54T v a v nb v £7,

FrA ¥ v DA, --disable-logdjstatic-detection /X7 A — ¥ —MEE S TWRWERD | 1Y
logdj BRHITHIZMEOH S E T, logdj 2~ FiX, VM ~=7 = A b LA LN ET,

B AT ¥ > OBA. B logd) BT, KOKMICETTE L HAICORTRHENET,
- T X —X —disable-logdj-scanning I S FEH A,

- NF A—X4 —disable-log4j-static—detection [IfEH SN FHA,

- TIA~Y logdj Mt~ N, logdj T —HAA » FOIEIZKLE LT,

5109 logdj MM 2 20129 A 1213, "installsensor.sh" A7 U hDa<w R T4 NT A —F—L
L T --disable-log4j-static-detection Zf5ET 52>, B I —%T 7 v A 425 L &IZ command F 72
IXargs NTFA—F—L L THELET,
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SCARFx v

Qualys Container Security Sensor |£, I 7T F A A= DY 7 vy =T 2R YT a 8T (SCA)
AF v Y R—FLTVET, SCAZXRF Y NI, A VA P—AENTNDLA =T« V—X -
VTN 2T ETGAT T — BT — « A A—VIHFET HEE T D MEs &2 it L
EJr AN

AT FTAA=YOEX 2 U T 4 KHEZFIT ABRICIE, A A—VITHFETHTRTOY T by
2T R =V EETAHZENEETT, SCAAF Y U EHEHALT, A A—=YHNOT 7T
VBN ADY T N =T Ry =V EHNTEET, SHIL, BEA AT LAY —DRAH
F—HIER LIRS E T, SCA A% ¥ 1%, Java, Python, Go. Nodejs. .NET, PHP,

Ruby, BLQRRust D70 7T I VT EEONNy r—CEBHEHLET,

SCA AF ¥ v if, —fi%., LY AU, CICD DT RTCOE LY —Z A7 THR— I TWE

9, ZAUE, Docker‘ ContainerD, BJL N CRI-O 7 # A L THHR—FZINTWET, SCA AF
YL, AT FTA AT EAF Y VT OGAICORY AR —FSE T, SCA AF ¥ 1T Mac

OS TIEYAR—hrSNTWEREA,

Ecm07/&4A#Km%#T FEDIZIE. HIROH DL —EEETOILENDH Y E
T, ZALEAT 9 IZIX, 'essensor-crio-ds.yml' 7 7 A /LT, IRD/XT A —F —% true ([T ET HMLEL
WY ET,

securityContext:
privileged: true

BRENHIBEIILTEY, SCAenabled 77 7 &L TV —DFrbEra=r Tz edy
EHEHALTWAEAIE, 2 0082570 0 BREAHEHATA2LENRHY £9, B ¥—IC
DD X VRENHILTT,

1. Qualys Cloud 77 v 7 +— AL LBET L7290
2. NREaIa=r—yvarkldizd, 2T, ROEBICE > THIBEShET,
K8s BREE D5

TaXUERETSCAAF v U E2EITTHITNE. UTO® 7y aroars M2EERL. BE
Nl % yaml 7 7 A WIZFREL £ T,

- name: qualys https proxy value:http://proxy URL

- name: https proxy
value: http —;)/proxy URL

A K K7 1 ® Docker Bt D&

T X URIET SCA AF ¥ & FIT9 HITIX, installsensor.sh 7 7 A /WIZHRE I N fEA2FEE L
F7,
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-e qualys https proxy=https://proxy URL

-e https_proxy=http://proxy URL

AR &M

o  F T4 FTIE, SCAAF ¥ VBRI TR TOHFHRY T 227 U 72 a  THINI > T
F9, ZOMEEZHNTT BIZiE, Qualys AR — MZBEWEDELZ X,

o BUH——U a3 123 LUK,

e UFOURLITELVH—NET 7 EATEET,
- https://gher. io

- https://pkg—containers. githubusercontent. com

o  XT A—H _perform-sca-scan ZFEH L T —%2FHiEE L, SCAAXAF ¥ 2FETLE
R

o SCARXY U « AFTFT—HEMRETIHZODRA N EOBMNA R L—, Bodh—A%y
VDA RNL—VEMBEEZBL T I,

HHEH

SCA AF¥ ¥ X7 7 4/ b CIRHFATENFERHA, = —F—1L, /3T X —% —perform-sca-scan %
MLULTSCAARFY EHNITLHHENRDY £, AT DH L, SCAAFY L, =TT
A A=Kk DEEHED Mgt A % v o (FFIE T2 IFB) ORICETSNET, SCAAF v
METTHE, B =3 AF ¥ VX o TIES NI A X T —Z 5% Qualys /Sy 7 = K
7 vy 7r— KL, ZZCRAF¥aHliAITHONET, SCAAF v - T—ZOFERIT, A A—
COFER D & LT Container Security UL 33 X OVAPI THERTEE T, SCAAF ¥ IZL»T
R S o EsstERR L, QID & LTERRINE T, FrEDOMFIEOR I SN D A% ¥
DX AT (SCA, B, FoFEH) 2T L9, 74 MF—PHEINTHET,

SCAAF ¥ TIIA U H—=F v b« TITRAPHANI/L->TEY, SCAAF ¥ NIT 74/ FT
FrIA4 v = RTEITESNET, B P —» URL lhttp:/search.maven.org/] &
Thttps://ghcrio) ICEETE D2 L AR LTI EINY,

SCAAF ¥ U HIZ, ROTZ 7 ANNEHERDOY 7 v xT « Ry —VICkt L TATF vy &
i‘ﬁ_o

Language Files

Python egg package wheel package

Node.js package.json

NET packages.lock.json packages.config *.deps.json
Java JAR/WAR/PAR/EAR
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Go Binaries built by Go

PHP Composer.lock

Ruby gemspec

Rust Cargo.lock and Binaries built with cargo-auditable

=Ly MEH

AT Fv—=7 by ML, DRGEEARIEL, FET AU b TTV r—vay BRUY -
ANDT I AEIKBT DT O NVERBRIER T, ZHTiE, NAT—K, APl ¥—, BLUOT
TV = a UNIE LSBT HTEDICLERZOMOEKRIEREEZHODLENTEET,
INbDy—7 Ly ERETIRES T RWE | RO W —F =T 7 XL, BEOD
HABRIZORNDAREMERH Y £, Lo T, ¥—27 Ly hOFERIL., k3 e s —4
EREL, VT IAT UAEREMIE L, EX a2 VT4 A VT U RO AT ERKT D720
T AVERH L a T X2 U T OERERAEHD 1 ST,

Container Security Sensor (X, 2> T F A A =YD —7 Ly hEHRETES720, a7 FHNO
=7 Ly FOBREHIETITEMA R ABRICBEE T S ER X 2 U T 4 VA7 AR TE E
ﬁ‘o

v—7 Ly MR EFHCT HI2IE,. --perform-secret-detection /X7 A — X — &7
HMEENRH D ET,

=7 Ly MEHIZIZ, 77 ANV AT LADAX Y UBNEENE T, BELSHE LTKRMHENT
WA= Ly b, A A—VNTHIEELTEINDIV—Z Ly MIBHENNEEA, LR
ST, V=27 by MRHONRT =< AT, A A—VWICFET DT 7 A VOB L » TR
nET,

V=7 Ly MRHTRIER 7 A=~ A& EH1003, oY — a7 F—ick v £<® CPU
BEENVYCHZEEBED LET, SA MDD EL 2250 CPU RV — a2 T I8
BN ENTWD Z L 2R L £,

Bz

- InstallSensor.sh A7 U 7 h &3 2845, 7 7 4/L hTiE, A FD CPU D 20% D FHH3
oY —arFHicloTHERINET,

- dockerrun ZHHTAEE. T 74N FTIE, FARDOTRTO CPU BBV — arTFHiZ
SERIEREINET

B v—7 Ly MallE, ROBEICOHZYR—FShET,
- BB —CICD VPR LY

- OS:UFwr A

- 7V %A L:Docker, Containerd, ¥ T CRI-O
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v—7 Ly MEHOFEMZ YW, A IA v~ T arTF v—r by hOBHEESRRL
TLIEE N,

<2y TR

AVTFA ATV EAXF YL LT, AT TREEOHDL T 7 A NVDEFEEEHERTEET,

N xTHRHEICED, BEOLD AT T A A—UNABEREE _ffm4éh&wiﬁmbi
T, ZHCKY, BEOHDL 2T T OFTICERNT L0 H 21RE, 7 — X O, £
IIARIET 72 AZHE S ENTEET,

~AU =T BREEAICT DR, B —DA A F—/LEFIC --perform-malware-detection
INTA=Z ==l T H0ERDHY £7,

VT 2T DRI AT v o D=DIC, B =121 DO CPU a7 ZE VU THZ L a2BE)
&)Lij‘o

B 213

- InstallSensor.sh 227 V7 N&FHT 56, T 74/ FTiX, A RO CPU @ 20% 23
oY — arFFICloTERENET, AARMI 8 20D CPU a7 Rb %G, B
— T FIZEAINDEF CPU HIBRIX 0.2 % 8 = 1.6 CPU 72720 £,

- dockerrun ZHT HEA. T 74/ b TlE, A MDTRTO CPU B — a7+
WIS ET,

- Kubernetes T, A VAT ATHEHFRLR T OHIZEHRZRL, B — T F
—IlZ 1 ©® CPU a7 ZE Y Y THITIX, CPU FIREZ 1 ITRELET,

Example: resources:  limits: cpu: "1"
T~y =TI, ROGEICOBRTR—FSNET,
Sensors: Registry sensor (x86_64 architecture only)
OS: Linux
Runtimes: Docker, Containerd, and CRI-O
~ AT = TREOFEMICONTIE, A TA Yy ~T AT 2 T HRHEZESBL TSN,

Docker 72y b ¥ ¥ VICDEHBAXRV

LTy hAXF X U, ROWTIDOA RV R FA L E X ICHBEINE T,
- AA=TVEOARS b GEBRIAIR, TN, AR — N, BT

- aAYTh— oAy b BA VB, —REHEIEARER

- AFy U HLWY =T 2 A MRS D EEICHBENET,

- ZFX vyt LTI T A8 BT (OFY . BBICR LI A X v LD 48 HEfE%)
Bt SV E T,
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2y —XFXv VDR IL—EH

FTRTDLA TDAF ¥ AT D556, Qualys TIXRD Y — —ZRZHERE L £,

. CPU Cores: 6

. RAM: 5GB

SESERRAF XY UEATDA N L—=VEMECHONWTIE, UTO®Z v a v 2B8RLTLES
Y,

FAL4FSvIRFYY

Registry Sensor (2 7 &k 4,

LA R oY —id, AF ¥ DDA A N ED Docker £ A— %7V L ¥E9, Docker 2°
A VAR=NVENTNBNR—=T 4 a NI ERA RN L=V, A A—=TDOY A XZHESHTWN
F9, BIPAF Y UL, Fr v a ENTEA A—VIIH L THEITEINFE T,

WA A=Y A XD 4GB DA, KA M L—VEAET 16 GB IZ72 0 £,

4GB image * 4 scan threads = 16GB

ARETAVIRFYY

—M(RA M Y— LYZX R — ELRCI/CD)YE Y —IZHEATE ET,

A A=V 2 AR VBRI A—VEAX ¥ T 5100, KEA ML —JI2BMD A FL—
UNMETT, FHHIAF Y AL, 2T I A A=V LTETENE T, A b L —UE T,
A A= DY A XD 3 {ETT,

A A= A XPNAGB T, 4 ODAF % ALy R 2 LDRWNA A—JITR L TA A
—V AX Y UEFEITLTWAEAE, KA ML —VEFIT48GB IR £,

(4GB image * 3) * 4 scan threads = 48GB

SCARXF¥x¥ v
—(FA M — LYRA MUY — EJLRCL/ CDyE Y —ICEATE £,

CS & % —7% —perform-sca-scan TFEAITIN TN DGH, A A — Y tar (BHEITZA A —T O A X
\ZSCA AF v > AT —H ORIFIZHEH S5 100MB OIBINT A 7 &) 28T 57290
W2, ARA DS RIGBEMOA M L—UPBRENZR ) £, BBERARL—UE, A A=Y - $ 4 X
Docker 1 A= « 2F% ¥ U &2FEITTH ALy N 100MB Z )¢ L7zt A 2T,

FHIA A=« A XPAGB T, 4 DDAF ¥« ALy RBA A= « 2AF ¥ U E2FFTLT
WAHEE. KA ML — VBT 164GB T,

(4GB image + 100MB) * 4 scan threads = 16.4GB
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Get Started

#4849 Logaj B H
T VB A —VITH L TERBE S B U T—ENT85E1E. B0 AS— 2N ST,
TR, A A=V D3 EOY A XN MLETT,

SERJA A=W A RN 4GB OBA. BMOA L —Y8ET 12GB I 0 £,

4GB image * 3 = 12GB
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Installing the sensor on MacOS

MacOS "Dt —DA VX =L

HE:MacOS Catalina 73— 2 > 1015 IR T —%2FET L TV AEAIF. B —nR—T g
1.8.0 LAREZEH L TS 2 &0,

Qualys Container Sensor /X MacOS |21 ' A h—/LC&FET, Fyrr—RFLTI7ZaWn

QualysContainerSensor.tarxz 7 7 f L& X 7> a— K LET, ZiuL, A—2 ~<X—T® [Download
Container Sensor] 8 % > & 195 2>, Qualys Cloud Platform ¢ [Configurations] > [Sensors] & 7 />
HITWE T,

Ty ANEZ =47y B MACHEA MZav —LEx4, &kiZ, kOa~r REERICETLET,
Toa<vwry NI, tar 7 A NVEHELET,

sudo tar -xvf QualysContainerSensor.tar.xz

Zoavy RiE W, v=T7=2A b, mY By Ny T REDRUY— T2 DR ST
WHT 4 LY MU EERLET,

sudo mkdir -p /tmp/qualys/sensor/data

oA NI A VAT =R 7 VS M EFATTDIDIRERT A L7 N ~DT 7R
FFAT ARt L £,
sudo chmod -R 777 /tmp/qualys/sensor/data

ARNL—=VDOH AL DGEFEIEET 53561, Docker D7 7 A VA HIE UIHHTIZ R L TH AT
o TWDHIZ L aMRLET, MAC &~ A b C, Docker > Preferences > File Sharing (ZF#EI L., 7
A K LN A (B fust/local/qualys/sensor/data) Z B L TA>5 . Apply & Restart 2727 U v 7 L £,

7 7 ANEEFEOFIUIL. I AHX LOLFTDS /Users, /Volumes, /private, 7213 /tmp 225 TR
Gl OBMETT,

31



Installing the sensor on CoreOS

@ File Sharing
=] o "
g WA+ O ®
General FlleSharing Disk Advanced Proxies Daemon Kubernetes Reset
These macOS di ies (and their subdire ies) can be bind

into Docker containers. These exported directories cannot overlap.
You can check the documentation for more details.

fUsers
Nolumes

forivate
ftmo

Z OFNEZEEEET S IZ1X, Storage=/tmp/qualys/sensor/data &

HostldSearchDir=/private/etc/qualys = > % —DA > A h—/LH, ZHIZ LV, Docker TEEFD A
B ZERTE, CS v —2 BT 5720 0BMOBMRITLED D A, I AX OB

EEHLTCOWDHEEIE, A VA N—=F—= X7 VT NEFTTHDDT 4L N ~DT 7 &

AR A LET, BT

sudo chmod -R 777 /usr/local/qualys/sensor/data

CS Sensor (Z /private/etc/qualys/ 7 4 L7 ~ U @ hostid 7 7 A /W E X IATHERN & 5 = & &R
LEd, +ORMREMNGTDICE, kROoa~vy REFEITLET,

sudo mkdir /private/etc/qualys/

sudo chmod 777 /private/etc/qualys

woa<wy KTy —% A A=A LET, ZOa<vrRNL, 777 4X—ar 1D ¢
BEKRIDIZ, EH60% T A7 U7 g AW TERIILET, Storage /37 A —H —I3,
v —ERET DB A EE LE T, HostldSearchDir 23F/ET 2 Z L ZHER L, FAELRWE
B A VAT = RAZ VT NEIZ=T—% A — LT,

Woa<y ReERALT, WAt —2 A4 A b=V LFET,

sudo ./installsensor.sh ActivationId=d5814d5f-5fd2-44ec-
8969e03cc58a4ef5 CustomerId=6£35826e-4430-d75e-8356-c444a0abbb3l
HostIdSearchDir=/private/etc/qualys Storage=/tmp/qualys/sensor/data -s

WoDa<wy REFHLT, VYA MNI By —%2 A A =1 1LET,

sudo ./installsensor.sh ActivationId=d5814d5f-5fd2-44ec-
8969e03cc58a4ef5 CustomerId=6£35826e-4430-d75e-8356-c444a0abbb31
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HostIdSearchDir=/private/etc/qualys Storage=/tmp/qualys/sensor/data -s
-registry-sensor

wHa<wy REEHALT, CYCD By —% A A R—/LLET,

sudo ./installsensor.sh ActivationId=d5814d5f-5fd2-44ec-
8969e03cc58a4ef5 CustomerId=6£35826e-4430-d75e-8356-c444a0abbb31l

HostIdSearchDir=/private/etc/qualys Storage=/tmp/qualys/sensor/data -s
--cicd-deployed-sensor

- KA hL—72 LT Sensor A A =9 5A1%. [Storage] 47 3 &[R4k
L. £ AF—=F—2A2 VY 7 NI [——sensor-without—persistent—-storage] #7323 %
BHET, THIEFFA S ETEAMATES, Brh—a2 I LT
/usr/local/qualys/qpa/data 7 A /VH —IZRGF SN TWATZH, B 7 ZREFT 5121, T
enable—console—logs| A7+ 3 % [-—sensor—withoutpersistent—storage] & —f&IZfH
HToZLa2BEIDLET,

- =7 Ly b= 2T ORI, Mac0S TIEYR—FENTHEEA,
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Installing the sensor on CoreOS

Linux Nt —DA X =L

Qualys Container Sensor (% Linux (2 > A h—/L C& £79, QualysContainerSensor.tarxz 7 7 A /%
HFoyroa—RKLET, Zhid, Rm—24 2= [Download Container Sensor] 7~ % > & 9%
7, Qualys Cloud Platform @ [Configurations] > [Sensors] % 7 7> HATUVNVE T,

Tr7ANELE =y R ARANMIabt—LET, RIZ, ROa~v»y REEFIZFETLET,
Zoavwy R, tar 77 AV ERIH L ET,

sudo tar -xvf QualysContainerSensor.tar.xz

Zoawr R, B, v=T7 22, vl By Ny TIREDEUY— FT—E BRI T
WBHTF 4 L7 MU EERRLET,

sudo mkdir -p /usr/local/qualys/sensor/data

Zoawy N, BERHERE A FL—UIBIMLET,
sudo chmod 777 /usr/local/qualys/sensor/data
KDOa<ws TRV —%A A=V LET, ZOa~vy Rk, P77 A7 VT a ks

WTERENTET 7T 4= a D EDAZ—IDREENTWNAZLITHEELTLEE
VY, Storage /NT A—Z—(%, BV —ERETLHEAEELET,

ROz~ FefHLT, Wt —2 A A =1 LET,

sudo ./installsensor.sh ActivationId=d5814d5f-5fd2-44ec-
8969e03cc58a4ef5 CustomerId=6£35826e-4430-d75e-8356-c444a0abbb3l
Storage=/usr/local/qualys/sensor/data -s

Wwoa<vy ReERALT, VLPARNI BV —Z2 A A =NV LET,

sudo ./installsensor.sh ActivationId=d5814d5f-5fd2-44ec-
8969e03cc58adef5 CustomerId=6£35826e-4430-d75e-8356-c444a0abbb31l
Storage=/usr/local/qualys/sensor/data -s -r

WDa<wy REFEHLT, CUICD B —% A A h—)L LET,

sudo ./installsensor.sh ActivationId=d5814d5f-5fd2-44ec-
8969e03cc58a4d4ef5 CustomerId=6£35826e-4430-d75e-8356-c444a0abbb31l
Storage=/usr/local/qualys/sensor/data -s -c

34



35

E: KHEA B L— 72 LT Sensor A A F—/L 3 5ITi%, [Storage] A7 T a &R L, A

VA R—F—RA27 U7 MZ [--sensor-without-persistent-storage] 47> a &= EZdEd, T —X %
BRA N ETIEIFIHTES, o —%FEHEIZ LT /ust/local/qualys/qpa/data =7 4 /v & — 2RI S HL
TWB7=®, v 7 &2RFFT 5121, [--enable-console-logs] 47> 3 > % [--sensor-

withoutpersistent-storage ] & —#&(CHEH T2 2 L 28O L ET,



Installing the sensor on CoreOS

CoreOS "Dt Y —DA VX b=V

Qualys Container Sensor (% CoreOS (&4 > A h—/L T& %9, QualysContainerSensor.tar.xz ~7 7
NEZA a—RLET, i, F—2 24— [Download Container Sensor] 7R & > % {5 4
57>, Qualys Cloud Platform @ [Configurations] > [Sensors] % 7 2> BTV E T,

Tr7ANELE =y R ARANMIabt—LET, RIZ, ROa~v»y REEFIZFETLET,
Zoavwy R, tar 77 AV ERIH L ET,

sudo tar -xvf QualysContainerSensor.tar.xz

Zoawry NI, R, v=7 AN, vl By N v T REORVY— TP S T
WBHTF 4 L7 MU EERRLET,

sudo mkdir -p /var/opt/qualys/sensor/data

H:7 4« L7 kU /XA /var/opt/qualys/sensor/data % CoreOS TE & iAA [ HE7R Storage [ZFXET D &
ERHY ET,

oA NI AVAN=F =R 7 VS M eFATT DR ERT A V7 N ~DT 7R
FFAT A fEft L £,

sudo chmod -R 777 /var/opt/qualys/sensor/data

WOa<wy KTy —%2A A=V LET, ZOa<wr RE, YTAZ7 V7T a ik
WCTHAEREINEZT 7T 4 _X—=v g IDEIAX—IDREENTNDLZ EICEELTLEEX
VY, Storage /N7 A—F—(X, BV —ERETLHMEAEELET,

woa<wy REfFRALT, WHAEBE P —%2 A4 A b=V LET,

Sudo ./installsensor.sh ActivationId=d5814d5f-5fd2-44ec-
8969e03cc58a4d4ef5 CustomerId=6£35826e-4430-d75e-8356-c444a0abbb3l
Storage=/var/opt/qualys/sensor/data/ -s

ROa~xr REALT, VAR BV —Z2 A A=V LET,

Sudo ./installsensor.sh ActivationId=d5814d5f-5fd2-44ec-
8969e03cc58a4d4ef5 CustomerId=6£35826e-4430-d75e-8356-c444a0abbb3l
Storage=/var/opt/qualys/sensor/data/ -s --registry-sensor

wkoavwy REFEHLT, CYCD B —% 1A=L LET,
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Sudo ./installsensor.sh ActivationId=d5814d5f-5fd2-44ec-
8969e03cc58a4ef5 CustomerId=6£35826e-4430-d75e-8356-c444a0abbb31l
Storage=/var/opt/qualys/sensor/data/ -s --cicd-deployed-sensor

B ke A B L—72 LT Sensor &1 A b —/b35(2i%, [Storage] 47> a &AL, A
VA N—=F—A27 17 I [--sensor-without-persistent-storage | 47+ a2 &OET, T—XIT
AA N ETIEHRATE T, B —% 32 LT /ust/local/qualys/qpa/data 7 4 /L % —IZER1F S 1
TWA D, v 27 %2 RF9 5121%, [--enable-console-logs] 47+ = > % [--sensor-
withoutpersistent-storage | & —#&IZEHT 5 Z L 2 BEID L E T,



Installing the sensor from Docker Hub

Docker Hub bt —%A VXA =)L

ZDOEZ T a T, DockerHub ZfEH L7t o —DF Fa A 1250 T LE 3, Docker
Huwb ot — A A—=TF, T4 X—=1 27T TR T7Fy b7 4—2L (PCP) DBEERIZIZT R
— FENTWRNWZ LIZEELTLIEEN,

RE 2 F7 12 ® Docker & 2 hDFE:

Deploying the sensor on standalone docker host using docker compose
Deploying the sensor on standalone docker host using docker run
Kubernetes D354

Deploying the sensor using Docker Hub on Kubernetes

DockerHub D> 7} X2 U7 ¢ B —id, ROXLIIFEHTEET,

qualys/gcs-sensor:<tag>
qualys/qcs-sensor:latest

Docker Hub THHT DX 7 AR L £,

docker compose Z{ERL77=-X 4> F 70> ® Docker 7
AbADEVY—DF7AA4

[HlF==S U
Docker engine version: 1.13.0+
Docker-compose file format version: 2.2
Docker host should be able to communicate with the Docker Hub

ROEREELH L yml 7 7 A VEERLET, 77 A LIC
qualys cs sensor docker compose.yml &\ ) £ Ri&EfHT D Z M TEET,

Note: yml 7 7 A VND 7 ¢ —/L ROBFNIIFFICEE T, LLFOT 7 L— MIGEEH I T
WHZ7 4 —~y FEEELTIZIV,

version: '2.2'
services:
Ccs sensor:
Container name: qualys-container-sensor
image: qualys/qgcs-sensor:latest
restart: on-failure

38



Installing the sensor from Docker Hub Deploying the sensor on standalone docker host using docker
compose

# Uncomment the below security option if SELinux is enabled with
enforcing mode on docker host
# security opt:

- label:disable

#
# Enable the flag if you want to launch CS sensor in read-only mode.
# read only: true

network mode: host

cpus:
command: ["--scan-thread-pool-size", "4"]
environment:

- ACTIVATIONID=<Activation id>
- CUSTOMERID=<Customer id>
- POD_URL=<POD URL>

# Define TCP socket if sensor will be communicating with docker
daemon listening on TCP port

- DOCKER HOST=<IPv4 address or FQDN>:<porti#>
# Enable TLS authentication if sensor will be communicating with
docker daemon over TCP TLS socket
# - DOCKER TLS VERIFY=1
# Define the proxy If required

- qualys_https proxy=<IP address or FQDN>:<Port#>

volumes:
# Provide host Id search directory path

- /etc/qualys:/usr/local/qualys/qgpa/data/conf/agent-data
# Mount volume for docker socket

-/var/run/docker.sock: /var/run/docker.sock:ro

# Mount volume for persistent storage
-/usr/local/qualys/sensor/data: /usr/local/qualys/gpa/data
# Mount volume proxy certificate if required

# - <Proxy certificate path on
host>:/etc/qualys/qgpa/cert/customca.crt # Mount volume for docker
client cert directory path

# - <Client certificate directory on the docker
host>:/root/ .docker

yml J7 AL TCHEAINEINTA—4—
container_name

qualys-container-sensor |Z§%E

image_name

qualys/qcs-sensor:<tag>|Z 3% iE
XA

qualys/qcs-sensor:latest |Z3% E
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Installing the sensor from Docker Hub

A A—UIL, docker-compose (T & - T Docker Hub 725 7 /L S E T,
restart
TV —OFEEIRY —ZE&EK L, onfailure IZFRET HMENRH Y 7,

security_opt
Z DT A—H—|%, SELinux 7% Docker 75 A k CTHif|E — R THT /2> TV DHEICDIfE
LT 7EEN,

security opt:
- label:disable

read-only
U —E AR HEHE— FTREBIT 5581, true IZRE L ET

network_mode
RAMIERETHITIEL, B —2RA MOy NU—F X% v 7 ERITEET 20 R H D
TLEEELET,

cpus
CPU ffi JH R & K& OAEICHIR L £ 7,
cpus: 0.2 # 7 7 4 /L b D CPULEHFBIFR(KR A b Lo 12D a7 /7 at ¥ D 20%).

7o & 2I1E, CPUERZR%Z 5% IZHIFRT 5121, cpus: 0.05 ZixE LET, ZHick v, CPUE
HARRERZA N ED 125027/ 7Fat 4o 5% IR NET,

= RIZBEBEOT ot v b 556, cpus AEikET D &, CPURIRA 1 2Da 7y /7 atk
vHICOBEAENET, 72&21E, VAT HIT4OD CPULRH Y, CPU IR A 2K CPU
RED 20% IZHET DG, CPURIREZ 08 ICRETLHMLERHY £, 2FV, 1027
DHD 80% ME7T CPU FED 20% 12720 £97,

CPU 1 FHHIPR & M523 5 121E, 'resources:limits:icpu' 47> 2 VAFRELIZY, a2 AL T U
L7720 L2 TL &N,

1E: Docker IR A kDI —F VN FELTHO 27— CPU HIEOFREE AR — F LTV
Alx. CPUBEARIRRZEHICL, £5 Lanterd—ilEEisnEtA,

command
CIUCD BREICE Y —%2 T 7 uAT5581F, a~vy NMEEZKRO LI ITHEELET,

command: ["--cicd-deployed-sensor"]
Registry Sensor 27 72 A T 55513, a2~y MEZKRO LD ITHEELET,
command: ["--registry-sensor"]

1E:General Sensor |Z, LA MU £721Z C/CD DX TF A—EBHEESNTWARWIES, T 7+
JIVETA VA M= ENFET,
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Installing the sensor from Docker Hub Deploying the sensor on standalone docker host using docker
compose

Sy R R R — (T & 2B

"_-enable-console-logs" | Y —/iZu &M LET, Znbdr 7L, docker logs =+
FafiH L G cE£7,

o= S L RVERETHDD [log-level] 1L, 0~5 %I F ANET, 774/ M
3(I5#) T7, "--log-filesize" I%, B —0Oua T 77 A NHT=0 DK A XE/3A NHEALT
WELET, ZTANLD

[<digit><K/M/>| T, KiZF a1 b, MIZA BT A FTT, 7= 2E, 10 31 FOLEIT
"0, 10 F 34 FOFAIL "I0K". 10 MB OESIZ"IOM" Z#fELET, T 7+ ME
romJ <4,

"_log-filepurgecount" |%, ERENDT — A 7 I{ic qpaldog 7 7 A NOEEEFRLET, T
74V MES5 TT,

l--scan-thread-pool-size| |L, AF¥ ¥ AL v NMETE Y —%EBILET, 774/ NI4T
‘a‘o

"_-sensor-without-persistent-storage" %, & A h DK A N L — Y EFHETICE B —E2 T
LET, ZO%HAE. A 2—LDTFITKKA hL—2D~ vy B 7 2RI LRV T ZE 0,
T—HIIARA N ETIFRIHTE T, B — & HHEIZ LT Just/local/qualys/qpa/data 7 /L A —
WIBRTF SN TWA T2, v 7 & RFFT 51213, l--enable-console-logs] A7t = > % [--sensor-
withoutpersistent-storage ] & — (T2 2 L A BEIO L ET,

Bl

command: ["--cicd-deployed-sensor", "--sensor-without-
persistentstorage", "--enable-console-logs"]
volumes:
# mount volume for persistent storage

# -/usr/local/qualys/qgpa/data

"_-tls-cacert","<Docker H— S —FEBED B IZEH SN D CAFEHED 7 7 A )L 4>", "ts-cert",
"<docker 7 7 A 7 v NiEHE T 7 A L4 >", "-tls-key", "<docker client private key file name>" & >
H—723 TLS #% i1 C Docker 7 —E &~ LBET D256, 3 2D7 7 A L DOWT IR ENEN
ca.pem, cert.pem, keypem 72 E DT 7 4V M EF o TV DA TE. *HGT 5515 A HIE T
£,

"--mask-env-variable" 1%, /£ A —V L a T FOERELEKE~ A7 LET, BELEIL. BV
—nZltaryrexa T4 UL T RAZHEIBRENET,

l--disableImageScan] |X. General Sensor DA A —V AF¥x L EMHIILET, ZOAT v a v
EHALTT 7oA SNzt rh—TCl, 41 A—ViIAFyrEnEthi, Ziud, &Mk
oY —H AT TCORERATE, +XTDOT %A L(Docker, CRI-O, Containerd) Cff ] T
7,

"_-disable-log4j-scanning" |X, 2> T F A A —D Logdj MiFaME A % v > 2N LE T, Logdj
WagstE A v 2R L T IZE 0,



Installing the sensor from Docker Hub

"_-disable-log4j-static-detection" |, BNH/FHIIA A — 2% ¥ > D Logdj FriIR T2 ) L E
T B logdj M ZZ ML TS IZE 0,

l-optimize-image-scans] (%, General Sensor DA A —Y A¥ ¥ &b LET, 774/ b
T, B3R A RN ETHRHELET R TOA A=V 2 ATy LET, ZHUTED, A X
—VDAX ¥ UNILEIZR Y £9, [--optimize-image-scans ] ZfHH L Tkt —% A A
k=92 & ¥ —iF Qualys Cloud Platform &3#fE L, THEHICHE SNz A% ¥ 2 FITL
T, IRBA A=Ay o 2ERELET, Bo¥—id, RR N LEICEET DA A=W, [F
Cv=T AR R=U g ZONTHDOE P —IZ K> TRRIZAF ¥ L ERTND0E 9 M
ZHM L, ZNODA A=V EFEAF Y o TL2L13HD A,

"_perform-secret-detection”" Z A LT, 2T FA A=V D —7 Ly MREEANZLE
T, =27 Ly ML, CICD B2 ¥ —E LY A R 2o —TOHRFR—bERTND D
EITHEE LT E SN,

"_perform-malware-detection" ZfEH L C, 2> 7T A A=Y O~ L U =T HRHEEHICLE
T, AT TRHREIEL, LYARY) B —TORFAR— RS TWD I EIZERLTLES
AN

environment

BT A7 Y7 a D ACTIVATIONID, CUSTOMERID, POD URL #f§ELET, 7277 4
—YaID &AL ~—1ID ZHifG ¥ 5121, Container Security UL 121 74 > L
[Configurations] > [Sensors] (ZFHE L, [Download] 27 U v 7 LC, {EEO® Y —X A T %
U w27 L% 7, lInstallation Instructions| B DA A h—/b « a< 2 NX, 777 4=
2 IDENAZY—IDNZENTVET, 7277 4 X—=2 3 IDIFNAT—=FRDOLI2bD
T, ALV TIEE N,

H: AR A ME, HTTPS AR— b 443 #%H T Qualys Cloud Platform (7213 Qualys Private Cloud
Platform) IZEZETZX AXLENH D £3, AR NBT 7 AT 50873 % % Qualys Platform
(POD URL) #Z M L T 723,

B U= TLS AN R > THBENE I MIEREARL, TCPAR—FTY v AL LT3
docker 7 —F > LilfE T 50 E 5 2> DOCKER_HOST #45E L £7°,

DOCKER HOST=<IPv4 address, or FQDN, or hostname>:<Porti>

FBESNTZTCP V7 v N CTTLS BNANNZ /2> TV DAL, f8E 37z IP, FQDN, F7-iIk
A 4453 Docker —/N—FEHED CN £33V 7V =7 MaonWTFhne —ELTns Z
CHEMERLTLSE I,

T —NTLS 2L TTCP V4 > hTYU v ZL LTWAEAIE, UNIX RAAL L Vi y b F
4 L7 M) =B TR LN TLSZEEV, Tvolumes] D FT, ROEDEI AL NT D
FLET,

volumes:
# mount volume for docker socket
# - /var/run/docker.sock:/var/run/docker.sock:ro
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Installing the sensor from Docker Hub Deploying the sensor on standalone docker host using docker
compose

TLS #BFE & A 223 5121k, DOCKER_TLS VERIFY=1 #ffE L £,

E: TLS #%H @ Docker 7—E & L DBV —lBEL AT D 2 & T, BEMEIT docker FBFET
FIA EFERAL TR —0 docker V7 hADT I AZFIRTE E5,

> —7% Qualys Cloud Platform & {53 57290127 12 % V3N E ) E 9 2> qualys_https_proxy
EHRELET,

- qualys _https_proxy=<IP/ address or FQDN>:<Port#>

volumes
KA R L—VEFERA L T —2EETHI21F, KA ML —U~y BV E2EELE
To KA ML—U T4 L7 MU, FELRWESITHEIMICERS N E T,

volumes:
# mount volume for persistent storage
-/usr/local/qualys/sensor/data: /usr/local/qualys/qgpa/data

PIFTDA v A2 h—)L T L7=0 & [F U hostid 288 A9 53858 1%. hostid 7« L' 27 ~ U OEFT
ZHEELET,

# Provide host Id search directory path
- /etc/qualys:/usr/local/qualys/gqpa/data/conf/agent-data

Docker I8 A + ™ Docker 7 —F 78 Unix V7 v MREATEE L TWAEAIL, Unix Y7 v k
TrANEREL— T A VAT ATy T LET,

# mount volume for docker socket
- /var/run/docker.sock:/var/run/docker.sock:ro

E: Docker 77— 7% TCP 7R — MEH TilfE L TV DA 1%, environment T DOCKER _HOST
NI A= —%fFEL, RY 2—ATdockerunix Y7 v b 77 A NVD~ v B 7 gt L2
WTLEEN,

Tux L GEAELETE LET (WEREE).

- <Proxy certificate path on host>:/etc/qualys/gpa/cert/custom-
ca.crt

& 2% —75 TLS #%H1 C docker 77— > LilE T 541X, docker 7 74 7> FAEET 4 L7
M) ~v B 7 2EELET,

# mount volume for docker client certificate directory
- <docker client certificate directory on the docker daemon
host>:/root/.docker

Y — DR
yml 7 7 A ABER STz B, KD 2~y R LT o —a B L £,

docker-compose -f <path to qualys_cs_sensor_ docker compose.yml file>
up -d
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toY—0F7vIFIL—F

Docker Hub TR A k &4 TV % Qualys Container Sensor A A — (%, HE/HEH YA — KL T
WEH A, Docker Hub 7254 » A b—/A Sict o —2BHT 2121%, ROFIAZETLE

R

L. yml 77 A VNDA A= A% THLET,
qualys/qcs-sensor:<tag > (ZiRE L £ 7,

XE
qualys/qcs-sensor:latest |Z5%E L £ 7,

2. A REFATLTC, B —Z2FEKRLET,
docker-compose -f <path to qualys_cs_sensor_docker compose.yml file> up -d
oY —DERYSL
KOa~ FEFTLT, Br—2R0iLET,

docker-compose -f <path to qualys cs_sensor docker compose

rm -s

.yml file>

TE: docker-compose (Z1%, KfEA N L—TZHIBRT A4 7 a LEH Y FH AL KFEA R L—

U 77 A VAFBTHIRT B UERH Y £,
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docker run Z{ERAL7=X42 > F7A > Docker KR b ~AD
oY —n7F7a4

BiHESA: Docker = X—2 5 00 1.13.0+
WDa<vwy REETLT, B —% A A b= LET, ACTIVATIONID Z{5E L £,

CUSTOMERID ¢V 7 A7 ) 7o arinbo POD URL, 777 4 X—L a3 ID & HAZ~—
ID C Container Security Ul {(Z & 71 > L. [Configurations] > [Sensors] IZFE L T £ —% X7
vua—RLET, BrV—0fE @K%, VYA RY, CIICD) ZEIRL, RICAX LV RTay 7
7 7 1Y (MacOS, Linux, F721% CoreOS) Zi#IR L £, [f A M= FIHR—UNR RS
%9, [DOCKERHUB] # 7 Z##&IR LT, 4 A b— /L FlEZMHERLET,

[Mnstallation Instructions] MDA A M—)b « a< 2 NZiX, 7774 X—va D& AKX
~—IDNEENTWET, 77T 4= a3 IDIIXATV—=FRD ko0 T, FHLRNT
<TZEV,

FE:CIS N F~—7 59 |[ZHIT 51T, £ v A h—/La< > R 5 --net=host Z# HI &1 % VB8
N E4, 72720, BrH—2 —net=host 72 L TEEISN-HA. mARDIPT KL 2 &K
TERWVWZLIZERL TS, A X A LHESESRIEIZ OV T, Docker D CIS N> F~

— 7 ~OUELE SR L T Z3 0,

— R Y —

Linux:

sudo docker run -d --restart on-failure -v
/var/run/docker.sock:/var/run/docker.sock:ro -v
/usr/local/qualys/sensor/data:/usr/local/qualys/qpa/data -e
ACTIVATIONID=<Activation id> -e CUSTOMERID=<Customer id> -e
POD URL=<POD URL> --net=host --name qualys-container-sensor
qualys/gcs-sensor:latest

MacOS:

sudo mkdir -p /tmp/qualys/sensor/data
sudo chmod -R 777 /tmp/qualys/sensor/data
sudo mkdir /private/etc/qualys/

sudo chmod 777 /private/etc/qualys

sudo docker run -d --restart on-failure -v
/var/run/docker.sock:/var/run/docker.sock:ro -v
/private/etc/qualys: /usr/local/qualys/qgpa/data/conf/agent-data -v
/tmp/qualys/sensor/data: /usr/local/qualys/qgpa/data -e

ACTIVATIONID=<Activation id> -e CUSTOMERID=<Customer id> -e
POD_URL=<POD

URL> --net=host --name qualys-container-sensor qualys/qcs-
sensor:latest
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CoreOS:

sudo mkdir -p /var/opt/qualys/sensor/data
sudo chmod -R 777 /var/opt/qualys/sensor/data

sudo docker run -d --restart on-failure -v
/var/run/docker.sock:/var/run/docker.sock:ro -v
/var/opt/qualys/sensor/data:/usr/local/qualys/qgpa/data -e
ACTIVATIONID=<Activation id> -e CUSTOMERID=<Customer id> -e
POD URL=<POD URL> --net=host --name qualys-container-sensor
qualys/qcs-sensor:latest

LR MY H—

Linux:

sudo docker run -d --restart on-failure -v
/var/run/docker.sock:/var/run/docker.sock:ro -v
/usr/local/qualys/sensor/data: /usr/local/qualys/qpa/data -e
ACTIVATIONID=<Activation id> -e CUSTOMERID=<Customer id> -e
POD URL=<POD URL> --net=host --name qualys-container-sensor
qualys/qcs-sensor:latest --registry-sensor

MacOS:

sudo mkdir -p /tmp/qualys/sensor/data
sudo chmod -R 777 /tmp/qualys/sensor/data
sudo mkdir /private/etc/qualys/

sudo chmod 777 /private/etc/qualys

sudo docker run -d --restart on-failure -v

/var/run/docker.sock: /var/run/docker.sock:ro -v
/private/etc/qualys:/usr/local/qualys/gpa/data/conf/agent-data -v
/tmp/qualys/sensor/data: /usr/local/qualys/qgpa/data -e

ACTIVATIONID=<Activation id> -e CUSTOMERID=<Customer id> -e
POD_URL=<POD

URL> --net=host --name qualys-container-sensor qualys/gcs-
sensor:latest --registry-sensor

CoreOS:

sudo mkdir -p /var/opt/qualys/sensor/data
sudo chmod -R 777 /var/opt/qualys/sensor/data

sudo docker run -d --restart on-failure -v
/var/run/docker.sock: /var/run/docker.sock:ro -v
/var/opt/qualys/sensor/data:/usr/local/qualys/qgpa/data -e

46



Installing the sensor from Docker Hub Deploying the sensor on standalone docker host using docker run

ACTIVATIONID=<Activation id> -e CUSTOMERID=<Customer id> -e
POD URL=<POD URL> --net=host --name qualys-container-sensor
qualys/qcs-sensor:latest --registry-sensor

Cl/CD Sensor

Linux:

sudo docker run -d --restart on-failure -v
/var/run/docker.sock:/var/run/docker.sock:ro -v
/usr/local/qualys/sensor/data: /usr/local/qualys/qpa/data -e
ACTIVATIONID=<Activation id> -e CUSTOMERID=<Customer id> -e
POD URL=<POD URL> --net=host --name qualys-container-sensor
quaTlys/qcs-sensor:latest

--cicd-deployed-sensor

MacOS:

sudo mkdir -p /tmp/qualys/sensor/data
sudo chmod -R 777 /tmp/qualys/sensor/data
sudo mkdir /grivate/etc qualys/

sudo chmod 777 /private/etc/qualys

sudo docker run -d --restart on-failure -v

/var/run/docker.sock:/var/run/docker.sock:ro -v

/private/etc/qualys:/usr/local/qualys/%pa/data/conf/agent—data -v
qualys/sensor/data:/usr/local/qualys/qgpa/data -e

ACTIVATIONID=<Activation id> -e CUSTOMERID=<Customer id> -e

POD URL=<POD

URL> --net=host --name qualys-container-sensor qualys/qcs-
sensor:latest --cicd-deployed-sensor

CoreOS:

sudo mkdir -p /var/opt/qualys/sensor/data
sudo chmod -R 777 /var/opt/qualys/sensor/data

sudo docker run -d --restart on-failure -v
/var/run/docker.sock:/var/run/docker.sock:ro -v
/var/opt/qualys/sensor/data:/usr/local/qualys/qgpa/data -e

ACTIVATIONID=<Activation id> -e CUSTOMERID=<Customer id> -e
POD URL=<POD URL> --net=host --name qualys-container-sensor
qualys/gcs-sensor:latest --cicd-deployed-sensor

IR FTCHEASNDARY) 2 —L4:

/var/run/docker.sock:/var/run/docker.sock:ro - Docker ¥ 7 v h &t % — T 7 A )L VAT KT~
7o b LET, ZhiE, docker T —F L TCPAR— F TEITEINTWEHE, 2—F—n
DOCKER_HOST BrEEZEE & 457 L 72V R D MZH T,
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/usr/local/qualys/sensor/data:/usr/local/qualys/qpa/data - & > %— 2> 7 F DKk A F L —T %42
L Ed, Zov vy 7L, [--sensor-without-persistentstorage | 4 7' 7 Ml STV
RO METT, APL—=UT 4 b7 NUBERTEET, 74 L7 MIDBFELRWESIE, B
BRI SN ET,

BINOBREER/RY 2 — LERMETcE T,
1) 7’1 % v %l L T Qualys Cloud Platform & i#{E 7 28513, RO L IR ELET,

-e qualys _https_ proxy=<IP/ address or FQDN>:<Port#>

)7 X VAEHENLERGSIT, UT2EBML T eX filEDRY =a—2&k~v 2 hLE
R

-v <Proxy File Path>:/etc/qualys/qgpa/cert/custom-ca.crt

3) Docker 77— V' TCP iR— F THEITSINTWDH AL, -e DOCKER HOST=<IPv4 7 K L A
F 721X FQDN>:<porth> ZH5E LET, T DAL, DockerUnix RAA Yy AR a—Ah~
7 > b (-v /var/run/docker.sock:/var/run/docker.sock:ro) % & FHIFR L T 72 &0,

4) /etc/qualys:/ust/local/qualys/qpa/data/conf/agent-data - 75 A K _E® Qualys Agent % 72 1% Scanner 7
TIAT AL THER S NIe~— =T 7 A Vv~ v B 7 57290 HostlD Bk 7 1 L
7 bV,

5) By —MTLS V4 v FMEH T docker 7 —F > L BIET A25E1%. ROMFEBRELE LR
Ja—Ah <0 EEELET, #5CD TLS Docker V7 v & RET 121X
DOCKER HOST BREFEZE 25 E LET,

-e DOCKER HOST=<docker daemon host's IPv4 address, or FQDN, or
hostname>T<port#>

FRESNT/ZIPv4 7 R LA, FQDN Z 7213 A 4 2% Docker B — S —FEAE D CN F 72130
TV N =BT HLE, TLSWBHEE »v &AM T 521

-e DOCKER TLS VERIFY=1

HE: TLS #2H @ Docker 7—F > L D U —@BEEZFHNCT D LT, BEHIL docker FBFET 7
TAVEEHL TR —D docker V7 h~DT 7B RAEHIBTE £,

Docker 7 7 A4 7 > FiEBHE., 7 747 > Mg, B O CAGERAEY 7 A L3 THEZ:
Docker 7 —F LV FA N EODT 4 L7 ) &ERY a—AhA~<w7 M LET,

-v <docker client certificate directory on the docker daemon host>:/root/.docker
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docker 7 74 7 hiEAE, 7 T4 7 Mg, CAREWIFE 7 7 A /L4 % sensor DH1H & LT
fHELET,
--tls-cacert <file name of the CA certificate used to sign docker

server certificate> --tls-cert <docker client certificate file name> -
-tls-key <docker client private key file name>

CAGEE, 7747 MEE, 720137 74 7 2 MREFHOWTNNIT, EE I ca.pem,
cert.pem, keypem 72 EDT 7 4NV NDT 7 A NABHDIGEIT. ENOEAETEET, 2Lk
IX. docker daemon 73 UNIX KA A > V5w b & TCPTLS Y7 hOWHTY v AL LT 55
Bl KO LH Ik p—rEEITXET,

docker run -d --restart on-failure --cpus=0.2 -v

/var/run/docker.sock: /var/run/docker.sock:ro -v <client cert directory
on the docker host>:/root/.docker -v

/usr/local/qualys/sensor/data: /usr/local/qualys/gpa/data -e

ACTIVATIONID=<Activation id> -e CUSTOMERID=<Customer id> -e

POD URL=<POD URL> -e DOCKER TLS VERIFY=1 -e DOCKER HOST=<IPv4 or
FQDN>:<port#> -net=host --name qualys-container-sensor qualys/qgcs-
sensor:latest --loglevel 5 --tls-cacert <file name of the CA
certificate used to sign docker server certificate> --tls-cert <docker
client certificate file name> -tls-key <docker client private key file
name>

I avmiRsA—4

--cpus

CPU i JH =R & K& OAEICHIR L7,

--cpus=0.2 # Default CPU usage limit (20% of one core/processor on the host).

7o & 21X, CPUERZRE 5% IZHIFRT D121, --cpus=0.05 L% EL 9, ik v, CPUEH
BTNMARA RN D1 o0a7/Fat o 5% IZHRSET,

J—RIBHOT ot v b Re 556, cpus BERETDHE, CPURIRN 1 >Oa7/7aky
HliZoBrBEHINET, 221, VAT ALIZ45D CPURHY ., CPU HIRZ2KD CPU K&
D 20% (R ET DA, CPURIREZ 08 ICRETAMLERH YV ET, 2FV, 1 20a7DHOD
80% 3 EF CPU R ED 20% 12720 £,

CPU £ FHHIPR & BN 23 5 121%, 'resources:limits:cpu' 47" g VARE LD, 2 A N7 D b
L7200 LRNTL 7230,

7E: Docker R A DI —FANETHO 2T F—0O CPUHIROEREZ VAR — K L TWRWES
1. CPUERHIBZESCL, 5 LAganEkrh—dEishicshETi,
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--enable-console-logs

aryy—nrTrZxHRBMLEST, Zhbor 71X, dockerlogs 2~ RAEfEH L THETE £
?—O

--sensor-without-persistent-storage

RA N EOKGA L=V EHETICE P —2FTLET, 205G, AU 2—LDTFITK

A RL =Dy BV 7 E2REHHLARZNTLEIN, 7—XFFA N ECRHATET, 2o —

% FLHMEIZ L C Just/local/qualys/qpa/data 7 4+ /L2 —IZARFS VTV D72, v 7 2 REFT 51T,
l--enableconsole-logs] 7' = % [--sensor-without-persistent-storage | & —F&IZEHT 5 Z &

EREIOLET,

--log-level
oY —0ua X SNV EREL, 0~S5EZITANE T, T 740 M3 (EH) T,

--log-filesize

oY —Du T 7 A NGB DIRRYA X PR TRELET, L& 2IE 1031 D
AL "0, 10 F e NA FOGATE "I0K", 10 MB OGEIL "IOM" #FE L ET, 7 74/ k
(X fomMJ <7,

--log-filepurgecount
T DT =47 qpalog 7 7 A NVDEETER LET, T 74N MIS5 TT,

--scan-thread-pool-size
AF¥y ALy METEU P —%EBLET, 774/ ME4TT,

--read-only
oY —EmARY EHE - N TEITLET, 20— T, BV —i3h A b EOKEEA R
L=V %L ET,

HE: B —I%, [--sensor-without-persistent-storage] 4 7> = > £721% [-read-only)] 47> 3 >
ZRERALTCEITL, MDA T a VERFICHEINZ LN TL 72EVY,  —-mask-env-variable

A A=V arTFOREE Ky~ A7 LET, BEAKI., tr¥—nstarsiexal
T4 UL T A7 HIBRENET,

--disablelmageScan

Z DT A—HT, General Sensor DA A— A X ¥ L EENCTAESICETLERH Y F
T, ZOFTvarEERLTT 7uaf SNty —TClk, A A—VIEAF vy U INFEHA,
ZiuE, e — 2 A S TOREHTE, TTO T ¥ A L(Docker, CRI-O,
Containerd) CEH T& £,

--disable-logdj-scanning
ZONTGA=ZE, arT A A= 0 logdj WeGatE A F v o 2N T 555 1T LERH
D E9, Logdj fidatEAF ¥ L 2B L T E &0,
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--disable-log4j-static-detection

ZDRT A =R BRI A A=V A X X D logdj FIORRH A BN DA IET LB
HYET, §HAY logd HHZZL T ZS VY,

--optimize-image-scans

Z D37 A—H X, General Sensor DA A —T AX ¥ U E b T 5L G ICETLERH D F

T T7ANETE, B =R A P ETHRIELIZTRTOA A=V 2% Y LET, 21
WZED, A A=V DRAX ¥ UNILEIZ/ Y £7°, [--optimizeimage-scans] ZfEH L CT—fitt
—%A A R—F % &, Y —iT Qualys Cloud Platform &g L, THEHICHE SN\ A% ¥
BEFRITLT, MERA AV ATy U 2EBELET, oV —id, RA N EFET LA A=Y
D, FALv=T 2 A RENR=U g NZOoNTOE Y —IZ Lo THIZAF ¥y U SNTNDHMNE
IMMEHEL, ENOEDAA—VEFEAF Y THILIEH EHA,

--scanning-policy

ZONFGA=ZE, AFx v R —EEETOHAICETLERHY £T, AF v R —
AT L. BRIOS U CHEDI AT Y ¥ A TEBIRTE ET, HEHTRERMEIFRO LD
<

- DynamicScanningOnly: A ¥ ¥ L DA EFEITLET,

- StaticScanningOnly: FFHIRAF ¥ L OALEFEFT L E1,

- DynamicWithStaticScanningAsFallback: ¥ z=/LDRNA A —TDEINAF ¥ L ~D
T =Ny 7 L LTHMAF Yy U 2FITLET,

--perform-secret-detection

DRI A—=HZ, arTFAA—TDOy—7 by Ml FEIT T35 8ICETLERDH Y F

T =27 Ly MEHDOZ A L7 U ME, -—sca-scantimeout-in-seconds={value} ’ 7

A—FEZFEHLTIEETEET, 7 by MEHOFEHIZOWTIX, A I7A4 2 ~Lv7 i ay

TF =2 Ly bOBHESRL T EEN,

--perform-malware-detection

DRI A=HZ, arTFAA—TVONV Y =T REEFEITTIHEICETLERNH Y £7°,

SN TR A LT T NI, —-—-sca-scantimeout-in-seconds={value} INTA—=H

EHEALTHEETCEET, AUz TRHOFEMIZOWTE, A T4y ~AT w0 =T

HEZBL T ZEN,

--limit-resource-usage(!) ¥ — X {EFH = % HIE)

ZONRTA—=EEMHHLT, SCA, =27 Ly b, FHE~NLTT AR DUV —ADFH
il | G S B

SCARF YDA T a VNS rA—4

DTDONRGA—2—F, T 27 Y FL 3 TSCAAX Y U HEEENEINI 2> TWAIEEITA
Foa T, BEMICOWTIE, SCA AF v U EBRLTLFEN,
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--perform-sca-scan

(A7 aNT 74 T, SCARAF Y NIFETINERFAL, TONRTA—F—%FHL T,
AT I A A=V D SCAAF ¥ U EMMAREIC LE T, FEET D &, SCA A& v (TR
DOIEFIEA ¥ v > (FFOET2ILENN) ODRICFEIT SN ET, SCA AF v 0L, WHEAF v o »
P Lo e B E ChaiTInE 7,

--disallow-internet-access-for-sca

(—-perform-sca-scan NEE SN TCWDHHEAIEA T > a )T 740 F Tk, SCA AX v i34 7
A2+ FT—RTHEITENET, ZONRTA—FEZHEMLT, SCAAFY DA F—Fy T
7R AEMHAARAIZL, AX Y24 T7T74 0 - FE—RTETLET,

HE:SCAARF Y NIA U TA Ly« FE—RTHETTLHZLE2BEOLET, JavaD Y 7 b =T -
N r—UBFEONEIL, SCARF Y &4 T T4 « B— RTEITTDHEREBIIKETFTLET,
Efg 72N r = O7=DIZ, VE—FD Maven VAT b 22T IVLENHIG5ENH
DET, T, A A=V OWEIIERAT ¥ ORI EEZ 52 DR H 0 7,

--sca-scan-timeout-in-seconds={value}

(—perform-sca-scan MEE SNV TWALEITA T a )T 74V MDD SCAAF ¥ » a<w K-
AALT T MEIST B0 T, ZONRTA—ZEFEHLT, 774V DOXA LT T NEWD
HATHELEHLWVETEEXLET, HExX, RERIAVTITAA—TVEAXTY T DY
BlE. SCA AF ¥ U T 5 £ TORFMZfEMRT 72012, SCAAF ¥ o Z A LT U k&
RTRENDLGENH Y T,

1¥: --sca-scan-timeout-in-seconds X7 A—HX X, v—7J L v FBLO=L T THRHED
HADLTYU NERETHDICLERAEINET,
--limit-resource-usage(') YV — X {EHE Z HlB)

TONRTA=HHBFHALT, SCA, =L v b, FLF~NU2TAXy D) Y —ADHH
HIRBCTE F9,

Docker Run Commands Z {1/ L T Docker @ CIS R FI— [CH#HT 545

Qualys Container Security {%, &> ¥ — A A —® Docker @ CIS X> F<—7 [THEHP L TV E

R

Docker @ CIS R F~—J [CTHEPL L 7= FiE TR VY — A A=V 2T 5 FIEIC OV TIE,
Docker O CIS X F~— 27 ~OWILEZRL T IEEW, B —% L L2 FIETHIETE %
£ 212, WL ONDOHIFIOFNAZ AL L TV ET,
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Kubernetes £® Docker Hub 2R L=y —DF577
aq

AitE &&0F
- Kubernetes Oty b7 v 7TRBEE L TWAHMLERDH D £
- K8 /— K. Docker NT/T T A4 _X—F LURARNI LBETEHALNERHY T

- aArTF— kY= A A=VIE TITARN—F LYURABNINLA AN AT LG
i, ZOLVVA RN THEHATEOLENDH D 77,

cssensor-ds.yml 7 7 A ILEEET S

WOERZETH L yml 7 7 A L EAER L, cssensor-ds.yml £ Rl % fHT 572>, yml 7 7 A L%
[H$% https://github.com/Qualys/cs_sensor "H 4 7 m— KL E9°

BEE:yml 7 7 A VND T ¢ —)L ROBINIIEFICEETT, UFOT 7 L— MG s T
W5 74—~y hEBEELTIZIV,

kind: List
apiVersion: vl
items:

- kind: Namespace
apiVersion: vl
metadata:

name: qualys

# Service Account
- kind: ServiceAccount
apiVersion: vl
metadata:
name: qualys-service-account
namespace: qualys

# Role for read/write/delete permission to qualys namespace
- kind: Role

# if k8s version is 1.17 and earlier then change apiVersion to
"rbac.authorization.k8s.io/vlbetal"
apiVersion: rbac.authorization.k8s.io/vl
metadata:
name: qualys-reader-role
namespace: qualys
rules:
- apiGroups: ["","batch"]
resources: ["pods",'"jobs"]
verbs: ["get", "list", "watch",'"create", "delete",
"deletecollection"]
- apiGroups: [""]
resources: ["pods/status"]
verbs: ["get"]
- apiGroups: [""]
resources: ["pods/attach", "pods/exec"]
verbs: ["create"]
- kind: ClusterRole
# if k8s version is 1.17 and earlier then change apiVersion to
"rbac.authorization.k8s.io/vlbetal"
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apiVersion: rbac.authorization.k8s.io/vl
metadata:
name: qualys-cluster-reader-role
rules:
- apiGroups: [""]
resources: ["nodes", "pods/status",
"replicationcontrollers/status"”, "nodes/status"]
verbs: ["get"]
- apiGroups: ["apps"]
resources: ["replicasets/status", "daemonsets/status",
"deployments/status", "statefulsets/status"]
verbs: ["get"]
- apiGroups: ["batch"]
resources: ["jobs/status", "cronjobs/status"]
verbs: ["get"?

# RoleBinding to assign permissions in qualys-reader-role to
qualysservice-account
- kind: RoleBinding
# if k8s version is 1.17 and earlier then change apiVersion to
"rbac.authorization.k8s.io/vlbetal"

apiVersion: rbac.authorization.k8s.io/vl
metadata:
name: qualys-reader-role-rb
namespace: qualys
subjects:
- kind: ServiceAccount
name: qualys-service-account
namespace: qualys
roleRef:
kind: Role
name: qualys-reader-role
apiGroup: rbac.authorization.k8s.io
- kind: ClusterRoleBindin
# if k8s version is 1.17 and earlier then change apiVersion to
"rbac.authorization.k8s.io/vlbetal"

apiVersion: rbac.authorization.k8s.io/vl
metadata:

name: qualys-cluster-reader-rb
subjects:

- kind: ServiceAccount
name: qualys-service-account
namespace: qualys

roleRef:
kind: ClusterRole
name: qualys-cluster-reader-role
apiGroup: rbac.authorization.k8s.io

# Qualys Container Sensor pod with
- apiVersion: apps/vl
kind: DaemonSet
metadata:
name: qualys-container-sensor
name:gace: qualys
labels:
k8s-app: qualys-cs-sensor
spec:
selector:
matchLabels:
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name: qualys-container-sensor
updateStrategy:

type: RollingUpdate
template:
metadata:
labels:
name: qualys-container-sensor
spec:
#tolerations:
# this toleration is to have the daemonset runnable on master nodes
# remove it if want your masters to run sensor pod

#- key: node-role.kubernetes.io/master
# effect: NoSchedule
serviceAccountName: qualys-service-account

containers:

- name: qualys-container-sensor
image: alys/qcs-sensor:latest
imagePullPolicy : IfNotPresent
resources:
limits:

cpu: "0.2" # Default CPU usage limit on each node for
sensor.

args: ["--k8s-mode"]

env:
- name: CUSTOMERID
value: customerId
- name: ACTIVATIONID
value: activationId
- name: POD URL
value: -

- name: QUALYS SCANNING CONTAINER LAUNCH TIMEOUT
value: "10" — - - -

# uncomment (and indent properly) below section if using Docker HTTP
socket with TLS

#- name: DOCKER TLS VERIFY

# wvalue: "1" — T

# uncomment (and indent properly) below section if proxy is required to
connect Qualys Cloud
#- name: qualys https proxy
# value: <proxy FQDN or Ip address>:<port#>
- name: QUALYS POD NAME
valueFTom:
fieldRef:

fieldPath: metadata.name
- name: QUALYS POD NAMESPACE
valueFrom: ™~
fieldRef:

fieldPath: metadata.namespace
volumeMounts:
- mountPath: /var/run/docker.sock
name: socket-volume
readOnly: true
- mountPatK: /usr/local/qualys/gpa/data
name: persistent-volume
- mountPath: /usr/local/qualys/qpa/data/conf/agent-data
name: agent-volume
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# uncomment (and indent properly) below section if proxy(with CA cert)
required to connect Qualys Cloud
- mountPath: /etc quath/qpa/cert/custom—ca.crt
# name: proxy-cert-pa

# uncomment (and indent properly) below section if using Docker HTTP
socket with TLS
#- mountPath: /root/.docker
# name: tls-cert-path
securityContext:

allowPrivilegeEscalation: false
volumes:
- name: socket-volume
hostPath:

path: /var/run/docker.sock
type: Socket
- name: persistent-volume
hostPath:

path: /usr/local/qualys/sensor/data
type: DirectoryOrCreate

- name: agent-volume
hostPath:

path: /etc/qualys
type: DirectoryOrCreate

# uncomment (and indent Eroperly) below section if proxy(with CA cert)
required to connect Qualys Cloud
# - name: proxy-cert-path

# hostPath:
# path: <proxy certificate path
# type: File

# uncomment (and indent properly) below section if using Docker HTTP
socket with TLS

#- name: tls-cert-path

# hostPath:

# path: <Path of directory of client certificates>
# type: Directory
hostNetwork: true

Qualys Container Sensor DaemonSet |%, Kubernetes API H—/N— L 3#{5 3 % 72 O O U) 70 HEFR % FF
D ServiceAccount D — & LT 'qualys' 4 HIZEMICT 72 A T 54N H D £7°, Role,
ClusterRole, RoleBinding, 5 & UF ClusterRoleBinding (%, ServiceAccount |ZME7R T 7 & AFF A %
Y BTHOIHEHINET, Tqualys) LA DOBIDO4EITZER T Qualys Container Sensor %3 C
WZFIT L TV DA, YISO ARTZER A 5 Qualys Container Sensor & 7 A A h—/L L
THob, Fr7-ic Tqualys) ARTZEMICT 7 aA T 50ERH Y £,

TS OMEBRN MBI /2 ) £ 77 get, list, watch - 'qualys' £ HIZEM D U Y — 2 Z BT 5121,
create, delete, deletecollection - 'qualys' 44 AifZE[M CTA A — Y OMEFHERMEH O =2 7 F &2 AR L.
ZO®RIZIZ V=0T v T LET,
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yaml 27 A IVADIRSA—F2—%FET S

cssensor-ds.yml 7 7 { /L% Kubernetes 7 7 A X —D~vAHF — /) — RlZabt—L, RO/NTA—X
—DEERELTEFELE T, yaml 7 7 A AR IE L HRET D K 52T 2121, UTFTRES
NTWDBNRTIA=H[E7 v arOhEeTHLTIIZIN, yaml 7 7 A /L%
https:/github.com/Qualys/cs_sensor N HEHEX 7o m— R TE L Z LITHEEL T Z3 N,

o —F—Frby haevRAZ— ) — RICTFFuA T 55581%. spec DT D tolerations & 7 3
avyDaRry NEMRERLET,

spec:
#tolerations:

# this toleration is to have the daemonset runnable on master nodes
# remove it if wantugour masters to run sensor pod

#- key: node-role.kubernetes.io/master

# effect: NoSchedule

Qualys Sensor POD #1475 354
yml 7 7 A VNOLLTF DO a— R{TE RO TaAy ML ET, £ LT,
FEFEIZFOH & TV D PriorityClass fE: B4 (2 )i U 7= PriorityClass,

preemptionPolicy: PreemptLowerPriority
description: Priority class for daemonset

#- kind: PriorityClass

# apiVersion: scheduling.k8s.io/v1
# metadata:

# name: qualys-priority-class

# value: O

#

#

72, LLFIZ&H 5 PriorityClass 4 & W27 T, 2 A MEMRLET,
#priorityClassName: qualys-priority-class

yml 7 7 A APNIELLEET S L 012, LR THT 22N ENDOE Y g ZHlBR/a A L
NI HIZLTL &Y, T D Kubernetes / — K226, Docker N7/ F A ~_X— KLU A K
VSt —A A=V RREASHTWDGINICT 78 ATE L2 L 2fEd LET,
containers:
- name: qualys-container-sensor
image: <CS Sensor image name in the private/docker hub
registry>
args: ["--k8s-mode"]
B —Ry FeETTL5TXTO/—FRB, B — A A=UPEMHSN TN T T A4
— hE7IEX Docker N7 LA RNVIZT IV EATEDLZ EEMER LTI TEIN,

CIICD BEDE VY —%T 7 A 35551, argsfBEZRDOE I ITHELET,

args: ["--k8s-mode","--cicd-deployed-sensor"]

Registry Sensor 7 7' 0 A T 535513, args DfEE IROFRICIEE L 7,
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args: ["--k8s-mode","--registry-sensor"]

A= TrZ e NT 556 1%, args IZIBINOfE & LT "--enable-console-logs" # 57 L £
‘a‘o

07 LoV B EET DAL, args (ZIBINOfE & LT "-log-level", "<a number between 0 and 5>"
ZEELET, L, Pr—2ATrZZ2RELEWESIT, ROXSITHRELET,

args: ["--k8s-mode", "--log-level", "5"]

AFxyr ALy NMENBLEMED 4 YA TE o —% BT 5561%, args (IZIEMOfEE LT "--
scan-thread-pool-size". "< number of threads>" Zf8E L £,

args: ["--k8s-mode", "--scan-thread-pool-size", "6"]

B EINDT —A4 7 Iz qpalog 7 7 A VO A EFKT H5E1E, args ITIEMOEE LT "--
logfilepurgecount”, " Z#§E L £ 9, 7 7 4 /L kD "--logfilepurgecount”, "5" | config Tii H S F
9, log/ 7 4 L7 R UIZIEHWICHED qpalog 7 7 A AR H D Z LITHERE LT ZEW,

ERSNDT —IA 7 qpalog 77 ANDEER T T 7 ANHY DY A A& ERTDHHEIT. -
log-filesize", "™ ("K" 13 B NA k. "M" XA B AL R) FFHEE L. args (SBMOfE E LT "—log-
filepurgecount", " Z45E L £, T 7 AL ML "--log-filesize": "10M" & "--log-filepurgecount": "5"
T, config lIZ k> CHHINET,

args: ["--k8s-mode", "--log-filesize", "5M", "--logfilepurgecount",
"4"]

kubernetes £ 7 4 7 @ 'kubectlrun' 2> REFHLTA A=Y AF v Ry RaAf L AZ
24T D5 A 1L, args [ZIBINOfE E LT "-use-kubectl" Zf8E L £, ZOHE, B —iFx
AT 4 7 @ kubernetes HEFEZ L CTA A —Y ZAF% v VAR LET, Z0O5[BEAKT DL,
A A= a7 F X dockerrun ZfFEH L ClEEB SN E T,

args: ["--k8s-mode", "--use-kubectl"]

TLS BEENB N 78> TWA AL, BIEZ docker 7 T A 7> RaEAE., 7 54 7 2 MR,
BXOCAEHEDOLHIZIEE L £7,

args: ["--k8s-mode", "--tls-cacert","<file name of the CA certificate
that was used to sign docker server certificate>", "--tls-cert",
"<docker client certificate file name>", "--tls-key", '"<docker client

private key file name>"]

H:3 2D 7 7 A LOWT T EIEI capem, cert.pem, keypem 72 EDT 7 4V AR H 5
e, T 55 BaeEETE £,
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trh—nrlarT T ¥Fa T4 UL TS A=V Ear T FOREERE~ A7 T 556
L. args |Z "--mask-env-variable" /X7 A —X Z B L 7,

args: ["--k8s-mode", "--mask-env-variable"]
General Sensor(§ X CD T ¥ A A THR— MDA A—T AF v 2N T H5E51T, args i
l--disablelmageScan] /X7 A —& ZBIL £,

args: ["--k8s-mode", "--disableImageScan"]

Ax X R —HIEET DHA1E, args T "--scanning-policy" /3T A —HX ZBMLET, AF
¥ AU —THEMHTX 5MEIX, "DynamicScanningOnly", "StaticScanningOnly",
"DynamicWithStaticScanningAsFallback" T3,

args: ["--k8s-mode", "--scanning-policy", “StaticScanningOnly”]

AT A A= T logd] ODMETINEA X ¥ o 2N T 585 1X, args [T "--disable-log4j-
scanning" /N7 A — & B L E T,

args: ["--k8s-mode", "--disable-log4j-scanning"]

B/ EA A — T A X% ¥ 2T logdj HIR 2 BN T 555513, args T "--disable-log4j-static-
detection" /X7 A —X ZBIIL £ 77,

args: ["--k8s-mode", "--disable-log4j-static-detection"]

General Sensor DA A —Y A% ¥ U Z il L72 W IGAE 1L, args IZ [--optimize-image-scans| /N7
A—=ZEBEMLTIIZIN,

args: ["--k8s-mode", "--optimize-image-scans"]

AT FAA=TDY—T Ly MR EAINCT 556 1%, args T "--perform-secretdetection" /¥
TA=ZEBEMLET,

args: ["--k8s-mode", “--container-runtime”, “containerd”, "--
performsecret-detection"]

ATFTAA=VORNLY =T RN EAENCT D561, args I "--performmalware-detection” /¥
TA=ZEBEMLET,

args: ["--k8s-mode", “--registry-sensor”, "--perform-malware-
detection"]
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ot —arTFore U HEHEEZHIRLZWEA, args (& [-limit-resourceusage | /37 A —
A EBMLTLIEEN,

args: ["--k8s-mode", "--limit-resource-usage"]

lresources] T . IROEHAZEEL F,

resources: limits: cpu: "0.2" # Default CPU usage limit on each node
for sensor.

7= & 21, CPUEAHEE 5%IZHIFRT 5 121X, resources:limits:cpu: "0.05" L 3% E L ET, ZHUZ L
V. CPUBHENREA R LD 12027 d 5% ICHIRINET,

J— RIZEHEO 7 v v b 554, resources:limits:cpu L& 7% ET 5 &, CPU RN 1 D
aTICORBERENET, 2L 21F. VAT ALIZ4OD CPURHY . CPUHIREAE KD CPU %
BOD20% IZHET D6, CPURIREZ 08 ICRETAMLENHY T, 2FV, 1 2O T DK
D 80% M EFEF CPU FHED 20% 12720 £,

CPU fif FIHIBR & #2012 3 5 121X, 'resources:limitsicpu' 47> g VZ4RE LY, 2 A R T T K
L7z L72nTL7EaN,

MBEIZEH U T, Container Sensor D AE Y U YV —RAZIFET DAL, resources THHE TE
4, Container Sensor D A £ U R & 2 E V HIROHEE I IR D & B TI,

resources:
limits:

cpu: "0.2" # Default CPU usage limit on each node for sensor
memory: "500Mi"

requests:
memory: "300Mi"

SCAAX¥ L, V—F Ly b AFXyr, FLE~NTT AFY U DAEY VY —AEEET
D881, resources CHRETE E7, BV —DA A b —HiL, [--limit-resourceusage] 514K
PRI L EaBEIOLET,

Container Sensor D A E VU BEROHEIRE L . FHROAXF ¥ ZATOAEFVHIBIZHRKOEEBY T
7,

resources:

limits:
cpu: "0.2" # Default CPU usage limit on each node for sensor
memory: "3.5Gi"

requests:
memory: "1.5Gi"

EFHE: FFLOHERFIEIL, WA A =TV A X 15GBIZESWTWET R, £ A—THP A X
NZENL D REWVWEAIT. ZRICE L TAE VHIRZHEP L T FEV,
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Container Sensor (Z AE Y U YV —2fH (HIIRE721TY 7 =2 b)) OWTIUDDHEE S 4L, args (2 "--
use-kubect]" MFETEINTWDIEHEE, A A—VAX vy arTHIAETI V7R MEXETH
FROM A HBICEA SN Ed, 7740 MEIZZZEH 200Mi & 700Mi T,

IHIZ, env D FIZRKOERERETHZ LT, —HERIIMFOMELE EEETEET, Z0f)
TIE, B 300Mi & 800Mi ICAE B SN TWET,

- name: QUALYS SCANNING CONTAINER MEMORYREQUESTMB
value: "300Mi"™ - -

- name: QUALYS SCANNING CONTAINER MEMORYLIMITMB
value: "800Mi"™ - -

env C ., WOIHBAZHWRELET,

Activation ID (Required)
- name: ACTIVATIONID

value: XXXXXXXX-XXXX-XXXX-XXXX-XXXXXXXXXXXX

Customer ID (Required)
- name: CUSTOMERID

value: XXXXXXXX-XXXX-XXXX-XXXX-XXXXXXXXXXXX

docker N7 A A=V EMAT DAL, POD URL ZfRE LEd, ThUSOEAIT, HIRL £
7

name: POD URL
value: <Specify POD URL> AF ¥ 3T ORENZ A LT 7 b Z4SHEN THE
ELET, ZORBEEHEDFELBRWESG, 7744 MI 1045 TT,

- name: QUALYS SCANNING CONTAINER LAUNCH TIMEOUT
value: "10"™ - -

AXx DN, /= FRDAT—F A% T2y LT, /J—RKBRAT T 2—/LA[EENE I Nk
ERL, /— RBAT VY a— VARG EICOHRAX Y U ERBLET, / — FORAT—Z AN
)= RMAT P 2=V RAETHDLZEE2RLTVWDEAIE. T 74/ b 15 5B TAS ¥
CVEEBMITLET, AF ¥ U AT T AN U — 2NV B R A I D I2iE, Bl %
Xy CHAITHEIR A B TRE L £,

- name: UNSCHEDULABLE NODE SCAN RETRY INTERVAL
value: "30™ - - -

TLS FREE BN T HITIE, RO 2{TO 3 A M EMERLET,

- name: DOCKER TLS VERIFY
value: "I" —

J— b:TLS ZM4h24 5 12id, DOCKER_TLS VERIFY="" (22D X F4) #3575, yml 7
FANTAAL MELTCEFIZL TS ZSN,
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E: TLS #2FH @ Docker 7—F > & DV —BEEZBAINIT S Z LT, BELEIT docker F8FET T
TAVEHEHL T —D docker V7 h~DT 7 A EHIETE £97,

TE: TLS RAES A 2T, DOCKER_HOST 2MEE SN TWARWES, B h—i337ahTna v
— 71— /— K® FQDN % H &I H L DOCKER _HOST & > —WNOBREEEH A <V —h —
J — F® FQDN>:<2376> |[Zf%E L ¥ T, Z 2T, 2376 iX Docker 7—FE > DT 7 4 /L h @D TLS
TCP A — kT

HE:UTFZIBNT 25 Z LT, BT 127.0.0.1:<port#> F /=13 localhost:<port#> |Z H 4y TR E
DOCKER HOST Z &)™ CTx £,

R

- name: DOCKER HOST

value: "<loopback IPv4 address or hostname>:<port#>"

#: DOCKER_HOST (Z8%/E &4172 FQDN, RA b4, £ IPvA 7 RL AR, U —h— ) —
R Docker —/ N—FEBED CN £7213V 7V 227 bORIL & —F L TWD Z L aMERLTL
I,

TR UNERO T AL FNEBERLCEYICA T T A, BRELRWESIFIEOEFICLTE
%ij—o

- kU= Ny s FREOBEE D6 (Container Management Service):

#- name: qualys https proxy
# value: <proxy FQDN or Ip address>:<port#>

NV ARNVIEHENDL LY A MY Bodh— N"—2 5 0 1.21.0 LEOEA:

#- name: https proxy
# value: <proxy FQDN or Ip address>:<port#>

TLS F8AEZ AT 2 M ENH 5551, volumes D T D tls-cert-path D A > N &fgkR L. 7
TAT Y FAEHEDOT 4 L7 U RRZIRET S0, AELRBEEZOEEICLTEEET,

#- name: tls-cert-path # hostPath:

# path: <Path of directory of client certificates>
# type: Directory

volumes @D T D proxy-cert-path D I X > NEfERRT 570, LERVGAIZETOEEICL THEE
R

#- name: proxy-cert-path # hostPath:
# path: /root/cert/proxy-certificate.crt
# type: File

TITAR=varyIDEBERID BPLETY, Y727 VT arD7 77 4= a2 1D
CHEDEERALES, 777 4X—varID EHAX~—ID 57 5I21%, Container
Security UL {Z® 71 > L, [Configurations] > [Sensors] {Zf#) L, [Download] 7 U v 7 LT, {&
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BoOovoY—H A4 7% VU7 LEJ, [nstallation Instructions| EE DA A h—/)L « a<= 2 K
WX, 7727 4 _—2 g D EIAZ~—IDREENTWET, T/ T 4= g DI
AT—=ROE 725D T, LHELRNTLEIN,

https 7B F L E2HH L TWAEAIE, o —nar 7 EH— = LlET 5720087
SERAE T 7 A V3T _T D Kubernetes / — RIZH D Z EH MR L ET,

Tax EFEALTRELT., ERROEHSE A P LEEFICLTWAEEIX. volumeMounts
MHBRDER T a A MHFLTEL ZERTEET |

#- mountPath: /etc/qualys/qgpa/cert/custom-ca.crt
# name: proxy-cert-path

TLS ZEH L TE LT, Lo mEa Ay FLEEFFIZLTWAEAEIL. volumeMounts 7 5
WOEHDZH I AL MIUFTLTELL ZENTEET ,

#- mountPath: /root/.docker
# name: tls-cert-path

Host Network ZHIff L £7: 1P BRAIAFTELIZE A true
RARDIPT RUADBMNAERGEIZ, X2 VT OXRA N T 577 0 A Th D /N
MEICHE 5 121X, hostNetwork: true 47> a VZHIBR/2 A N 7T M LET,

hostNetwork: true

hostNetwork: true 47" = 1%, ¥ —23 Docker 8" A kD IP 7 K L A Z i 9~ 5 HERE & f2 it
LEd, =—H—E, yaml 7 7 A /LN D hostNetwork: true T ZHIfR/ = A > v 7 b TEET
D, KadE, UliZ docker 7Y ¥ Ry hU—ZDIPT RUANKARNIPT RLRELTER
ENAHZETT, A MO EZXIETAH72010, RAMBULICEREND D, BEFEIT
ARA N4 TDocker I8 A FEFRAITEET, £/, AR MITRENT -BICT5Z L2889
LET,

Container Sensor DaemonSet )7 7 A A

cssensor-ds.yml 7 7 1 L& {ERK L7- 5, Kubernetes ¥ A% — TRD 2~ REFFTL T
DaemonSet & {ERX L £ 37,

kubectl create -f cssensor-ds.yml

a5 )+t Y — DaemonSet DHIER

Qualys Container Sensor %7 > A h—/L T 2 LENH 55 1E, Kubernetes A & — TRD =
v REEITLET,

kubectl delete -f cssensor-ds.yml
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ATt Y — DaemonSet DT v FH L— K
Kubernetes ¥ A Z — TR DO FJEA 31T L T, Container Sensor DaemonSet & LV X— g I H
HLET,

1% Container Sensor DaemonSet 7° Kubernetes Blz CEITENTWAH Z L 2R L E T,

Container Sensor DaemonSet D4 Fij & Bifg 4%

kubectl get ds -n kube-system

1 LU qualys/sensor A A — T #fEHF 5 X 912 DaemonSet DA A —T % HH LT

kubectl set image ds/<daemonset-name> -n kube-system
<containername>=<container-new-image>

0—LT Uk AT =X A - ) — RO L » UIFFIN 02385808 H 0 £3

kubectl Rollout status daemonset <daemonset-name> -n kube-system

o—/L7 v MHCRIEN A LA 1. DaemonSet 12— L N 7 U THREDA A —J % #
ALET

kubectl rollout undo daemonset <daemonset-name> -n kube-system
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Docker-in-Docker ¥RIETD CI/ICD Y —D 4
VA=l

Z D% 73 T, Docker-in-Docker B2 C/CD /%A 74 EALRIZCS BV —% A
A "= T B IFEICOWTEBA L E9, 22 LY., Docker-inDocker 2 T FHNDA A —T % A
Xy TEET,

AFv 7 1:CS Y — 4 X—<% Docker-in-Docker
YIFFANICEET S
INZETHIITE, DV ARNINLCSEYY—A A=V ET VL, AT F—RAE LT v

L7z xicer—%lEE T 57, 2)CS B —0#% —/L%ETe Docker-in-Docker =2 7 ) —
AA=TVHRA T FTHHED2O0HY 7,

LA RIS CSEUY—AA—DFTILL, EoY—Z2RELET
Fl g

HHNZANA 7 X7z Docker—-in—Docker I T F A A—T & S —A XA —/ tar & H
BETA0HIHD A,

Docker N7 LY A KUY THRARINTWVD CS By —A A=V EMHICHEHCTEET
R
T _TD Docker-in—Docker =T Fit, LI ARARIVIZT IV BATEANLENDHY F9,
A A—UIL, Docker—in-Docker 2T FNAE LT v FINLHICNNT TNV I, F—/3—
~v N2 £7,
st oY —tar EELEFZER S 1= Docker-in-Docker AV TF A A —
Fls
Docker—-in-Docker Z T FMB LY A NI T 7 AT HMLELIH D FHA,

W oD a< K& installsensor.sh 27 U 7 N2 Ei7T4TAH7-17 T, SV —%
BCTxET,

R
Docker—-in-Docker 7 F A A—T OV A AREEIHINL £,

HLnvkeo Y —D U J—RT 212, Docker—in—Docker £ A —J %A 7T HMLENRHD
e
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AFy72:aArv7TrEeFaVTq4a oY —%EETHTS

ZIEAT 9 12iE, 1) Docker-in-Docker =2 > 7 F DEENRF I o —Z L@ § 50, 2) L RU =
Thbe o —%EET 5002 SOFERHY T, WMFOFEZONTHHLET,

Docker-in-Docker O T F DREBIBFIZE Y —ZEEIT S
FIs

- CS BV —ZEEITALDICENL R AT I UREELETHNEILIH Y FH A,
R

- BREER O 7T ax_X—=var ID/EE D) (E, init A7 VT MIEHTOLENRDHY
£7,

- FRETELZ0F., FEHERESNTZABA RL—2 « RADHTT,

Docker-in-Docker A>T FHNTinit A2 Y T hZE8EILET

int A7 V7 NEFERHL e —2EEILET, nit A7 U7 MNIUL, ROa~< RREHY F
T

docker run -d --restart on-failure --cpus=0.2 -v

/etc/qualys: /usr/local/qualys/qpa/data/conf/agent-data -v
/var/run/docker.sock:/var/run/docker.sock:ro - v
/usr/local/qualys/sensor/data:/usr/local/qualys/qpa/data -e
ACTIVATIONID=<Activation id> -e CUSTOMERID=<Customer id> -e

POD URL=<POD URL> --net=host --name qualys-container-sensor <Qualys CS
Sensor image name from registry> --scan-thread-pool-size 4 --cicd-
deployed-sensor

installsensor.sh X2 Y 7~ ZEHT %
installsensor.sh A7 U 7 ks Z{# [l L C. Docker-in-Docker D2 EFIc Y — 2 E) L x4,

tar —-xvf QualysContainerSensor. tar.xz
docker load -1 qualys-sensor.tar

./installsensor.sh ActivationId=<Activation id> CustomerId=<Customer
id> HostIdSearchDir=/private/etc/qualys
Storage=/tmp/qualys/sensor/data

--cicd-deployed-sensor -s

EIWRSadbhbtwoY9—%2BE8T S
Flm

- BRRIE#HR AL/ tkyH— RIA=H—F ENLR PaTHEENLETIENTEE
ER

- KBEA B L—UF, BEERICERTE ET,

L VATl BOFALI R A (D7 1D LT L. TAEKEER R L
— YL LT 5 0T,
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RR
- S By —ZEBITHITE, BN VaTOMKEERE T OLERDH Y T,

dockerrun AR Y FZFERALT oY —%BEBL., LPRAMYDLSAA—DFTILLE
?

dockerrun 2> REMFALTCCS U —2EHBHL, LIARNINLCSEUVY— A A=V ET
L LET,

docker run -d --restart on-failure --cpus=0.2 -v
/etc/qualys: /usr/local/qualys/qgpa/data/conf/agent-data -v
/var/run/docker.sock:/var/run/docker.sock:ro -v
/usr/local/qualys/sensor/data: /usr/local/qualys/gpa/data -e

ACTIVATIONID=<Activation id> -e CUSTOMERID=<Customer id> -e

POD URL=<POD URL> --net=host --name qualys-container-sensor <Qualys CS
Sensor image name from registry> --scan-thread-pool-size 4 --cicd-
deployed-sensor

BRI A U Stz Docker-in-Docker 1 A—ZEFALTEIL R PaJn—EE LTS Y —
FERENTS Zoa<wr N, CS UV —0 tar A - T2 FEHIZNA 7 & 7= Dockerin-Docker =
VTF—ARA=VEMEHLT, EARVaTo-fELTCS By —Z2REILET, Va7
DO—HE L TCSEUrY—%2EEL£7,

<path>/installsensor.sh ActivationId=<Activation id>
CustomerId=<Customer id> HostIdSearchDir=/private/etc/qualys
Storage=/tmp/qualys/sensor/data --cicd-deployed-sensor -s

Docker-in-Docker EJL K AT F—TRITEhB S —DKFERA FL—

CSEUy Y —DEEFFIZa LT FTFAA—DAF Y U ORKIFFIzce 7 2RETES L9512, CS
U= RKBEA P L=V R L T &,
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Kubernetes TOtE Y4 —D5F7A4

DO va T, Kubemetes (2T — o —%FT 70 AT 5FIEICOWTIBALF
7,

Kubernetes 7 7 RRBIETCaAVYTF IV 21 L2EETS
ik

LY — A A=V %A A M=/ T BHEC. Kubernetes 7 7 A X —BEEIZA A h—LENTW
HA3ArT =T LEHET L ZENEETYT, ZNEMDHZ LT, BREATHEITT L
ERH L' — DA T DICESL L ET,

AT T TS DOFERERGT IR, ROa~vr FEFTLET,
kubectl get nodes -o wide
Zoa<wy FefA LT, 4fl, A7 —F A, v— b f#kFHE, ~—2 a0 R KU

IP7 RLA, OSA A=Y A—RNWN—=Ta il &%/ — NOEMEEL Y 7 A% —1Z87
LEMEREZEBIGLES, UTOREZZRLTIEE,

Shiver 18

AvFrF oY — M A-S0NE

Kubernetes 7 7' 0 A DEAIDAT v 71X, B — A A—VERGETHZ L TT,
QualysContainerSensor.tar.xz {%, Container Security UL 2>5 % 7 > u— R TCXx£9, F72I1L. Docker
Hub ®##1? Qualys Container Sensor f A — 3 (qualys/qcs-sensor:latest ) i i35 = &t T&x &
R

uhrhs&yro—FK

Docker BA VA F— L ENTWA Linux 2> Ea—F—D Ul by h—%2F 7 a—RLE
?—O
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Container Security

Configurations Sensors

Runtime Policies

Integrations

Q

Download Sensor
Total Sensors

€— Download and Deploy Qualys Container Sensor

Download and Deploy Qualys Container Sensor
L1 & you wan How it works?

@ Select the environment wher:

@ Sensor now supports ARM architecture X

Sensor Is supported for ARM architecture when downloaded from Docker Hub. Binary installation is not supported for ARM architecture.

1 1o deploy the Qualys Container Sensor and follow the installat structions

{?;3 ngeral (Host) Ej Rgglstry ’g Build (CI/CD)

CLUSTER  STANDALONE
S— @ What is Qualys Container Sensor?

The sensor from Qualys is designed for native support Docker
environments. Sensor is packaged and delivered as 8 Docker

S s . e L L s
oY= T T L= MEI UUnbH Y ra— R4 570, GitHub @D
https:/github.com/Qualys/cs sensor 2> HEEX V0 — R T&xE9, o — T 7L — Foff
FHEOFMIONTIL, kDOE®Z v a T+ 57 7oA FIEICHEVET,

Orchestration Platform Container Runtime Sensor Template

AWS ECS Docker CSSensor-aws-ecs.json
Kubernetes (Cloud, On-Prem) Docker cssensor-ds.yml

Kubernetes (Cloud, On-Prem) Docker cssensor-ds_pv_pvc.yml
Kubernetes (Cloud, On-Prem) Containerd cssensor-containerd-ds.yml
Kubernetes (Cloud, On-Prem) CRI-O cssensor-crio-ds.yml

Docker Swarm Docker cssensor-swarm-ds.yml

Red Hat OpenShift Docker cssensor-openshift-ds.yml

Red Hat OpenShift CRI-O cssensor-openshift-crio-ds.yml

HE:CRI-O 7 U Z A A, — KA MNP —E LTV AN —THR— I TWET,
E/L K CI/CD £ 3 —TiZ¥ AR — SN TWERFA,

TrANEZ Y = RLieb, ROaxy RaHLTer— "y r—U 2L £,

sudo tar -xvf QualysContainerSensor.tar.xz
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Docker T VA A LIBRIETA A—CF0— K9 3121

WD a<r REFH LT, Qualys £ — A4 A —% Kuberetes 7 7 A X —HNOTXTD /) —
NIZH@D U R R U7y a2 LET,
sudo docker load -i qualys-sensor.tar

sudo docker tag <IMAGE NAME/ID> <URL to tEUSh image to the repository>
sudo docker push <URL to push image to e repository>

B 203

sudo docker load -i alys-sensor. tar

sudo docker tag c3fa63a8l8df mycloudregistry.com/container-
sensor:qualys-sensor-xxx

sudo docker push mycloudregistry.com/container-sensor:qualys-sensor-
XXX

B Ihb0BlzZ0EEMMALARNTES Y, LYRFI/A A=V DORAEME D/NRIZE
TR FET,

Containerd Runtime BBIETA A —C%0— K9 5IZ(E:

WD <y REHHA LT, Qualys 24— A A —% Kubemetes 7 7 A X —HNDOTXTD /) —
RIZIEDO VR NV ICT v 2 LET,

ctr -n=k8s.io images import qualys-sensor.tar
ctr images tag <IMAGE NAME/ID> <URL to tEush image to the repository>
ctr images push <URL to push image to e repository>

Bz 03

ctr -n=k8s.io images import qualys-sensor.tar

ctr images tag c3fa63a818df mycloudregistry.com/container-
sensor:qualyssensor-xxx

ctr images push mycloudregistry.com/container-sensor:qualys-sensor-xxx

Il ZDOEEMMLRNTIESY, VIR R/ A=V DONRRZME D/NATE
A ET,

CRI-O S VA4 LIRETA A—U%FO— KT 5I2IE:

WDz~ REMFEH LT, Qualys £ ¥ — A A —% Kubemetes 7 7 A X —HNDOTXTD /) —
RIZHEBDO IV RY FVIZT vy 2 LET,
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podman load -i qualys-sensor.tar
podman tag <IMAGE NAME/ID> <URL to Eush image to the repository>
podman push <URL to push image to the repository>

podman load -i qualys-sensor.tar

podman tag c3fa63a818df mycloudregistry.com/container-
sensor:qualyssensor-xxx

podman push mycloudregistry.com/container-sensor:qualys-sensor-xxx

EINODFZZDOEEMMLRNTZEN, VYA RN /A A=V DNRNREME D/SATE
A ET,

Docker Hub N5 A A —CEMGT S

Docker Hub ® &3 Qualys Container Sensor - A — 3 (qualys/qcs-sensor:latest ) Z i L £ 7,
Docker Hub a7 F Ex 2 U7 4 B —id, ROLIIMEHTEET,

qualys/gcs-sensor:<tag>
qualys/gcs-sensor:latest

Docker Hub CH#HI D ¥ 7 % ¥ L £9, Docker Hub Qualys Container Sensor f A —%, 77 A
NR—=ph LPAMIZT v 2Tl b, BEEENTLZEHTEET, 73T Kubernetes
/— K75 Docker Hub/private L3 A kU (CS Sensor A A — Y NAB SN CTWDIGAN IZT 7 & A
TEHT AR LET,

Azure Kubernetes Service (AKS) 2570479 3

Azure Kubernetes Service (AKS) 7 7 A X —Zk oW —%F 7 A 4572 DIZETd 5 FIEIL,
Kubernetes D/3—V g b a7 F— J 084 ML oTHERRY 77,

Kubernetes /X— 3 > LIS LLRIZHEH L CAKS 7 T A X — |2k P —%F7aA( L, 27+
— T X A LD Docker 7 X A LDOEAETL, [Kubernetes THOF 7 1A -Docker 7 > X% A L] %
ZHLTLEEN,

Kubernetes X— 3 119 2L TAKS 7 A X —Zk oY —%2F 7 af L, a7 —F
VB A LS Containerd 7 > % A LD-A1E. [Kubernetes TOF 7 12 A - Containerd 7 o % A L |
ZHEBLTLIZE N,
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Kubernetes THOF 704 - Docker 5 44 L

OB varTEH, B —ARA—URHLT EEFRE L TCWET 2T B — o
A — T DOEE

o7 7V r—yay aryyreFkkic, 27 ) % —% DaemonSet IZHA L, LU
—¥a MREE 1ICRRE LT, Docker R A MIHICE P —NT T oA shb k9 LET, 2
DOTEHIL. Amazon Elastic Container Service for Kubernetes (Amazon EKS), Google Kubernetes
Engine (GKE), Azure Kubernetes Service (AKS) (Zi# H &£ 9,

Kubernetes (27 7 17 A 3% Qualys ¥ > ¥ —® DaemonSet Z Ef% T 2 121%, ROFINEEZEITL £
R

7E: Container Sensor (Z7K#EA h L —& Docker 7 —F > V47 v h~Dii B0 B L OEE AL
T RAMENRD D Z L BB LT &,

cssensor-ds.yml 2 7 A ILEEET S
PIFIX, &7 a A2 T % Kubernetes DaemonSet 7 712 A A2 b5 FL— h T,

Qualys 2> 7 ¥ —, BEREOCHEEDOLZDIZ, Z DT 7 L — k QualysContainerSensor.tar.xz
T cssensor-ds.yml 7 7 A /L & U CEMTE £9, yaml 7 7 A /L https://github.com/Qualys/cs_sensor

MBEEL T n— R TELHZLICERL TSN,

HE: yaml 7 7 A VAD 7 4 —/L ROFREIFFHFEFICEE TS, 77— MG InNTH5~7
A=y FEHELTIEEN,

kind: List
apiVersion: vl

items:
- kind: Namespace
apiVersion: vl
metadata:
name: qualys
# Service Account
- kind: ServiceAccount
apiVersion: vl
metadata:
name: qualys-service-account
namespace: qualys
Role for read/write/delete permission to qualys namespace
kind: Role
# if k8s version is 1.17 and earlier then change apiVersion to

| 3=

"rbac.authorization.k8s.io/vlbetal"

apiVersion: rbac.authorization.k8s.io/vl

metadata:

name: qualys-reader-role

namespace: qualys
rules:
- apiGroups: ["","batch"]

resources: ["pods",b"jobs"]

verbs: ["get", "list", "watch","create", "delete",
"deletecollection"]

72



Deploying sensor in Kubernetes Deploy in Kubernetes - Docker Runtime

- apiGroups:
resources: ["pods/status"]
verbs: ["get"

- apiGroups: [""]
resources: ["pods/attach", "pods/exec"]
verbs: ["create"]

- kind: ClusterRole

# if k8s version is 1.17 and earlier then change apiVersion to
"rbac.authorization.k8s.io/vlbetal"

apiVersion: rbac.authorization.k8s.io/vl

metadata:
name: qualys-cluster-reader-role
rules:
- apiGroups: [""]
resources: ["nodes", "pods/status",
"replicationcontrollers/status"”, "nodes/status"]

verbs: ["get"]

- apiGroups: ["apps"]
resources: }"replicasets/status",
"daemonsets/status", "deployments/status", "statefulsets/status"]
verbs: ["get"]
- apiGroups: ["batch"]
resources: ["jobs/status", "cronjobs/status"]
verbs: ["get"?

# RoleBinding to assign permissions in qualys-reader-role to
qualysservice-account

- kind: RoleBinding

# if k8s version is 1.17 and earlier then change apiVersion to
"rbac.authorization.k8s.io/vlbetal"

apiVersion: rbac.authorization.k8s.io/vl
metadata:
name: qualys-reader-role-rb
namespace: qualys
subjects:

- kind: ServiceAccount
name: qualys-service-account
namespace: qualys

roleRef:

kind: Role

name: qualys-reader-role

apiGroup: rbac.authorization.k8s.io

- kind: ClusterRoleBinding

# if k8s version is 1.17 and earlier then change apiVersion to
"rbac.authorization.k8s.io/vlbetal"

apiVersion: rbac.authorization.k8s.io/vl
metadata:
name: qualys-cluster-reader-rb
subjects:
- kind: ServiceAccount
name: qualys-service-account
namespace: qualys
roleRef:
kind: ClusterRole
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name: qualys-cluster-reader-role
apiGroup: rbac.authorization.k8s.io

# Qualys Container Sensor pod with
- apiVersion: apps/vl
kind: DaemonSet
metadata:
name: qualys-container-sensor
namespace: qualys

labels:
k8s-app: qualys-cs-sensor
spec:
selector:
matchLabels:
name: qualys-container-sensor
updateStrategX:
type: RollingUpdate

template:
metadata:
labels:
name: qualys-container-sensor

spec:

#itolerations:

# this toleration is to have the daemonset runnable on master nodes
# remove it if want your masters to run sensor pod

#- key: node—role.kugernetes.io/master

# effect: NoSchedule

serviceAccountName: qualys-service-account
containers:

- name: qualys-container-sensor
image: alys/qcs-sensor:latest
imagePullPolicy : IfNotPresent

resources:
limits:
cpu: "0.2"
# Default CPU usage limit on each node for sensor.
args: ["--k8s-mode"]

env:
- name: CUSTOMERID
value: customerId
- name: ACTIVATIONID
value: activationId
- name: POD URL
value: -

- name:.QUALYS SCANNING CONTAINER LAUNCH TIMEOUT
value: "10" — - - -

# uncomment (and indent properly) below section if using Docker HTTP
socket with TLS

#- name: DOCKER TLS VERIFY

# wvalue: "1" — T

# uncomment (and indent properly) below section if proxy is required to
connect Qualys Cloud

#- name: qualys https proxy

# value: <proxy FQDN or Ip address>:<port#>
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75

- name: QUALYS POD NAME
valueFrom: - =
fieldRef:
fieldPath: metadata.name

- name: QUALYS POD_NAMESPACE

valueFrom:
fieldRef:
fieldPath: metadata.namespace

volumeMounts:

- mountPath: /var/run/docker.sock
name: socket-volume

readOnly: true

- mountPath: /usr/local/qualys/gpa/data
name: persistent-volume
- mountPath: /usr/local/qualys/qpa/data/conf/agent-data

name: agent-volume

# uncomment (and indent properly) below section if proxy(with CA cert)
required to connect Qualys Cloud

#- ‘mountPath: /etc/quatﬁs/qpa/cert/custom—ca.crt

# name: proxy-cert-pa

# uncomment (and indent properly) below section if using Docker HTTP
socket with TLS

#- mountPath: /root/.docker

# name: tls-cert-path

securityContext:
allowPrivilegeEscalation: false
volumes:

- name: socket-volume

hostPath:
path: /var/run/docker.sock
type: Socket

- name: persistent-volume

hostPath:
path: /usr/local/qualys/sensor/data
type: DirectoryOrCreate

- name: agent-volume
hostPath:

path: /etc/qualys
type: DirectoryOrCreate

# uncomment (and indent Eroperly) below section if proxy(with CA cert)
required to connect Qualys Cloud
#- name: proxy-cert-path
# hostPath:
path: <proxy certificate path>
# type: File
# uncomment (and indent properly) below section if using Docker HTTP
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socket with TLS
#- name: tls-cert-path

# hostPath:
# path: <Path of directory of client certificates>
# type: Directory

hostNetwork: true

Qualys Container Sensor DaemonSet (%, Kubernetes API H—/N— L @59 % 72D DY) 7 He R & £F
> ServiceAccount D—ifi & LT 'qualys' 4 RIZEMICT 7 v A § 5450360 £9, Role,
ClusterRole, RoleBinding, ¥ & U ClusterRoleBinding 1%, ServiceAccount (Z#ME7RT 7 & AFFn] %
OB THOIEHINET, Tqualys) BIAADRID4FITZEH] T Qualys Container Sensor %3 C
WZFEIT L TV DS EE. IO ARTZE# > 5 Qualys Container Sensor 27 A A h—/L L
Thhb, Bzl Tqualys) ARIZEMICT 7oA T 0ERH Y 77,

RDOT 7 & AFFRIPLETT,

get, list, watch - 'qualys' £ A1ZEfID Y ) — R Z BT 5213 create, delete, deletecollection -
‘qualys' £ 22 CA A — POt GO a T FE2ER L, F0®%ICZV—r T v LE
R

yaml 27 A ILADNSGA—F—%FET S

essensor-ds.yml 7 7 - /L% Kubernetes 7 7 A X —D~<v AKX — /) — RNlZabt—L, IRKO/NT A —X
—DEERELTEFELET, yaml 7 7 A LN IELLHET D L 2123 512i%. LR THRESH
TWHNTGA=F/E v arDHREEHFLTLEIN, yaml 7 7 A /W
https://github.com/Qualys/cs_sensor 22 HEHEX 7 o m— R T&E 5 Z LITHER LT ZE W

oY —F—Frby hae~vRAZ— ) — RICTFFuA T 55581%. spec DT D tolerations & 7 3
avyDaRry NEMRERLET,

spec:
#itolerations:

# this toleration is to have the daemonset runnable on master nodes
# remove it if want your masters to run sensor pod

#- key: node-role.kubernetes.io/master

# effect: NoSchedule

containers:

- name: qualys-container-sensor image: <CS Sensor image name in the
private/docker hub registry> args: ["--k8s-mode"]

E e —FRy FEEITTHTRTCO — B, B — A A—=UDRKEHINTWNWE T T A~
— hFE7/IE Docker N7 LU ARVIIT VB ATELZ EaMERLTLIEE,

CI/ICD BEEDE oY —%2 T 7 uA T 5581E, args BEEZRO LD ITHEELET,

args: ["--k8s-mode","--cicd-deployed-sensor"]
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Registry Sensor %7 7' 0 A T 58513, args fHZRD L O IHEE L 7,

args: ["--k8s-mode","--registry-sensor"]

ayYy—ATr 72 MNT25E1E. args ITBIMOfE L LT "--enable-console-logs" % 57 L %
KD

0 LUV AT DAL, args ISIBIIOME & LT "-log-level", "<a number between 0 and 5>"
ERELET, L&AE, PL—2TrZ2RH®RLEVWESRIE, ROX D ITHEELET,

args: ["--k8s-mode", "--log-level", "5"]

AXyr ALy FMEBBEMD 4 ST o —21ET 554813, args IZBIMOfEE LT "-
scan-thread-pool-size", "<A L v N¥>" Zf5E L £,

args: ["--k8s-mode", "--scan-thread-pool-size", "6"]

EREND T —H4 7 qpalog 7 7 A VOB EEFRT HHA L, args [TIBIMOfE & LT "-log-
filepurgecount", "<digit>" #fFEL ET, T 74/ hD "--logﬁlepurgecount", "5" {% config T
NET, log/T 4 L7 b VICIEFICBAIED gpadog 7 7 A Vind 5 Z LIZHEE L TLEEN,

ERSNDT—HA 7 qpalog 7 7 A NDEER T 7 7 A NHT-Y OV A XEEXRT DL, "-
-log-filesize", "<digit><K/M/>", "K"[ZF 2/ A b, "MIIA T A FEEK L, args IZ13"--log-
filepurgecount", "<digit>"ZBIIOMEE L THREL £, 7 7 4 /L M "-log-filesize": "10M" & "--
log-filepurgecount": "5" C. config {Z &> CEHA INE T,

args: ["--k8s-mode", "--log-filesize", "5M", "--logfilepurgecount",
"4"]

kubernetes 1 7 4 7 @ kubectlrun' 2~ REFEHLTA A=Y AFXy o Ry KA L AHX
ZAb T B HEA . args (TIBIIOME & LT "-use-kubectl" ZH5E L £§, ZOHA, B —
AT 4 7@ kubernetes HEFEAHH L TA A—Y AX ¥ UEABBLET, ZO5KEEKTD L.
A A= a7 13 'docker run' A L CEBI SN ET,

args: ["--k8s-mode", "--use-kubectl"]

TLS FRAEDR AN 2 o TW A AL, 518 docker 7 74 7 > REEBRAE, 7 T4 7 2 MR,
CAGEHEDAFIZIELET

args: ["--k8s-mode", "--tls-cacert",'"<file name of the CA certificate
that was used to sign docker server certificate>", "-tls-cert",
"<docker client certificate file name>", "--tls-key", "<docker client

private key file name>"]
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HE: 32907 7 A /LOWNT NI ENEI capem, cert.pem, keypem 72 EDT 7 4 /v NN H D
Bald, RIS o5 BaERTE X,

trh—nrlarTt X2 VT4 UL TS A—VEary T OREERE~ A7 T 556
I%. args |Z "--mask-env-variable" /X7 XA —& ZiB L £,

args: ["--k8s-mode", "--mask-env-variable"]
General Sensor DA A — AXx ¢ &N T 5513, args (T "--disableImageScan" /X7 X — X
ZBMLET,

args: ["--k8s-mode", "--disableImageScan"]

Ax X R —ERET D% A1, args T "--scanning-policy" /3T A —HX ZBMLE T, Ax ¥
VAR Y —TEHTX AMEIL, "DynamicScanningOnly", "StaticScanningOnly",
"DynamicWithStaticScanningAsFallback" T3,

args: ["--k8s-mode", "--scanning-policy", “StaticScanningOnly”]

T F A A =TT logdj DWEsHME A F v o & N T 555513, args I "--disable-log4j-
scanning" /X7 A —X ZBIIL 7,

args: ["--k8s-mode", "--disable-log4j-scanning"]
/R A A — U A% ¥ T logdj i H 2 BT 535540 1%, args |2 "--disable-log4j-static-
detection" /X7 A —X ZBIIL 7,

args: ["--k8s-mode", "--disable-log4j-static-detection"]
General Sensor DA A — TV AX v > &b 534 1%, args (2 "--optimize-image-scans" /X7 A —
2 B L ET,

args: ["--k8s-mode", "--optimize-image-scans"]
SCA A ¥ ¥ > HEREDN B D513, args |2 "--perform-sca-scan”" /X7 A — X — BT 5 Z & T,
AT FAA=TDSCAAX ¥ VEAMCTEET,

args: ["--k8s-mode", "--perform-sca-scan"]
T 74/ hTIE, SCARF ¥ L FA VT Ay - F— RTETENET, SCARAF YDA X

— 2y R T I ERAEENIL, AFX KL TTIA L BT R TCETTHILEEZEINTEE
T, E-SCARAF Y IFA L TIA Ly « BE—RTETTAHZLE2BEDLET, JavaD V7 F U =
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T e Ny = VHEOREIEL, SCARFX Y EAT T A - T— FTHEITTHEREITET LE
o IEfEZRNy r— U OTZDIZ, VE— D Maven U R U 2B LLENHL5E
MWD ET, UL, A A=V OMEFIER AT ¥ ORBEICEEL 52 5[l dH 0 £,

args: ["--k8s-mode", "--perform-sca-scan" "--disallow-internetaccess-
for-sca"]

FTI7FNVEDSCAAXF Y « A< K XA LT MEIS5H B0 T, 774V DX A
LT N, BEATRHEELLEH LWMET EEEZTEES, LT, RERavrTFA AV
AR Y T HEEIL SCAARAFX v BT T2 E TCORFMAMRT 572D, SCA AF v
AA LT U NEESCTRERLLGERH Y £,

1E: --sca-scan-timeout-in-seconds=600 /X7 A — XX, —Z7 Ly b~ AU o T OKRHEICHEHA S
nES,

args: ["--k8s-mode", "--perform-sca-scan", "--sca-scan-timeout-
inseconds=600"]

AT FAA=T D=7 Ly Ml E AT 556 1%. args [T "--perform-secretdetection" /¥
FA—HEBMLET, =7 by ML, CICD B H—L LY R RY B —TORY R
— FENTVDHZ LITEBRLTLIEE N,

args: ["--k8s-mode", “--container-runtime”, “containerd”, "-perform-
secret-detection"]

AT FTAA=VORNY =T BHEANIT D513, args (T "--performmalware-detection” /¥
TA=HEBMLET, VU =T HRE, LYARNY) 2o —TORPR— RSN TNHZ
LIZEBE LTSN,

args: ["--k8s-mode", “--registry-sensor”, "--perform-
malwaredetection"]

lresources] T . IROBEHEZRELET,

resources: limits: cpu: "0.2" # Default CPU usage limit on each node
for sensor.

7o & 21X, CPUBERZEZ 5%IZHIBRT 5I21E, resources:limits:cpu: "0.05" & FRE L 9, ZHIT L
. CPUBEARNEA N ED 15D 7O 5% I IZHIBRSNET,

J— RSO T vt v nd 5854, resources:limits:cpu fHEAFXET H &, CPU HIfE2 1 DD
aTIICORBEHENET, 2L 2E. VAT LIT4 5D CPURHY . CPU HIREAEZ KD CPU &
BD20% ICRET 525G, CPURIRE 0.8 IZERET DMENHV T, DED, 1 DDOaT DR
D 80% M EEE CPU H&ED 20% 12720 £,
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CPU fif FHHIPR %2 BN 23 511X, 'resources:limits:cpu’ 47" g VARE LD, 2 A N7 D b
L7 LT EEN,

WABEZ S U T, Container Sensor D A€ Y UV — X2 ET HIEE 1. resources THEETX ¥
9, Container Sensor D A E U FR & A F U IR OHELEE IR D LB TH,

resources:
limits:
cpu: "0.2" # Default CPU usage limit on each node for sensor
memory: "500Mi"
requests:
memory: "300Mi"

Container Sensor {Z AE Y UV —Zf (IR E 721XV 7 =& b)) OWFTIDFEE 4, args 12 "--
use-kubect!" DHEE SN TWDIHE, A A—VAF vy a7 ATV 72X e AEVH
BROM 72 HERICEA S ES, 77 4V MEZZHZ 200Mi & 700Mi T,

IHIT, env D FICIROEBERETHZ LT, —HERIEIMFOEE FEXTEXET, Z0f)
TIE, B 300Mi & 800Mi I B SN TWET,

— name: QUALYS SCANNING CONTAINER MEMORYREQUESTMB
value: "300Mi" - -

- name: QUALYS SCANNING CONTAINER MEMORYLIMITMB
value: "800Mi" - -

env T ., WOHEHAZHEELET,
Activation ID (Required) - name: ACTIVATIONID
value: XXXXXXXX-XXXX-XXXX-XXXX-XXXXXXXXXXXX
Customer ID (Required) - name: CUSTOMERID

value: XXXXXXXX-XXXX-XXXX-XXXX-XXXXXXXXXXXX

docker N7 A A=V EMFEHT DAL, POD URL #FE LET, TNLUANOEAEIE, HIBRL £
TO

- name: POD URL value: <Specify POD URL>

A¥ x> arT T OREY A LT NESBEMTHEELET, JOREEENHFE LRSS,
F 7V ME 10 5T,

- name: QUALYS SCANNING CONTAINER LAUNCH TIMEOUT value: "10"

TLS WBAEA AT DITIE, WD 24703 A b AR LET,

- name: DOCKER TLS VERIFY value: "1"
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B TLS #5024 % (2i%. DOCKER TLS VERIFY="" (22D 74 Z 4 57>, HIERT 5
2, yml 77 AL TaRA NLEEFICLET,

1 TLS #H D Docker 7—F > & DY o —BIEEZHNITH Z & T, BEREIL docker 3RFET
TAEERL TP —d docker V7 h~DT 7B R EHIRTE £,

HE: TLS #REN A )T, DOCKER _HOST MEE IV TWRWEGE, B h—dE fTanTns v
—J1— /— K@ FQDN % H#EIZHH L DOCKER _HOST & > % —NOBREZ KA <V —h— /
— R® FQDN>:<2376> IZRE L ¥, Z 2T, 2376 iL Docker 7 —F > DT 7 4 /v kD TLS TCP
A—hTT

B LLFZ2BMT % 2 & T, H% T 127.0.0.1:<port#> F 7213 localhost:<port#> |2 H 53 C
DOCKER HOST Z £/ TE£9,

iE

B

— name: DOCKER HOST

value: "<loopback IPv4 address or hostname>:<port#>"

¥: DOCKER _HOST IZF%E S 4172 FQDN, KRR M4, 72X PV 7 RLAR, KT —H— ) —
%@DWMrW<A~&%£®CNiti#7/I7k@%%k —HLTVWDHZ EEMERLTL

TLS FREE BN T AL ENH 556 1E, volumes D | D tls-cert-path D 2 A > N &R L, 7 5
ATV FAEHEDOT 4 V7 MU NRRAZIRET 50 AELREREIZOEEICLTEEET,

#- name: tls-cert-path
# hostPath:

# path: <Path of directory of client certificates>

# type: Directory

AX XY DLWV, /J—RKOAT—FRA%F v 7 LT, J—RBAT TV a—)VA[RENE 5 g
R L, /— RBAT TV a— VARG EICORAXT Yy MG LET, / — RORAT—Z AN
)= RKNRATF P a— A RA[BTHDHZ L ERLTWVWDAEARIE., T 740 D 15 5B TASx ¥
VEHRITLET, AX Y U2 ERITT RN 23 S D REE 2 BT A 12, Bl A
Xy CHRITRIMREE B CRE L ET,

- name: UNSCHEDULABLE NODE SCAN RETRY INTERVAL
value: "30"

TLS 2/ L T\ 5 35A1%. volumeMounts D FOEHZDO T D2 A v bALET . TS D
e, 2 AV RT U MLEEFICLTEBEET,

#- mountPath: /root/.docker
#name: tls-cert-path
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TaXUEIMOa A R EER L CEUICA T b AN, LELRWEASIIFOETEIZLTE
=F7,

- v — LNy 7 R O@ELE DA (Container Management Service):

#- name: qualys https proxy
# value: <proxy FQDN or Ip address>:<port#>

- ARV RBMIIERENRDZ LA RN Bot— =T g 0 1.21.0 LIEOBEE:

#- name: https_proxy
# value: <proxy FQDN or Ip address>:<port#>

volumes D T D proxy-cert-path D 2 X M EERT 57, LERWGAEITETOEEICL THEE
ﬁqo
#- : -cert-path
: “Rostpath:’ . b0
#

path: /root/cert/proxy-certificate.crt
type: File

TIT A=y aryDEBERID BLETY, Y727 VT arD7 77 4= a 1D
CHEEIDEFRHLEST, 777 4= a2 1D &V AZ~—ID #0573 511X, Container
Security UL {27 71 > L, [Configurations] > [Sensors] {ZF®E) L, [Download] 7 U v 7 LT, {&
Bov Y —2A4 7% Y v L%9, [nstallation Instructions| B DA A h—)L « o< K
Wi, 777 4= ar D ENAZ—IDBREENTWET, 7277 4 X—T =3 ID N
AUV—=RDEHbDT, ALRNTIESN,

https 7B X V& H L TWH AT, Brd—nar 7 FEHEy— N~ LlET 57200687
SEHET 7 A A0 _T O Kuberetes / — RIiZH D Z & MR L E9,

TaXvEEALTRELT., EEo#HsE 2 A M LEEFICLTWAEATE. volumeMounts
MHRDES B aAA Y MEFLTBL ZENTEET

#- mountPath: /etc/qualys/qgpa/cert/custom-ca.crt
# name: proxy-cert-path

cssensor-ds.yml 7 7 A VB ERE L7z 5 . Kubernetes ¥ A X —TRD A~ REFE{TLT
DaemonSet Z{ERk L 7,

kubectl create -f cssensor-ds.yml

Qualys Container Sensor % 7 > A A h— /LT M N H 554 1E, Kubernetes ¥ A X — TIRD =
~ U REFETLET,

kubectl delete -f cssensor-ds.yml
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B kA b L—UE, Y —h— /) — RCFETHIRT 2LERH Y £7,

KR 2 —LER (PvC) DEER
PersistentVolumeClaim (PVC) Z i L T, f8E L7oiAkfA U 2 — LN BRED A XD A k1
—VHRERTEET,

cssensor-ds_pv_pvcyml 27 A ILEEET S

LU T IE%Z @ cssensor-ds_pv_pve.yml T3, BEERDEED/-HIZ, cssensords_pv_pve.yml 7 7 A
/U1 QualysContainerSensor.tar.xz 2> H it TE £9°, yaml 7 7 A /L%
https:/github.com/Qualys/cs_sensor 2> HEEX 7V 1 — R T&EE9

BHE: yaml 7 7 A VND T 4 —/L ROBEEITHEFICEETY, 77— M@ InTns 7
=<y NEBEELTIEIN,

kind: List
apiVersion: vl items:
- kind: Namespace
apiVersion: vl
metadata:
name: qualys
- kind: PersistentVolume
apiVersion: vl
metadata:
name: qualys-sensor-pv-volume
labels:
type: local
spec:
storageClassName: manual
capacity:
storage: 5Gi
accessModes:
- ReadWriteOnce
hostPath:

path: "/mnt/data/"
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- kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: qualys-sensor-pv-claim
namespace: qualys
spec:
storageClassName: manual
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
# Service Account
- kind: ServiceAccount
apiVersion: vl
metadata:
name: qualys-service-account
namespace: qualys
# Role for read/write/delete permission to qualys namespace
- kind: Role
# if k8s version is 1.17 and earlier then change apiVersion to
"rbac.authorization.k8s.io/vlbetal"
apiVersion: rbac.authorization.k8s.io/vl
metadata:
name: qualys-reader-role
namespace: qualys
rules:
- apiGroups: ["","batch"]

resources: ["pods",'"jobs"]
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verbs: ["get", "list", "watch",'create", "delete",
"deletecollection"]

- apiGroups: [""]
resources: ["pods/status"]
verbs: ["get"]
- apiGroups: [""]
resources: ["pods/attach", "pods/exec"]
verbs: ["create"]
- kind: ClusterRole
# if k8s version is 1.17 and earlier then change apiVersion to
"rbac.authorization.k8s.io/vlbetal"
apiVersion: rbac.authorization.k8s.io/vl
metadata:
name: qualys-cluster-reader-role
rules:
- apiGroups: [""]

resources: ["nodes", "pods/status",
"replicationcontrollers/status"”, "nodes/status"]

verbs: ["get"]
- apiGroups: ["apps"]

resources: ["replicasets/status", "daemonsets/status",
"deployments/status", "statefulsets/status"]

verbs: ["get"]

- apiGroups: ["batch"]
resources: ["jobs/status", "cronjobs/status"]
verbs: ["get"]

# RoleBinding to assign permissions in qualys-reader-role to
qualysservice-account

- kind: RoleBinding
# if k8s version is 1.17 and earlier then change apiVersion to
"rbac.authorization.k8s.io/vlbetal"

apiVersion: rbac.authorization.k8s.io/vl
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metadata:
name: qualys-reader-role-rb
namespace: qualys
subjects:
- kind: ServiceAccount
name: qualys-service-account
namespace: qualys
roleRef:
kind: Role
name: qualys-reader-role
apiGroup: rbac.authorization.k8s.io
- kind: ClusterRoleBinding
# if k8s version is 1.17 and earlier then change apiVersion to
"rbac.authorization.k8s.io/vlbetal"
apiVersion: rbac.authorization.k8s.io/v1l
metadata:
name: qualys-cluster-reader-rb
subjects:
- kind: ServiceAccount
name: qualys-service-account
namespace: qualys
roleRef:
kind: ClusterRole
name: qualys-cluster-reader-role
apiGroup: rbac.authorization.k8s.io
# Qualys Container Sensor pod with
- apiVersion: apps/vl
kind: DaemonSet

metadata:
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name: qualys-container-sensor
namespace: qualys
labels:
k8s-app: qualys-cs-sensor
spec:
selector:
matchLabels:
name: qualys-container-sensor
updateStrategy:
type: RollingUpdate
template:
metadata:
labels:
name: qualys-container-sensor
spec:
#tolerations:

# this toleration is to have the daemonset runnable on
master nodes # remove it if want your masters to run sensor

pod
#- key: node-role.kubernetes.io/master
# effect: NoSchedule
serviceAccountName: qualys-service-account
containers:
- name: qualys-container-sensor

image: qualys/gcs-sensor:latest
imagePullPolicy : IfNotPresent

resources:
limits:

cpu: "0.2" # Default CPU usage limit on each node for
sensor.

args: ["--k8s-mode"]

env:
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- name: CUSTOMERID
value: __ customerId

- name: ACTIVATIONID
value: _ activationId

- name: POD_URL
value:

- name: QUALYS SCANNING CONTAINER LAUNCH TIMEOUT
value: "10" - - - -

# uncomment (and indent properly) below section if using Docker HTTP
socket with TLS

#- name: DOCKER TLS_VERIFY
# wvalue: "1"

# uncomment (and indent properly) below section if proxy is required to
connect Qualys Cloud

#- name: qualys_https proxy

# value: <proxy FQDN or Ip address>:<port#> -
name: QUALYS POD_ NAME

valueFrom:
fieldRef:
fieldPath: metadata.name
- name: QUALYS POD NAMESPACE
valueFrom:
fieldRef:

fieldPath: metadata.namespace
volumeMounts:

- mountPath: /var/run/docker.sock
name: socket-volume
readOnly: true
- mountPath: /usr/local/qualys/qgpa/data
name: persistent-volume

- mountPath: /usr/local/qualys/qpa/data/conf/agent-data
name: agent-volume
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# uncomment (and indent Eroperly) below section if proxy(with CA cert)
required to connect Qualys Cloud

#- mountPath: /etc/qualys/qgpa/cert/custom-ca.crt
# name: proxy-cert-path

# uncomment (and indent properly) below section if using Docker HTTP
socket with TLS

#- mountPath: /root/.docker
# name: tls-cert-path
securityContext:
allowPrivilegeEscalation: false
volumes:
- name: socket-volume
hostPath:
path: /var/run/docker.sock
type: Socket

- name: persistent-volume
persistentVolumeClaim:

claimName: qualys-sensor-pv-claim
- name: agent-volume
hostPath:
path: /etc/qualys
type: DirectoryOrCreate

# uncomment (and indent Eroperly) below section if proxy(with CA cert)
required to connect Qualys Cloud

#- name: proxy-cert-path

# hostPath:

# path: <proxy certificate path>
# type: File

# uncomment (and indent properly) below section if using Docker HTTP
socket with TLS

#- name: tls-cert-path

# hostPath:
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# path: <Path of directory of client certificates>
# type: Directory

hostNetwork: true

vaml 727 M ILHADINTGA—A—FZTETH

cssensor-ds_pv pveyml 77 A VEBEE LT, RO/NTA—F—DfEEHEELET, yml 7 7 A /L
MIELLEMET 2L 012, UTFToT 22 ENDOEY v a v ZHIER/Z A FLARWE I
LTL &V, yml 7 7 A /Ui https:/github.com/Qualys/cs_sensor 23 HEHEX U o — RTX 5 2

LlzEEL TSN,

- kind: PersistentVolume
apiVersion: vl
metadata:

name: qualys-sensor-pv-volume
labels:

type: local
spec:

storageClassName: manual
capacity:

storage: 5Gi
accessModes:
- ReadWriteOnce
hostPath:

path: "/mnt/data/"
- kind: PersistentVolumeClaim
apiVersion: vl
metadata:

name: qualys-sensor-pv-claim
namespace: qualys
spec:

storageClassName: manual
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi

ST, 1IGiDOPVC N S5G T TOXKERY a— A TERSNET, FE— ST b ke
R 22— L X AT DU ARNIONTIE, ZZ%227 Vw7  LTLIEEN,

ARY 2—2LDTFIZ PVC DARTZIBIML £7,

- name: persistent-volume
persistentVolumeClaim:
claimName: qualys-sensor-pv-claim
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KER FL—SDHEWEEE Y —
oY —iE, FAMEDOKBEA ML=V ERERAETICETCEET, TGS, T—XITARA b
WZIRTGF ST, B — % FEHEIZ L7z /ust/local/qualys/qpa/data 7 4 L 2 —IZERIF S IVE T,

Kt A b L—U 72 L TR —& BT 5I21E, cssensor-ds.yml 7 7 A /L&A ZEH L, args (ZiBN
DO & L T "--sensor-without-persistent-storage" % 5 & L £ 7,

args: ["--k8s-mode","--sensor-without-persistent-storage"]

0 7 & RFFT HIZ1E, [--sensor-withoutpersistent-storage | & & 1T [--enable-console-logs | 773
arEfT oL aBEOLET,

volumeMounts D FC | persistent-volume £ 7 > 2 > ZHIfR/22 A > MEL £,

volumeMounts:
- mountPath: /usr/local/qualys/qgpa/data
name: persistent-volume

volumes M F® persistent-volume = 7 + 3 > & HlR/2 A > MEL 7,

volumes:
- name: persistent-volume
hostPath:
path: /usr/local/qualys/sensor/data
type: DirectoryOrCreate
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Kubernetes T®D57'A 4 - containerd Runtime

OB varTiE B — A RA—URHAHZEEFHRELTCWE T 2T B A
— Y OIS

cssensor-containerd-ds.yml 7 71 ILEZEET S
LITFIE, 570 A2 T& % Kubernetes DaemonSet 7 7 12 A A2 b7 7L — FTY,

Qualys 2> 7 F v H—, BEHOHEEOLZDIZ, ZOT 7 L— KM
QualysContainerSensor.tar.xz CAF TX £9, yml 7 7 - /L3 https:/github.com/Qualys/cs_sensor 7>
DEEF T O — RTEHZEICTERLTIEI N,

HE yml 7 7 A VDT 4 —)V ROBEEIFIEFICEETY, 77— MIE#ESn b 7+
—v v FEAEHRERLTIIEIN,

kind: List
apiVersion: vl

items:
# Create custom namespace qualys
- kind: Namespace
apiVersion: vl
metadata:
name: qualys
# Service Account
- kind: ServiceAccount
apiVersion: vl
metadata:
name: qualys-service-account
namespace: qualys
# Role for all permission to qualys namespace
kind: Role
# if k8s version is 1.17 and earlier then change apiVersion to
"rbac.authorization.k8s.io/vlbetal"
apiVersion: rbac.authorization.k8s.io/vl

metadata:
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name: qualys-reader-role
namespace: qualys

rules:

- apiGroups: ["","batch"]
resources: ["pods",'"jobs"]

verbs: ["get", "list", "watch",'create", '"delete",
"deletecollection"]

- apiGroups: [""]
resources: ["pods/attach", "pods/exec"]
verbs: ["create"]
# ClusterRole for read permission to whole cluster
kind: ClusterRole

# if k8s version is 1.17 and earlier then change apiVersion to
"rbac.authorization.k8s.io/vlbetal"

apiVersion: rbac.authorization.k8s.io/vl
metadata:

name: qualys-cluster-reader-role
rules:
- apiGroups: [""]

resources: ["pods/exec"]

verbs: ["create"]
- apiGroups: [""]

resources: ["nodes", "pods", "pods/status",
"replicationcontrollers/status"”, "nodes/status"]

verbs: ["get"]
- apiGroups: ["apps"]

resources: ["replicasets/status", "daemonsets/status",
"deployments/status", "statefulsets/status"]

verbs: ["get"]
- apiGroups: ["batch"]
resources: ["jobs/status", "cronjobs/status"]

verbs: ["get"]
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# RoleBinding to assign permissions in qualys-reader-role to
qualysservice-account

- kind: RoleBinding
# if k8s version is 1.17 and earlier then change apiVersion to
"rbac.authorization.k8s.io/vlbetal"
apiVersion: rbac.authorization.k8s.io/vl
metadata:
name: qualys-reader-rb
namespace: qualys
subjects:
- kind: ServiceAccount
name: qualys-service-account
namespace: qualys
roleRef:
kind: Role
name: qualys-reader-role

apiGroup: rbac.authorization.k8s.io

# ClusterRoleBinding to assign permissions in qualys-cluster-
readerrole to qualys-service-account

- kind: ClusterRoleBinding
# if k8s version is 1.17 and earlier then change apiVersion to
"rbac.authorization.k8s.io/vlbetal"
apiVersion: rbac.authorization.k8s.io/v1l
metadata:
name: qualys-cluster-reader-rb
subjects:
- kind: ServiceAccount
name: qualys-service-account

namespace: qualys
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roleRef:
kind: ClusterRole
name: qualys-cluster-reader-role
apiGroup: rbac.authorization.k8s.io
# Qualys Container Sensor pod with
- apiVersion: apps/vl
kind: DaemonSet
metadata:
name: qualys-container-sensor
namespace: qualys
labels:
k8s-app: qualys-cs-sensor
spec:
selector:
matchLabels:
name: qualys-container-sensor
updateStrategy:
type: RollingUpdate
template:
metadata:
labels:
name: qualys-container-sensor
spec:
#tolerations:

# this toleration is to have the daemonset runnable on
mazter nodes # remove it if want your masters to run sensor
po

#- key: node-role.kubernetes.io/master
# effect: NoSchedule

serviceAccountName: qualys-service-account
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containers:
- name: qualys-container-sensor

image: gﬁalys/qcs—sensor:latest
imagePullPolicy IfNotPresent

resources:
limits:
cpu: "0.2"
# Default CPU usage limit on each node for sensor.

args: ["--k8s-mode", "--container-runtime", "containerd"]
env:

- name: CUSTOMERID

value: __ customerId

- name: ACTIVATIONID

value: _ activationId
- name: POD_URL

value:

- name: QUALYS SCANNING CONTAINER LAUNCH TIMEOUT

value: "10"

# uncomment (and indent properly) below section if proxy is required to
connect Qualys Cloud

#- name: qualys https proxy
# value: <proxy FQDN or Ip address>:<port#>
- name: QUALYS POD_NAME
valueFrom:
fieldRef:
fieldPath: metadata.name
- name: QUALYS POD NAMESPACE
valueFrom:
fieldRef:
fieldPath: metadata.namespace

volumeMounts:
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- mountPath: /var/run/containerd/containerd.sock
name: socket-volume

readOnly: true
- mountPath: /usr/local/qualys/gpa/data
name: persistent-volume

- mountPath: /usr/local/qualys/gpa/data/conf/agent-data
name: agent-volume

# uncomment (and indent Eroperly) below section if proxy(with CA cert)
required to connect Qualys Cloud

#- mountPath: /etc/qualys/qgpa/cert/custom-ca.crt
# name: proxy-cert-path
securityContext:
allowPrivilegeEscalation: false
volumes:
- name: socket-volume
hostPath:
path: /var/run/containerd/containerd.sock
type: Socket
- name: persistent-volume
hostPath:

path: /usr/local/qualys/sensor/data
type: DirectoryOrCreate

- name: agent-volume
hostPath:
path: /etc/qualys
type: DirectoryOrCreate

# uncomment (and indent Eroperly) below section if proxy(with CA cert)
required to connect Qualys Cloud

#- name: proxy-cert-path
# hostPath:
# path: <proxy certificate path>
# type: File
ostNetwork: true
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Qualys Container Sensor DaemonSet (%, Kubernetes API H—/N— L i#{5 9 % 72D DY) 7o He R & £F

> ServiceAccount D—# & L C 'qualys' A RTZERICT 704 T 548N H Y £9°, Role,

ClusterRole, RoleBinding, ¥ & U ClusterRoleBinding 1%, ServiceAccount |Z#4 8727 7 & AFFw] &

Y THOIEHSNET, Tqualys) BIAADRID4FITZE[HE T Qualys Container Sensor %3 C

WZFEIT LTV DAL, o4 RTZEM A5 Qualys Container Sensor % 7 > A > A h—/L L
lqualys| 44 ATZERNCHEITZICT 7 aA T HHLERH Y 7,

RDOT 7 AFFANLIETT,

get, list, watch- 7 7 A X —2(KOMEEIEE AX ¥ 95 Y V—AZELMT 5 create, delete,
deleteCollection - 'qualys' £ HiiZE[] TA A — YV OGO a2 7 F—%E L, 7 T A X —
BROKR Y REAX Yy L, ThEEEZ V=0T v 7 LET

¥&: Container Sensor |27k A b L— & containerd 7 —F > V7 v h~DFARD B L OEXA
BT VB AMERNDH D Z L BHERLTLTEE N,

yaml 27 A ILVADIRFTA—F—%FEERT S

cssensor-containerd-ds.yml 7 7 - /L% Kubernetes 7 7 A X —D~vAZ— /) — RNiZat’—L, RO
NITA—=B—DEZHRELTERE LET, yaml 7 7 A VDB IELLKERET 2 L 2129 512i%, LT
THRESNTWANRTA—=F /72 arDHZEHRLTLLESY, yml 7 7 A /U
https://github.com/Qualys/cs_sensor 2> HEHZEX 7 o m— R TEX 5 Z LITIERE LTSN

TR =2 E L CVWEYT, B —F—Fr kY bR AL — ) —RIZTT
oA B5A1E. spec O T D tolerations B > a D a X M EMRELET,

spec:

#itolerations:

# this toleration is to have the daemonset runnable on master nodes
# remove it if want 1Jgour masters to run sensor pod

#- key: node-role.kubernetes.io/master

# effect: NoSchedule

Qualys Sensor POD % E45 9 5354

yml 7 7 A NVHDLLT D a— FTE2 RO Taity MERLET, £L T,
FEFEICFL#E STV % PriorityClass fi: B{#(Z)& U7z PriorityClass,

preemptionPolicy: PreemptLowerPriority
description: Priority class for daemonset

#- kind: PriorityClass

# apiVersion: scheduling.k8s.io/vl
# metadata:

# name: qualys-priority-class

# wvalue: O

#

#

FE7o. LATICH % PriorityClass 44 & WO T, a2 A 2R L £,

#priorityClassName: qualys-priority-class

containers:
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- name: qualys-container-sensor

image: <CS Sensor image name in the private/docker hub
registry>

args: ["--k8s-mode", "--container-runtime", "containerd"]

Registry Sensor %7 7' 1A T 5551, args [EZ RO L D ITHEL £ T,

args: ["--k8s-mode","--container-runtime", "containerd", "-registry-
sensor"]

CICD o ¥ —%T77aAT25551F, ROLI ZargsflEEfEELET,

args: ["--k8s-mode","--container-runtime", "containerd", "--
cicddeployed-sensor"]

07 LoV BB T DA, args ISBAIOME & LT "-log-level", "<anumber between 0 and 5>"
EHEELET, e, PL—2ATrZZRBELZVWEAIE. ROXIITHELET,

args: ["--k8s-mode", "--container-runtime", "containerd", "--
loglevel”, "5"]

¥y ALy NMEBBEEMO 4 AT I —Z2EET 5551E, args (TBEMOfEE LT "--
scan-thread-pool-size", "<A L v FE>" Zf8E L £,

args: ["--k8s-mode", "--container-runtime", "containerd", "--
scanthread-pool-size", "6"]

R ESNDT —HA 7 qpalog 7 7 ANDEER T T 7 AN DY A & EHRT DHBEIEL, -
-log-filesize", "<digit><K/M/>", "K"ZF B 5A b "MUI AT SA B AEFEIRL ., args (T1X"--log-
filepurgecount", "<digit>"ZEMOE L L THELE T, 7 7 4/ ME "--log-filesize": "1OM" & "--
log-filepurgecount": "5" G, config {Z &> CEH INE T,

"log-filesize": 127 7 A /L ipTe ) DRI A X&EHRS HIOICHATEET, 2L 2,
"TOK" (F E /A R), "IOM! (A H A R) 0" (3 R) A2 8T

"_-log-filepurgecount": £ SINDT —HA T T T 7 A NOBEERT H-OIHEHATEET
23, log/ 7 4 L7 N VITILFIZBIFED gpadog 7 7 A W IIFIET A Z LICHEE L TS EE W,

args: ["--k8s-mode", "--container-runtime", "containerd", "--
logfilesize", "5M", "--log-filepurgecount", "4"]

o=l ar Tl EXxa T4 UL T A=V L ar T FOREERE~ A7 T 556
%, args |2 "--mask-env-variable" /X7 A — X Z B L £ T,

args: ["--k8s-mode", "--container-runtime", "containerd", "--maskenv-
variable"]
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General Sensor DA A — T AX ¥ N 5555 1X, args | "--disablelmageScan" /X7 A —#
ZBMLET,

args: ["--k8s-mode", "--container-runtime", "containerd", "-
disableImageScan"]

AFx v AR —EEET H%A X, args (2 "-scanning-policy" /N7 A —HX ZBMMLET, AF¥ ¥
VAR Y —TEHTX AMEIL. "DynamicScanningOnly", "StaticScanningOnly",
"DynamicWithStaticScanningAsFallback" T3,

args: ["--k8s-mode", "--scanning-policy", “StaticScanningOnly”]

AT FA A =TT logdj DIeFIMEAF v 2N T D561, args IZ "--disable-log4j-scanning”
INT A—=HEBMLET,

args: ["--k8s-mode", "--container-runtime", "containerd", "-disable-
log4j-scanning"]

E/FR A A — D A% ¥ T logdj HURE N 2 RN 3 255G 1%, args (T "--disable-log4j-static-
detection" /N7 A —Z ZBAII L £¥,

args: ["--k8s-mode", "--container-runtime", "containerd", "-disable-
log4j-static-detection"]

General Sensor DA A — T AX v & ii{t 9 255 1X, args | "--optimize-image-scans" /X7 A —
X EBMLET,

args: ["--k8s-mode", "--container-runtime", "containerd", "-optimize-
image-scans"]

ATFAA=TDOY—T Ly Mt E AN T 555X, args I "--perform-secretdetection” /3
TA=FEBMLET, =7 Ly ML, CICD B —& LU A R U —TDHY R
— hENTVWDZ LICTHEB LTI EEN,

args: ["--k8s-mode", "--container-runtime", "containerd", "-perform-
secret-detection"]

AT FAA=TVONANT =T RN E AT D55 1E, args |2 "--performmalware-detection” /¥
TA=FEBEMLEST, ATy THHE, VYA 2P —TOAYR—-FENTNHZ L
WICHEELTLEZEN,

args: ["--k8s-mode", "--registry-sensor", "--perform-
malwaredetection"]

HOBAEHEEZRO>EX 2T « 774 X— K « LY Z KU HTTIPS)%E AX v 7 D413,
yaml 7 7 A )V EHEH U CREEZ AT 50>, [--insecure-registry | 515 H L CREMED T =
v 7 B EATEET,

W7 &t T 5556 -yaml 7 7 A V& U CREFIZEZ 2L L, "—-insecureregistry" 5 |5 & i L &
T BRI T TAR— LV AN ca Ao TEET,
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args: ["--k8s-mode", “--container-runtime”, “containerd”, "-registry-
sensor", "--insecure-registry"]

AR L—=Y RIAN=Z2EHT L5613,
1. ROGIBEEELET

args: ["--k8s-mode", "--container-runtime", "containerd","-storage-
driver-type", "overlay"]

2. DTk aroars NafEELET,

#- mountPath: /var/lib/containerd
# name: containerd-root-dir
# readOnly: true

and

#- name: containerd-root-dir
# hostPath:
# path: /var/lib/containerd

# if root directory of containerd is different then update actual
containerd root directory path

FEBE, CSSensoriE [H—R—1LA] ZARL—Y RTIANRXN—=DHEYHR—FLTHET,
Yaml 7 7 A V& L CHABAREAEZRUT 212X, LFOFIEICHENET,

1. yaml 7 7 A L% BHE | "volumeMounts:" ##R5%E L 7,
2. T— ROBROITO T AL M AR LET,

# name: registry-cert-volume
# subPath: ca.crt
# readOnly: true

3. [FARRIC, ROITO AL FEfRERL T, 77 AV ERIFLET,

# - name: registry-cert-volume
# secret:
secretName: cert-config

ot —arrFFore VEHEEZHIRLZWEAIX, args (& [--limit-resourceusage | /37 A —
HZEBEMLTIIEES N,

args: ["--k8s-mode", "--limit-resource-usage"]

sources C, ROEHEZHELE T,

resources: limits: cpu: 0.2 # Default CPU usage limit (20% of one core
on the host)

7= & 21X, CPU A% 5% IZHIFRT 5 121X, resources:limits:cpu: "0.05" & 5%E LE T, T
LV, CPUBHENRKRA RN ED 12037 O 5% IHIBENET,
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J— RIZEEDO T vt v R3dH584A . resources:limits:cpu fEZ R ET 5 &, CPU RN 1 >0
aTIZOREHENET, 2L 21F. VAT ALIZ45D CPURHY . CPU HIRAEZ2AKD CPU &
D 20% IR ET D% G, CPUMIREZ 08 ICERET A2HNERH Y E£F, DEV, 1 DDaT7Dh
D 80% M EEF CPU F&ED 20% 12720 £,

CPU 1 FHIPR & #5023 5 121E, ‘resources:limits:cpu' 7> 3 VAR ELZY, 2 AL RT Uk
L7z LT IZENY,

MBI U C, Container Sensor D AE U U YV —RXEET H5E1L. resources TIRETE +
‘j‘o

Container Sensor D A FE Y BER L VM ZAF ¥ > DO AF Y HIROHESE IR DO LB T,

resources:
limits:
cpu: "0.2" # Default CPU usage limit on each node for sensor
memory: "500Mi"
requests:
memory: "300Mi"

SCARF¥ Yy, V=2 Lby b AXxr FFINAT 2T AFXF Yy OAEY VY —RAEHEET
L5 1%, resources TIRETE E9, B —DA A h—/LHE, [--limit-resourceusage] 513K
EHHATH L EBEIOLET,

Container Sensor D AE V EROHELIE L, EiLD ATy XA TOAEVHIBITKDOLEED T
ﬁ‘o

resources:
limits:
cpu: "0.2" # Default CPU usage limit on each node for sensor
memory: "3.5Gi"
requests:
memory: "1.5Gi"

B HIE: FEOHEREE T, A A= A X 15GBIZESWTWETN, A A—JH A X
NEFNLYREWGAEIL., TS CTAEVHIBEHECL TSI,

Container Sensor [Z A E U U ¥V —AE(HIR E 721X ER)OWNT PR ES N TV DIEHE, AT
FOREAEVHIROFITNA A=V AX a7 HICABICEHSNET, 7740 M
ZFHZEN 200Mi & 700Mi T,

IHIZ, env D FIZIROERERETHZ LT, —HFERIIWMFOMELE EEETExET, Z0f)
TIE, B2 300Mi & 800Mi ICE B I N TWET,

— name: QUALYS SCANNING CONTAINER MEMORYREQUESTMB
value: "300Mi'™ - -
- name: QUALYS SCANNING CONTAINER MEMORYLIMITMB
value: "800Mi"™— - -

env C , ROEHEHEELET,
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Activation ID (Required)
- name: ACTIVATIONID
value: XXXXXXXX-XXXX-XXXX-XXXX-XXXXXXXXXXXX

Customer ID (Required)
- name: CUSTOMERID
value: XXXXXXXX-XXXX-XXXX-XXXX-XXXXXXXXXXXX

docker N7 A A=V EAMHT H551L, POD_URL 2457 E L £7, £NLSOEAIE, HIBRL £
j‘o

name: POD URL value: <Specify POD URL>

Ax ¥ aryT I OEEBZ A LT 7 NESBEMTIEELET, ZOBRESENEELRVEA.
T 7 4V ME 1045 7TT,

name: QUALYS SCANNING CONTAINER LAUNCH TIMEOUT value: "10"

AXx DN, /—FDAT—FRA%2F v 7 LT, /J— RKRAT T 2—/LA[RENE S 1k
ERL, /= FRBAT Y 2 — VARG RICOHRAX Y U EFMLET, /— FROAT—Z AN
)= FRNAT 2=V RAETHDZ LR L TWAERIE. T 74/ D 15 5B TAF v
CEERTLET, AX v U 2ERITT AN o — 0 D R 2 BT 51T, Bl
X v U HARAITHREE SR CHRELET,

name: UNSCHEDULABLE NODE SCAN RETRY INTERVAL value: "30"

TR IAERO T AL N EMER L CTEUNCA T h T A, BERWERIZIFOEEICLTE
xFET,

- By =Ny 7 R OEE OS54 (Container Management Service):
#- name: qualys https_proxy
# value: <proxy FQDN or Ip address>:<port#>
- BBV ARVIER SRS LT A R Bt — =T 5 2 1.21.0 BBEOSES:
#- name: https_proxy

# value: <proxy FQDN or Ip address>:<port#>

volumes @ ¥ @ proxy-cert-path D = X > M T 57, LELVWGHITEOEXICLTEBEE
R

#- name: proxy-cert-path
# hostPaiPi.h:xY P
#

path: /root/cert/proxy-certificate.crt
type: File
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TIT4X=varyID EBEKRIDPRETY, Y 7RIV T arD7 77 4= ar 1D
CHEIDEHHLES, 777 4= a2 ID & AZ~—1ID ZH4T 5121, Container
Security UL {27 77 > L, [Configurations] > [Sensors] {Zf#) L, [Download] #7 UV v 7 LT, {&
Bov oY —2AT%7 ) v LET, [lnstallation Instructions] EEH DA A h—/L « a< K
WX, 7277 4X—=va v IDENARZ—IDREFENTNET, 7277 4= 3 IDIFAN

AU—=RDE I bDT, HLRNTIIZEN,

https 7BV EHEH L TV AEEIE, By —RNar 7 HEHEP— = LBET -0 DF R
SERHE T 7 A L3 X T O Kubernetes / — RIZH 5D Z & 2R LET,

Tax EFEALTRELT. ERROEHSE A P LEEFICLTWAEEIX. volumeMounts 7>
LIROET b A L MAFLTRBLZENTEET ,

#- mountPath: /etc/qualys/qgpa/cert/custom-ca.crt
name: proxy-cert-path

Container Sensor DaemonSet 7 JA A 3%

cssensor-containerd-ds.yml 7 7 A /LA 288 L7 5 | Kubemetes v A¥ —TROD A~ REFATL
C DaemonSet # 1ER% L £ 7,

kubectl create -f cssensor-containerd-ds.yml

Container Sensor DaemonSet Z HlI&9 5 5%

Qualys Container Sensor % 7 A > A b —/LF 5 1Z1%, Kubernetes ¥ A ¥ —TIRD 2~ FN&FE[T
l./ \i TO

kubectl delete -f cssensor-containerd-ds.yml

B kA L=k, Y —H— /) — R CFHBTHIRT O2LERH Y £7,

A#ER FL—D D VEBIE Y —
You can run the sensor without using persistent storage on host. In this case data is not stored on host but &
W —% JLHEIZ L C Just/local/qualys/qpa/data 7 4 VX ITARIF S VE T,

KA N L—U 7 LT —&EEI T 51TIE, cssensor-containerd-ds.yml 7 7 A /LA H L |
args |ZIBANOfE & L T "--sensor-without-persistent-storage" % f57& L £,

args: ["--k8s-mode", "--container-runtime", '"containerd", "-sensor-
without-persistent-storage"]

1 7 & RFFT HIZIE, [--sensor-withoutpersistent-storage | & & $ 1T [--enable-console-logs | A7
avEERTAZ 2RO LET,
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volumeMounts @ F T . persistent-volume = 7 > a > & HlR/ 2 A > ME L ET,

volumeMounts: - mountPath: /usr/local/qualys/gpa/data name:
persistent-volume

volumes D T @ persistent-volume = 7 > a > ZHlkr/=2 A > MEL E T,

volumes: - name: persistent-volume
hostPath:
path: /usr/local/qualys/sensor/data
type: DirectoryOrCreate

CACD oY —DE—5y b A —VIZ8 T EFITBHE

CICD A A —|T qualys_scan_target:<tag> T 7 ZfJ 1T CAF¥ ¥ HIZ~—2 T 5HIZI1%. nerdcetl
Y — L EFEH L ET, qualys scan target:<anytag> TA A — % X ZAHF T 511X, <image-
repo:tag> Z M L £ 77,

nerdctl -n k8s.io tag <image-repo:tag> qualys scan_target:<anytag>
=S

./nerdctl -n k8s.io tag docker.io/library/known:latest
qualys _scan_target:known

H:

- nerdetl XA F VL, AR N ETHEHTRETHLVLEND D £5,

- B—F Y M A—UT, k8s.io F— b AR— AZDINERT HSLERH Y E1,
Kubernetes T®D5 704 - CRI-O Runtime

E: OpenShift {Z CRI-O 7 > % A AW b 555618, Kubernetes TDOFT 7’12 A -CRI-O 7 ¥ A L%
fi H L 72 OpenShift DFE/RIZHES TS TZE W,

OB arTIE, B — A A—TURBHDL I EEFIRELCVWET I TS B A A
— YOI

HE:CRI-O 7 U # A LiE, — K (EFA MNP —L VLU B —THR— SR THE
T, EJVKRCIUCD oW —TClk¥HAR—hr S THEREA,

cssensor-crio-ds.yml 77 ILEEEHT S

LRI, 77 v A2 T& % Kubernetes DaemonSet 7 7' 124 A2 T 7 L— K TY,

Qualys 27—, BEROBEDOZDIZ, ZOT 7 L—MNE
QualysContainerSensor.tar.xz CAFTEZ £ T, yml 7 7 A /L1 https:/github.com/Qualys/cs_sensor 7)>
LEMSA U u— RTE L LigERLTIEEN
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BE: yml 77 AL DT 4 —/)L FOBREIIIEFICEETT, T 7 L— bMIEE#HsnTnsb 7+
—vy FEERELTIZS,

kind: List
apiVersion: vl
items:
# Create custom namespace qualys
- kind: Namespace
apiVersion: vl
metadata:
name: qualys
# Service Account
- kind: ServiceAccount
apiVersion: vl
metadata:
name: qualys-service-account
namespace: qualys
# Role for all permission to qualys namespace
- kind: Role
# if k8s version is 1.17 and earlier then change apiVersion to
"rbac.authorization.k8s.io/vlbetal"
apiVersion: rbac.authorization.k8s.io/v1l
metadata:
name: qualys-reader-role
namespace: qualys
rules:
- apiGroups: [""]
resources: ["pods"]
verbs: ["create", "delete", "deletecollection"]

- apiGroups: ["batch"]
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resources: ["jobs"]
verbs: ["get","create", "delete", "deletecollection"]
- apiGroups: [""]
resources: ["pods/attach"]
verbs: ["create"]
# ClusterRole for read permission to whole cluster
kind: ClusterRole
# if k8s version is 1.17 and earlier then change apiVersion to
"rbac.authorization.k8s.io/vlbetal"
apiVersion: rbac.authorization.k8s.io/v1l
metadata:
name: qualys-cluster-reader-role
rules:
- apiGroups: [""]
resources: ["nodes", "pods/status",
"replicationcontrollers/status"”, "nodes/status"]
verbs: ["get"]
- apiGroups: [""]
resources: ["pods"]
verbs: ["get","list","watch"]
- apiGroups: [""]
resources: ["pods/exec"]
verbs: ["create"]
- apiGroups: ["apps"]

resources: ["replicasets/status", "daemonsets/status",
"deployments/status", "statefulsets/status"]

verbs: ["get"]
- apiGroups: ["batch"]
resources: ["jobs/status", "cronjobs/status"]

verbs: ["get"]
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# RoleBinding to assign permissions in qualys-reader-role to
qualysservice-account

- kind: RoleBinding
# if k8s version is 1.17 and earlier then change apiVersion to
"rbac.authorization.k8s.io/vlbetal"
apiVersion: rbac.authorization.k8s.io/vl
metadata:
name: qualys-reader-rb
namespace: qualys
subjects: - kind: ServiceAccount
name: qualys-service-account
namespace: qualys
roleRef:
kind: Role
name: qualys-reader-role

apiGroup: rbac.authorization.k8s.io

# ClusterRoleBinding to assign permissions in qualys-cluster-
readerrole to qualys-service-account

- kind: ClusterRoleBinding
# if k8s version is 1.17 and earlier then change apiVersion to
"rbac.authorization.k8s.io/vlbetal"
apiVersion: rbac.authorization.k8s.io/vl
metadata:
name: qualys-cluster-reader-rb
subjects:
- kind: ServiceAccount
name: qualys-service-account
namespace: qualys

roleRef:
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kind: ClusterRole
name: qualys-cluster-reader-role
apiGroup: rbac.authorization.k8s.io
# Qualys Container Sensor pod with
- apiVersion: apps/vl
kind: DaemonSet
metadata:
name: qualys-container-sensor
namespace: qualys
labels:
k8s-app: qualys-cs-sensor
spec:
selector:
matchLabels:
name: qualys-container-sensor
updateStrategy:
type: RollingUpdate
template:
metadata:
labels:
name: qualys-container-sensor
spec:
#tolerations:

# this toleration is to have the daemonset runnable on
master nodes

# remove it if want your masters to run sensor pod
#- key: node-role.kubernetes.io/master
# effect: NoSchedule

. serviceAccountName: qualys-service-account
containers:
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- name: qualys-container-sensor

image: qualys/gcs-sensor:latest
imagePullPolicy : IfNotPresent

resources:
limits:

cpu: "0.2" # Default CPU usage limit on each node for
sensor.

args: ["--k8s-mode", "--container-runtime", "cri-o"]
env:

- name: CUSTOMERID
value: __ customerId

- name: ACTIVATIONID
value: _ activationId

- name: POD_URL
value:

- name: QUALYS SCANNING CONTAINER LAUNCH TIMEOUT
value: "10" - - - -

# uncomment (and indent properly) below section if proxy is required to
connect Qualys Cloud

#- name: qualys https proxy

# value: <proxy FQDN or Ip address>:<port#>
- name: QUALYS_POD_NAME

valueFrom:
fieldRef:
fieldPath: metadata.name
- name: QUALYS POD NAMESPACE
valueFrom:
fieldRef:

fieldPath: metadata.namespace
volumeMounts:

- mountPath: /var/run/crio/crio.sock
name: socket-volume

readOnly: true
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- mountPath: /usr/local/qualys/gpa/data
name: persistent-volume

- mountPath: /usr/local/qualys/gpa/data/conf/agent-data
name: agent-volume

# uncomment (and indent Eroperly) below section if proxy(with CA cert)
required to connect Qualys Cloud

#- mountPath: /etc/qualys/qgpa/cert/custom-ca.crt
# name: proxy-cert-path

securityContext:

privileged: true
volumes:

- name: socket-volume
hostPath:
path: /var/run/crio/crio.sock

type: Socket

- name: persistent-volume

hostPath:

path: /usr/local/qualys/sensor/data
type: DirectoryOrCreate

- name: agent-volume
hostPath:
path: /etc/qualys
type: DirectoryOrCreate

# uncomment (and indent Eroperly) below section if proxy(with CA cert)
required to connect Qualys Cloud

#- name: proxy-cert-path

# hostPath:

# path: <proxy certificate path>
# type: File

hostNetwork: true

Qualys Container Sensor DaemonSet |%, Kubernetes API H—/N— L 3@{5 3 % 7= 0 O Ul 7o HEFR % FF
> ServiceAccount D — & L C 'qualys' 4 RTZEMICT 7’0 A T 548N H Y £9°, Role,
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ClusterRole, RoleBinding, ¥ XU ClusterRoleBinding /. ServiceAccount |Z#M B2 T 7 & A3 A %

FO Y THOIEHSET, Tqualys) BIAADRBIDOLFITZEH T Qualys Container Sensor %3~ C

WCEIT LTV A AT, tho4aiZEM 2> 5 Qualys Container Sensor 7 > A h—/L L,
lqualys] 4 BTZERNCETZICT 7 aA T H0ERH Y £9°,

RDOT 72 AFFAINLETY,

get, list, watch- 7 7 A% —2KOHegstEE Ax ¥ 325 Y V— AL BT 5 create, delete,
deleteCollection - 'qualys' £ HfZZ[H] TA A — Y OMaggtErHMiH O a7 F—%2Ek L, 7 T AZ —
BEROKRYy NeAFxF vy L, ZhAKE V=07 v 7 LET

#E: Container Sensor |2 K& A L — & crico T —F L V7w hADFHHRRD BIONEXIALT 7
TRAMENRH D L EHERLET,

yaml 27 A ILADNRSGA—F—%FET S

cssensor-crio-ds.ym 7 7 A /L% Kubernetes 7 7 A X —D~vAZ— /— RIZabt—L, IRO/ST A
— X —DEZBELTERELET, yaml 7 7 A AW IELLSHERET D L 91T HICiX, LT THRE
SNTWAHBNRTIRA=H 7 arORHETHF LTI, yml 7 7 A /Vi%
https:/github.com/Qualys/cs_sensor N HEHEX 7o m— RTE L Z LIZERELTIZEWN

I TE— =2 ME L TWES, AR X 512, CRIOIT—# (RA M Br¥—L&
LYARY 2o —THR—FENTWET, EALRCUCD B —TlEHR—FrENTWE
A,

oY —F—Frty hEYAY— /) —RIZT7aA T 55451L. spec ® T tolerations & 7 ¥
arDaARry MEMERLET,

spec:

#itolerations:

# this toleration is to have the daemonset runnable on master nodes
# remove it if want ugour masters to run sensor pod

#- key: node-role.kubernetes.io/master

# effect: NoSchedule

Qualys Sensor POD % E45 9 5354

yml 7 7 A AVHNDOLTFDa— RT2 Ao Ta Ay MERLES, ZL T,
FEEAIZ F0H & TV D PriorityClass fiE: 2412t U 72 PriorityClass,

#- kind: PriorityClass

# apiVersion: scheduling.k8s.io/vl
# metadata:

# name: qualys-priority-class

# wvalue: O

#

#

preemptionPolicy: PreemptLowerPriority
description: Priority class for daemonset

F7o, WIZART L 9T PriorityClass 4 & 27T, 2 AL M &MERLET,

#priorityClassName: qualys-priority-class
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containers:
- name: qualys-container-sensor
image: qualys/gcs-sensor:latest
imagePullPolicy: IfNotPresent

args: ["--k8s-mode", "--container-runtime", "cri-o"]

Registry Sensor &7 7' 0 A T 25518, args fHZ RO L S ITHEL ET,

args: ["--k8s-mode","--container-runtime", "cri-o", "--
registrysensor"]

07 LoV EEET H5A1E, args ISIBINOfE & LT "-log-level", "<a number between 0 and 5>"
ERRELET, 22X, PL—ATrZ AR LIZWGAIR. RO ICHEELET,

ﬁggf: ["--k8s-mode", "--container-runtime", "cri-o", "--loglevel",
A¥xr ALy RMEBBEEMO 4 DA CTE U — %2 EET H551%, args (TEMOfEE LT "
scan-thread-pool-size", "<A L v R¥>" ZE L £7,

args: ["--k8s-mode", "--container-runtime", "cri-o", "--scanthread-

pool-size", "6"]
ERENDT —A4 7 qpalog 7 7 A NDEER T 77 A NBTD OV A XAEERT HLEIE. -
-log-filesize", "<digit><K/M/>", "K"[ZF = /3A b, "MIIA T A FEEK L, args 1213 "--log-

filepurgecount", "<digit>"ZBIOEE L THRELE T, 7 7 4 /L M "-log-filesize": "10M" & "--
log-filepurgecount": "5" C. config {Z &> CEHA INE T,

"--log-filesize": B 77 7 A NS ) DR KV A A ERT DO TEET, &2
"IOK" (FF 12 3 R, "IOM" (A H3A ), "0 (XA b)) A ETT,

"_log-filepurgecount: 2L SNDT —HA T T 7 A NDOEEERT HT-OIFEHTEET
N, log/ T4 L7 b UICIEHICHAED gpalog 7 7 A VBFET D Z LICHEE L TLLEEN,

args: ["--k8s-mode", "--container-runtime", "cri-o", "--logfilesize",
"5M", "--log-filepurgecount", "4"]

oY —nrlaryr vxa VT4 UL TA A=V L ar T T OREERE~ A7 T 558
I%., args |Z "--mask-env-variable" /X7 A — & Z B L £7,

args: ["--k8s-mode", "--container-runtime", "cri-o", "--mask-
envvariable"]

General Sensor DA A — T AX ¥ > 2T 541X, args | "--disablelmageScan" /37 A —#
ZEMLET,
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"

args: ["--k8s-mode", "--container-runtime", "cri-o", "-
disableImageScan"]

AT FA A =TT logdj DIeFIMEAF v 2N T 5561, args IZ "--disable-log4j-scanning”
INT A—=HEBMLET,

args: ["--k8s-mode", "--container-runtime", "cri-o", "--disablelog4j-
scanning"]

General Sensor DA A —Y A% x U Z il L72WIGA 1L, args I [--optimize-image-scans| /N7
A—=ZEBEMLTIIZIN,

args: ["--k8s-mode", "--container-runtime", "cri-o", "--optimizeimage-
scans"]

AT A A=Y OU—2 Ly MEHEANICT 55E13, args (2 "--perform-secretdetection” /<
TA=FEBMLET, =27 Ly MRIHIE, CICD B =L LY A R £ —TOLIR
—hFENTVD ZEITERELTLESNY,

args: ["--k8s-mode", "--container-runtime", “containerd”, "-perform-
secret-detection"]

AUTFTAA—TONANY =T RHEANCT D54 1L, args |2 "--performmalware-detection” /<
FA=HEBMLET, vV U=2THREIZ VIARN) 2o —TOHAYFR—FINTNDHI L
WCHEBE LT,

args: ["--k8s-mode", "--registry-sensor", "--perform-
malwaredetection"]

ot —ar T FoAEVEHEEHIRLZWIGATX, args (& [--limit-resourceusage | /X7 A —
HEBAILTLIEEW,

args: ["--k8s-mode", "--limit-resource-usage"] [resources] T ., WKOWHHAEZEEL T,

resources:
limits:
cpu: "0.2" # Default CPU usage limit on each node for sensor.

7= & 21, CPU M=% 5% IZHIFR T 5 121X, resources:limits:cpu: "0.05" L 5%E LET, Al
LV, CPUBEHENKRA RN ED 120370 5% IZHIBENET,

J— RO 7 vt v nd 554, resources:limits:cpu L& 7% ET 5 &, CPU RN 1 D
aTICORBEHENET, 2L 21F. VAT ALIZ45D CPURHY . CPUHIRAEL2AKD CPU %
BOD 20% IZRET D56, CPURIRZ 08 IZKET HMERHY T, DFEV, 1 2OaT7 DA
D 80% M EFEF CPU H&ED 20% 12720 £,

CPU i FHIPR & ME5h12 3 5 121E, ‘resources:limits:cpu’' 47> 3 Y AfREE LY, 2 AL T U b
L7 L7anTLIZENY,
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WABEZ S U T, Container Sensor D A€ Y U YV — X2 ET HEE13. resources THEETX ¥
9, Container Sensor D A€V H3R & A U FHIROHELIEIIR D L B0 T,

resources:
limits:
cpu: "0.2" # Default CPU usage limit on each node for sensor
memory: "500Mi"
requests:
memory: "300Mi"

SCAAF Yy, 7Ly hAXyr, FHE~YATT AFXF Y DATY U —RAEHRET
L%, resources THRETE X T, B —DA A h—/LHiiL, T--limit-resourceusage] 1%L
BT EBEID LET,

Container Sensor D A E V BROHELEE L | FEDOAF vy A TDOAEVHIBIIROLEBY T
T

resources:
limits:

cpu: "0.2" # Default CPU usage limit on each node for sensor
memory: "3.5Gi"

requests:

memory: "1.5Gi"

o BEFEHE: FEOHERFIE L, WA A =TV A X 15GBIZESWTWVWET R, £ A—THP A4 X
NZENLDREWEAIT. ZRICE L TAE VHIRZHEPL TS FEV,

Container Sensor {Z A E U U YV — Z2EHIR E 721X ER)OWNT D E SN TV DA, A€
TR EATVHIROWITNA A=V AFyrraryTHcHBMCEHESNE T, 7740 M
FEI200Mi & 700Mi T,

SIHIZ, env D FIZIROEREBESTHZ LT, —HFERITMFOMEEZ EEXTEXET, ZOf)
TIZ. B2 300Mi & 800Mi IZZEHE S TWET,

name: QUALYS SCANNING CONTAINER MEMORYREQUESTMB
value: "300MI" - -

- name: QUALYS SCANNING CONTAINER MEMORYLIMITMB
value: "800Mi"— - -

env C ., ROEEHEZRHELET,

Activation ID (Required)

- name: ACTIVATIONID

value: XXXXXXXX-XXXX-XXXX-XXXX-XXXXXXXXXXXX
Customer ID (Required)

name: CUSTOMERID

value: XXXXXXXX-XXXX-XXXX-XXXX-XXXXXXXXXXXX

docker N7 A A—TEMHT H5E1E, POD_URL #4587 L £7, ZNLSOEEIT, HIBRL £
‘j‘o
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- name: POD_URL
value: <Specify POD URL>

AX ¥ AT T ORI A LT U MESETIRELET, JORRBEEEPHFAELRVEE,
T 74 ME10 53 TT,

- name: QUALYS SCANNING CONTAINER LAUNCH TIMEOUT value: "10"

AX X DN, /= ROART—HRA%F v/ LT, J—RBRAFZ Y 2—)Va[REnE 5k
R L, /J— RBRAT P a— VARG EICOARAXF Y EHBLET, / — RORXAT—X AN
)= RNAT Y 2a— NV ARAETHDLZEERLTWAEAIE. T 74/ D 15 MR TAF ¥
VEBRITLET, AF¥ o AERITT AN o — 0 T B R A2 BT 51T, Bl &
X v oERITHEIRE B TRELET,

- name: UNSCHEDULABLE NODE SCAN RETRY INTERVAL value: "30"

TuXUERO A N EMER L TEUNCA T b 50, BRERWESIFEOEEICLTE
EXES

- kU= Ny s FREOBE DY (Container Management Service):

#- name: qualys https proxy
# value: <proxy FQDN or Ip address>:<port#>

ALY ARMVIERENS LA NY Buo— "= 3 0 1.21.0 IBEOBEA:

#- name: https_proxy
# value: <proxy FQDN or Ip address>:<port#>

volumes @ T @ proxy-cert-path D = X > N ZfEERT 57>, LBELRVWGEITEOEFICL TEHBEE
R

#Qualys Cloud Platform \ZEEFRT A7 rXy (CcA iEHAEMNZ) BNXERGEE.
LUTovrvaroats R (BIOEUICA T b)) LET

#- name: proxy-cert-path

# hostPath:
# path: <proxy certificate path>
# type: File

TIT4N—=varIDEBERID NULETT, Yy TRA7 VT a D777 4~— a3 1D
CHEEDEHFEHLEST, 777 4= a3y ID &I AZ~—ID ZHf59 5121, Container

Security UI (27 2 > L, [Configurations] > [Sensors] (2 L, [Download] 27 UV v~ LT,
B oY —2A4T7% 27V v LET, [lnstallation Instructions| BEEHDA A h—)b » < K
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Wi, 777 4= a3 IDEHAEZ—IDRNEGEENTWET, 77T 4X—2 3 IDIEN
AT—=RDEHI7b DT, HELRNTLEIN,

https 7R X L EHEH L TWAEHEIT, B —nar 7 FEHEYy—N"—LlBETL00F%%
SEBHE T 7 A L9 _T O Kubernetes / — RIiZH 5D Z & 2R L £,

TaXx A FEHLTELT. RO EI AL FLIEEEICL TWAEAIE. volumeMounts 7>
HBIROF LI A L MHIFLTEBLZERTEET ,

#- mountPath: /etc/qua]iKs/qpa/cert/custom—ca .crt
name: proxy-cert-pa

Container Sensor DaemonSet 5 J A4 § 3 K%

cssensor-crio-ds.yml 7 7 A WEEE L7z H | Kubernetes v A ¥ —TRDa~v L REZFETLT
DaemonSet = ER L £ 7,

kubectl create -f cssensor-crio-ds.yml

Container Sensor DaemonSet Z B9 5 5%

Qualys Container Sensor % 7 > A A h—/L 3 5|Z1X, Kubernetes ¥ A ¥ —TIRD 2~ N&FET
l./\i j—o

kubectl delete -f cssensor-crio-ds.yml

E: kAL =%, £V —0— /) — R CTFEHCTHIRT 24BN H D £,

KEER L= WERIE Y —
Tt —iE, AN EOKEA L=V EEHETICETCEET, ZOHRG. T—FIEARA R
RIS NT, o — % FEHEIZ L7z /ust/local/qualys/qpa/data 7 4 VX —I RIS NVE T,

KA ML —U R LT —%lLE 5 121%, cssensor-crio-ds.yml 7 7 A /LA L args IZ
BANOAE & LT "--sensor-without-persistent-storage" % 5§/ & L £,

args: ["--k8s-mode", "--container-runtime", "cri-o", "--sensorwithout-
persistent-storage"]

0 7 ZRFFT HI21X, [--sensor-withoutpersistent-storage | & & 1T [--enable-console-logs | 773
araifTsZ B0 LET,

volumeMounts @ F T . persistent-volume = 7 > a > & HlR/a A > ME L E7,

volumeMounts: - mountPath: /usr/local/qualys/gpa/data name:
persistent-volume
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volumes D T persistent-volume =7 + = &I/ 2 A > MEL £,

volumes:
- name: persistent-volume
hostPath:
path: /usr/local/qualys/sensor/data
type: DirectoryOrCreate
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Kubernetes TO5 7’04 - OpenShift & CRI-O Runtime
IOk arTIER B — A AU RHL I EEHHRE L TCVWET 2T B — A
A=Y DG

BE:CRIO 72 A LF, — AN B Y=LV IPAMY B —THR—-FSNTNE
7, EJVRCUCD B —TiEHAR— I THERA,

cssensor-openshift-crio-ds.yml 7 71 ILEZEET 5

LTI, 57 a A2 T& % Kubernetes DaemonSet 7 7 12 A A2 h 7 7 L— hTY,

Qualys &> 7 ¥ —, BEROMEEDIZOIZ, ZOT 7L — i
QualysContainerSensor.tar.xz CAFTEZ E 3, yml 7 7 A /L1 https:/github.com/Qualys/cs_sensor 7)>
LEHEF U n— FTE5ZLICERELTIEE N,

HIE yml 7 7 A VDT 4 — )V ROBLEIIFEFICEE T, 707 b— MIE#Ech b 7+
—v v FEEELTIEIN,

kind: List
apiVersion: vl
items:
# Create custom namespace qualys
- kind: Namespace
apiVersion: vl
metadata:
name: qualys
# Service Account
- kind: ServiceAccount
apiVersion: vl
metadata:
name: qualys-service-account
namespace: qualys
# Role for all permission to qualys namespace
- kind: Role
# if k8s version is 1.17 and earlier then change apiVersion to

"rbac.authorization.k8s.io/vlbetal"
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apiVersion: rbac.authorization.k8s.io/vl
metadata:
name: qualys-reader-role
namespace: qualys
rules:
- apiGroups: [""]
resources: ["pods"]
verbs: ["create", "delete", "deletecollection"]
- apiGroups: ["batch"]
resources: ["jobs"]
verbs: ["get",'"create", "delete", "deletecollection"]
- apiGroups: [""]
resources: ["pods/attach"]
verbs: ["create"]
# ClusterRole for read permission to whole cluster
- kind: ClusterRole
# if k8s version is 1.17 and earlier then change apiVersion to
"rbac.authorization.k8s.io/vlbetal"
apiVersion: rbac.authorization.k8s.io/vl
metadata:
name: qualys-cluster-reader-role
rules:
- apiGroups: [""]

resources: ["nodes", "pods/status",
"replicationcontrollers/status"”, "nodes/status"]

verbs: ["get"]
- apiGroups: [""]
resources: ["pods"]
verbs: ["get","list","watch"]

- apiGroups: [""]
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resources: ["pods/exec"]
verbs: ["create"]
- apiGroups: ["apps"]

resources: ["replicasets/status", "daemonsets/status",
"deployments/status", "statefulsets/status"]

verbs: ["get"]

- apiGroups: ["batch"]
resources: ["jobs/status", "cronjobs/status"]
verbs: ["get"]

# RoleBinding to assign permissions in qualys-reader-role to
qualysservice-account

- kind: RoleBinding
# if k8s version is 1.17 and earlier then change apiVersion to
"rbac.authorization.k8s.io/vlbetal"
apiVersion: rbac.authorization.k8s.io/v1l
metadata:
name: qualys-reader-rb
namespace: qualys
subjects:
- kind: ServiceAccount
name: qualys-service-account
namespace: qualys
roleRef:
kind: Role
name: qualys-reader-role
apiGroup: rbac.authorization.k8s.io

# ClusterRoleBinding to assign permissions in qualys-cluster-
readerrole to qualys-service-account

- kind: ClusterRoleBinding

# if k8s version is 1.17 and earlier then change apiVersion to
"rbac.authorization.k8s.io/vlbetal"

apiVersion: rbac.authorization.k8s.io/vl

121



Qualys Container Security Sensor Deployment Guide

metadata:
name: qualys-cluster-reader-rb
subjects:
- kind: ServiceAccount
name: qualys-service-account
namespace: qualys
roleRef:
kind: ClusterRole
name: qualys-cluster-reader-role
apiGroup: rbac.authorization.k8s.io
- kind: SecurityContextConstraints
apiVersion: security.openshift.io/vl
metadata:
name: scc-qualys-sensor
allowHostDirVolumePlugin: true
allowHostNetwork: true
allowHostIPC: false
allowHostPID: false
allowHostPorts: false
allowPrivilegedContainer: false
readOnlyRootFilesystem: false
runAsUser:
type: RunAsAny
seLinuxContext:
type: RunAsAny
users:
- system:serviceaccount:qualys:qualys-service-account
# Qualys Container Sensor pod with

- apiVersion: apps/vl
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kind: DaemonSet
metadata:
name: qualys-container-sensor
namespace: qualys
labels:
k8s-app: qualys-cs-sensor
spec:
selector:
matchLabels:
name: qualys-container-sensor

updateStrategy:

type: RollingUpdate
template:
metadata:
labels:
name: qualys-container-sensor
spec:
#tolerations:

# this toleration is to have the daemonset runnable on
master nodes

# remove it if want your masters to run sensor pod
#- key: node-role.kubernetes.io/master
# effect: NoSchedule

serviceAccountName: qualys-service-account
containers:

- name: qualys-container-sensor

image: qualys/gcs-sensor:latest b
imagePullPolicy : IfNotPresent

resources:

limits:
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cpu: "0.2" # Default CPU usage limit on each node for
sensor.

args: ["--k8s-mode", "--container-runtime", "cri-o"]
env:

- name: CUSTOMERID
value: __ customerId

- name: ACTIVATIONID
value: _ activationld

- name: POD_URL
value:

- name: QUALYS SCANNING CONTAINER LAUNCH TIMEOUT
value: "10" - - - -

# uncomment (and indent properly) below section if proxy is required to
connect Qualys Cloud

#- name: qualys https_proxy

# value: <proxy FQDN or Ip address>:<port#>
- name: QUALYS POD NAME

valueFrom:
fieldRef:
fieldPath:
metadata.name
- name: QUALYS POD NAMESPACE
valueFrom:
fieldRef:

fieldPath: metadata.namespace
volumeMounts:

- mountPath: /var/run/crio/crio.sock
name: socket-volume
readOnly: true

- mountPath: /usr/local/qualys/qgpa/data
name: persistent-volume

- mountPath: /usr/local/qualys/qpa/data/conf/agent-data
name: agent-volume

# uncomment (and indent Eroperly) below section if proxy(with CA cert)
required to connect Qualys Cloud
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#- mountPath: /etc/qualys/gpa/cert/custom-ca.crt
# name: proxy-cert-path

securityContext:
allowPrivilegeEscalation: false
volumes:
- name: socket-volume
hostPath:
path: /var/run/crio/crio.sock
type: Socket
- name: persistent-volume
hostPath:

path: /usr/local/qualys/sensor/data
type: DirectoryOrCreate

- name: agent-volume
hostPath:
path: /etc/qualys
type: DirectoryOrCreate

# uncomment (and indent properly) below section if proxy(with CA cert)
required to connect Qualys Cloud

#- name: proxy-cert-path

# hostPath:

# path: <proxy certificate path>
# type: File

hostNetwork: true

Qualys Container Sensor DaemonSet |%, Kubernetes API ¥—/N— L 3l{5 3% 7= O O Ul 72 HEFR % FF
> ServiceAccount D—#F & L C 'qualys' A RTZERMICT 704 T 548N H Y £9°, Role,
ClusterRole, RoleBinding, 5 J X ClusterRoleBindings (. ServiceAccount (Z# %727 7 & ZAFFA]
ZEIDYTHIDICERENET,

RDOT 7 AFFABLIETY,
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get, list, watch- 7 7 A X — 2RO E A X ¥ 95 Y V—RAZEALT 5 create, delete,
deleteCollection - 'qualys' £ FiiZEf] TA A — Y OGO 2 7 F—%E L, 7 7 A X —
BEOR Yy REAXy L, TNEHEE V=07 v 7 LET

#E: Container Sensor |Z 7Kt A L —T b crico T —F U V7 y hADiARY BLOEXIALT 7
T AERHD DL EHER LT,

yaml 77 M IVADINFT A —F3—%FEET D

cssensor-openshift-crio-ds.yml 7 7 - /L % Openshift 7 7 AFZ —D~<v A Z—/— RNiZav—L, L
TONRTA—H—DEEET L TEFE LET, yaml 7 7 A LN IE L HEEET 5 L D129 D121,
UTFTTHRESNTWENRTA—H /s arDhzBH LTSN, yml 7 7 A W
https://github.com/Qualys/cs_sensor 22 HE4EX 7 o m— R T& 5 Z LITHER LT ZE W

I TE—ARE =2 E L TWET, Bl X 512, CRIOIE—/#K (KA M) B —&
LYA MY 2o —THR—FENTWET, ELRCYUCD B —TiER— &N THE
A,

ot —FT—Fr Yy hEv A — ) — RZT 70 AT 5541%, spee DT D tolerations & 7 &
aryOaRry NEfRERLET

spec:

#tolerations:

# this toleration is to have the daemonset runnable on master nodes
# remove it if want ugour masters to run sensor pod

#- key: node-role.kubernetes.io/master

# effect: NoSchedule

Qualys Sensor POD % {B4: 9 5354
yml 7 7 A VHADOLLFDa— T RO Tax s MERLET, £ LT,
FEFEICRL#E STV % PriorityClass fil: E{4(Z)& U7z PriorityClass,

kind: PriorityClass

apiVersion: scheduling.k8s.io/v1
metadata:

name: qualys-priority-class

value: 0

preemptionPolicy: PreemptLowerPriority
description: Priority class for daemonset

######T

F 72, LLTFIZ® B PriorityClass 4 % FL21F T, 22 A > MEMEFRLET,

#priorityClassName: qualys-priority-class

containers:

- name: qualys-container-sensor
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image: <CS Sensor image name in the private/docker hub registry>

args: ["--k8s-mode", "--container-runtime", "cri-o"]

Registry Sensor 7 7' 0 A T 5551, args [EZ RO L D ITHELE T,

args: ["--k8s-mode","--container-runtime", "cri-o", "--
registrysensor"]

07 LoV EREE T HGAX, args [ITIBIIOME & LT "--log-level”, "<a number between 0 and 5>"
ERELET W h—ATrZ 2R LE0WGES)

aggT: ["--k8s-mode", "--container-runtime", "cri-o", "--loglevel",

AXxr ALy NMEBBEEMED 4 ATV —% 8T 5855813, args IZBIOfEE LT "-
scan-thread-pool-size", "<A L v R¥>" Z457E L £,

args: ["--k8s-mode", "--container-runtime", "cri-o", "--scanthread-
pool-size", "6"]

R ESNDT —HA 7 qpalog 7 7 ANDEER T T 7 A NBTED DY A XEEHRT DHBEIEL, -
-log-filesize", "<digit><K/M/>", "K"[ZF = /3A b, "MIIA T A FEEK L, args 1213 "--log-
filepurgecount", "<digit>"ZEBMOE L L THELET, 7 7 4/ b T "--log-filesize": "1OM" & "--
log-filepurgecount": "5" C. config {Z &> CHEHA INE T,

"--log-filesize": @ 77 7 A VBT ) DR KV A A ERT DO TEET, &2
"LIOK" (/3o R), "IOM" (A HNA R), "10" (A b)) 78T,

"_-log-filepurgecount": iﬁi é 73’L LT —=NATaT 7y ANVOREERT HIDIHEHTEET
N, log/ T4 L7 RUIT \ZBILED qpadog 7 7 A VHMEAET H Z LITHEE LT IZE W,
args: ["--k8s-mode", "--container-runtime", "cri-o", "--logfilesize", "SM", "--log-filepurgecount", "4"]
ot —nrlarTF X2 )T 4 U T A—VEarTFOREEREZ~ AT T 556
%, args |2 "--mask-env-variable" /X7 XA — X Z B L £ T,

args: ["--k8s-mode", "--container-runtime", "cri-o", "--mask-
envvariable"]

General Sensor DA A — AFx ¥ AN T D551, args (T "--disableImageScan" /X7 A — X
ZEMLET,
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args: ["--k8s-mode", "--container-runtime", "cri-o", "-
disableImageScan"]

LT A A—T T logd] DMETIVEA X ¥ U 2 BN T 5551, args | "--disable-log4j-
scanning" /N7 A —& ZiBAIL £,

args: ["--k8s-mode", "--container-runtime", "cri-o", "--disablelog4j-
scanning"]

General Sensor DA A —Y A% ¥ » & iift L7 WAL, args 1T [--optimize-image-scans] /X7
A—=ZZBML T IZEEN,

args: ["--k8s-mode", "--container-runtime", "cri-o", "--optimizeimage-
scans"]

AT FA A=Y DY—7 Uy MRl ERHICT H85A 1L, args |2 "--perform-secretdetection” /™
TFA=HEEMLET, =27 Ly ML, CICD R P —¢ LTV A NY B —TOHYR
—FENTVWBZLICEEL TR,

args: ["--k8s-mode", “--container-runtime”, “containerd”, "-perform-
secret-detection"]

AT FAA=TVONANT = TR E AT D54 1X, args |2 "--performmalware-detection” /¥
FA=FEBMLET, vV =THRHE, LYRA M) B —TOHRYR— SR TND D
CIZEBELTLLEEN,

args: ["--k8s-mode", "--registry-sensor", "--perform-
malwaredetection"]

ot —ar T FoAEVEHEELHIRLZWIGAIX, args IZ [-limit-resourceusage | /X7 A —
HE2BMLTLIEEW,

args: ["--k8s-mode", "--limit-resource-usage']

lresources] T . WOHEHZRELE T,

resources: limits: cpu: "0.2" # Default CPU usage limit on each node
for sensor.
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7o & 21X, CPUBEAZE% 5%IZHIBR T 5 I21E. resources:limits:cpu: "0.05" & FE L 9, ZHIT L
V. CPUMHRNER kN ED1oDa7 D 5% ICHIRSNET,

J— RIZEHDO T vt v 23 H H54E . resources:limits:cpu fEZ X ET D & CPUAIRED 1 2D
aTicoHEAESNET, e 2E VAT AIZ4O50 CPURH Y, CPU HIIR%EZ 2D CPU &
D 20% ICRET D% e, CPUMIREZ 08 ICERET H2HENRH Y £, DEV, 1 DDaT7Dh
D 80% 3 EaH CPU B&ED 20% (2720 7,

CPU fi FHHIPR %2 BN 23 5 121%, 'resources:limits:cpu’ 47" g VARELZD, 2 A FT U b
L7720 LARNTLIEEN,

WABEZ LS U T, Container Sensor D AE Y U V— X2 ET HIEE13. resources TIEETX ¥
9, Container Sensor D A E U 3Rk & A F U H|ROHELHE IR D LBV TT,

resources:

limits:
cpu: "0.2" # Default CPU usage limit on each node for sensor
memory: "500Mi"

requests:
memory: "300Mi"

SCAAXAF ¥, V=2 Ly b AFxr, ELEF~YAVT2T AX¥DAEY U Y —REHET
L% E1E, resources THRETE £4, B ¥ —DA A F—/LHfiid, [--limit-resourceusage] 514
AT L aBRIOLET,

Container Sensor D X E U EROHEIRE L . FFRDORAX v XA TDOAEVHIBIZKRDO ERBY T
?—O

resources:

limits:
cpu: "0.2" # Default CPU usage limit on each node for sensor
memory: "3.5Gi"

requests:

memory: "1.5Gi"

I EREOHERFIH L, A A =D P A X 15GBICESNTWET R, A A=Y A X
MZENE Y REWGEIE, TS CTAEVHIREZHEPL L T EE N,

Container Sensor [Z A E U U YV —Z2EGHIR E 72 IXER)DOWNT R ES N TV LGS, AT
R EAFVHIBOMENA A=V AF Yy rar T HCHBMIGEHSNES, 774/ ME
FIZFH 200Mi & 700Mi T,

SHIT, env O FICKOZERZARET 22 & T, —~HERIZFFESOMZ EHEETEES, 20l
TiE. A 300Mi & 800Mi (CAH S TWET,
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- name: QUALYS SCANNING CONTAINER MEMORYREQUESTMB
value: "300Mi"™ - -

- name: QUALYS SCANNING CONTAINER MEMORYLIMITMB
value: "800Mi"™ - -

env C . ROBEBEEAZFRELET,
Activation ID (Required)

- name: ACTIVATIONID
value: XXXXXXXX-XXXX-XXXX-XXXX-XXXXXXXXXXXX

Customer ID (Required)

- name: CUSTOMERID
value: XXXXXXXX-XXXX-XXXX-XXXX-XXXXXXXXXXXX

docker N7 A A=V EMAT HEEIL. POD URL Zf8E L£¥, RS OEAIL, HIRL E
7

- name: POD URL
value: <Specify POD URL>

Ax ¥ aryT I OEEBZ A LT 7 NESBEMTIEELET, ZOBRBESENEELRVES.
T 7 4V ME 10 45 TT,

- name: QUALYS SCANNING_CONTAINER LAUNCH TIMEOUT
value: "10"

AF¥F DN, J—RDAT—HA%F v 7 LT, /J—FRAF T a2a—LA[RENE D e
WERL., J— FRAT P a— LARERBERICDORAFT Y U EBBLET, / —ROXAT—F 2N
)= RRAT Y a— AV RARTHL ZEZR L TOLHEIE, 774/ D 15 3R TAX v
VEFBRITLET, AF ¥ AT T ARNCE o — 23 T A R A T B 1T, Bl
Xy UHRITHREZ 2B CTHRE L ET,

- name: UNSCHEDULABLE NODE SCAN RETRY INTERVAL
value: "30"

TuX UERARET S0 AELRGEIIHIRLET,

- name: qualys https proxy
value: <PROXY URL> -

TaXERO T A N EMER L CTRUINCA T M T A, BELRWERIIFOFEFIILTE
xFET,
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- By =Ny 7 = R OEE DA (Container Management Service):

#- name: qualys https proxy
# value: <proxy FQDN or Ip address>:<port#>

- ARV RMIIERENRDZ LA N Br— =T 9 0 1.21.0 IO S

#- name: https_proxy
# value: <proxy FQDN or Ip address>:<port#>

volumes @ | @ proxy-cert-path O =1 A o b ZfRERT 57, MERWERITLOEFICL THEEE
‘gAO

#- name: proxy-cert-path

# hostPath:

# path: /root/cert/proxy-certificate.crt
# type: File

TIT4X—=varyID EBERID PRETT, YT A7 VT arDT7 7T 4= arID
EHEIDEZHHLEY, 7277 4= a2 1D & AZ~—1ID ZH44 5121, Container

Security UL {27 77 > L, [Configurations] > [Sensors] {Zf#) L, [Download] #7 UV v 7 LT, {&
BovroY—2AT% ) v LET, [Nnstallation Instructions] EEH DA A h—/L « a< K
WZIiE, 72774 X—=2a vy IDEBAZ—IDPEENTWET, 77T 4 X—T 3 IDIEFN
AT—=FRDEHIbDT, LHLARNTLLIZEN,

https 7B F L E2HH L TWAEAIE, o —nar 7 EH— = LlET 5720087
SEBHE T 7 A L4 T O Kubernetes / — RIZH 5D = & MR L E£9,

TaXxvEFEHLTRELT., Lo Ea A FLEEFICLTWAEATE. volumeMounts
MBIRDERS S T A L MHITFLTRBLLZENTEET

#- mountPath: /etc/qualys/qgpa/cert/custom-ca.crt
name: proxy-cert-path
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Container Sensor DaemonSet 27 JA A § 3 A%

cssensor-openshift-crio-ds.yml 7 7 f V& EE L7 6 | OpenShift v A ¥ —TRD 2~ R&FT
L C DaemonSet Z {ERK L 77,

oc create -f cssensor-openshift-crio-ds.yml

Container Sensor DaemonSet Z B9 5 5%

Qualys Container Sensor % 7 > A ' A b —/L§ 5IZI%, Openshift v 2 ¥ —TRD 2~ N&FAT
LET,

oc delete -f cssensor-openshift-crio-ds.yml
B kFEA P =P, £Y—H— /= FCTFETHIRT 2 LERH Y 7,

AFER b L= DG VERIE Y —
Ut —lE, AA DN EOKFEA ML=V EEHETICIITTEEST, ZOGA, T—HXIFAA L
WCRAF ST, B — % HHEZ LTz Just/local/qualys/qpa/data 7 o+ /L 2 — 2R {E SV E T,

KA N L—U7p L TR —%ifE 3 521X, cssensor-openshift-crio-ds.yml 7 7 A /L% 28 B
L. args [ZIBJNOAE & LT "--sensor-without-persistent-storage" % {57 L £ 7,

args: ["--k8s-mode", "--container-runtime", "cri-o", "--sensorwithout-
persistent-storage"]

v 7 & RFFT HI21E, [--sensor-withoutpersistent-storage | & & (T [--enable-console-logs | 773
arEfT oL aBEOLET,

volumeMounts D FC | persistent-volume £ 7 > 2 > ZHIfr/ 22 A > MEL £,

volumeMounts:
- mountPath: /usr/local/qualys/qgpa/data
name: persistent-volume

volumes M F® persistent-volume = 7 3 3 > & HlkR/2 A > MEL 7,
volumes:
- name: persistent-volume
hostPath:
path: /usr/local/qualys/sensor/data

type: DirectoryOrCreate



Deploying sensor in Kubernetes Deploy in Kubernetes with TKGI - Containerd Runtime

TKGI %#{ER L 7= Kubernetes ~®57'A 4 - Docker 5 ~
24 L

OB varTE, B — A RA—URHHZEEFEHRE L TWET 2T B — A
— YOG

Kubernetes (27 7' 221 95 Qualys & > ¥ —0 DaemonSet ZERk T 2 121X, RO FNEEFEITLE
TO

7E: Container Sensor (Z7K%EA b L — & Docker 7 —F 2 V7 v h~DinrE 0 B L OEZ AL
T IR AENRDHDZ L EBHERLTLLIEEN,

cssensor-ds.yml 77 A ILEZEHT B

PAFIX., 57 aA 12 T& % Kubernetes DaemonSet 772 A A2 7 7 L— K TI,

Qualys 2> 7TV ¥—, BEMROEEDIZDIZ, ZOT 7 L— ME
QualysContainerSensor.tar.xz “C cssensor-ds.yml 7 7 A /L & L CEFHCT& £9°, yaml 7 7 A /LiE
https:/github.com/Qualys/cs_sensor /N HEHEX 7 o m— RTELH Z LIZERELTIZEWN

HE: yaml 7 7 A VND T 4 —/L ROBLEIZIEFICEE T, 77— MIii#lEnTns 7
=~y FEBEBELTIEIN,

kind: List

apiVersion: vl

items:

- kind: Namespace
apiVersion: vl

metadata:

name: qualys

# Service Account

- kind: ServiceAccount
apiVersion: vl

metadata:

name: qualys-service-account
namespace: qualys

# Role for read/write/delete permission to qualys namespace

- kind: Role
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# if k8s version is 1.17 and earlier then change apiVersion to
"rbac.authorization.k8s.io/vlbetal"

apiVersion: rbac.authorization.k8s.io/vl
metadata:
name: qualys-reader-role
namespace: qualys
rules:
- apiGroups: ["","batch"]
resources: ["pods","jobs"]

verbs: ["get", "list", "watch",'"create", "delete",
"deletecollection"]

- apiGroups: [""]
resources: ["pods/status"]
verbs: ["get"]
- apiGroups: [""]
resources: ["pods/attach", "pods/exec"]

verbs: ["create"]

kind: ClusterRole

# if k8s version is 1.17 and earlier then change apiVersion to
"rbac.authorization.k8s.io/vlbetal"

apiVersion: rbac.authorization.k8s.io/vl
metadata:
name: qualys-cluster-reader-role
rules:
- apiGroups: [""]

resources: ["nodes", "pods/status",
"replicationcontrollers/status"”", "nodes/status"]

verbs: ["get"]
- apiGroups: ["apps"]

resources: ["replicasets/status", "daemonsets/status",
"deployments/status", "statefulsets/status"]

verbs: ["get"]
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- apiGroups: ["batch"]
resources: ["jobs/status", "cronjobs/status"]

verbs: ["get"]

# RoleBinding to assign permissions in qualys-reader-role to
qualysservice-account

- kind: RoleBinding

# if k8s version is 1.17 and earlier then change apiVersion to
"rbac.authorization.k8s.io/vlbetal"

apiVersion: rbac.authorization.k8s.io/v1l
metadata:

name: qualys-reader-role-rb

namespace: qualys
subjects:
- kind: ServiceAccount

name: qualys-service-account

namespace: qualys
roleRef:

kind: Role

name: qualys-reader-role

apiGroup: rbac.authorization.k8s.io

- kind: ClusterRoleBinding

# if k8s version is 1.17 and earlier then change apiVersion to
"rbac.authorization.k8s.io/vlbetal"

apiVersion: rbac.authorization.k8s.io/v1l
metadata:
name: qualys-cluster-reader-rb
subjects:
- kind: ServiceAccount
name: qualys-service-account
namespace: qualys

roleRef:
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kind: ClusterRole
name: qualys-cluster-reader-role
apiGroup: rbac.authorization.k8s.io
# Qualys Container Sensor pod with
- apiVersion: apps/vl
kind: DaemonSet
metadata:
name: qualys-container-sensor
namespace: qualys
labels:
k8s-app: qualys-cs-sensor
spec:
selector:
matchLabels:
name: qualys-container-sensor
updateStrategy:
type: RollingUpdate
template:
metadata:
labels:
name: qualys-container-sensor
spec:
#tolerations:

# this toleration is to have the daemonset runnable on
master nodes

# remove it if want your masters to run sensor pod
#- key: node-role.kubernetes.io/master
# effect: NoSchedule

] serviceAccountName: qualys-service-account
containers:
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- name: qualys-container-sensor
image: qualys/gcs-sensor:latest
imagePullPolicy : IfNotPresent
resources:

limits:

cpu: "0.2" # Default CPU usage limit on each node for
sensor.

args: ["--k8s-mode"]
env:
- name: CUSTOMERID
value: __ customerId
- name: ACTIVATIONID
value: _ activationId
- name: POD URL
value:

- name: QUALYS SCANNING CONTAINER LAUNCH TIMEOUT
value: "10" - - - -

# uncomment (and indent properly) below section if using Docker HTTP
socket with TLS

#- name: DOCKER TLS_VERIFY
# wvalue: "1"

# uncomment (and indent properly) below section if proxy is required to
connect Qualys Cloud

#- name: qualys_https_proxy

# value: <proxy FQDN or Ip address>:<port#>
- name: QUALYS POD NAME

valueFrom:
fieldRef:
fieldPath: metadata.name
- name: QUALYS POD NAMESPACE
valueFrom:

fieldRef:
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fieldPath: metadata.namespace
volumeMounts:

- mountPath: /var/run/docker.sock
name: socket-volume
readOnly: true

- mountPath: /usr/local/qualys/gpa/data
name: persistent-volume

- mountPath: /usr/local/qualys/gpa/data/conf/agent-data
name: agent-volume

# uncomment (and indent Eroperly) below section if proxy(with CA cert)
required to connect Qualys Cloud

#- mountPath: /etc/qualys/qgpa/cert/custom-ca.crt
# name: proxy-cert-path

# uncomment (and indent properly) below section if using Docker HTTP
socket with TLS

#- mountPath: /root/.docker
# name: tls-cert-path
securityContext:
allowPrivilegeEscalation: false
volumes:
- name: socket-volume
hostPath:
path: /var/run/docker.sock
type: Socket
- name: persistent-volume
hostPath:

path: /usr/local/qualys/sensor/data
type: DirectoryOrCreate

- name: agent-volume
hostPath:
path: /etc/qualys
type: DirectoryOrCreate

# uncomment (and indent Eroperly) below section if proxy(with CA cert)
required to connect Qualys Cloud
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#- name: proxy-cert-path

# hostPath:

# path: <proxy certificate path>
# type: File

# uncomment (and indent properly) below section if using Docker HTTP
socket with TLS

#- name: tls-cert-path

# hostPath:

# path: <Path of directory of client certificates>
# type: Directory

hostNetwork: true

Qualys Container Sensor DaemonSet (%, Kubernetes API H—/N— L @59 % 7 D O ) e HE R & FF
> ServiceAccount O —H & L C 'qualys' A ATZERICT 7' 0o T 548N H Y £9°, Role,
ClusterRole, RoleBinding, ¥ X U ClusterRoleBinding /. ServiceAccount |Z# B2 T 7 & A7 A %
B Y THEOIHEAENET, Tqualys) LA OBIO4ETZE[H T Qualys Container Sensor &3 T
WZSEAT LTV A HEAIE. B4 122/ D 5 Qualys Container Sensor 2 7 > A h—/L L
Thb, #F7clT Tqualys) ARTEMICT Vv A T H0ENH Y 7,

IS OMERRSMLEEZ 22 ) £97: get, list, watch - 'qualys' # BIZER D U Y — A& AT 512
create, delete, deletecollection - 'qualys' 44 BijZE[H TA A — ¥ O Mg FF A O)SI/TT%QEEJZL
ZTO®BIZIZ V=T v LET,

yaml 27 A ILADIRTA—2—%FERT S

cssensor-ds.yml 7 7 { /L% Kubernetes 7 7 A X —D~vAF— /) — RNlZat—L, RO/NTA—X
—DOEEEELTCERELET, yaml 7 7 A VBN IELLSHERET A L 22T 5121, AR THRESN
TWDHNTGA=F/E T2 aDHhEEHFLTLLESIN, yaml 7 7 A /UL
https://github.com/Qualys/cs_sensor 22 HEFEX 7 m— RTE 5 Z LIZERL T ZEW

oY —F -ty hEvRAF— /) — RIZT 70 A T H5E1L. spec D T D tolerations & 7
arDAR NERRLET,

spec:
#tolerations:

# this toleration is to have the daemonset runnable on master nodes
# remove it if want your masters to run sensor pod

#- key: node-role.kubernetes.io/master
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# effect: NoSchedule
containers:
- name: qualys-container-sensor
image: <CS Sensor image name in the private/docker hub registry>

args: ["--k8s-mode"]

Her— Ry FEETTLTXTO /) — R, B — A A=URKRMHIhTNDE 7T A4
— FE72lL Docker N7 LY A RVIZT 7 EATELZ LAMERLTIIZINN,

CI/CD BREEDE oV —%T 7 T 5551%, args [EZRO L D ITHEELET,
args: ["--k8s-mode","--cicd-deployed-sensor"]

Registry Sensor 7 7' 0 A T 5551, args A RO L HITHEL ET,
args: ["--k8s-mode","--registry-sensor"]

V=N Tr 72T 55 1E, args IZIBMOfE & LT "--enable-console-logs" # 57 L £
R

07 L oYL EEET DAL, args IZIBINOfE & LT "-log-level". "<a number between 0 and 5>"
ERELET, &E PL—2ATrZ 2RI LZVWGEE. ROXDITHELET,

args: ["--k8s-mode", "--log-level", "5"]

¥y ALy NMEBBEEMO 4 DS TE I —Z2EET 2551E, args (TEMOfEE LT "--
scan-thread-pool-size", "<A L v NE>" Zf8E L £,

args: ["--k8s-mode", "--scan-thread-pool-size", "6"]

HERRENDT — A 7 qpalog 7 7 A VO EEFRT H5E 1. args ITEMOE L LT "-log-
filepurgecount", "<digit>" # 8 E L £ 7. 7 7 4/ kD "--logfilepurgecount", "5" | % config Ciiil F &
NET, log/7 4 V7 FVITITEIZHIED qpalog 7 7 ANV HDH Z EICHEE LT EE0,

ERENDT—hA 7 qpalog 7 7 ANDEER T T 7 A NHT-Y OV A X EHRT HEAIL, -
-log-filesize", "<digit><K/M/>", "K"[ZF 7 3A b, "M"ITZA T NA B EEER L, args IZ13"--log-
filepurgecount", "<digit>"ZBIOMEE LTHRELE T, 7 7 4 /b M "-log-filesize": "10M" & "--
log-filepurgecount": "5" C. config {Z &> CEMH I E 7,

azg]s: ["--k8s-mode", "--log-filesize", "5M", "--logfilepurgecount",
kubernetes X1 7 4 7 @ 'kubectlrun' 2> REFEHL T A=Y AF ¥ Ry KB A AKX
ZALT D 5A L, args [ZIBINOfE L LT "-use-kubectl" Zf8E L £, ZDOHE, B —ixx
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AT 4 7O kubernetes BEFEZ R L TA A — AF v U ZBMBLET, 205 HE2EKT B L.
A A— 371 docker run' ZfEH L ClEEBI SN E T,

args: ["--k8s-mode", "--use-kubectl"]

TLS FRAEDR AN 2 o> TWAEETE. 518 docker 7 74 7 > REEBRAE, 7 T4 7 MR,
CAGEHEDAFIZfIELET

args: ["--k8s-mode", "--tls-cacert","<file name of the CA certificate
that was used to sign docker server certificate>", "-tls-cert",
"<docker client certificate file name>", "--tls-key", "<docker client

private key file name>"]

H:32D7 7 A NLOWT I EIEL capem, cert.pem, keypem 72 EDT 7 4V NABRH 5
Baid, T 55 BaeEmETE £,

toth—nrlarr X2 T UL TA A=V L ar T T OREERE~ A7 T 556
L. args |Z "--mask-env-variable" /X7 A —X ZiBINL £7,

args: ["--k8s-mode", "--mask-env-variable"]

General Sensor DA A — AX ¢ AN T 5513, args (T "--disablelmageScan" /X7 X — X
ZEMLET,

args: ["--k8s-mode", "--disableImageScan"]

Ax X AR —EIBET DA, args |2 "--scanning-policy" /X7 A —H ZBMLET, A¥x ¥
v R =TT 5MEIX. "DynamicScanningOnly", "StaticScanningOnly"
"DynamicWithStaticScanningAsFallback" T,

args: ["--k8s-mode", "--scanning-policy", “StaticScanningOnly”]

2T A A =TT logdj DIEFITEAF v 2 N T H5E 1. args |2 "--disable-log4j-scanning”
NI A—=HZZBIMLET,

args: ["--k8s-mode", "--disable-log4j-scanning"]

B/FRIIA A — T A% ¥ T logdj #ARR I 2 BNIC+ 25613, args |2 "--disable-log4j-static-
detection" /N7 A —Z ZBAI L ¥,

args: ["--k8s-mode", "--disable-log4j-static-detection"]
General Sensor DA A — A¥ ¥ &b 535 1%, args (2 "--optimize-image-scans" /X7 A —
57 %Lj][] L/ i j‘o

args: ["--k8s-mode", "--optimize-image-scans"]

SCA A% > BHED B BB AL, args I "-perform-sea-scan” /87 A — ¥ —ZEIT 5 2 £ T
LT FA RA—TD SCA AX ¥ LA TEET,
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args: ["--k8s-mode", "--perform-sca-scan"]

T 7 4V F T, SCAAFX Y L F3A LV TA v« T—RTEITENFET, SCARAF YL DA X —
XY R T I VRAEERDI L, AXY B4 T T2 - FE—RTETTIHIEEZBEIRTEXET,
HF-SCAAX Y NIF L TA L « FE—RTHETTHILZ2BEOLET, JavaD Y 7 hU =7 -
N r—UBIEOEIL, SCARFX Y 24T T4 « F— RTERITTHERBIIKTFTLET,
Eff7e o r—UBE D012, VE—FD Maven V) RY N 28T HVLERH L5650 H
DET, UL, A A—TVOMETRER AT ¥ OIFEICEELY 5 2 5 alfeERnH 0 £,

args: ["--k8s-mode", "--perform-sca-scan" "--disallow-internetaccess-
for-sca"]

FTI7FNVEDSCAAF Y « A< R XA LT MES5S B0 T, 774/ DX A L
TU N, BEMNTHEELEHLWECTEEEXTEES, L2, RERIUTHAA—TE
AX X T DAL, SCAAX ¥ UK T T 5 E TCORZMRT 5729012, SCA AF ¥ ¥
ALT T NEMOTRENLLGAENRH Y 7,

args: ["--k8s-mode", "--perform-sca-scan" "--sca-scan-timeout-
inseconds=600"]

ATFAA=TOY—T Ly Ml AN T 555X, args (T "--perform-secretdetection” /¥
TA=HEBEMLET, =7 by MHIE, CICD B Y —L LU A R B —TORY R
—hFEINTWVDLZ LIZEREL TSN,

args: ["--k8s-mode", "--cicd-deployed-sensor", "--perform-
secretdetection"
args: ["--k8s-mode", "--registry-sensor", "--perform-secretdetection"]

AUTFTAA—TONANT =T RHEANICT H5A 1L, args |2 "--performmalware-detection” 7~
TA=LZEZBMLET, ~AU =TT LYA ]\ VoY —TorYyFR—rINTNHI L
WCHEBE LT,

args: ["--k8s-mode", "--registry-sensor", "--perform-
malwaredetection"]

lresources] T . WDHHAZHEELET,
resources: limits: cpu: "0.2" # Default CPU usage limit on each node for sensor.

7o & 21X, CPUBEAZE% 5%IZHIBRT 5 I21E. resources:limits:cpu: "0.05" & FXE L9, ZHIZ L
D, CPUMEHENAAR N ED 12027 D 5% IIZHIR S ET,

— ]\ BT vt v H BEA . resources:limits:cpu fEZ X ET D & CPUAIRD 1 D

WCORBAESNET, & 215, VAT AIZ450 CPURH Y., CPUHIRZ2{AD CPU &

i@m%_miﬁéﬁm\am%@%os_miﬁébgﬂ%biﬁ SFD, 1 ODIAT DRI
D 80% M EFEF CPU H&ED 20% 12720 £,

CPU f£ FHHIPR & BN 23 5 121E, 'resources:limits:cpu’ 47" g VARELZD, 2 A FT U b
L7720 LARNTLIEEN,
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WABEZ S U T, Container Sensor D A€ Y U YV — X2 ET HIEE 1. resources THEETX ¥
9, Container Sensor D A E U FR & A E U IR OHELEEIIK D LB TH,

Resources:
limits:

cpu: "0.2" # Default CPU usage limit on each node for sensor
memory: "500Mi"

requests:
memory: "300Mi"
Container Sensor (Z A E Y U YV —2fH (HIRE 21XV 7 = A b)) OWTNDNFEE S L, args (2 "--

use-kubect]" BIEEINTWVWAEES, A A—VAXY AT HIAEFI V7 A NE AE T H
RO TAHERICEHE SNET, T 740 MEIZZFNFH 200Mi & 700Mi T,

S5, env D FICIROEBERETHI LT, —HERIIMFOEEZ EEXTEXET, 20
TIE. fEAS 300Mi & 800Mi ICEE SN TV,

- name: QUALYS SCANNING_CONTAINER MEMORYREQUESTMB
value: "300Mi" -

- name: QUALYS SCANNING CONTAINER MEMORYLIMITMB
value: "800Mi"™ - -

env C . WOHEHZHRELET,
Activation ID (Required)

- name: ACTIVATIONID
value: XXXXXXXX-XXXX-XXXX-XXXX-XXXXXXXXXXXX

Customer ID (Required)

- name: CUSTOMERID
value: XXXXXXXX-XXXX-XXXX-XXXX-XXXXXXXXXXXX

docker N7 A A=V EMAT HEEIL. POD URL Zf8E L£¥, RS OEAIL, HIRL E
7

- name: POD URL value: <Specify POD URL>

AF¥yrar7T ORI A LT Y NESBEMTHEELET, JOREEENHFIE LRSS,
7V ME 104 T,

- name: QUALYS SCANNING CONTAINER LAUNCH TIMEOUT
value: "10" - - - -

AX X DN, /J—FDAT—HA%F v 7 LT, /—FRAF T a—)LVa[RENE 5

B L. /= RBRATVa— VARG RICOAAT v L ZRIELE T, /— FOAT =5 )
= RRAT V2=V ARARETHLH LR L TOWDERIE, 774/ D 15 3R TAF v
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VEBBITLET, AXx v EAEFERITTARNICE Y — 0 T AR A T A IS, Bl R
Xy EHRITHERZ SHEA CTHRELE T,

- name: UNSCHEDULABLE NODE SCAN RETRY INTERVAL
value: "30"

TLS #EFE % A 302 Wi, RO 2470 A v M EfEEBRLET,

- name: DOCKER TLS VERIFY
value: "1"

B TLS Z #2029 5 12i%, DOCKER TLS VERIFY="" (22D X4 24 57, HIFRT 2
2, yml 77 AL TaRA N LTEEFIZLET,

HE: TLS #2H @ Docker 7—F > L O U —@BEEZ AT HZ LT, BEHIL docker FBFET 7
TA v EERAL TR —0D docker Y7y bA~DT 7 AEHIBRBTE £9,

E: TLS #GE2 A2, DOCKER _HOST MEE SN TV RWEE, B h—i3 i 7ahTnbd v
—71— /— K® FQDN % H &2 H L DOCKER_HOST & /4% WNOBRBEE 2 <T—D1— /
— R ® FQDN>:<2376> IZRE L F9, Z 2 T. 2376 iL Docker 7 —F > DT 7 4 /v kD TLS TCP
A= kT

E PLUFZ3B/ML T, DOCKER HOST H 43 C 127.0.0.1:<port#> ¥ 721X localhost:<port#> (Z H 73 C
WELET,

— name: DOCKER HOST
value: "<loopback IPv4 address or hostname>:<port#>"

IE: DOCKER_HOST |ZF%E 4172 FQDN, A A M4, 721X IPvd 7 RLAN, £V —h— /) —
R Docker —/N—FEBED CN £7213V 7V 227 bORIL & —F L TWD Z L aMERLTL
k=3

TKGI & v R 7 > 7" TlX, dockersock IZ /var/run O T CIIfEH T A, V—HI—/— KT
docker.sock % fL-2U1F, yaml 7 7 A /LN D socket-volume ~ v ¥ 7V 2 EH T L5 MLENRNH VY F9°,
7= & %X, docker.sock %3 /var/vcap/data/sys/run/docker/docker.sock (ZH 2565, HRY 2 — LD FD
Iy hERY 2a—bDOv vy BT HROLIICEFRLET |

volumes:
- name: socket-volume
hostPath:

path: /var/vcap/data/sys/run/docker/docker.sock
type: Socket

TLS FFEE AN T D MLE N H DAL, volumes DT D tls-cert-path DX A > M &R L, 7
TAT Y FEEOT 4 L7 MU RRERET 50, RERGEIZZEOEFICLTEBEET,
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#- name: tls-cert-path

# hostPath:

# path: <Path of directory of client certificates>
# type: Directory

TLS 2 L T\ 254 1%. volumeMounts D FTOERSDOTHOa XA by LET . Thligto
LA, a AV RT U R LEERICLTREEET,

#- mountPath: /root/.docker
#name: tls-cert-path

TaXERO T A N EMEER L CTREUINCA T M T A, BELRWERIIEOEFIILTE
=FE9,

- o — LNy 7 R OE1E O5%5A (Container Management Service):

#- name: qualys https proxy
# value: <proxy FQDN or Ip address>:<port#>

- SV ARVICER SN VYA MY Bt N—=TU g 2 1.21.0 IBEOS A

#- name: https proxy
# value: <proxy FQ or Ip address>:<port#>

volumes D T D proxy-cert-path D 2 X M EfERT 570, LERWGAEIZETOEEICL THEE

?—O
#- name: proxy-cert-path
# hostPath:
# path: /root/cert/proxy-certificate.crt
# type: File

TITAR=varyIDEBERID BLETY, Y727 VT arD7 77 4= a 1D
CHEEIDEFHLEST, 777 4= a2 1D &V AZ~—ID #0573 511X, Container
Security UL {27 71 > L, [Configurations] > [Sensors] {Zf#E) L, [Download] 7 U v 7 LT, {&
BovrY—2A4 7% w7 L%9, [nstallation Instructions| B DA A h—)L « o< K
Wi, 777 4= ar D ENAZ—IDBREENTWET, 7277 4 X—T 3 IDIEFN
AT—=FDE b T, HLARNTIIZEN,

https 7B X L &HEH L TW AT, Brd—nar 7 EHEYy— "= LlET 57200687
SEHET 7 A A0 T O Kubernetes / — RIZH D Z & MR L E9,

TaX EFEALTRELT., ERROHSE I AL P LIEEFIZLTWAEEIX. volumeMounts 7>
LIROE b A MAFLTEBLZERTEET

#- mountPath: /etc/qualys/qgpa/cert/custom-ca.crt
name: proxy-cert-path

cssensor-ds.yml 7 7 A WEERE L7z 5H | Kubernetes ¥ AX —TRD A~ REFE{TLT
DaemonSet Z {ER% L £ 7,

kubectl create -f cssensor-ds.yml
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Qualys Container Sensor & 7 > A A b —/L 3§ 5 MENH 5354 1%. Kubernetes v A % — TR D =
YU REFATLET,

kubectl delete -f cssensor-ds.yml

B kA b L—UE, Y —H— /) — RCFHBTHIRT O2LERH Y £7,

TKGI %#{EMA L 7= Kubernetes ~®57'A 4 - containerd
Runtime

ZOB7varTiE, YA AVRHL L EAHRE LTVE T 2T T B A A
— DO

Kubernetes (27 7' 7 A §°% Qualys & > ¥ —® DaemonSet Z# {EkT 521X, RO FINEEFITL *
?—O

E: Container Sensor |2 Kt A b L — & Docker 7—F 2 V7w h~DFHLE D BLOEZIAL
TR AMENDH DL EMER LT TEE N,

cssensor-containerd-ds.yml 7 71 JLEZEET S

LIFiX, 7 a A2 T&% % Kubermnetes DaemonSet 7 712 A AV b7 7L — kT,

Qualys = > 7 TP —, BEROEEODIZ, ZOT 7 L— MI
QualysContainerSensor.tar.xz CATF TX £79, yml 7 7 - /L3 https:/github.com/Qualys/cs_sensor 7>
DEEF O — RTEHZLICERLTIEEIN

EHE:yml 7 7 A NVDT =)L ROREIZHEFEICEE T, 707 b— MIR#lIh b7+
—<v hEHEELTIZIN,

kind: List
apiVersion: vl
items:
# Create custom namespace qualys
- kind: Namespace

apiVersion: vl

metadata:

name: qualys

# Service Account
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- kind: ServiceAccount
apiVersion: vl
metadata:
name: qualys-service-account
namespace: qualys
# Role for all permission to qualys namespace
- kind: Role
# if k8s version is 1.17 and earlier then change apiVersion to
"rbac.authorization.k8s.io/vlbetal"
apiVersion: rbac.authorization.k8s.io/vl
metadata:
name: qualys-reader-role
namespace: qualys
rules:
- apiGroups: ["","batch"]
resources: ["pods",'"jobs"]

verbs: ["get", "list", "watch",'"create", '"delete",
"deletecollection"]

- apiGroups: [""]
resources: ["pods/attach", "pods/exec"]
verbs: ["create"]
# ClusterRole for read permission to whole cluster
- kind: ClusterRole

# if k8s version is 1.17 and earlier then change apiVersion to
"rbac.authorization.k8s.io/vlbetal"

apiVersion: rbac.authorization.k8s.io/v1l
metadata:

name: qualys-cluster-reader-role

rules:

- apiGroups: [""]
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resources: ["pods/exec"]
verbs: ["create"]
- apiGroups: [""]

resources: ["nodes", "pods", "pods/status",
"replicationcontrollers/status"”", "nodes/status"]

verbs: ["get"]
- apiGroups: ["apps"]

resources: ["replicasets/status", "daemonsets/status",
"deployments/status", "statefulsets/status"]

verbs: ["get"]

- apiGroups: ["batch"]
resources: ["jobs/status", "cronjobs/status"]
verbs: ["get"]

# RoleBinding to assign permissions in qualys-reader-role to
qualysservice-account

- kind: RoleBinding
# if k8s version is 1.17 and earlier then change apiVersion to
"rbac.authorization.k8s.io/vlbetal"
apiVersion: rbac.authorization.k8s.io/vl
metadata:
name: qualys-reader-rb
namespace: qualys
subjects:
- kind: ServiceAccount
name: qualys-service-account
namespace: qualys
roleRef:
kind: Role
name: qualys-reader-role
apiGroup: rbac.authorization.k8s.io

# ClusterRoleBinding to assign permissions in qualys-cluster-
readerrole to qualys-service-account
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- kind: ClusterRoleBinding
# if k8s version is 1.17 and earlier then change apiVersion to
"rbac.authorization.k8s.io/vlbetal"

apiVersion: rbac.authorization.k8s.io/vl
metadata:

name: qualys-cluster-reader-rb
subjects:
- kind: ServiceAccount
name: qualys-service-account
namespace: qualys
roleRef:
kind: ClusterRole

name: qualys-cluster-reader-role
apiGroup: rbac.authorization.k8s.io
# Qualys Container Sensor pod with
- apiVersion: apps/vl
kind: DaemonSet
metadata:
name: qualys-container-sensor
namespace: qualys
labels:

k8s-app: qualys-cs-sensor

spec:
selector:
matchLabels:
name: qualys-container-sensor
updateStrategy:
type: RollingUpdate
template:

149



Deploying sensor in Kubernetes Deploy in Kubernetes with TKGI - Containerd Runtime

metadata:
labels:
name: qualys-container-sensor

spec:
#tolerations:
# this toleration is to have the daemonset runnable on master nodes
# remove it if want your masters to run sensor pod
#- key: node-role.kubernetes.io/master
# effect: NoSchedule
serviceAccountName: qualys-service-account
containers:
- name: qualys-container-sensor
image: qualys/gqcs-sensor:latest
imagePullPolicy : IfNotPresent
resources:
limits:

cpu: "0.2" # Default CPU usage limit on each node for sensor.

args: ["--k8s-mode", "--container-runtime", "containerd"]
env:

- name: CUSTOMERID
value: __ customerId

- name: ACTIVATIONID
value: __ activationId
- name: POD_URL
value:

- name: QUALYS SCANNING CONTAINER LAUNCH TIMEOUT
value: "10" - - - -

# uncomment (and indent properly) below section if proxy is required to
connect Qualys Cloud

#- name: qualys https_proxy

# value: <proxy FQDN or Ip address>:<port#>
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- name: QUALYS POD NAME
valueFrom:

fieldRef:

fieldPath: metadata.name

- name: QUALYS POD NAMESPACE
valueFrom:

fieldRef:

fieldPath: metadata.namespace
volumeMounts:

- mountPath: /var/run/containerd/containerd.sock
- name: socket-volume

readOnly: true

mountPath: /usr/local/qualys/qgpa/data

- name: persistent-volume

mountPath: /usr/local/qualys/qpa/data/conf/agent-data
- name: agent-volume

# uncomment (and indent Eroperly) below section if proxy(with CA cert)
required to connect Qualys Cloud

#- mountPath: /etc/qualys/qgpa/cert/custom-ca.crt
# name: proxy-cert-path

securityContext:
allowPrivilegeEscalation: false

volumes:

- name: socket-volume

hostPath:

path: /var/run/containerd/containerd.sock
type: Socket

- name: persistent-volume

hostPath:

path: /usr/local/qualys/sensor/data
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type: DirectoryOrCreate
- name: agent-volume
hostPath:

path: /etc/qualys

type: DirectoryOrCreate

# uncomment (and indent properly) below section if proxy(with CA cert)
required to connect Qualys Cloud

#- name: proxy-cert-path

# hostPath:

# path: <proxy certificate path>
# type: File

hostNetwork: true

Qualys Container Sensor DaemonSet (%, Kubernetes API #—/N— L if{E 9 % 72 D D U) 7o HERR & £F

> ServiceAccount D — & L C 'qualys' 4 RTZEICT 704 T 548N H Y £9°, Role,

ClusterRole, RoleBinding, 5 TN ClusterRoleBinding (%, ServiceAccount |2 72 7T 7 & AFF A %

ENY B TH=OIHEHSNE T, Tqualys) LA DOBIDO4EITZERH T Qualys Container Sensor %3 C

WZEIT LTV DA, o4 aizEf 7> 5 Qualys Container Sensor %7 > A A h—/L L,
lqualys] ZBTZERNCHTTZICT 7 aA T 0ERH Y £9,

RDOT 7 AFFADBMETT,
get, list, watch- 7 7 A% —2KOHEgstEE Ax ¥ 325V YV —AZEHT 5 create, delete,

deleteCollection - 'qualys' £ HZEf] TA A — Y OpggtEaHMiH O a2 7 —%Epk L, 7 T AZ —
BEOR Yy ReAF¥v L, TNEKEZ V=07 v 7 LET

1% Container Sensor |2 7kFi A b L— & containerd 7 —F > V7 v h~DFATY B L OEXA
BT TR AMENS D Z LR L TN,

yaml 727 A ILVADNFGA—2—%FEET S

cssensor-containerd-ds.yml 7 7 - /L% Kubernetes 7 7 A X —D~vAZ — /) —R|Zat’—L, kD
WNITA—H—DEEEELTCERLET, yaml 7 7 A VDB IELHEIET D L D129 512iE, BLF
THRESNTWANRTA—=F /72 arDHrZEHRLTLLESY, yml 7 7 A /U
https://github.com/Qualys/cs_sensor 72 HEHEX 7 m— RTE 5 Z LIZEREL T ZEWN

ZITIEH AR —EBELCVWET, By —F—FErky hEYRE—/ —FIZT
AT BBEIL. spec D T D tolerations ¥ 7 > a D A hEfRERL 97,

spec:
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#itolerations:

# this toleration is to have the daemonset runnable on master nodes
# remove it if wantugour masters to run sensor pod

#- key: node-role.kubernetes.io/master

# effect: NoSchedule

Qualys Sensor POD % Bt 9 5354
yml 7 7 A VDL FDa— RTa RO Ta Ay MRERLET, £ LT,
FEFEICFL#E STV % PriorityClass fi: B{4(Z)& U7z PriorityClass,

#- kind: PriorityClass

# apiVersion: scheduling.k8s.io/vl
# metadata:

# name: qualys-priority-class

# wvalue: O

#

#

preemptionPolicy: PreemptLowerPriority
description: Priority class for daemonset

72, LLFICH D PriorityClass 44 % o7 T, a2 A MEMRLET,
#priorityClassName: qualys-priority-class
containers:

- name: qualys-container-sensor

image: <CS Sensor image name in the private/docker hub
registry> args: ["--k8s-mode", "--container-runtime",
"containerd"]

Registry Sensor &7 7' 0 A T 25513, args fHA KD L S ITHEL £,

args: ["--k8s-mode","--container-runtime", "containerd", "-registry-
sensor"]

CICD > % —%T7 7 uAT5551F, args RO L IITIEELET,

args: ["--k8s-mode","--container-runtime", "containerd", "--
cicddeployed-sensor"]

07 L oL EEET DAL, args [SIBINOfE & LT "-log-level", "<a number between 0 and 5>"
ERELET, X, Pr—RATrZZRBELIZVGAIE. ROLIITHELET,

args: ["--k8s-mode", "--container-runtime", "containerd", "--
loglevel”, "5"]

Ax ¥ ALy MEBBEEED 4 DS TR —%EET 55513, args ([ZEMOEE LT -
scan-thread-pool-size", "<A L v R¥>" #E L £7,

args: ["--k8s-mode", "--container-runtime", "containerd", "--
scanthread-pool-size", "6"]
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RSB T — B4 7 qpalog 7 7 A VDIKE 1T T 7 A M- ) DI A REERT BEAT, "
-log-filesize", "<digit><K/M/>", "K"[ZF =/ A b, "MIA T A P EEKL, args 1213 "--log-
filepurgecount", "<digit>"ZEBMOE L L THELE T, 7 7 4/ bE "--log-filesize": "1OM" & "--
log-filepurgecount": "5" C. config {Z &> CEHA INE T,

"--log-filesize": B 77 7 A VBT ) DR KV A A ERT DO TEET, &2
"IOK" (F /3 R, "IOM" (A H 34 R), "0 (23 b)) A ETT,

"_log-filepurgecount: ‘L SNDT — A T T T 7 A NDOEEERT HT-OIEHTEET
N, log/ T4 L7 b UIZIEFICHAED gpalog 7 7 A W FET D Z LICHEE L TLLEEN,

args: ["--k8s-mode", "--container-runtime", "containerd", "--
logfilesize", "5M", "--log-filepurgecount", "4"]

oY —mrlaryF X2 VT4 UL TS A=V L ar T FOREERES A T 556
I%. args |Z "--mask-env-variable" /X7 A — & B L £ 7,

args: ["--k8s-mode", "--container-runtime", "containerd", "--maskenv-
variable"]

If you want to disable image scans for General Sensor, add the "--
disableImageScan" parameter to args:

args: ["--k8s-mode", "--container-runtime", "containerd", "-
disableImageScan"]

AFx v VAR —EIBET DAL, args (2 "-scanning-policy" /N7 A — X ZBMMLET, AF¥ ¥
v ARY —TfEHTE SMEIL. "DynamicScanningOnly", "StaticScanningOnly".
"DynamicWithStaticScanningAsFallback" T4,

args: ["--k8s-mode", "--scanning-policy", “StaticScanningOnly”]

AT FA A =TT logdj DWeFIMEAF v AN T 5561, args IZ "--disable-log4j-scanning”
NI A—=HZBIMLET,

args: ["--k8s-mode", "--container-runtime", "containerd", "-disable-
log4j-scanning"]

F/FRIIA A — T A% v T logdj AR 2 NI 25613, args |2 "--disable-log4j-static-
detection" /X7 A —H ZBAIIL £7,

args: ["--k8s-mode", "--container-runtime", "containerd", "-disable-
log4j-static-detection"]

General Sensor DA A — A%y > &l L2 W &L, args 12 [--optimize-image-scans| /37
A—ZEBEMLTIIZIN,

args: ["--k8s-mode", "--container-runtime", "containerd", "-optimize-
image-scans"]
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AT FAA=T D=7 Ly M E AT 5561, args [T "--perform-secretdetection" /¥
TA=REBMLET, =7 by ML, CICD £ —& LY A RY o —TDHY R
—hENDHZEICERLTLIEED

args: ["--k8s-mode", “--container-runtime”, “containerd”, "-perform-
secret-detection"]

AT FAA=TVOYNANT = TR EANCT D56 1X, args |2 "--performmalware-detection” /¥
FA=HEBMLET, vy =THREE, LYARN) Brh—TORPR—ranTnbZ L
WCHEBE LT &N,

args: ["--k8s-mode", “--container-runtime”, “containerd”, "-registry-
sensor", "--perform-malware-detection"]

AR =Y RIAN=Z2EHT L5613,
1. ROGIEEFEELET

args: ["--k8s-mode", "--container-runtime", "containerd",'"-storage-
driver-type", "overlay"]

2UTOR® I aroary N2EELET,

#- mountPath: /var/lib/containerd
name: containerd-root-dir
# readOnly: true

and

#- name: containerd-root-dir

# hostPath:

# path: /var/lib/containerd

# if root directory of containerd is different then update actual
containerd root directory path

FEBE, CSSensor iE [ —R—1L A ] ZARL—Y RTIANRX—DHEYVHR—FLTVET,

HOBAMHELZ SO X2T « 774 _X—F « LYARMYMHTTIPS) &2 AF v T 58513,
yaml 7 7 A VA U CREEZMET 50>, [--insecure-registry | 513z H L CREED T =
v 7 BB TEET,

W7 Z T 555 -yaml 7 7 A V&I L CREZEZ 2L L, "--insecureregistry" 5|5 A i ] L &
T-BERTIARX=FLVARIRT A TEET,

args: ["--k8s-mode", “--container-runtime”, “containerd”, "-registry-
sensor", "--insecure-registry"]

Yaml 7 7 A V&M L THCBAGEAE 22T 51213, BIFOFIRIENET,

1. yaml 7 7 A L% B & | "volumeMounts:" Z 53R L £ 7,
2. I— RPBROITO A M ERERLET,
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# name: registry-cert-volume
# subPath: ca.crt
# readOnly: true

AIERIC, ROITOa AL MEMEBRL T, 77 A NVERGFLET,

# - name: registry-cert-volume
# secret:
# secretName: cert-config

lresources] C . ROBEHEZRELET,

resources: limits: cpu: 0.2 # Default CPU usage limit (20% of one core
on the host).

7= & 1%, CPUMHE% 5% ([ZHIFRJ 5 121X, resources:limits:cpu: "0.05" EF%E L £9, ZiZ
LV, CPUBHENKRA N ED 120370 5% IZHIBESNET,

J— RIZEHO T at v 23 H B854, resources:limits:cpu fEZ X ET 2D & . CPUHIED 1 >D
aTICORBERENET, 2L 21F. VAT ALIZ4OD CPURHY . CPUHIREAE KD CPU %
B 20% IZRET %G, CPURIREZ 0.8 ICHETHLERDHY £3, 2FD, 1 203 T DH
D 80% N EFF CPU B D 20% 12720 £7,

CPU fif FHHIPR 2 MEZ0 23 2 121X, 'resources:limits:cpu' 47> 3 VAFRELIZD, 2 A N7 D b
LY LT &N,

MBEIZES U T, Container Sensor D AE U U YV —RAZIFET DAL, resources THHE TE
4, Container Sensor ® A £ U R & 2 E V) HIROHEEE I IR D & B TI,

resources:
limits:

cpu: "0.2" # Default CPU usage limit on each node for sensor
memory: "500Mi"
requests:

memory: "300Mi"
SCAAF ¥, V=2 Ly b AFXyr, FRE~ATT AF Yy DATY VY —REEET
HEAE. resources TIRECT& 9, B P —DA A b— (X, [-limit-resourceusage] 7%
EEHATLEE2BEIOLET,

Container Sensor D A E Y EROHELE L. FRRORF v ZATOAFIVHIBIZZDOLEBY T
£
resources:
limits:

cpu: "0.2" # Default CPU usage limit on each node for sensor
memory: "3.5Gi"
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requests:

memory: "1.5Gi"

GBI, FELOHEEEIET, A A —DH A X 15GBIZESWTWETN, A A—IH A X
MNENLYKEWEEIL, ZFRUIECTAE VHIREZES L T E I,

Container Sensor [Z A E U U YV —AEFIR E 721X ER)OWNTNOBNHEES N TV DIHE, AT
R EAFVHIBOMGTNA A=V AF Y rarFHCHBMICEASNEST, 774/ ME
ZALEA 200Mi & 700Mi T,

IHIT, env D FICIROERERETHZ LT, —HERIEIMFOEE FEXTEXET, Z0f)
TIE, B 300Mi & 800Mi ICEE SN TWET,

- name: QUALYS SCANNING CONTAINER MEMORYREQUESTMB
value: "300Mi"™ - -

- name: QUALYS SCANNING CONTAINER MEMORYLIMITMB
value: "800Mi"™ - -

env C ., ROEHZERHELET,

Activation ID (Required)
- name: ACTIVATIONID
value: XXXXXXXX-XXXX-XXXX-XXXX-XXXXXXXXXXXX

Customer ID (Required)
- name: CUSTOMERID
value: XXXXXXXX-XXXX-XXXX-XXXX-XXXXXXXXXXXX

docker N7 A A—T &AM T H551L, POD_URL 245 L£7, £NLSOEAIE, HIBRL £
j‘o

- name: POD URL value: <Specify POD URL>

AXx XY a7 T OEREYA LT T NESHENMNTHEELET, JORBEEAKDTFELRNGA,
F 74 ME10 55T,

- name: QUALYS SCANNING CONTAINER LAUNCH TIMEOUT value: "10"

AX X DN, /= RORAT—=HRA%F v/ LT, J—RBRAFZ Y 2—) VAL 5k
B L, /— RBRAT Va2 — VHRERGEAICDHR AT Y VBB LET, /— ROAT—H AN
= RRAT P a—VARAETHDZEERLTWAEEIEL, T 741D 15 SR TAS Yy
VEFEBRITLET, AX Y U EBERITT DRI Y — 03T A R 2 BT 5 1iE. Bl A
X v oEAITHIREE AL CHRE L £,

- name: UNSCHEDULABLE NODE SCAN RETRY INTERVAL value: "30"

TR IERO TR N EMER L CTEUNCA T b AN, BERWERIZIFOEEICLTE
xFET,

- v — LNy 7 R O@EIE OHA (Container Management Service):
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#- name: qualys httpﬁ_proxy
# value: <proxy FQDN or Ip address>:<port#>

ARV A MINIERENBZ LA MY o — =29 0 1.21.0 LD S

#- name: https proxy
# value: <proxy FQDN or Ip address>:<port#>

volumes M T D proxy-cert-path D2 X > NEEERT 570, BERWGHITZOEFICILTHEE
R

#- name: proxy-cert-path

# hostPath:

# path: /root/cert/proxy-certificate.crt
# type: File

TITARN=varIDEBERID BLETY, ¥ T7R7 VT ar07 7T 4= a 1D
CHERID EHHLES, 777 4= a D & AZ~—1ID ZH4SFT 5121, Container

Security UL {Z& 21 > L. [Configurations] > [Sensors] {Zf&®E) L, [Download] 7 U v 7 LT, £
B oY —2A4T7% 27V v LET, [lnstallation Instructions| EEH DA A h—/b » a< K
Wi, 777 4= a D ENAZ—IDBREENTWET, 7277 4 X—T 3 IDIEFIAN
AT—=RDE I bDT, AELRNTIIEEN,

https 72X L EHH L TWAEHEIE, Brd—nar 7 FEHy—"—L@E T 57200687
SERHE T 7 A AT O Kuberetes / — FIiZH 5 Z & 2R L E9,

TR EFEHLTRELT, ERROESE I AL FLIZEFIZLTWAEATL. volumeMounts 7)»
LIROF b3 A MAFTLTRBLZENTEET ,

#- mountPath: /etc/qualys/qgpa/cert/custom-ca.crt
name: proxy-cert-path
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Container Sensor DaemonSet 7 JA A 3 A%

cssensor-containerd-ds.yml 7 7 4 V& EE L= 5 | Kubernetes v A X —TRD =~ REEITL
C DaemonSet # 1ER% L £ 7,

kubectl create -f cssensor-containerd-ds.yml

Container Sensor DaemonSet Z B89 5 5%

Qualys Container Sensor 7 >4 A h—/L 3 5|21, Kubernetes ¥ A ¥ —TRD A~ N&FAT
l./\i j‘o

kubectl delete -f cssensor-containerd-ds.yml
HE: KA M=%, &£V —H— /— RCFHTHIRT S LERH D 7,

AER FL—P DR VEEIE Y —
oY —ik, FA N EOKGEA L=V EFEAETICETTEET, ZO%A, T HXIFFAR
WCRAF ST, B — % HHEZ L7z Just/local/qualys/qpa/data 7 o /L 2 — 2R {E SV E T,

KA N L—U 7 LT —%ifE 3 521X, cssensor-containerd-ds.yml 7 7 A /L& 258 L |
args |ZIBINOME & L T "--sensor-without-persistent-storage" % 8§ L £,

args: ["--k8s-mode", "--container-runtime", "containerd", "-sensor-
without-persistent-storage"]

0 7 & RFFT HI21E, [--sensor-withoutpersistent-storage | & & 1T [--enable-console-logs | 773
arEfT oL aBEOLET,

volumeMounts @ F T . persistent-volume = 7 > a > & Hlx/2 A > MEL E7,

volumeMounts: - mountPath: /usr/local/qualys/gpa/data name:
persistent-volume

volumes @ T @ persistent-volume = 7 > a > ZHlkr/= A MEL £,

volumes:
- name: persistent-volume
hostPath:

path: /usr/local/qualys/sensor/data
type: DirectoryOrCreate

QACD EoH—DA—5y r A—DIZ8 T %155

CICD A A —|Z qualys_scan_target:<tag>C# 7 Z {17 CAFX ¥ >V HIZ~—2 512X, nerdctl
YV — N EAEH L ET, qualys scan target:<anytag> TA A — % X ZAHF 9 HIT1E, <image-
repo:tag> 2 L £ 77,

nerdctl -n k8s.io tag <image-repo:tag> qualys scan_target:<anytag>
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For example,

./nerdctl -n k8s.io tag docker.io/library/known:latest
qualys_scan_target:known

TE:
1. nerdetl /NA F VX, NA N ETHEHARRETHAILENDH Y FT,
2. Z— s M A—=UF, k8s.io F— L ANR—AZDHNEKT D2 MERNH D £
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RKE1 %#{EHR L 7= Kubernetes ~®57 A4 - Docker 7 >~
24 L

Z Z ClE, Docker 7> ¥ A LZAfiH LT [Rancher Kubenetes Engine 1(RKE1)] C Kubernetes %7
TaATHHECZONWTHHALET, £, B — A A=V RHD T L aHifEs LTWET:
ArTFI— kY — A A=V ORSG

cssensor-ds.yml 2 7 ILEEET B

essensor-ds.yml 7 7 -{ /L (QualysContainerSensor.tar.xz 2> H i) Z#ZEFE LT, IRO/NT A —H —
DfEEELET, yml 77 AANELLEIET S L9, LT THIT L ZhENLOE Y T3
VEHIBR/ AR LRV E I LTS, yml 7 7 A /LT https://github.com/Qualys/cs_sensor
MOEHEF 7 n— R TEHZ LICERELTLEZIN

9T D Kubernetes / — R, $5E SN 72 URL DRH D Qualys B2 — A4 A=V NHDH I L&
%E}S‘ Liﬁ‘o

containers:
- name: qualys-container-sensor

image: <CS Sensor image name in the docker hub/private registry>
args: ["--k8s-mode"]

CUCD D —%2 7 7 uA T 2541F, args HEERO X ITHEL £,
args: ["--k8s-mode","--cicd-deployed-sensor"]

Registry Sensor &7 7' 0 A T 285518, args [HZ RO L D ITHEL £,
args: ["--k8s-mode","--registry-sensor"]

General Sensor DA A — AFx ¢ A MM T D553, args (T "-disablelmageScan" /X7 A — X
ZEMmLET,

args: ["--k8s-mode", "--disableImageScan"]

LT A A= T logd] DWETIVEAF ¥ 2N T 58551, args [T "--disable-log4;-
scanning" /X7 A — X ZBIIL £7,

args: ["--k8s-mode", "--disable-log4j-scanning"]

T/ERIA A — U A% ¥ T logdj #0222 5354 1%, args |2 "--disable-log4j-static-
detection" /X7 A —X ZBINL 7,

args: ["--k8s-mode", "--disable-log4j-static-detection"]
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General Sensor DA A — Y AX ¥ > &gk 3 534 1%, args (2 "--optimize-image-scans" /X7 A —
2 EBMLUET,

args: ["--k8s-mode", "--optimize-image-scans"]

SCA A% v - HRREN & D %5 Frid. args I "--perform-sca-scan" /X7 A — 4 —Z B4 5 Z & T,
aLTFFARA—VDSCA AFX ¥ U EADCTEET,

args: ["--k8s-mode", "--perform-sca-scan"]

F 74NV F T, SCAAX Y L FA LV TA v« T—RTEITENET, SCARF YL DA X

— Ry b e T I BARABEDIL, AX Y EFTTA L = R TCEITTHILEEBINTE E

T, HE-SCARAF ¥ I A LV TA v - E—RRTCETTHIEEBEIDLET, Javad V7 F U =
T e R —UHEOREIX, SCAAXY U EF T T2 - F— RTEITTDHERIBIIKFLE
4, MRy r— O HI2, VE— RO Maven YARY Y BB 50N H HES
MO FET, I, A A= OMEIIER R F ¥ ORI E L 5.2 A alfeRnH 0 £3,

args: ["--k8s-mode", "--perform-sca-scan" "--disallow-internetaccess-
for-sca'"]

FTI7FNVEDSCAAX Y « A< K XA LT MES5H B0 T, 774V DX A

LT e, BEATRHELLEH LWMETEEEXTEES, LT RERavTFAM AV
AR Y T HEEIL. SCAARAFX v BT T2 E TCORFMAMRT 572D, SCA AF v

AA LT U NEESCTRERLLGERHY £,

: T--sca-scan-timeout-in-seconds| /X7 A —H X, v—2 L v b~ u=zTOBRBIZHEHS
nET,

args: ["--k8s-mode", "--perform-sca-scan" "--sca-scan-timeout-
inseconds=600"]

AT FAA=TYDI—7 Ly MM EEICT 5554518, args [T "--perform-secretdetection" /¥
TA—=FEZBIMLET,

args: ["--k8s-mode", "--perform-secret-detection"]

AT FTA AT DORNY =T RN EANCT H5E1E. args |2 "--performmalware-detection” /¥
TA=FEBEMLET,

args: ["--k8s-mode", "--registry-sensor", "--perform-secretdetection"]

ayy—nTr 72NN 5581%. args IBEMOfE L LT "--enable-console-logs" # 57 L F
R

CPU fE 2 R OEIZHIRT 2121%, RO X HICEH L ET, (47T 2 ) resources T, K
DHHAZRHRELET,
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resources: limits: cpu: "0.2" # Default CPU usage limit (20% of
one core on the host).

7= & 21X, CPU M=% 5% IZHIFR T 5 121X, resources:limits:cpu: "0.05" & 5%E LET, il
0. CPUBEAEREA N LD 1 50aT D 5% ICHIRISNET, /— FIZEEO T =& v HR
& Y4, resources:limits:cpu fEZFXET S &, CPU IR 1 2O a7 IZOA@EHINET,

L ziE, VATFAIZA4OD CPURHY . CPUHIREZ 2IED CPU FED 20% IZHET S5
&, CPURIRZ 08 ICERETHMLERH Y ET, DFED, 1 2O T DHD 80% HEH CPU R
D 20% 12720 £,

CPU ffi FHIPR & 5023 5 121E, 'resources:limits:cpu' 7> 3 VAR ELZY, 2 AL RT Uk
L0 LT ZE,

WABEZ LS U T, Container Sensor D AE Y U VY — X 52 ET B4, resources TIEETX ¥
9, Container Sensor ® A U 3Rk & A U H|ROHELE IR DO LBV T,

resources:
limits:
cpu: "0.2" # Default CPU usage limit on each node for sensor
memory: "500Mi"
requests:

memory: "300Mi"

Container Sensor (Z AE Y U YV —2fH (HIR LTV 7 =2 b)) OWFTIDDHEE S 4L, args (2 "--
use-kubectl" MEEENTWVAEE, A A—CAX Y arTHIAETI U 7R RE XE T
FROM A AEBMICEA SN ET, 77 4/0 MEIZZHZH 200Mi & 700Mi T,

EHIT, env D FICRDERAERETHZ LT, —HERIEIWM AR EEXTEx X4, Z0p)
TIZ. B2 300Mi & 800Mi IZZEHE S TWET,

— name: QUALYS_SCANNING_CONTAINER;MEMORYREQUESTMB
value: "300Mi"
- name: QUALYS_SCANNING_CONTAINER;MEMORYLIMITMB

value: "800Mi"

env T AFEBELET,

Activation ID (Required)

- name: ACTIVATIONID
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value: XXXXXXXX-XXXX-XXXX-XXXX-XXXXXXXXXXXX
Customer ID (Required)

- name: CUSTOMERID
value: XXXXXXXX-XXXX-XXXX-XXXX-XXXXXXXXXXXX

Tu X UERAERET 50 RERGATHIRLE T,
- name: qualys https proxy value: proxy.localnet.com:3128
30 AX X DN, /S —FRDAT—=H R%&F =y 7 LT, /J—RRAT Y a—/Lialkig
MEIDEMRL, /= RBAT Y 2a—VHRERBAICOBRAF ¥ o 2B LET,
)= ROAT—=H AN ) — RRAT Va2 — AR THDHZ L 2R LTODLHEAIT,
TN D ISR TAF Yy 2 mRITLET, AF v 2malirT 2ot v

TR D IR A BT 212X, B D A % v o EERTTHIRR & 20 B CTREE L E
RS

- name: UNSCHEDULABLE NODE SCAN RETRY INTERVAL
value: "30" - - - -

[volumes] T 7' F iFHED R ZIRET 50, RELREGEITHIBEL I,

- name: proxy-cert-path
hostPath:

path: /root/cert/proxy-certificate.crt

type: File
TIT4N=a D ERBERIDPLETY, YTRZ VT a DT 77 4= 21D
LREEID ZEH L ET
Tuax U EFEHLTWLEAIE, 7XTO Kubernetes / — RiZ, ¥ —3ar 7 FEFHp—N
—LWBET LN RFAET 7 ANDREDH LR LET,
TuXx AL TE LT, EROHSZHIFR L7255 13X, volumeMounts 7> 5 R OE 3 HIBR
TEET,

- mountPath: /etc/qualys/qpa/cert/custom-ca.crt
name: proxy-cert-path

cssensor-ds.yml 7 7 A VEEE L2 | RFELET,

164



Deploying sensor in Kubernetes Deploy in Kubernetes with RKE2 - Containerd Runtime

Rancher Ul T Qualys & >>H—DaemonSet Z{EfK 9 %

Rancher UL {22 7' A > LC., Qualys &> — DaemonSet Z/Ek L £, 1EkDOE > F7 v 7 HIC
RIE SN EEEREHEH L ET,

Howdy!

Welcome to Rancher

'

kw7 A=a—»5, Qualys &% —0@ DaemonSet % Rancher |7 7 A F 57 T AKX —LT
nYx/ FEBEBRLET,

L d

Globel
Dashboz

26% 1% 7%

Pods

. \

[V Y—RZ7IZBHLET, Mmport YAML] R¥ %27V v 7 LET,
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(77 ANDOHEARID ) RE %27 ) v 7 L, 28 L7 essensor-ds.yml 7 7 A /L% 2R L Tk
RLUET,

Import YAML

(A AR—+] REZTY 7 LET,

: apps/vl
: DaemonSet

: qualys-container-sensor
: kube-system

: qualys-cs-sensor

[TU—27m—FR] X—=Y® [kube-system 1— A A~X—Z| T, qualys-containersensor DaemonSet
WTTaAf SN, TIT 4712 oTNDHI LafElLET,
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Qualys Container Sensor % 7 > A > A b —/L T 5 MLE N H 55 1E. kube-system 44 HIZE[M T
qualys-container-sensor DFEIZH D F = v VR v 7 A %R L, Delete 7 V v 7 LET,

< >

KEERA FL—CDHNESIE Y —
oY —i, KA EOKHBA B L=V 2 AT TICEITTEET, ZOHA, T—HIFHRA B

=~

R ENT, B — & EHEIZ L7z /ust/local/qualys/qpa/data 7 4 V4 —IZER(F S IVE T,

KA ML —U R L TR —Z2 #5121, cssensor-ds.yml 7 7 A /LA ZERH L args (ZIBS0
D & L T "--sensor-without-persistent-storage" % 5 E L £ 7,

args: ["--k8s-mode","--sensor-without-persistent-storage"]

1 7 & RFFT 521X, --sensor-withoutpersistent-storage | & & $ 1T [--enable-console-logs| 473
avEERTLAZ B8O LET,

volumeMounts @ FC | persistent-volume £ 7 > a > ZHIfR/22 A > MEL £,

volumeMounts:

- mountPath: /usr/local/qualys/qgpa/data

name: persistent-volume
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volumes D F® persistent-volume = 7 3 2 > & HlkR/2 A > MEL £,

volumes:
- name: persistent-volume

hostPath:
path: /usr/local/qualys/sensor/data
type: DirectoryOrCreate

RKE2 %f{#H L 7= Kubernetes ~®57'A 4 - Containerd
Runtime

OB varTiE B —ARXA—URHLHI EEFIRELTCWVWET 2T B — o
A — DO

cssensor-containerdyml 2 7/ JLEZEET S

cssensor-containerd.yml ~ 7 - /L (QualysContainerSensor.tar.xz 7f)> SN Z#Z8 T L T, IRD/XT A
— X —DEZEELET, yml 77 A ADBELLBEET S L 012, UTFToT 22 EnOE
7arEHIBR/aAY P LARNEIICL TS EEW, yml 7 7 A VI
https://github.com/Qualys/cs_sensor /N HEHEX 7o m— RT&ELH Z LIZEEL T ZEWN

9T D Kubernetes / — RIZ, F5E 472 URL OEH D Qualys B — A A—URNHDHI L&
ﬁ%ﬂ‘h Li—a—o

containers:
- name: qualys-container-sensor

image: <CS Sensor image name in the docker hub/private registry>
args: ["--k8s-mode", "--container-runtime", "containerd"]

CIICD BtV —%2 T 7 aA T H5451%, args fEEZ RO LS IZHEELET,

args: ["--k8s-mode","--container-runtime", "containerd", "--
cicddeployed-sensor"]

Registry Sensor 7 7' 02 A T 5851, args [EZ RO L D ITHELE T,

args: ["--k8s-mode", "--container-runtime", "containerd", "-registry-
sensor"]
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General Sensor DA A — TV AX ¥ > ZHIHZ T HA 1L, args (2 "--disableImageScan" /X7 A — %
ZBEMLET,

args: ["--k8s-mode", "--container-runtime", "containerd", "-
disableImageScan"]

I T A A =TT logdj DIEFIEA X v o & BN T 5551, args |2 "--disable-log4;-
scanning" /N7 A — & B L E T,

args: ["--k8s-mode", "--container-runtime", "containerd", "-disable-
log4j-scanning"]

F/FRIIA A — T A% v T logdj FARRH 2 BN+ 25613, args |2 "--disable-log4j-static-
detection" /X7 A —Z ZiBAI L 4,

args: ["--k8s-mode", "--container-runtime", "containerd", "-disable-
log4j-static-detection"]

General Sensor DA A — AX v & ii{t 9 2355 1%, args | "--optimize-image-scans" /X7 A —
ZEBMLUET,

args: ["--k8s-mode", "--container-runtime", "containerd", "-optimize-
image-scans"]

SCA A v v BEHED & D B 1, args I "--perform-sca-scan" /X7 A — & —Z BT 5 Z & T,
DT A A— VD SCA AF ¥ L EFDICTE ET,

args: ["--k8s-mode", "--container-runtime", "containerd", "-perform-
sca-scan'"]

F 74V Tl SCAAF Y U NIA T A - T— R TEITENET, SCAAF YDA UK

— Ry b e TV RABEIL, AX YL EFTTA L F— R THEITTHILEABINTEE

T, HE-SCARAX Y U FA LV TA L - E—RNTHETTAHZILEEBEIDLET, Javad V7 F U =
T e R —UHPEONEIX, SCAAX Y L 24T T2« F— R TEITTIHERIBIETLE
I, EMER/ Sy r =V ool UE—hO Maven V RY b U 22T 50ENRNH 555
N FET, ZhUE, A A= DOWEIINER A TF v ORGEEITHE A 5.2 HA[REMEN H U £3,

args: ["--k8s-mode", "--container-runtime", "containerd", "-perform-
sca-scan" "--disallow-internet-access-for-sca'"]

FTHNVEDSCAAF YL » A= R XA LT ME5SS B0 T, T74/0 DX A
LT e, BEATHELLEH LWET EEESTEES, LxiE, RERavTFA AT
EAX v T BHEAIE. SCAAF v UM T 5 E TORMEZMIRT H7-DIZ, SCA AF ¥ v
BALT T NEHESTUERHLLGAERH Y 77,

1: [--sca-scan-timeout-in-seconds] /X7 A —# %, v —2 Ly b= =T7OBEIZHEH S
nE9,
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args: ["--k8s-mode", "--container-runtime", "containerd", "-perform-
sca-scan" "--sca-scan-timeout-in-seconds=600"]

AT FAA=T D=7 Ly Ml E AT 556 1%, args [T "--perform-secretdetection" /¥
TA—=HEZBIMLET,

args: ["--k8s-mode", "--container-runtime", "containerd", "-perform-
secret-detection"]

AT FTAA=TDOYNANY =T R Z AT 58613, args |2 "--performmalware-detection” /¥
TA=ZEBMLET,

args: ["--k8s-mode", "--container-runtime", "containerd", "-registry-
sensor", "--perform-secret-detection"]

A ML=V RIAN—2EHT 25613,
L. ROGIBERELET

args: ["--k8s-mode", "--container-runtime", "containerd",'"-storage-
driver-type", "overlay"]

2. DTk aroars saELET,

#- mountPath: /var/lib/containerd
# name: containerd-root-dir
# readOnly: true

and

#- name: containerd-root-dir

# hostPath:

# path: /var/lib/containerd

# if root directory of containerd is different then update actual
containerd root directory path

HEHAE, CSSensor i [A—R_—L A ] APL—Y RTANR—DHEFR—FLTHET,

V= TRr 72T 556 1%, args IZIBMNOfE & LT "--enable-console-logs" # {57 L &
R

CPU i R 2 R OEIZHIR T 5121%, RO X HICEH L ET, (7T 3 ) resources T, K
DHBEZHEELET,

resources:
limits:
cpu: "0.2" # Default CPU usage limit (20% of one core on the host).

7o & 21, CPUERZE% 5% IZHIBRT 2121, resources:limits:cpu: "0.05" &% E L3, T
XV, CPUBHENRRARNED 1 2Oa 7O 5% ICHIRENET, /— NEEO 7ot v 4R
B D6, resources:limits:cpu fHEZ X ET D &, CPUHIIRZ 1 SO a7 ZoAH @M IvET,
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ezl VAT AIZA450 CPUMRHY ., CPUHIIEEZ (KD CPU D 20% 2% ET 58
A, CPUHIBEZ 0.8 IZERTETHMLENHD 9, DFED., 1 2D T DHD 80% MNEiEH CPUR
BD20% 12700 £,

CPU ffi FHIPR & 4029 % 121E, 'resources:limits:cpu' 47> 3 Y EAFRELZY, 2 AL RT Uk
L7720 LT EEN,

WABEZ LS U T, Container Sensor D AE Y U V— X2 ET HIEE13. resources TIEETX ¥
9, Container Sensor ® A E U 3Rk & A F U H|ROHELHE IR D LBV TT,

resources:
limits:

cpu: "0.2" # Default CPU usage limit on each node for sensor
memory: "500Mi"
requests:

memory: "300Mi"

Container Sensor (Z A E Y U YV —2fH (HIRE 21XV 7 = A ) OWTIONFEE S, args (2 "--
use-kubect]" BMHEE SN TWNWEEE, A A—VAFy a7 ATV I A NE AT U
FROM SN AENIZEHE S ET, 7 74/ MEFZZ4 200Mi & 700Mi T,

6T, env D NIZROERERETHZ LT, ~FEHIIWMFOEE EEXTEET, Z0f]
TIE, B2 300Mi & 800Mi I HE SN TWET,

- name: QUALYS SCANNING_ CONTAINER MEMORYREQUESTMB
value: "300Mi"™

- name: QUALYS SCANNING CONTAINER MEMORYLIMITMB
value: "800Mi"™

env C . ROWEHEZRELET,
Activation ID (Required)

- name: ACTIVATIONID
value: XXXXXXXX-XXXX-XXXX-XXXX-XXXXXXXXXXXX

Customer ID (Required)

- name: CUSTOMERID
value: XXXXXXXX-XXXX-XXXX-XXXX-XXXXXXXXXXXX

Tu X UNEMAERRET D0, AELRGEIFAIRLET,

- name: qualys https proxy
value: proxy.localnet.com:3128

AX X DN, /J—ROAT—ZA%F v 7 LT, /—RBRATFTVa—)LVA[RENE 5 &
B L, J— FRBRAT Va2 — )VH[RERGEICDAAX ¥ U HBELE T, /— FDRAT—H AN
J—FKRAT a2 — VARAETHDHI L EZRLTWDEIEAIE. T 74D 1S BB TAS ¥
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VEBERITLET, AX ¥ EABERTTARNCE o — 0 T AR A2 T B 12, Bl &
Xy UHRITHEZ 2B CTHRE L ET,

- name: UNSCHEDULABLE NODE SCAN RETRY INTERVAL
value: "30" - - - -

[volumes] T 7' X TiFHED RRAZIRET 50, RELREGEITHIBEL I,

- name: proxy-cert-path

hostPath:
path: /root/cert/proxy-certificate.crt
type: File
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Deploy in Google Kubernetes Engine (GKE) with
multi-node clusters

TIT4_X—=2arIDEBEREIDBMNETT, Y TR VT arDT 7T 4_X—2 g
ID R ID ZH L E9,

T B AL TWAEEIT. T XT? Kubernetes / — RIZ, o —na L5 &y —
N— L BETDHDODOENERAE T 7 ANNHD LR LET,

TuX EFERALTELT, oo 2 HlkR L7z5E L. volumeMounts 7> 5 IR D4y 4 Hl
RCc&ExFE9,

- mountPath: /etc/qualys/qgpa/cert/custom-ca.crt
name: proxy-cert-path

[RYa—AL)] T, ar7F Yoy hORY 22— RERELET,

volumes:
- name: socket-volume
hostPath :
path: /run/k3s/containerd/containerd.sock
type: Socket

cssensor-containerd.yml 7 7 A VEER LS | RIFLET,

QRIVF/—F 77 X2 %{EH LT Google Kubernetes
Engine(GKE)Ic77'0M4 33

Google Kubernetes Engine(GKE)i%, KR Y =2—L%E 7 T AKX J V) —R L LTHR, 7T AHK
DT RTH/— R TFINET, B —iRiE LR Z RFFT 5 72 9IC Persistent Volume
Claim(PVC) &+ 2 BED FiEIL, K —0FEUPVC A FL—YOBAFICEEIAL D
LT oEY—nRMT S, 1/ — R A 5 GKE 7 7 AZ TIIERE L £H¥ A,

GKE DvIVF ) —R 7 FZAZIZE Ly —%T 7 aA 35 FIECONTIE, UTFOFIEEZ ZE
L&V, T A LG UTIELVW yaml 7 7 A /L %R L T< 72 &V, Docker Runtime
A%, essensor-ds.yml 2 L EJ(GKE / — K N—V 3 > LIS LRI TlEZ ZE < 72 &
V"), Containerd Runtime M55, cssensorcontainerd-ds.yml % {# ] L & 9°(GKE Node /3 —3/
a v L1 LD FlaZ ZF 7280,

GKE / — R /38— 3> 1.18 LRI

UTFTOFIEIZE->T, B —% GKED~/LVF /) — R 72X T 7TaAf LET, Z0ks
T a VOFEIL, GKE / — K AX—Y g > LIS URNCHEA SN ET,



Deploying sensor in Kubernetes

WD 5| $5 % L C cssensor-ds.yml &8 L £,

args: ["--k8s-mode", "--sensor-without-persistent-storage", "-
enable-console-logs"]

volumeMounts C, persistent-volume & 7 3 2 > & agent-volume ¥ 7 ¥ 3 V& HI/a A kL

i'@’—o

volumeMounts:

- mountPath: /usr/local/qualys/qpa/data
name: persistent-volume

- mountPath: /usr/local/qualys/qgpa/data/conf/agent-data
name: agent-volume

volumes D F @ persistent-volume = 7 3 = & agent-volume £ 7 + 2 > ZHlfR/=2 A > MEL %
7

volumes:

- name: persistent-volume
hostPath:

path: /usr/local/qualys/sensor/data
type: DirectoryOrCreate

-name: agent-volume
hostPath:

path: /etc/qualys

type: DirectoryOrCreate

GKE Node /X\— 3 > 1.19 L&

UTOFIEIZEST, Br P —%2 GKED~VILF /) — R I 532277, LET, 20Ok
a3 VOFIEIX. GKE /— K A=Y 3 v L9 UKICEB SN ET,

KR FL—PFERALLZWT AL OFIE

W OB ¥ % LT cssensor-containerd-ds.yml #2858 LE 9,

args: ["--k8s-mode", "--container-runtime", "containerd", "-sensor-
without-persistent-storage", '"--enable-console-logs"]

volumeMounts T, persistent-volume £ 27 2 2 > & agent-volume &7 2  ZHIR/a2 A N L

£,

volumeMounts:

- mountPath: /usr/local/qualys/qgpa/data
name: persistent-volume

- mountPath: /usr/local/qualys/qpa/data/conf/agent-data
name: agent-volume

volumes D R @ persistent-volume = 7 3 = . & agent-volume £ 7 ¥ 2 > ZHlfR/=2 A > MEL &
‘a‘o
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volumes:
- name: persistent-volume

hostPath:
path: /usr/local/qualys/sensor/data
type: DirectoryOrCreate

- name: agent-volume

hostPath:
path: /etc/qualys
type: DirectoryOrCreate

KA R L—VERFEHLET A OFE
[Kubernetes TP 7’11 A -Containerd 7 > X A L] O 7 v a TiollASNCWbHT 7oA
FIAICHENET B, AU 2—LD FOKEEA FL— NRICROETEZINMZET,

T 74NV FD/RATGKE / — R TEZRAR AR TRNZD, AU 2a— L TR b L—
/X2 % [/jusr/local/qualys/sensor/data] 7> [/tmp/qualys/sensor/data] (ZZE L ¥7,

volumes:
- name: persistent-volume
hostPath:

path: /tmp/qualys/sensor/data
type: DirectoryOrCreate

Helm Charts Z{&F L 7= Kubernetes ~®57'A 4

Helm /% Kubernetes D3 75— <X —3 % —"T» ¥, Helm Chart Z21# 7 L T Kubernetes (Z
Container Security Sensor %7 7' 12 A TX 7,

SR BAMIC
- ROTTV = arnN"—=VarBbb I LR LET,
- Kubermnetes:
- Kubernetes 1.17+
- Helm v3.x.x
- RedHat OpenShift:
- OpenShift + (The default container engine is CRI-0.)
- TUBA LERLET,

DA REFITLT, ar7F T84 2AOFEMERSGLET,
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kubectl get nodes -o wide

Qualys AV TFHEFxFa) TP —IN—2 3 V2T B Helm Fvy— DY HR— +
B D Helm F v — b X—T 3 2 OWTHE, ULTE2ZSR T IV,

qcs-sensor helm chart > Chart Versions

Install the Helm Chart

1 WOYFTH S Qualys Helm v — & X v om— RKLET,
lhttps://artifacthub.io/packages/helm/qualys-helm-chart/qcs-sensor |

2 Woa~vy FEMEHALTHdlm F¥—haA A =L LET,

B 213

helm install [NAME] [CHART] [flags]

helm install gcs-sensor-demo gcs-sensor --namespace qualys -create-
namespace

3 Qualys ~V.b F¥— FDONTF A =2 EHFELET, £/37 A—2E, 'helm install' D
"--set key=value[,key=value]' 5|5 & H L THHE L £7

Bl 2 1%

helm install gcs-sensor-demo gcs-sensor --namespace qualys -set
containerd.enabled=true

H: o~y RI7 A0 F7 A—FfElX, values.yaml DT A — Xl X 0 HEE S E T,
Helm F¥— FDHRFE/NTA—4
Helm F v — M OFREFREIR /N T A —ZIFKD & BV TT,

Parameter Mandatory? Description Default Value

containerd.enabl S>AAARIE O>FF5>4-1 LN containerd M5 true

ed % 1 DRFEY &ldtrue [CRELET.
(CUZET,
containerd.socke AT 3> containerd Y&orw NI > hErnfzsRk - /var/run/containerd/
tPath U1—AD/ (R, BHCISUTRETE  Ccontainer d.sock
ia_o



https://artifacthub.io/packages/helm/qualys-helm-chart/qcs-sensor
https://github.com/Qualys/Qualys-Helm-Charts/tree/gh_pages
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storageDriverPat A= 3> 'Overlay' A kL —= RSA){—-D/\ /var/lib/containerd
h 2.
crio.enabled Enable only d>F7F 52541 LR CRI-0 DiFEE false

one runtime

environment.

true (CBREULET,

crio.socketPath AT 3> CRI-O VY&w MNIND> banizsRU  /var/run/crio/crio.so
— LD/, BHICGUTRETEE K
a_o
docker.enabled  Enable only d>5FS5>54 LN docker Dig&E(E  false
one runtime true (CBREULET,
environment.
docker.socketPat AT 3> A2 3> Docker V4w MMCIY I~ /var/run/docker.sock
h ENEARY 1 — LD/ (R, BHCHELT
RETETFET.
docker.tlsVerify.e AT 3> TLS ZBEE=BMCUET, BIE 0 F£/zlE false
nabled 1 THRIBENSBDET.
docker.tlsVerify.t Optional OS54 T7> NERET < LI RNJUDIKR -
IsCertPath e
SLertra (Mandatory if ~ZEEULET.
DOCKER_TLS
VERIFY=1is
defined.)
Parameter Mandatory? Description Default Value
docker.tlsVerify.  Optional Docker 7 —EHUW R ITBLDICTEHK -
dockerHost (Mandatory if EENTVD7 FLRAZ/ELET.

DOCKER_TLS_

VERIFY=1 is
defined.)
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docker.tisVerify. AT 3> IW—T I\ IPv4 7 RLAFEE(FARA S -

dockerHostValu &, BEUWR— hZIBELET <IPv4 7

€ RLXZFEZ(FRZ h><port#>,

openshift AF23a> OpenShift (CTO- 9 3H/E(E. true false
(REUET.

qualys.createNa ATF>3> FTUWHRS LABRIZERZ/ER T DIBE false

mespace (&, true [CFEEULFET,

qualys.namespac A< 3> R DIEAIEMZEIBELE T, helm qualys

e install ¥ > RZERAITDIEE(E
values.yam| £V > RS > TRU %A
THEZEFERUEY.

qualys.customer Mandatory Qualys OFaZE ID ZAHNULET, -

ID

qualys.activation Mandatory Qualys 774 ~X—>3> ID #ZAHL -

ID *xd

qualys.pod_url Mandatory Qualys POD @ URL Z#iEEULZET, -

qualys.container A7 3> AFv > FTFT ORI LTI NS 10

LaunchTimeout HATBELETD.

qualys.image AT23> rivate/dockerhub L= X NUJARD qualys/qcs-
Container Security Z>H— 4% —<¢  sensor:1.16.0-0
ZRIZIBELET,

qualys.imagePul AZT>3> BEUAA—>2T)W(FD>O—-R)F IfNotPresent

IPolicy BHEEIBELET.

qualys.cpu AF2 3> tZ>H—om CPU FEREFIPEZ/\—t>F 0.2 (20% per core

—ZTEELFT . &H:0 ~ 100,

on the host)
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qualys.args.with AT 3> IR M EDKkGERA SL—2ZERAET(Ctz  false
outPersistentStor S H—HEFUETD,
age
qualys.args.enab AT 3> a>V—)LcOJZERILETD, false
leConsolelogs
qualys.args.cicd A< 3> CI/CD ®BIE Tt —%2FTUET, false
DeployedSensor
Parameter Mandatory? Description Default Value
qualys.args.regis A 3> o H—ZETLUTC, LA NUEEZ— false
trySensor BRRBRIURFT > UET,
qualys.args.conc AT23a> 4T U CEIT9 D docker/registry 7w 4
urrentScan N R OBEEECET. H@HE:1-

20,
qualys.args.disa AT 3> O2FTFAA—=2D logd] MEssERF+ > false
bleLog4jScannin g EENCLUET.
qualys.args.disa ATF23a> BIRY/ERNA A= - ZF 2D logdj 888  false
bleLog4jStaticDe BEEEMCUET.
tection
qualys.args.logFi A< 3> F—hAJe3t>0—0O00T7(ILDE 5
lePurgeCount KEL
qualys.args.logFi AT 3> t>b— 00 J7AMIILDERYAX (J\+1 10M
leSize NEfiT), [<digit><K/M/>] ZIEETS

£9, JCT. KFFEO/NA b MIEXH

I\ KT,
qualys.args.logL AF23a> o H—OJLNILEERELUET. OF 3 (Information)

evel

(CERFEIT DT~ T—IDIATERE
ULFEI. 05 5 FTTOEZEELET.
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0=I5—. 1=2Z& 3=1Bk 4=3

. 5=hL—X

qualys.args.mas ATz 3> AAX=DETTTORBENEYRAIL false
kEnvVariable x93,
qualys.args.opti =D —M B —DAA-—AF v EHREIE false
mizeImageScans LEYS. > S—SF1( T TOHERT
ETFEI,
qualys.args.disa AF23a> — DA AR F v EEMC  false
bleImageScan LET,
qualys.args.stora A 3> A= RSAN=AT>a>BRIC false
geDriverType LET
qualys.readOnly AF23a> o HU—ERABMDERAETE—- RTETLUE -
3_0
qualys.toleration AT23> DaemonSet ZY X5 —_)—RTHEITCTZE false
s.enabled BLSCLET.
qualys.toleration A= NSO AF—RIBELET. -
s.toleration.key
qualys.toleration AT 3> M SXEEFEIBELET, -
s.toleration.oper
ator
Parameter Mandatory? Description Default
Value
qualys.toleration A= FEEZERELET.
s.toleration.valu e
qualys.toleration =D FEWREEELET.
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s.toleration.effect

qualys.proxy.ena A 3> O+ 7 Qualys 75T RIC#E#HRT D false
bled PENHDBER. true [CRELE
g-o
qualys.proxy.pro ATz 3> SO+ H—/){—d IPv4/IPv6 7R -
xyvalue L XFz(& FQDN ZEELE T,
qualys.proxy.pro =D TOFARAEI 7 AILDINREEBEL -
xycertpath F 9., proxycertpath (&, FOFI(C
BRFEAE T 7 1)LV DIHE(CDH
BATEEY,
qualys.sensorCo A= Sensor > FDXAEY UY—-X%Z35 false
ntResources.ena EFUET,
bled
qualys.sensorCo AT 3> Y- 25 —DATRVUERES -
ntResources.me BaiEELEd.
moryLimit
qualys.sensorCo =D Y- J2FF—DAEUFEREE -
ntResources.me KEEELET,
moryRequest
qualys.scanning =D AFv> IFTFTOAEVEREFIE -
ContResources.e ZEELET,
nabled
qualys.scanning =D AFv> IFTFTOAEVEREFE -
ContResources. HIEELET

memoryLimit

qualys.scanning =D AFv> IFTF—DATUFEREE -
ContResources. KEEELET,
memoryRequest
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qualys.persistent A< 3> BN D7 IV EFRFI D5 L2 /usr/local/qualys/s
volhostpath NUEEELET, ensor/data
qualys.persistent A 3> Rk BIRY 1 — LA SORFEDH - XD false
VolumeClaim.en ZRL—ZOEK,
abled
qualys.persistent Mandatory if Kubernetes PersistentVolume TER -
VolumeClaim.st . vs.persist SNBARL— US2@EEELSE
orageClassName

e ER

ntVolumeClaim

.enabled” is

“true”.
qualys.persistent ~ Mandatory if WERAN —AEVUZEFELEFT, -
VolumeClaim.st " qualys.persist =& X (&, general/cicd Y —I(C1E
orage e 1Gi. LR MU E2H—(C(F 10Gi T

ntVolumeClaim 3,

.enabled” is

“true”.
qualys.priorityCl AF23a> POD TEBEELTIUI> T a>%={FE false
ass.enabled A3 38AE. true (CRELET.
qualys. priorityCl =D DaemonSet TEATIBEEISAE -
ass.priorityClass EELET,
Name
qualys.priorityCl ATz 3> AT 3> BREEREITDMEZEE -

ass.priorityClass

Value

LET, 7z&X(E "1000000" 72ET
9. 10 BT DEEER(1000000000)%
ANULET ., ERAREVEE, BEEDN
EL<RDET, EE ISXIRNOMD
BEEOSADMEC U THEMNTY .
SRFLDUT 1 AILIERY RICH U
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T, FUI>T2 3> (HIBR) =Nk
S(C. IFRICBEVEEZFHIUET,

qualys.priorityCl A= POD OFUI>T MRUS—ZIBEL -

ass.preemptionP *=7,

olicy

qualys.priorityCl AT>3> Z D PriorityClass DfE%z . -

ass.globalDefaul priorityClassName M7&(\ POD (Z{EFH
9B EERUET

t

Namespace O {i F4K 5%
- LW A DG AR—=AEERRT DX, ROa~vy REeHLET,

helm install gcs-sensor-demo gcs-sensor —--set
qualys.createNamespace=true --set qualys.namespace=namespace name -n
namespace name --createnamespace

- BFOARIZERZRET DICE, ROoa~vr FefHLEd,

helm install gcs-sensor-demo gcs-sensor --set
qualys.namespace=existing namespace name -n existing namespace name

- T 7#/v b (Qualys) ARTZEM LN T 2I121%, RO~ P LET

helm install gcs-sensor-demo gcs-sensor -n qualys
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Collection of Kubernetes Cluster Attributes

Helm Fv¥— rZ7vFJL—F¥ %

WDOa~vy REHLT, 79727 v 77— RLET,

helm upgrade [RELEASE] [CHART] [flags]

Z 2T, [RELEASE}IZ U U —24, [CHARTIZF ¥ — F /S AT,
A

helm upgrade gcs-sensor-demo gcs-sensor —--namespace qualys

HelmChart Z7 VA VX b—ILT %

ROa<ws REFRLT, /77%7 A A=V LET,
helm uninstall RELEASE NAME [...] [flags]

B 213

helm uninstall gcs-sensor-demo --namespace qualys

Kubernetes 7 7 X2 E@HEDaAL 9 a >

Kubernetes 7 7 A ¥ —@MED a7 2 3 X, Sensor 73— 2 > 1.8 & Container Security 73—
a2 110 BB E L E Lz, Container Security Ul T T FEiTB LV —%2METH L X
2, B —IC L o TUUE S 4172 Kubernetes 7 7 A ¥ — @& fisk T& £ 9, Kubernetes 7 7 A
Z—OREMITIE, /= FOFM, Ay FOREM, 2> he—F—0FlRENGEnET,
Container Security API Zffi [l L T, 22> 7 F L& —HICUNEE S 17z Kubernetes 7 7 A & @
TR L ET,

HE - Kubernetes J&4:(%. Container Security /N—"2 > 1.10 U U — X RISz 7 FiC

®f L CORE I N F T, Kubemetes BIEIX, 2T 0300 TRl SN E X, aryT7 T/
TUFLO—E L L CUNE S EF, Kubernetes TEEFEDT 7' 11 A A - ® Kubernetes 7 7 A X J&
a7 =y F T3 BBFEOTFnA A b e Te—A7 U NEEE)) $46ERHY. Zh
WXV FH LW T I ER S, ZHUCK Y a7 T ORELBENBRL SV EF, Kubernetes

JEMEIX. Kubernetes 7 7 A% — LICH L <MEp Sz a7 F =k L TIE S LT,

o—A7 7 FOFES] (23, ROoa~<> FEEHLET,

kubectl rollout restart deployment <deployment-name> -n <namespace> Kubernetes 7 5 X 2 —DJEMH &
(TR TY A

Cluster type (Kubernetes)
Cluster version
Project name (collected for projects in Google Cloud Platform)

Node name and flag indicating whether the node is the master node
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Pod name
Pod UUID
Pod namespace
Pod labels (key and value pairs)
Controller name
Controller UUID

Controller type (e.g. DaemonSet, Deployment, ReplicaSet, etc)

Kubernetes IC77’ A4 3 hf-o Y —%2EFHTS

Container Sensor DaemonSet (%, Kubernetes CTHHi/N—Y 3 SNCHEFH TEXE T, ZOFHRIT,
Amazon Elastic Container Service for Kubernetes (Amazon EKS), Google Kubernetes Engine (GKE),
Azure Kubernetes Service (AKS) (23 H S v E 4,

Container Sensor (27Kt A b L— & Docker 7—F > V75w b~DFHAAMD BLOEXIALT
Y 2MER DD L BHERLET,

Kubernetes ~ A % — TR D FNA% 54T L C. Container Sensor & FH1 L ¥ 7,
73: Container Sensor DaemonSet 7% Kubernetes Bglis CHEITESNTWDH Z L 2 MER L E T,

H: Tqualys] PS4 HiTZER]C Qualys Container Sensor 233 TIZEIT SN TV A IEEIT, &I
MOARIEMNDE =T A VA M= AT ORERDH Y £, HHO
QualysContainerSensor.tar.xz 7> S it L7258 LV yml 2 H 5 2 2>,
https://github.com/Qualys/cs_sensor 2> HEHE yml 7 7 A L& X 7 a— FTEXET, #H LUV Qualys
Container Sensor % 'qualys' £ HiZEMICT 7 a A LE T, KA b L—I2iE, LEIOT 7 A A
> k&R U782 % persistent-volume ¢ hostpath Tt 3 20BN H VD 7,

- name: persistent-volume

hostPath
path: /usr/local/qualys/sensor/data
type: DirectoryOrCreate

Kubernetes < A % — @ Qualys Cloud Portal 7> QualysContainerSensor.tar.xz 7 7 { V& % 7 > 1
—RKLEF,

B Y— Ry =T R R L ET,
sudo tar -xvf QualysContainerSensor.tar.xz

N— a3 UNEH T 7 A /V(QualysContainerSensor.tarxz 2> L) HE o —N"—T 3 Va2 a b —
LETS

cssensor-ds.yml 2 7 M ILEEET S

cssensor-ds.yml 7 7 - /L (QualysContainerSensor.tar.xz 7> S ) ZZEH LT, IROD/NT A —H —
DEZBELET, yml 77 A ABIELLBEET S L 212, UTFTHAT L ZRENDOEY =


https://github.com/Qualys/cs_sensor
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VEHIBR/ AR LRI I LTLIES Y, yml 7 7 A /LT https://github.com/Qualys/cs_sensor
MBEHEF 7 a— RTELHZ 2 ICERELTEEN

9T Kubernetes / — RIZ, F§E S 472 URL O D Qualys B Hh— A A=V R DH I L%
%E}S‘ L/iﬁ‘o

containers: - name: qualys-container-sensor image: <CS Sensor image name in the docker
hub/private registry> args: ["--k8s-mode"]

A A=V DEITROIEATH 2 MLENH Y £7,
registryurl/qualys/sensor:<version-info>
CI/ICD BREEDE Y —% T 7 A T55681%, args B2 RO LD ITHEELET,

ar&;s : ["--k8s-mode","--cicd-deployed-sensor","--log-level" ,"5","-log-
filesize","5M","--log-filepurgecount", "4"]

Registry Sensor 7 7' 0 A T 25513, args fEA KD LD ITHEL £,
args: ["--k8s-mode","--registry-sensor","--log-level","5","--logfilesize","SM","--log-filepurgecount”,"4"]

1E: FFLO args fED "--log-level", "--log-filesize", 35 & N "--log-filepurgecount" DfEIL > 7 /iZ
TEEHA, =— XS U THEUREEZfRELET,

ayy—nATe 72 MNT 5581, args ITIBMOfEE LT "-enable-console-logs" % 57 L &
R

CPU i 2 FeE OEIZHIR T 2121%, RO X HICEH L ET, (47T 3 ) resources T, K
DHEBAZRELET,

resources:  limits: cpu: "0.2" # Default CPU usage 1imit(20% of one core on the host).

7o & 21X, CPU %A 5% IZHIBRT 5 I121%, resources:limits:cpu: "0.05" & E L9, ZHZ
XV, CPUBEHAENREANED 12D 7 O 5% ICHIR S ET,

J— RIZEEDO 7T vt v R3dH584A . resources:limits:cpu fEZ R ET 5 &, CPU RN 1 >0
ATICOHRBEH S NET,

e z2iE. VATAIZ4O0O CPUMRHY . CPUHIEAR2ED CPU BED 20% IR TET 55
&, CPUHIRZ 08 ICHET HMENRHV T, DFEV ., 1 2O T DHD 80% M &7t CPU A
B0 20% 2720 £97,

CPU £ FHHIPR 2 M0 23 5 121E, 'resources:limits:cpu' 47> 3 VARELIZD, 2 A N7 D b
L7220 LN TL7ZE0,

env C . ROHEHEREELET,

T T 4= aID(WHE: T v 77— KT HBEFED Container Sensor DaemonSet CHEf: X1
TWALDOEREILT 7T 4 _X—varIDEHEHLET)

- name: ACTIVATIONID

value: XXXXXXXX-XXXX-XXXX-XXXX-XXXXXXXXXXXX
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B ID (WAE: 7 v 77 L— R 3 B BEE D Container Sensor DaemonSet TR EN T\ 25 H D & [F
UBZ ID ZfEH L £9)

- name: CUSTOMERID
value: XXXXXXXX-XXXX-XXXX-XXXX-XXXXXXXXXXXX
TuX UAEFREEET D0 AELRGEIIHIRLET,
- name: qualys https proxy
value: proxy.localnet.com:3128
lvolumes] T 7' LREHED NZAZIEET 27, AELRGEITHIBRLET,
- name: proxy-cert-path
hostPath:
path: /root/cert/proxy-certificate.crt
type: File

TIT 4= arID EBERID BZVNETT, YR VTS a D7 7T 4= = 1D
CHEEID AL ET,

Tax e FEHA L TWAEAIL. TXTO Kubemetes / — RiZ, Br—nar 5 FEHEY—N
—LBETATOOENREAE T 7 ANV EERLET,

Tax EFERALTELT., EEROEHS IR LZHA1E. volumeMounts 7> 5 R D4 & HIFR
TEET,

- mountPath: /etc/qualys/qgpa/cert/custom-ca.crt

name: proxy-cert-path

cssensor-ds.yml ZER L7 b, 77 A VERFEL, HHAZ U7 b (k8s-rollingupdate.sh) & F479
5HZ, Kubernetes ¥ A X —@D LA kU T docker 2 7 A &2 FEITLET,

Bz 03

docker login mycloudregistry.com

LA RYIE, EHNFEITINTWDTTO Kubernetes / — R & Kubernetes ¥~ A X — 67 7
TATEDHHMENRDY 7,

Container Sensor DaemonSet % fx#7/3— 3 3 NI W H T A121%. Kubernetes ¥ A ¥ —TIRD I~ >
KEFETLET,

./k8s-rolling-update.sh Registry Url=mycloudregistry.com

¥ :k8s-rolling-update.sh, docker load, docker tag, ¥ X 'L & K U ~® docker push & 1T L £
TO
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POD ~DEEEDHRTE

POD

WM 2D &L U Y —RADOBENRAE LTEGAICENL B £ 97, PriorityClass /X7 A

—Z & LT, POD IZRm OEIEEZEID 4TS Z &ﬁf%i?
Ry RICBREEZEI Y THIIE, LLTOFIEICENET,

Y —RBET 7 A (ym)ERE £,

77 ANVHNTRO 2 — FTa /O£,

1.
2.

LT

#
#
#
#
#
#
#

- kind: PriorityClass

apiVersion: scheduling.k8s.io/v1l

metadata:

name: qualys-priority-class

value: 0

preemptionPolicy: PreemptLowerPriority

description: Priority class for daemonset

#fpriorityClassName: qualys-priority-class

3. EFED a— RT3 A > N EMERT DI, ITORNICH D "#" ZHIFRL £7,

4 i

188
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Docker Swarm Tt Y —n5F7 a4

o7 7V r—ay aryFFEEEEC, 27T B —% DaemonSet IZHES L., LU A
— g MREE 1ICERE LT, Docker A MIHFICEV S —BNTF FafEnNs Lo LET,

Docker Swarm {27 7 2 A §~ % Qualys & > ¥ —0 DaemonSet Z {ERkT 51213, RO FIEAE FE
\i‘g—o

Linux = > &' = —# — E® Qualys Cloud Portal 7>% QualysContainerSensor.tar.xz ~7 7 1 /L% % 7
rue—RLET,
oY — Ry =T E MR L E£9, sudo tar -xvf QualysContainerSensor.tar.xz

WD a~< RuEfH LT, Docker Swarm 7 7 A X —NDOFT_XTD /) — NIZIBEO Y R LI
qualys B> — A A=V %7 v a LET,
sudo docker load -i qualys-sensor.tar

sudo docker tag <IMAGE NAME/ID> <URL to 1:Eush image to the repository>
sudo docker push <URL to push image to e rep051tory>

B 203

sudo docker load -i gua {S sensor. tar
sudo docker tag c3faé63 8df myregistry.com/qualys_sensor:xxx
sudo docker push myregistry.com/qualys_sensor:xxx

FEHE2EFOEEFA LRV TLLEIY, LUPARI/AA=VDRAEZMEADNRRAICEE 2 £
7,

cssensor-swarm-dsyml 72 7 JLEZEET 5

cssensor-swarm-ds.yml ~ 7 A /L (QualysContainerSensor.tar.xz 2> 5 i) 88 LT, RD/XT A
— X —DEEEELET, yml 77 A ADBELLBET S L 012, UTFTaT 22 Ehot
sarERI/a A P LRVWEIICL TS IEEN, yml 7 7 A /LI
https:/github.com/Qualys/cs_sensor /N HEHEX 7o m— RT&E 5 Z LIZERL T ZEWN

TRTCDOVALZ— ) — e U—0—/— NIT, $5E 472 URL 7> 6 O FHT D Qualys & o —A
A=V NRDHDH L EMRLET,

qualys-container-sensor:

image: <CS Sensor image name in the docker hub/private registry>
deploy:
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mode: global # Deploy 1 container on each node == DaemonSet
command: ["--swrm-mode"]

CYUCD BRI —4%2T 7 uA 755451, ROXICavwr FEEzEELET,
command: ["--swrm-mode","--cicd-deployed-sensor","--loglevel","5","--log-filesize","SM","--log-
filepurgecount","4"] If Registry Sensor 27 7' 0 A4 T 5%51%, ROLIZa~vr FEAHFELE
R
command: ["--swrm-mode",6"--registry-sensor",'"--log-level","5","-log-
filesize","5M","--log-filepurgecount" 6 "4"]
E: Bl a~<y NMED "-log-level", "--log-filesize", 35 & O\ "--log-filepurgecount" DAL H > 7
T EEFA, =— XIS CCH R EEfE L7,
ay Y= TrZEZHBT2581%, 2~ FITBIOfEE LT "-enable-console-logs" & fi & L
i—a—(}
oY —mllarTF EXa VT A UL TA A=V a7 FOREERE~ A7 T 556
1, =<2 FITEMOfEE LT "-mask-env-variable" ZiBI L £9°,

CPU R 2R EDIEICHIR T 2 1C1E, RO KL IICET L ET, (A7 2 ) deploy T BT
AHRELET,

mode: global # Deploy 1 container on each node == DaemonSet
resources: limits: cpus: '0.20' # Default CPU usage
1limit (20% of one core on the host.

7= & 2%, CPUMHE% 5% ([ZHIFRJ 521X, deploy:resources:limits:cpus: "0.05" & &% E L £7°,
ZIUC KD, CPUBEHENREARRA N ED 120D a7 D 5% IZHIRISVET,

J— RIiEHEO 7 vt v b 554, deployresources:limits:cpus iz # ET 5 & CPU HilfREA
1 >0aTicoREAshEd,

e z2iE. VATAIZ4O0O CPUMRHY . CPUHIEAZ2ED CPU BED 20% [CRTET 55
&, CPUHIRZ 08 ICHET HMENRHV T, DFEV ., 1 2O T DHD 80% M EiFt CPU R
B0 20% 2720 £97,

CPU 1 =R Dl PR % #2h12 9 5 121, deploy:resources:limits:cpus D% 0 [ZFRE L 97,
BREE] © . UTZHEELET,

environment:
ACTIVATIONID: XXXXXXXX-XXXX-XXXX-XXXX-XXXXXXXXXXXX CUSTOMERID:
XXXXXXKXX - XXX K -XXKXK - XXX K - XX XKXXXKKXKK qualys_https_proxy:

proxy.qualys.com:3128

TIT4_X—=2arID EBERID BZVNETT, YAV a D7 7T 4X— = 1D
CHEIDEZHEALES, NERWEAIE, X UEREHIRTEET,

RY2—LDFT | ROBERERMEL T EEW,
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volumes:
- type: bind
source: /var/run/

target: /var/run/

- type: volume

source: persistent-volume

target: /usr/local/qualys/qgpa/data/
- type: bind

source: /etc/qualys # Must exist !

target: /usr/local/qualys/qgpa/data/conf/agent-data

source | "persistent-volume" D E FIZLET, Tk, RVa—LbvwvETDY—RAT ¢
L7 kU7 docker swarm /b— ~F ¢ L2 kU (2% V| /data/docker/volumes)|Zi% E S AV E T,

lete/qualys 7 4 L7 U X, RV 2a—A~ v BT EHRISEDLZDIIC, TRTOTAL— ) —
NeU—=D—/ = NIHFET DRERH Y £,

volumes:

persistent-volume:

lconfigs] T . ROEREZRMLL TWDZLEMERLET,
configs:
proxy-cert-path:
file: /root/cert/proxy-certificate.crt
TRXUEMEHLTWDLIEEIE, By —Ra T FERY— = LBET SO DF R
HEITANPDTRXRTORYAZ =L U—D1— ) —RlhbDHI LR LTIEIN,

TaX v EHEHLTE LT, BB D qualys https proxy & HIBR L7581, KOS HHIERT
% ‘ij—O

configs:
- source: proxy-cert-path
target: /etc/qualys/gpa/cert/custom-ca.crt

configs:
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proxy-cert-path:

file: /root/cert/proxy-certificate.crt

cssensor-swarm-ds.yml 7 7 A V&R L7z 5 . docker swarm master / leader TIRD 2~ > K& FAT
LTAEZ v 7 ZEfLET,

docker stack deploy -c cssensor-swarm-ds.yml qualys-container-sensor

Qualys Container Sensor %7 > A ' A h—/LJ HLEWN b 58551, docker swarm master/leader C
WDa~y REFATLET,

docker stack rm qualys-container-sensor

KIERA FL—ODGVWEEIt Y —

o —iE, BA M LEOKEA ML=V EEHETICETTEET, ZOHE, T—XIFRA L
IR ENT, o — % FEHEIZ L7z /ust/local/qualys/qpa/data 7 4 L X —IZRIF S NVE T,

KA M L—U R L TR —%iE T 5I21%, cssensor-swarm-ds.yml 7 7 A /LA EHE L, a2+
v RIZIBIMOfE L LT T--sensor-without-persistent-storage | % f5E L £ 7,

command: ["--swrm-mode","--sensor-without-persistent-storage"]

0 7 & RFEFT HI21E, [--sensor-withoutpersistent-storage | & & T [--enable-console-logs | 773
arEHT LD LET,

volumes (4} ¥— B R) T, persistent-volume &7 > 3 V& HIkR/ 2 A > MEL £,
volumes:

persistent-volume:

volumes (NEFH— & A) T, persistent-volume &7 > o &I/ 2 A > MELET,
services:
volumes:
- type: volume
source: persistent-volume

target: /usr/local/qualys/qgpa/data/
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AWSECS 7 7R —~Dtry¥—57704

Qualys Container Sensor %7 —%E > % —E X & LT Amazon ECS 7 7 A X —Z7 7 uA 35T
1L, WOFNEZFATLE T,

BIHREE: AWS ECS 7 7 A X —DBHB) L CWARLENRH D £37,

Linux = > ¥ = —# £ ® Qualys Cloud Portal /> QualysContainerSensor.tar.xz 7 7 A /L & X 7
m—RLET,

oY =Ry =V R R L E T
sudo tar -xvf QualysContainerSensor.tar.xz

WDa<y REEHLT, Qualys B — A A= %7 T AL —NOTRTO /) — RIH@ED
VAR MIIZT yva LET:
sudo docker load -i qualys-sensor.tar

sudo docker tag <IMAGE NAME/ID> <URL to 1:Eush image to the repository>
sudo docker push <URL to push image to e repository>

For example:

sudo docker load -i alys-sensor. tar

sudo docker tag c3fa63a818df 20576712438.dr.ecr.us-
eastl.amazonaws.com/container-sensor:qualys—-sensor—-xxx
sudo docker push 20576712438.dr.ecr.us-east-
1.amazonaws.com/containersensor :qualys-sensor-xxx

Note: fl#FDFEEHFHALARNWTLEEN, VIR RN/ A= DONRAZMEDORRAIEEZHZ
\i‘a—o

cssensor-aws-ecs.json 7 7 A ILEZEE T 5

cssensor-aws-ecs.json ~ 7 { /L (QualysContainerSensor.tarxz 7> H ) 2 A E LT, RD/XT A —
Z—DfEZEELET, json 7 7 A ADIELSBERET D L H1c, U FNICRTHESZ > a V& HlBR
/AA MELZRWE DI LT E SV, json 7 7 A /Ui https://github.com/Qualys/cs_sensor 7> 5
E#EA U a—RT&EHZ LICERLTLEEN

"containerDefinitions": [
{
"name": "qualys-container-sensor",
"image": "20576712438.dr.ecr.us-east-1.amazonaws.com/container

sensor:qualys-sensor-xxx",
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"cpu": 10,
"memory": 512,
"essential": true,
"command": [

"--ecs-mode"
1,
cpu (vepu DER) & AE U (MB HALOY A X) |2 72z 5 E LET,
CUCD BREEiC P —% T 7 uA 255813, Iy FEZKOLSICHELET, -
"command": [
"--ecs-mode",
"--cicd-deployed-sensor",
1,
Registry Sensor 27 7' 02 A T 5551%, a<r FEZRO LI ITHELET,
"command": [
"--ecs-mode",
"--registry-sensor",

1,

07 LUV EET DA, args (SIBINOME & LT "--log-level", "<a number between 0 and 5>"
ERELET, LE2E, PL—ATrZEZRMEELZWIGEIE, ROXSITHEELET,

"command": [ "--ecs-mode", "--log-level”, "5",]

R EINDT —4 7 qpalog 7 7 ANDEE D T T 7 A NVHTD OV A XEERT DAL,
"-log-filesize", "<digit></K/M>", "K"IZF B 3A [, "M"IZAH A k. "log-filepurgecount",
"<digit>"ZIEMDE L LT args IZHRELE T, 7 7 4 /L M "log-filesize™: "1OM" & "log-
filepurgecount™: "5" C, config (2 X > T H v E T,

"--log-filesize": B 77 7 A NI ) DIERKY A A& ERT DO TEET, =& 2L
MK (3 B 3A R, "TOM" (A H A R), 10" (A B 72 BT

"--log-filepurgecount": LT D7 — A T ST s A NDOEEEFRT HDIMEHTEE T, 1
TIT 4 V7 NVIIEEIZEH D qpalog 7 7 AR HDH T EIZERE LTSI,

"command": [ "--ecs-mode", "--log-level", "5", "--log-filesize",

"5M", "--log-filepurgecount", "4"]
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ay Y —cu 7 ZHRE 5541, command (ZIENOfE & LT "--enable-console-logs" % & &
l./i j‘o

General Sensor(T X TD T XA A THR— NDA A=V AF ¥ U E2BNT H5E51F, [-
disablelmageScan| /N7 A —# ZiBML £,

"command": [ "--ecs-mode", "--disableImageScan'"]

l--disable-logdj-scanning] ZfEH LT, 27 F A A= Logd) MaFgtE A % ¥ o 2 23 %
TENTEET,

"command": [ "--ecs-mode", "--disable-log4j-scanning"]

[--disable-log4j-static-detection | Zffi [ L C, BII/ERAIA A — A v > D Logd] HOf H &
T HZEMTEET,

"command": [ "--ecs-mode", "--disable-log4j-static-detection"]

General Sensor DA A — Y A% ¥ &g b 5861, [--optimize-image-scans| /X7 A — % %
BMLET,

"command": [ "--ecs-mode", "--optimize-image-scans"]

AT A A=TDO—7 Ly MRBEAEINZT DAL, [--perform-secretdetection] /X7 A —
ZEEMLEST, >—27 Ly MaHIE, CICD B —L LY A R £ —TORPR— | &
NTVDHZ EIZERLTEEN,

"command": [ "--ecs-mode", "--perform-secret-detection"]

AT FA A=Y OZNY =T RN EANCT L8551, [--performmalware-detection] /X7 A —
ZaBMUET, v AU =7HHE VYA M) B —TORYR—-FINTND I LITHE
BELTE3N,

"command": [ "--ecs-mode", "--perform-malware-detection"]
MBREE) C© . AT&EELET,
"environment": [

{

"name": "ACTIVATIONID",
"value": "XXXXXXXX-XXXX-XXXX-XXXX-XXXXXXXXXXXX"

},
{

"name": "CUSTOMERID",
"value": "XXXXXXXX-XXXX-XXXX-XXXX-XXXXXXXXXXXX"
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"name": "POD URL",
"value": "<Specify POD URL>"
},
{
"name": "qualys https proxy",
"value": "<proxy FQDN or IP address>:<port#§>"

}
1
TIT4_X—=2arID EBERID BINETT, YTRIZ VS a D7 7T 4X— 31D

CBEIDDEFEHLET, 7uX I ERERET 50, REREEITEZ v a VEHIBRLET,
Taxvkv s va VEABRT DHAIE. json A T RMMIELNWZ EEER LT EE,

Tax v EHEHLTE LT, BREEA D qualys https proxy ZHIFR L7254 1%, mountPoints & 78 U
2= LINBIROF S EHIRTE £7,

configs:
- source: proxy-cert-path
target: /etc/qualys/gpa/cert/custom-ca.crt
configs:
proxy-cert-path:

file: /root/cert/proxy-certificate.crt

TuaXitr va URRENOHIRINTWVWAYAIE. mountPoints & volumes DT D proxy-
cert-pathEZ v a3 ¥ HHEIFRLET,

"mountPoints": [
{
"sourceVolume": "proxy-cert-path",
"containerPath": "/etc/qualys/gpa/cert/custom-ca.crt"
},

"volumes": [
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"name": "proxy-cert-path",
"host": {
"sourcePath": "/root/cert/proxy-certificate.crt"

1

(R 2 —2A] O FIZ, persistent_volume DfE#HZ A LE 7, persistent_volume 07 A Z LD
FratiEd 5 L. Docker R A F TELMEHTERWESIIMERINE T, ZENTET LS,
cssensor-aws-ecs.json 7 7 1 L ERIE L ET,

json 774 JL% Amazon ECSUI [2/ VA R— kLT, aVV—ILDTTOAL%E5%ET
LEY

Amazon ECS UI @ [Task Definitions] C. [Create New Task Definition] 27 U >~ 7 L ¥,

BB Z A 7OEHNMEL LTECQ2 @8R L4, [F AV ER]|LAEAN L, ZATL2HEIF[F A
7 m—N], [Ry FU—2 F—F], BEIO[ZA7FfTr— L] ZEELET,

NR=YDO—FFETAZa—/)L L, [JSON ZEMH L THK] 28R LET, BEFoa 7Y%
FTCHIBR L, cssensor-aws-ecs.json 7 7 A L ONEE2KE 2 & — L TREY (T E T,

TERL ) 227V w7 LT, FAZERBEERLET, FlEND L. FATEREO FIZERS
nEJ,

WIZ, [V TAZ=1IBEIL, ¥ oY —2T TuaAF27 A8 —2% 2 ) v 7 LET,

[—ERXZ 7T, fEkKZ27 Y v/ LET, EEZ A 7L L TEC #INRLEF, EFLTIER
LImFA AT EREZOIE Y a v 2BIRL, 772X —52RIRLET, [V—ERAIC[I—F
A DFEFE] % [DAEMON] EfRE L, HELU T [Ry MU=, [Afi5HE]. B XV [Auto
Scaling] A&k L £ 3, HHREZMEREL, MEK] 227V v/ LTH—EREERLET, 1Elksh
HéE. P—EROFICERTEINET, V—ERADAT—FART VT 4 T THAI L 2B LE
T, [FAZ]FT T, BARAINPTRTOECS AT T TIEITENTWSZ L 2R LET,

Amazon ECS 7 5 A2 —T®M Qualys £ > H—D{FE1E

Qualys 2> 71 B P —RNFTRXRTOa T FTIEITINRNE T DL, [P—EvR] &7
MHYP—EREHIBRT 7217 TT, ZUZ LV, qualys-container-sensor — B R [XFEFHIFL T S
F4N, AWSECS A v AZ AL P —ITHIREN T A,
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KA S L—U DRVt Y —

o=t BAMLEOKKA =P EAETICETTEET, Zohe. T—XIEAA R
WZERAE ST, 'Y — & HLHUE|Z U7z Jusr/local/qualys/qpa/data 7 4 /L 2 —ITfRfF SIVE T,

KA FL—U 7 L TR —% BT 511X, cssensor-aws-ecs.json 7 7 A NV EEHL L, aw
RIZEIOfE E LT [--sensor-without-persistent-storage | % 8§ L £,

"command": [
"--ecs-mode",

"--sensor-without-persistent-storage"

1,

0 7 aREFT 512X, T--sensor-withoutpersistent-storage | & & $1Z [--enable-console-logs | 47"+
araifToZ a0 LET,

mountPoints C persistent-volume &7 * 3 > ZHIBR L £9°,
"mountPoints": [

{
"sourceVolume": "persistent volume",
"containerPath": "/usr/local/qualys/gpa/data"
},
volumes “C persistent-volume =27 2 a > ZHIER L £ 7,

"wvolumes": [

{
"name": "persistent volume",
"host": {

"sourcePath": "/usr/local/qualys/sensor/data"
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AWS Fargate (ECS) T2 T A A—V A2 AFX ¥y 5

Qualys Container Security |3, AWS Fargate Z PR35 72 DIZfEH T& £3, AWS Fargate I,
Amazon Elastic Container Service (ECS) & ##+ 2 a7 FHOY—_"—L2RarEa—F 17
TV UTT, ZOMBEIZL Y, AWS Fargate THEITSNTWD 27 F %42 L. Amazon
Fargate # A7 (ECS) IZ Lo ClEBI SN a > T A4 A=kt LTttt s a7 74 7 0 A
DAF XY U HFEITL, BRERRLTEET 72 a v EFE(TTEET,

AWS Fargate T —R_R—=L A THDHD, VU a—T a3 38 L Fargate ¥ A7 37 7 A &
nNoi=wNct ¥ —%iEdE LEJ, AWS CloudFormation & Qualys Lambda BI%t & L C, A
X ¥ /%Q%ﬁﬁﬁ FUH—=LES, 722U T g OFMAHH LT CloudFormation 7 >
7'V — N &ERE L. Amazon Elastic Container Registry (ECR) "HHUfG L7z A A —T DA A —T A
Xy % M) A—FT2572DIZ, Qualys S3 /N7 v b & S3 37 v b F—%E T Qualys Lambda B
BaRELET,

Lo

Amazon Elastic Container Registry (Amazon ECR) 7> 5 Htf5: L7z Docker £ A —3 (x86 64 7 —F 7
JF ¥V R—F) OAFY L2 LTVET,

AWS ECS Fargate # A7 NEBI S5 & Qualys DF 7' 12 A HFIZHERR S 417= AWS EventBridge /v
— VA XY N &I L £ 7, EventBridge /L —/UiX, Qualys A+ > Lambda BI%% VU 4 —
THEIIHESNTWET, KIZ, Qualys Lambda B%IE EventBridge 7> 5 52{8 L7=4 X h
AP L T, /1 A=V AX ¥ U ZRELET, Qualys Lambda Bi%i%L., AWS CodeBuild % L) L
T Qualys & —%54T L, Qualys £ —iXAmazon ECR "HA A—T 2TV L, 4 A=Y
DONaFItE L a L T IAT UV AAF Y U EFITLET, A A=V - AX Y URRITHE, 4 A—
Ve A X T —ZDEHI O 7= 12 Qualys Cloud Platform (27 v 7' 12— K & 41, =—#—|% Container
Security UL X OV API > Baffli 2 Ron C&E £ 7,

Deploy AWS "
Fargate Task @
—

AWS Fargate Amazon ECR

Fargate
Event
EventBndge

Tnggef
& nd )\
AWS CodeBuild with

Amazon EventBridge Qualys Qualys Sensor Qualys Cloud Platform
Lambda Function

Inventory & Scan
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Qualys Private Cloud Platform (PCP) (22 TlL, AWS & Private Cloud Platform [ Ot % 3% €7
512D A RT4 &ML TWET, [Qualys Container Security - Securing AWS Fargate on
Qualys Private Cloud Platform (PCP)] &L T &\,

Qualys AWS ECS Fargate € A —URF v VXA vy DT 704 FE

LT OFRINEIZHE - T, AWS ECS Fargate f A —3 A% v U &% E L £ 7, Qualys CloudFormation
7 7 L — I & Qualys Lambda B%% £ H L C. CloudFormation A % v 7 Z{Epk L £ 97,

HIfR &
BAtAT D1, CloudFormation AWS ECS Fargate f A — U AF¥ v U AX v 7 & EFICERET 572
DORDT AT LPHEFENTNDZ L ZfER LTI EI N,

ARy I T TuAT5HANS U —T 9

Qualys CloudFormation 7 >~ L — I URL: https://qualys-cs-image-scanning-cloud-formation-
template.s3.amazonaws.com/qcs-ecs-fargate-image-scanning-cf.template

Qualys W7 A7 V7L a VOBREOFM: PODURL, 777 4 X—arID, BAX<—
D, Y7 A7 VT arDT7 754 _X— a2 ID &AM AZ~—ID ZHEERT 5 I121%.
Ul @ [Configurations]>[Sensors|{Zf5 &) L, [Download Sensor]% 7 U v 7 LET, WKIZ, LE
D= THI VI LET, [ A M—IVFIR] X—VDA A =) avw R
Wi, 777 4_"—varIDEARE—IDBREENTVET,

Qualys Lambda B%X (Zip 7 7 A /L), S3 N7 "4 &7 h¥—X, ECS AF¥ ¥ D
Lambda B2 R ET D12 DICMENZ2 0 £, FAWS U —2a D S3 ATy M LT
v PR —ZEGTHICE, RO®Z a2 T 7ZE 0 Qualys CS Lambda BA%L S3
Ny M & F—

Qualys > H— A A= (N—=T 3 > LIS LUK, [Qualys ¥ — A A — OIS 14
ZRRLTLIESN,
Qualys B —A A—DFERBT 5HE
Qualys Container Security Sensor 4 A —ZiX, IROA T a UBb0 £,
Docker Hub 7> & [E#5f# -5
Docker Hub W SEH L ET728, £ A—Y %2 ECRUKRY FUIZT v = LET, (public)

«  tar?HHE—RLTECRUNRY MIIZT v =2 LET, (public)
Docker Hub 2> 5 [HEEEH 35

oY — A4 A—T1, DockerHub MO EHEFRATEEY,

DockerHub D27} X2 U7 ¢ B —iE, ROLIIFEHTEET,

qualys/gcs-sensor: <tag> qualys/gcs-sensor:latest
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Docker Hub THHT D ¥ 7 B L £,

Docker Hb MR LETM, 41 A—DFER YRS MYIZTv2alFzT, 13TV wY)
WDa~vy REMFHLT, qualys B — A A=Y Z ECRAXT U 7 URY MIIZTvval
£,

sudo docker pull qualys/qcs-sensor:latest

sudo docker tag qualys/gcs-sensor:latest <URL to push image to ECR
public repository>

sudo docker push <URL to push image to ECR public repository>

B 20X

sudo docker pull gual¥s/ cs-sensor:latest
sudo docker tag c3fa63a818df
public.ecr.aws/y4h7m2t8/qualys/sensor:latest

sudo docker push public.ecr.aws/y4h7m2t8/qualys/sensor:latest

tar 50— KL, 1 A—=PZER YRS MYIZTvSalEzT, /13TVwDH)

Linux = > &' = —# — L® Qualys Cloud Portal 7> % QualysContainerSensor.tar.xz 7 7 A /L& X 7 >
27— KL %7 , Container Security Ul ¢, [Configurations > Sensors] > [Download Sensor| |ZfH)
L. fEBEDOE =2 AT %7 ) v 7 LT, N F Y (tarxz) 77 A NVEX T a— RLET,
Wiz, ILinux] & [Binary (tarxz)] % 7 Z&R L. [DownloadNow] %27 VU > 2 LTtar 77 A
NERSFLET,

Untar the sensor package: sudo tar -xvf QualysContainerSensor.tar.xz

WOa<y REFEHLT, qualys B — A A=Y % BECR X7 Y w7 VARV MIICT v val
£,

sudo docker load -i qualys-sensor.tar

sudo docker tag <IMAGE NAME/ID> <URL to push image to ECR public
repository>

sudo docker push <URL to push image to ECR public repository>

Bz

sudo docker load -i alys-sensor. tar

sudo docker tag c3fa63a818df

public.ecr. aws?K4h7m2t8/qualys/ sensor:latest

sudo docker push public.ecr.aws/y4h7m2t8/qualys/sensor:latest

AWS AV — )LEZFERLTREY Y 2T 7049 %A%

AWS Fargate ECS T2 7 A A—T % A% ¥ 7§ 57292 AWS CloudFormation Z i/ L T
£,

WDOT 7 aA FIAZHENET,
1. AWS a vV —pica A4 LET,
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2. CloudFormation (B8 L, [A¥ v 7 DIE] %27 V> 27 LT HFHLWIU Y—2&{HH] %
BIRLET,
3. [BEEDT 7 L— b &23R] 232N, [Amazon S3 URL] 7 ¢ —/L KiZ, Qualys

CloudFormation 7 > 'L — s S3URL # AJJ L9 ( [H#E51f] €272 a > ® URL &
ZW), (R~ 227 Vv 7 LTT 7L — hOREITHERET,

Specify template

A template is a JSON or YAML file that describes your stack's resources and properties

Template source

Selecting a template generates an Amazon $3 URL where it will be stored

‘ © Amazon S3 URL Upload a template file

Amazon S3 URL

Amazon 53 template URL

cancel m
|

4. (A% v 7)) IZ, Qualys AWS Fargate A v > A& v 7 D4R % AT) L E T (qualys-
fargate-scanning-stack 72 &),

Stack name

Stack name

qualys-fargate-scanning-stack |

Stack name can include letters (A-Z and a-z), numbers (0-9), and dashes (-)
5. [Qualys 7 7 —/3L#k#] C, PODURL, 727 74— 3 ID, @EID &, +7 A

7 U7 a ry OBREOFMETRTE L X,

YITAI VT arDOT 7T 43—z ID EEEEID = HEVERT 512X, UILo
[Configurations]>[Sensors {5 @) L. [Download Sensor]z 7 U v 27 LC, fEEDO® LV —H A7
B0U o LET, (AR R—AFIH] SR—T DA R h— 3wy RIS, 77T 4~—3
a2V ID EAAZ~—IDPEENTNET,

QualysPodUrl: 7 47 7> FREIE SV TCWD Qualys 77 v b7+ —2bDar7rexa T 4
—/N—@ URL # A7) L £ 7 (#i: US2 Platform D513
https://cmsqagpublic.qg2.apps.qualys.com/ContainerSensor), URL 2307572V GEIE, ROV 7
ZZ M LT Qualys 77 » b7 4+ — L% F5E L, Container Security Server @ URL % Hf§ L £ 7,
https://www.qualys.com/platform-identification/#container-security-servers

QualysCustomerld: Qualys 7 A7 U 7' a VOBKE ID # A ) LET,

QualysActivationld: Qualys 7 A2 V7 a7 77 4 _X—varyIDEANLET,
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Qualys Global Configuration

QualysPodUrl
Enter your Qualys POD URL

QualysCustomerld
Enter your Qualys Customer id

QualysActivationlid
Enter your Qualys Activation id

6. [Qualys CS Lambda FE%t D% E] T, Lambda S3 X7 > 4, F—, BLO e/ L~ L%
BELET, N7y MEF—DEZIGT2I2E, ROV 7 2R TIIEE0
Qualys CS Lambda B3%% S3 /X7 v b DA HI & F—

QualysLambdaFunctionS3BucketName: Qualys Lambda B84 S3 /N v R4 & AT L ET,

QualysLambdaFunctionS3BucketKey: S3 /37 > | % —% Qualys Lambda B8 D4 A& LTAS L
%7 (#]: qcslambda-1.0.0-34-PUBLIC.zip).

QualysLambdaLogLevel: Qualys Lambda Bt v 7' L~V 2@ IR L £9, 7 7 4 /L M "info"
TY. 774N MEZZOEEMENT 20 K VM VRGP LERGS TN Or 7 LL
ZIEIR L E,

Qualys CS Lambda function Configuration

QualysLambdaFunctionS3BucketName

Enter the S3 bucket name for Qualys lambda function deployment package

sensor-fargate-demo

QualysLambdaFunctionS3BucketKey

Enter the S3 bucket key for Qualys lambda function deployment package

qcslambda-1.0.0-34-PUBLIC.zip|

QualysLambdaLogLevel

Enter the log level for Qualys lambda function

info v

7. [Qualys CS &> ¥ —f%E] T, WOFEME A LET,
QualysSensorImage: CS 1.18.0 Z > ¥ — A A —T DL4HIZATI LET,

QualysSensorLogLevel: Qualys &> % —D 1 27 L~UL (0725 5) 2R L£3, 77 4/ MEIX
3(1EH) T, TIAN MEEZZOEEMERT D, KV n Ve LR AT O n
TV ER L E T,

QualysSensorCLIParameters: = D~ ¢ —/L RZZEDOF FIZ L TEBL Z N TEET,
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Qualys CS Sensor Configuration

QualysSensorimage
Enter the Qualys CS sensor image name with tag

qualys/qcs-sensor:1.18.0

QualysSensorLogLevel
Enter the log level for Qualys Container Security Scanner

3 v

QualysSensorCliParameters
Enter the list of CLI parameters that needs to configured for Qualys CS sensor

8. [k~ 2270y 27 LT ., V=2 70—%FITLET, HEO—IT, I
acknowledge that AWS CloudFormation might create IAM resources] &= v 7 7R > 7 A& 4
T 20ENHY £,

Capabilities

@ The following resource(s) require capabilities: [AWS::IAM::Role]

This template contains Identity and Access Management (IAM) resources that might provide entities access to make changes to your AWS account.
Check that you want to create each of these resources and that they have the minimum required permissions. Learn more [

| acknowledge that AWS CloudFormation might create IAM resources.

Cancel Previous } | Create change set I m

9. (2% 7 OER #7Vvr LET,

ER SNz V—R

2By 7 DVERIREIT D &0 RITTT LI, W< DD U Y =23 Elsh, Znon[ Y
V=R k7 valRRrEINET, ZOHFITIL, fargate-demo & VD ZRTD A X v 7 1ZxF LT
VY —=APMER SNV TNET,
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fargate-demo

Stack info Events

Resources (6)

Q

Logical ID A

QualysECSFargatel
mageScanningBuild
Project

QualysECSFargatel
mageScanninginvok
eLambdaPermission

QualysECSFargatel
mageScanningLamb
da

QualysECSFargatel
mageScanningLamb
daRole

QualysECSFargatel
mageScanningRule

QualysECSFargatel
mageScanningServi
ceRole

Outputs Parameters
Physical ID v Type v
QualysECSFargatelma AWS::CodeBuil
geScanning d::Project

fargate-demo-
QualysECSFargatelma
geScanninginvokela
mbdaPermission-
10M4H7PQZVLEG

AWS::Lambda
Permission

AWS::Lambda::
Function

AWS:IAM:Role

AWS::Events:R
ule

AWS:IAM::Role

Template

Status v

© UPDATE_CO
MPLETE

© CREATE_CO
MPLETE

© UPDATE_CO
MPLETE

© CREATE_CO
MPLETE

© CREATE_CO
MPLETE

© CREATE_CO
MPLETE

l Delete ‘ Update Stack actions V¥ Create stack V¥

Change sets

Status reason

ZITH, ERENEZY YA TH ) —ERTHRELL I,

| @ |

Module v

Logical ID Type
QualysECSFargateImageScanningBuildProject AWS::CodeBuild::Project
QualysECSFargatelmageScanninglnvokeLLambdaPermission AWS::Lambda::Permission
QualysECSFargatelmageScanningl ambda AWS::Lambda::Function
QualysECSFargateImageScanningl.ambdaRole AWS:: IAM::Role

QualysECSFargateImageScanningRule

AWS

::Events::Rule

QualysECSFargatelmageScanningServiceRole

AWS

;. IAM::Role

Qualys CS Lambda 8%t S3 /A7y FD LRI E F—

CS Lambda 8% s3 /345w F 4

WDOFEZRL T, V— 23 > Qualys CS Lambda BA%( S3 N7 v A ETUG L T E S0,

AWS Region Bucket Name
us-east-1 qualys-cs-image-scanning-lambda-function-us-east-1
us-east-2 qualys-cs-image-scanning-lambda-function-us-east-2

205



Scan Container Images in AWS Fargate (ECS)

us-west-1 qualys-cs-image-scanning-lambda-function-us-west-1
us-west-2 qualys-cs-image-scanning-lambda-function-us-west-2
me-south-1 qualys-cs-image-scanning-lambda-function-me-south-1
eu-central-1 qualys-cs-image-scanning-lambda-function-eu-central-1
eu-west-1 qualys-cs-image-scanning-lambda-function-eu-west-1
eu-west-2 qualys-cs-image-scanning-lambda-function-eu-west-2
eu-north-1 qualys-cs-image-scanning-lambda-function-eu-north-1

CS SLABEBSI /Ny Fx—
Qualys CS Lambda B%%? S3 N7 v b —E, T XTDAWS V—2 3 > TR LT,

AT %37 > N F—IL, qeslambda-1.1.0-5-PUBLIC.zip T,
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Compliance with CIS Benchmark for Docker

Docker @ CIS Ry F v — 7 ~DHEHL

Qualys Container Security (%, &> ¥ — A A —3® Docker ® CIS X>F~—7 [ZHEP L T\ FE
T, DY a3 TlE, Docker D CIS Ry F~— 7 [ZHPL L 7= TR h— A A=V %Al
M2 HECEAT A X A% LET, DTS, B —2 L L2 FETHIETE 2 &
2T, WL O DOHIEOFIAZ M L £9,

CIS Docker Benchmark 5.9 Ensure that the host’s network namespace is not shared
(Automated)

Qualys Control CID 10811 [/RA b = RXF LD Docker A>T FICERES
nrexy cJ—20 T— ROIRRE]

Resolution CD> bO—)UICHEHLT D7z (C. Qualys Container Sensor

(FON> RS A2 5|8 --net=host R LU TERITI DHENHD
F9J, 272U, sensor M --net=host 7& U TEEE SN TZIHE.
sensor (FIRA MDD IP 7 RLAZIBHTERWC EISERL
TLESEW,. BETE toY—a>FF—(ClE Ry b
D—DICEIDHETENET—ILNSEED IPAZIDHTS
nE9, "RXAbkEoOIRTOI>FTFHE E>H—O>7F7F
[CEIhHTSNZIPICRYE> N, &> FFDRXR
N IP DBEEMFIFIERBELET, LIz T, 772wy MRX
NOBEM T ZRDIRNKDIC, BlEzERL T Y—%
EBE#IDEZHBMDHUET,

Installsensor.sh Command installsensor.sh X271 N5 --net=host ZHIBR L T. <MD
> RIZUT sensor ZEITUE T,

Docker Run Command 2 H—%&FTO1493DEE(C. Docker run N> RD—EP
& UT —-net=host ZIETE LIAWVT L IZE0 N,

sudo docker run -d --restart on-failure -v
/var/run/docker.sock:/var/run/docker.sock:ro -v

lusr/local/qualys/sensor/data:/usr/local/qualys/qpa/data -¢
ACTIVATIONID=<Activation id> -e CUSTOMERID=<Customer
id> -e POD_URL=<POD URL> --name qualys-container-sensor
qualys/qcs-sensor:latest

Kubernetes DaemonSet Docker = >4 I\Z{FF LTz Kuberetes DT SO DIHE
(&, cssensor-ds.yml 775 hostNetwork: true ZHIBRLFE T,
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CIS Docker Benchmark 5.10 Ensure that the memory usage for containers is limited
(Automated)

Qualys Control CID 10812 [7RA B RAF LD Docker A>T FDAEUE
FHEHRDOAT—5 X ]

Resolution ZMDO> bO—)UICHEHLS DTZI(C. Qualys Container Sensor

(&, installsensor.sh X2 UT RO RS> 5|4
MemoryUsageLimit Zff U TCETI DN, oP—%27T
O 93 &EE(C Docker run AN RDO—EFE LT -m &{ER
UCTETIDIRENDDET, BIE. <digit<unit>EAINH b
A D) k(GFO/NA By m (AH/A D). gDWVWSTNAT
HDLDICENREIT DRENSGDET ., (FH/\1 ), #
BHE(E. 500 XS/\A T 500m T,

Installsensor.sh Command

MemoryUsageLimit Z XU hDIN > RS54 2518 &L
TEEULEY
sudo ./installsensor.sh Activationld=<Activation 1d>

Customerld=<Customer id>
Storage=/tmp/qualys/sensor/data MemoryUsageLimit=500m s

Docker Run Command

> H—%FTO+149FDEFIC. Docker run A RO—ES
ELUT mZEIEELEY,

sudo docker run -d --restart on-failure -m 500m -v
/var/run/docker.sock:/var/run/docker.sock:ro -v
fust/local/qualys/sensor/data:/usr/local/qualys/qpa/data -e
ACTIVATIONID=<Activation id> -¢
CUSTOMERID=<Customerld> -e POD URL=<POD URL> -
net=host --name qualys-container-sensor qualys/qcssensor:latest

Kubernetes DaemonSet

Docker 5 >4 I\ {EF UTz Kubernetes TDF IO Di5
BlE. RISTRIKDIC, cssensords.yml T 7-1ILDUY—X
oS3 ICATUFAHEDHIEZENMUET .

resources: limits:

memory: "500M"

CIS Docker Benchmark 5.11 Ensure that CPU priority is set appropriately on containers
(Automated)

Qualys Control CID 10813 [7RA B> A5 LD Docker A7 FITERTESN

72 CPU S TV DEMMINTDAT—H K]
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Resolution

ZD> bO—)LN\DENZEGTZ Tz (. Qualys Container
> Y —(&. installsensorsh XU T hDIN> RS> 5]
#% CpuShares Z{ER T DH. 2B -2 TO1ITBDEEIC
Docker run I > RD—8B& U T —-cpu-shares Z{FEA L TE
TIBIRENSDDEY, CNICKD., 2B —>FF—
D CPU ST PHERSNET . BARMEE. 1024 BIS+dD 0
S DIEDEELT T,

Installsensor.sh Command

ROV T bDIN > RS54 25|18 & UT CpuShares ZIETE
UET,

sudo ./installsensor.sh Activationld=<Activation id>
Customerld=<Customer id>
Storage=/tmp/qualys/sensor/data CpuShares=1023 -s

Docker Run Command

2B —%F7T0O049BEEIC. Docker run N> RD—EB
& U T --cpu-shares ZIETELE T,

sudo docker run -d --restart on-failure --cpu-shares 1023 -v
/var/run/docker.sock:/var/run/docker.sock:ro -v
fusr/local/qualys/sensor/data:/usr/local/qualys/qpa/data -e
ACTIVATIONID=<Activation id> -e CUSTOMERID=<Customer
id> -e POD_URL=<POD URL> --name qualys-container-sensor
qualys/qcs-sensor:latest

CIS Docker Benchmark 5.12 Ensure that the container’s root filesystem is mounted as read
only (Automated)

Qualys Control CID 10825 [/RXA b X5 LD Docker 127 F— DR
BDEAET 7 AL RT LADIREE]

Resolution D> bO—)LIC#EHL T Dz8D(C. Qualys Container

Sensor (&, installsensorsh XZ7J T DT> RS54 > 5|8
--readonly ZBHAUTETIDIN. o Y—%27T70193
& (T Docker run VXS RO—EPE U TEITI DINENSD
NEI,

Installsensor.sh Command

ROVT DN RS54 5|8&E UT --read-only ZI5TE
LT installsensor.sho

sudo ./installsensor.sh Activationld=<Activation id>
Customerld=<Customer id>
Storage=/tmp/qualys/sensor/data --read-only -s
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Docker Run Command

Y —%FTOA9FDEE(C. Docker run AX > RO—ER
& UT --read-only ZIEELFE Y,

sudo docker run -d --restart on-failure --read-only -v
/var/run/docker.sock:/var/run/docker.sock:ro -v
/usr/local/qualys/sensor/data:/usr/local/qualys/qpa/data -e
ACTIVATIONID=<Activation id> -e CUSTOMERID=<Customer
id> -e POD_URL=<POD URL> --name qualys-container-sensor
qualys/qcs-sensor:latest

Kubernetes DaemonSet

Docker 5 >4 &R UTE Kubernetes D7 7 -1 DIFE
(&, cssensor-ds.yml 77 -1 )LD securityContext 227> 3 2/ (C

readOnlyRootFilesystem: true ZIBIILE T,
securityContext: readOnlyRootFilesystem: true

CIS Docker Benchmark 5.25 Ensure that the container is restricted from acquiring
additional privileges (Automated)

Qualys Control CID 10855 [/RA b X5 /s LD Docker 127 F—(TERTE
EMIZ 'no-new-privileges' TF 1 UFT« AT 3> DIREE]

Resolution CD> bO—)UICHE#LY D7z (C. Qualys Container

Sensor (. T>H—%F70O+4 93D & =(C Docker run 1Y
> RO—8BE L TON Y RS A 2 5l#--security-opt=no-new-
privileges ZfEFA U CTEITI DIHENBDFET,

Installsensor.sh Command

installsensorsh XU NMIEFHLWAT S a> (b bEE
Ao CDBIEDA A=AV T bDYR— & F
EDUYU—-XTENMNESNDFECT,. F£lzld. UTFTEE
SN TULVD dockerrun N> RZFEAL T, COHlilZiE

I CEBTEET,

Docker Run Command

-7 049D EEIC. Docker run N> RD—EB

& U T --security-opt=no-new-privileges ZI8TE L FE I,

sudo docker run -d --restart on-failure --security-opt=nonew-
rivileges -v

var/run/docker.sock:/var/run/docker.sock:ro -v

/usr/local/qualys/sensor/data:/usr/local/qualys/qpa/data -e

ACTIVATIONID=<Activation id> -e CUSTOMERID=<Customer

id> -e POD_URL=<POD URL> --name qualys-container-sensor

qualys/qcs-sensor:latest

CIS Docker Benchmark 5.28 PIDs cgroup limit BMEASNTUVD Z &=k T D(BED
1£)
Qualys Control CID 10829 [Docker 1> MOt X ID (PID) cgroup iR

DAFT—S K]
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Resolution

ZD> bO—)LN\DENZEGIZ I TZ8(C. Qualys
Container Z>H—(J. installsensor.sh XZ7UT hDIY> R
S > 518 PidLimit FZ(FE> P -2 TO1IDEEC
Docker run I > RD—8B& U T —-pids-limit ZEALUTE
TIBIRENSDDEY, CNICKD., 2B —>FF—
D Pid FIRNERENE T, IEET DBEFIEDEETHD
WENSBDFET,

Installsensor.sh Command

AOUT DY RS2 5181& LT PidLimit ZI8FE L
Z£ 9 installsensor.sh. sudo ./installsensor.sh

Activationld=<Activation id>
Customerld=<Customer id> o
Storage=/tmp/qualys/sensor/data PidLimit=100 -s

Docker Run Command

> HY—%FT0O49FDEFIC. Docker run A RO—ES
& UT --pids-limit ZIEELE T,

sudo docker run -d --restart on-failure --pids-limit 100 -v
/var/run/docker.sock:/var/run/docker.sock:ro -v

/usr/local/(}ual s/sensor/data:/usr/local/qualys/qpa/data -e
ACTIVATIONID=<Activation id> -e CUSTOMERID=<Customer
id> -e POD_URL=<POD URL> --name qualys-container-sensor
qualys/qcs-sensor:latest

CIS Docker Benchmark

Multiple Controls

Installsensor.sh Command

DY > T )LIC(E. MemoryUsageLimit, CpuShares.
PidLimit, --read-only 7t&. > TSA TR &EiGIZI =8
D installsensorsh DIANTDIAN > R S 5|8MNEEN
TWET, --net=host (FBFRIENDZEITEFRLTLLZE

UYs sudo ./installsensor.sh Activationld=<Activation id>

Customerld=<Customer id> o
Stora e=/tm}i>/3ua1[}{s/s§:n§0r/data MemoryUsageLimit=500m
CpuShares=1023 PidLimit=100 -s --read-only

Docker Run Command

COYZTIVICIE. O>TSAT O REBIZS 2D
Docker 2T INX > R (--security-opt=no-new-privileges. --cpu-
shares. --pids-limit, -m. --read-only 7&%&). --net=host (ZBFR5+
SNBZETEFRLTLIZEN,

sudo docker run -d --restart on-failure --read-only --
securityopt=no-new-privileges --cpu-shares 1023 --pids-limit 100
-m 500m -v /var/run/docker.sock:/var/run/docker.sock:ro -v

fusr/local/qualys/sensor/data:/usr/local/qualys/qpa/data -e
ACTIVATIONID=<Activation id> -e CUSTOMERID=<Customer
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id> -e POD_URL=<POD URL> --name qualys-container-sensor
qualys/qcs-sensor:latest
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Troubleshooting
PFIZXPL—v 3>

oY —DEH

FTraA SNt Y= A=Y a XD b L = g VSRR ATRE R AL UL
DR —HORUC [BH 7T 077 APMATHRE] LFRRENET, =2l i—va
CHEHT LT, BTREE. NZEEEFIM L, WA EET 2 LERH Y T,

Container Security HOME  DASHBOARD  ASSETS  REPORTS  CONFIGURATIONS
m——

| 1]
®
K

Configurations RESTEN integrations

g

Total Sensors

Unknown it f5434a5e4577 1.3.1-10 cent731611-76-11
VERSION 8 days ago nsor 10.115.76.116

1.3.1-10 3
1309

Unknown .3 A\ 095ac35988d0 1.3.0-29 peisi.r qualys.com

9 days ago £\ Update Available

qua

QualysUI oo vaO— KLt 3 —0iGa

installsensor.sh 227 U 7° s ¥ 721% dockerrun =~ K& L T docker IZT 7 A Shi=k
—IX. BEIMIZEFH INET (A b—/L A7 U 7 [T --disable-auto-update 4 7" = > 23 H
STV WEAR), B P —I%, Kubernetes 7 7' 1 A TIXHBEIMIZEH SN EH A, FIEIZOW
TlE, Kubernetes |27 7' A SNlcb o —2THT022RLTL7EE0,

Docker Hub M54 VR b—LEh=t Y —DIFE

Docker Hub T8 A b 21TV % Qualys Container Sensor 1 A — (%, HEI/HH 2V HR— kLT
F¥A, BHNN—V a7 v 77 L= TSI OV TR, TDocker Hub 72 b D& o —0
A VA= I arD B —DT v T 7 L— K] #BBLTLIEEEN,

Y- T UA VRNV TBAE

QualysContainerSensor.tar.xz 7 7 -f /L(Qualys Cloud Platform 2262 > —% A VA =1L T 5729
WX vra—MZE, B —%T7 A VAN ATBHEDD A2 Y 7 b uninstallsensor.sh 73
GENTVET,

OB —ET AR —ILT BITIE:

Docker 75 A | 23 docker.sock fH THET D L VIR ESIN TV AHELEIL, ROa~r REfEH
L/i—j"o
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./uninstallsensor.sh -s

Docker IR A R TCP V7 v MEATHEETA L OICREESN TV AEAEIEL. docker 7 —F %
VAL THIICHRESNTNDT RLAZRRELET,

./uninstallsensor.sh DockerHost=<<IPv4 address or FQDN>:<Port#>> -s

B Z
./uninstallsensor.sh DockerHost=10.11.12.13:1234 -s

WHE ORI T, BV —%2T A A M—/LLET, Qualys Tix, kKA ML —T %7
T LRI EERELE L TET,
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Troubleshooting

Check sensor logs
FZTINA—=Ta VT

vH—on s x%RT 3
ot —a T A ME, T4 N TIRKROBFFICH Y 5,

/usr/local/qualys/sensor/data/logs/qgpa.log

5144 "--sensorwithout-persistent-storage”" ZffiH L TKkfEA b L—I e L TR —2FITL TV D

e, B3R A MIT =2 2EFZIAERNEEZEWRLET, T84, Container

SecuntyUI T —DFEMNERENRVEERHY, n i3k Y— a7 —HNOKRD
LT CERC&E £,

/usr/local/qualys/qpa/data/

E =K A L —U R LTA VA =L ENTWAH A, [Container Summary] ~X— 3
I =R R R I, RbVIC" e =T 7T 4 ET 4 NS T EEA"
LW ZT—NRRENDZENHY £,

Y —DIEEHEIRAE

Container Security Sensor v1.10 LAgs D 2 % o K7 1 F7 0 A Tk, 207 FOIEFMERREN
'docker ps' CEREINET, T/ A NORAD 24 KL, B —DEFEHEEZERT 720
IEFEMREE X IER M BRAA" 1272 0 £, 24 BifEITE. AT —Z AT "IEFEME: BRET" D "Er“’"
\ZEH Y £9, ldockerps] D& H—STATUS 8 [Up) THDHRY ., B —ITEFIZIETIN
TWVLHZEITEFE LTSN,

Lk —DF 7oA ORI 24 K OE I —DOIEFMHRIREBOG 2 RITR LET,

root@ip-10-11-12-13:/home/ubuntu# docker ps CONTAINER ID IMAGE COMMAND
CREATED STATUS PORTS NAMES

5e234d567c89 qualys/sensor:latest "/usr/bin/tini -- /u.." 2 days ago Up

10 minutes (health: starting) qualys-container-sensor

PRI Y7 H

Qualys |Z1F, B I —IZBT22ZWHEREINET 270D 7 )V T BRHESNLTWET, 20
27 U7 ME, BEMTERONEITL L DB A NTEITTHLERHY £,

PZWA 7 U MR, B —F A VA M= AT LI T r— LT
QualysContainerSensor.tar.xz (Z& ¥V F797,
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A 2V 7 M Sensor_Diagnostic_Script.py &FEHINET, X7 VT FEFETTHITIE, AR M
Python 284 ' A b=V ENTWOLRERHV E£T, ZOAT U T ML, FAA M HROFE#RE I
4 L. SensorDiagnostic.tar &\ V9 tar 7 7 A M AN ET, TD 7 7 A /L% Qualys IR — Mk
ELT, EBIEHR—FEZTHIENTEET,

Z @ SensorDiagnostic.tar (21, FFEDKFEA b L—7925 D qualys-container-sensor 0
'Scanlnfo.json', 'qpa.log'. qualys-container-sensor @ docker & 7', 3 X ULL T T %
'SensorDiagnostic.log' 7 7 A L ND T X TOIERNE £ E T, Docker 5 & T [Scanlnfo.json |
& Sensor DR T BEHATERWGAE, ZOAZ U7 MNEZED [Scanlnfo.json] 7 7 A /L & gpa.log
T ANEERL, ENOIZ (77 A NVDBEDSNY EEA) ZBIMNMLET,

- AN —T 4 T VAT AEHR(OS OFEFE, Linux £721% Mac, 38 X OV OMOFER)

- TuXRrRET XY O AT (AT A, docker, 7TV RT—Y b aFky
e

- CPUT—FT7T7F¥(ET /N, CPU, 27 72 EDFE)

- RAMfEH&E (FA N EDOAEVEID YT LAEHER)

- Docker N"— 3 U (FRA MIA A P —/LEF TS Docker 73— 5 V)

- 7y MEEEGR A b LD Docker V7 RERIE. BI:TCP/UNIX KA A V)

- Docker 4 A=Y DH (TXTD Docker A A — & ZDFEAIDE)

- Docker = > T FDH (TXTD Docker = 2T F D & Z DFEAN)

- FTHoOar 7O CPU L AEY OfHE (TXTOY Y — Al ERF ORI ORF)

Ty 7Lv—Fdicevyy—Ho5v>a93

installsensor.sh Zf# H L T, LLR{O& > —0 "Storage" & 7% L7~ F £ Qualys =7+ — &
P—FHA A=V LET, ZHIZLY, HFLOEV =B —L L Tv—27 &b
Rl BEFoR Y —%2T v S L— KT AT TT,

A LA =)L = RO~V FITONTIE, [Container Sensor DF 7 A | ZHBMML T ZE
AN

B COBRTH, KA ML —FHIBRLARNWTL &, ZNUSADSGE,. F0®%IZT 7 aA
Nl —iZFH LU= LT~ —27 SNET,

PEEELGREESI LY XTI H?
A RS T U A R B & 5 R ST D | R bR HE Lk &

T, BV —0NI T v aTBHET, BEEONANTINLEDY THA, B —0HEEIRY >
—IZE- T, B —nEEE L E7,
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Troubleshooting
to—0BEERRY —

BISMTIEF B S, B =3, IR TR 2 X 512, BIErREe ™ T — L BIEARWREZR
T —OFEBRY =T o THEB L ET,

EERREGE TS —

BV —NT T2 LA, B0 ey v T LA S B —IXREIE ]
BT — a— R4 xZRLET, ZOXI72%GE, B —IXBERICEE L, HES) LT E
T, FREBIOEREIC FRIZH Y FH A, HEZRFEB ORI U T, 2 Bl E) O FFE
MR 16 0 ETEL R £1,

fz& 2, 2 BOFEBOREEIL, BMET I, WIZ25, KRIZ455, KIZ84, KIZ1653T
HOLGENHY T, 16 3ITET DL, FHEBOMBEZI1I6 7OEFICRYES, a7 F 7
77 ANVIEER S L ERE A,

BEEFEG TS —

U —REERERTT —a— 2R LGS, B —2PERICEEET, B —D0KT
LET, AZ v KT ny F7aAgo8s, oy —RREARRRT T — a— FEZITR5 L&
T LET, DaemonSet 7 7' 1 A D, B —REERERZT— a— RFTKRTTD L,
Kubernetes Pod DFFELEN R Y o —IZ K> T, T Licar 7 r—nHEd shET, FIEARER
T —a—RE, TS TrANET T a5 EEE L THRT 20ERSH D £,
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Troubleshooting

B9 3 Kubernetes a5+

g T FOMRBRIC, Kubemetes I L > TA—FZ A ML —Y g ENF-ar T FOEENERS
NAOGENSHY £, Zhit. Kubemetes VEENT 5T X TOV—E R a7 FITk L CER=
VT EACS T v THEHTT, Qualys 2T U —X, IhbE2ODRRL

THERBRL, WFOarTFERELTAF Y LET,

BET D a7 00 RE2FERT AL, Kubernetes 2 > 7 T OMRIHER T2 7 = VTR
DXLFHNEBMLET,

not label.key:POD

722X, ko= &ML T, Kubernetes TEITHDO T T —%HREBELET,
state:"RUNNING" and not label.key:POD

AVTFFISVRALDEMENET S

AP DT T XA LEREREDFMERETH7-OICETTELa~vr KRN D)
HVET, InNHOa<wr K% Qualys VA — G LTCHBEDO N T TNy a—T 4 v T T
FENTEET,

J—FZEWHBT3
WDa<y REFHLT, 4R, A7 —% A, a—/)b, @R, ~N—Ta > NEER L OB

IP7 RLAL OSA A= A==V ay, arvTFIyF4nRE %/ — FOFEM%E
By T AZICHET HHHREBRE L XY,

kubectl get nodes -o wide
AVTFTOS U3 A LIERERBT S

WA=y REFEA LT, AT —F AR E, av 7T 024 MIETEREBUG L E
‘ﬂ—o

crictl info
AVTFFO—ERTE
Woa<y ReEFRALT, a7 FID, A A=Y ID, 2T FIMER S B0, B

WL £ AK), BUEOREETT, &1k, 2774, 474, PODID 72 &, &
NTDArTTaifle & bIC—HFERLET,

crictl ps -a

1A—P0—%&
ROAZY REEMLT, A A=VH, Z7 A A=V ID, A A=V A X EOFEMEE T
ARA—VE-HERRLET,

crictl images
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