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Configuring Cloud Perimeter Scanning for EC2 Connectors Configure Your New Cloud

Perimeter Scan
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Configuring Cloud Perimeter Scanning for EC2 Connectors Configure Your New Cloud

Perimeter Scan
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Configuring Cloud Perimeter Scanning for EC2 Connectors Configure Your New Cloud

Perimeter Scan
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VM @ [Host Assets] X 7' & [AssetView] @ [Assets] & 7 CTHERTX ¥ 9%

Vulnerability Management v

Dashboard Scans Reports Remediation Assets KnowledgeBase
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Configuring Cloud Perimeter Scanning for EC2 Connectors Configure Your New Cloud

Perimeter Scan

@ Scans TR Maps  Schedules

v | [New v | [search) [Fitters v
[ Title S
EC2 Scan
I Cloud Perimeter Scan |
Schedule Scan
Schedule EC2 Scan

Host b
Asset Group...
Option Profile...

Download...

ST DS
(ZFv v ]| > 2F% V] > [FHLW>SZI79FRYIx—2Fv V] CBBILEST (27
Ta—| 2TH),

WE L7 EC2 24 7 X %iEIRL £ 35

New Cloud Perimeter (EC2) Scan Tum help tips: On | Off  Launch Help
b
_ e
L1}
Provider 5 s:pgﬁ&l}
I Connector* connl
Service:

AWSEC2

2AF X VICEA MV ERMT, AT a v 7o g r A Ae@RLES, 777 FRY) I Z2—2F
¥ L, EE. RELRFEHEI T A,

New Cloud Perimeter (EC2) Scan Turn help tips: On | Off Launch Help
Cloud Information Scan Details
Give your scan a name, select a scan profile (a default s selected for you with recommended settings), and choose a scanner from the
Scan Details Bl Scanner Appliance menu for intemal scans. ifvisible
T Thle* AWS EC2 Permeter Scan 20160330
Option Profile® Tnitial Options (default) *x Seleg
Processing Prionty: 0 - No Priority >

Scan Job Status. Deaclivate this task
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Perimeter Scan
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1) 729 b+74—4 A7 2 (EC2Classic, EC2VPC (V) =Y 3 vNDOFTRToD VPCO), %
7213 EC2 VPC GEIR L 7= VPC) 2 LB L £ 37, FEIRNAFICE D WC, HlsZ2EIRL
ER
2) Ty ZZOFER-hHFar s 2 LT 774 7LI Ty FTH
3) B—=FNZUF—DDNSHEANLT, AF ¥V iCEDET,
aAAX XL T Ry FBRRENT, ATV a v [Ty T7r—4] L [Ty 27
DFEROLAE, AF ¥ v i3u—F "7 HDODNSHLTHIBAEIN L Z LICHERELTLEE 0,
O—F NS4 —DDNSHELBIEEINTHARVES, Ax v VIFEBRLTKRT LTS,

New Cloud Perimeter (EC2) Scan Tum help tips: On | O Launch Help
Cloud Information Target Hosts

Platform EC2-Classic (Selected Region) @ EC2-VPC (Al VPCs in Region) EC2-VPC (Selected VPC
Scan Details

‘With this option there must be peerng between 3l the VPCs in the selected region.

Avallable Regions US East (N. Virgina)

Select Asset Tags
We'l include the instances that match your tags and your platformiregion

e Include hosts thathave | Any |+ | of the tags below. Add Tag

EC2Tag [0

Do notinclude hosts thathave Al v | ofthe tags below Add Tag

Load Balancer DNS Names
Tell us the DNS names for your Internet facing load balancers.

e [Remove Selected) [ Remove All| Add |

test.com P
abc.com

TI7ANETIE, 277 FRY I X—2F % VX Qualys AR F ¥ F— 2L

New Cloud Perimeter (EC2) Scan Tum help tips: On | Off  Launch Help

Cloud Information Scanner

5 We use Qualys Internet Scanners for Cloud Perimeter Scans. Please Continue.
Scan Details
Selected Platform: EC2-VPC (All VPCs in Region)
Target Hosts
US East (N. Virginia)

Selected Region
Scanner Appliance: External Scanner (Qualys Internet Scanners)
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TIAR= I T RT Ty b7+ —LDEE - BEVWOT A7 Y FiX, Scanner Appliance D
HEHZHFA T2 XIICHESNTHIGERHVET, oA, VA 25 12U ED
Scanner Appliance % ;&R L £ 9 ( [Buildmylist| 7> a v Z#HL £ 3),

New Cloud Perimeter (EC2) Scan Tum help tips: On | Off  Launch Help
Cloud Information Scanner
= Selected Platform: EC2-VPC (All VPCs in Region)
Scan Details
Selected Region: US East (N. Virginia)
Target Hosts

Scanner Appliance: Eer- i

Build my list
sada-scr-0912
sada-scr-0912-1

Ax v vEFETT L2417 ([Now(53 )] F 713 [Recurring CEHII) ) 2 BHI S8 72
I\,

[NOW(/%\TC)] ERT 2L, AFX 2 AT CRABINEVWEERHE D T, FTILLAF ¥
VERIIBGI LI F oy 23 NE T, AX X F—0MERTRE T, [FRER ¥ v v OfilfRICEL
TwaRWLEAIZ, AFx vy vARBINET, AF v F—2FHTE RVWEE, 2 3HRICE
L725at. ROBRICAF Y v nE 3,

[Recurring GEHARY)] 38N+ 2 &, A7V a—AHELBEHOL Ty a v FREINE T, C
NHIFMBDORF v v ATV 2 —VERILHRETH 5720, RIENZIBLCRY 5,

New Cloud Perimeter (EC2) Scan Tum helptips: On | Off  Launch Help
Cloud Information Schedule & Notification
Schedule” Now @ Recurring
Scan Details
Schedule Settings
Target Host:
aret fosts You can schedule for recurring scans
Scanner o
Start mar 20, 2018 |19 00:00 >
i B U (GMT -08:00) United States, Caifomi (Pacfic St ™ 7] DST
Duraton B | aer hours minuies
Resume Days v ~ | hours
Qceurs Daiy >
Every 1 days
= Ends after ocourences

Notification Seftings
Sat up email notifications for you and othar users. The email will always includa info like the tile, owner, option profile and star time.

AF¥ ¥y vT BTy I, BEEROKTICESOVWTHEINT T
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Perimeter Scan

MNew Cloud Perimeter (EC2) Scan Tum help lips: On | O Launch Help

Cloud Information Please review the information and Schedule the scan

Scan Details CloudInformation
Provider. AWS
Target Hosts Connedor” conn
Service: EC2
Scanner
ScanDetalls N — —
Schedule & Notification Tile™ AWS EC2 Perimeter Scan 20130330
Option Profile* Auth-Frofila
To— Y scanenomy 0-No Priority
Target Hosts
Platiorm® EC2-VPC (AlVPCs In Reglon)
Region* US East (N Virginiz)
Tags Included” Any of the following tag(s ) EC2 Tag
Load balancers DNS list testcam, abe.com

# Resolving targets to Scan..

RDOT kv FAHBTRINE T,

Assets Identified / Synced - 24 7 ZIC X o T E 727 1 v b DEL

2F X VRRE LCHERAREE - a3 2 XL o TREINAEEED I B, EIRLAZTTF v b
7 Aa—L, MK, BEX LD BT IEEOH, KT LA VvREZVYZAERYHLET,
ZF ¥ VICHEEINET Y - ZRF vy Y a S TRET BT &y b O, WK REE (LLET
DAYV ) OB L. VM TT 27 4 7fbanTun iz wEE stk ¥ v v olhé) £7-
BPCTT 2774 7ENTOARVEE (2 v T I74T v A ZRFr vOBA) 2RI LT,
WIENTE L, [RFyy - P aT70RE| 227y 27 LT,

Rickez sz
FlLuxFr v [R7Ya—1] VAMCERINTT([RFY V] 27200BLEY
AHTH),

B Scans Scans Maps Schedules Appliances Option Profiles Authentication Search Lists Setup

Mew W | | Search | Fillers w 1200184 \i o~ E;

L (U Type Title Targets Scanner Assigned User  Next Launch Moditied ~ Previous Duration

F1 & @ AWSEC2 Perimeler Scan 20120404 AssetTags External Jie Zhang 04052012 31 03:33:00 (GMT-0700) 04042018 3 050342 (GMT-0700) Not Available
Included Scanner

O & AwsECZPenimeter Scan MN AssetTags External Jig Zhang 041052018 a1 02:04:00 (GMT-0700) 0404/2018 31 02:39:13 (GMT-0700) 00:00:45
Included Scanner

A¥ X ORI NDL L. AF X VYR MCRRINET, DR F ¥ v EFEFRIC, XF ¥ v
DF ¥ VAP —KiEIE, ZF ¥ VAT —XZADER, FROX T vu—FREDT 7y ay
EETTETET,

2AF X VEHEETLETIZ2A v 277 av]iza—2bHiLuAFryya FeE
RLET, CORFY Y P a7OREDAF v VEELZREEL, 2F ¥ v % [5FTCET]
2X51CARTYa— VL ¥,
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Configuring Cloud Perimeter Scanning for EC2 Connectors Configure Your New Cloud

Perimeter Scan

Scans EEPT Maps Schedul

Appliances Option Profiles Authentication Search Lt Setup

| New v | | Search | | Filters w | | 1-1490f149 [ QvEE‘

O Tie Targets Option Profile  User Reference Date ~ Status
[Vl @ AWS EC2 Perimeter Scan MN 9 compute- Initial Options  Jie Zhang $can/1522821961.57768 04/03/2018 Finished [57] - “
| View M ec h
[ @ Aws EC2Perimeter Scan MN Dovinioad mpute-  Initial Options  Jie Zhang 5can/1522668818 52704 0410212018 Finished [m
New Scan Job r
[T] @ Aws EC2 Perimeter Scan UM Eompute-  Initial Options  Vikram Tarase  scan/1522653132.51735 0410212018 Finished [31]
AMazonaws.com
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AF v UIERDOFRTR
VAMHNDTET LEZAF Yy D [ 4y 0T 0vav] Ama—=05 [FR] Z2@#RLT, =
Xy VEERAFRLET, XF ¥ v OfEHED [Cloud Perimeter - AWSEC2] ThH B2 &, ¥
¥ VT Qualys External Scanners 23 &z &, A¥ v v Va7 THEEEINET LY bD
22—y b DNS#DBERINE T,

File~ View~ Help~

@ OUO'YS. Enterprise

Scan Results May 01, 2018
Patrick Slimmer Qualys, Inc. 05/01/2018 at 10:41:58 (GMT-0700)

quays_ps 919 E Hillsdale Bivd, Floor 4

Manager Foster City, California 94404

United States of America

Report Summary

Launch Date: 04/30/2018 at 22:35:12 (GMT-0700)
Active Hosts: )
Total Hosts. 2
Type: Scheduled
Scan Type: Cloud Perimeter - AWS EC2
Status: Finished
Reference: $can/1525152912.86743
External Scanners: 10.1.0.23 (Scanner 10.0.14-1, Vulnerability Signatures 2 4.290-2)
Duration: 00:06:40
Title AWS-API-SCH-4
Asset Groups -
DNS: £c2-54-162-64-34.compute-1 com, ec2-52-70-144-159. ste-1 com
Excluded IPs: =
Tags: Included (any ):
EC2Tag

Excluded (any )

Option Profile: Initial Options

AF v VEERO [FEIER] x27vave 8] v 7y avicid, 777 FRY 14— F
¥ VBDNSR—=ZATH L7720, AF ¥ VENEETEy FONFADNS ABRRAENT T,
Detailed Results

w 52.70.144.159 (ec2-52.70-144-159.compute-1.amazonaws.com, -)
 Information Gathered (12) FE]

4 Remote Access or Management Service Detected
Host Uptime Based on TCP TimeStamp Option
DNS Host Name
Firewall Detected
Host Scan Time

w

Host Names Found

Open TCP Senvices List

ICMP Replies Received

Degree of of TCP Initial Numbers

IP ID Values Randomness
SSH daemon information retrieving port 22/tcp
SSH Banner port 22/cp

vV vy vy
o R b ek, ok e . ks N

~ Appendix

Hosts Scanned

Successfully Scanned Hosts (DNS)
ec2-52-70-144-159 . compute-1.amazonaws.com

Hosts Not Scanned

Hosts Not Alive (DNS) (1)
©c2-54-162-64-34 compute-1.amazonaws.com

12



Configuring Cloud Perimeter Scanning for Azure Connectors
Run Scan Reports
AF¥ vy LR—bDET
AF¥ ¥y vLR—F TV TL—bT, [FR] 270 [EC2 BIEIEH] 4+ 7+ 2 v &ERL T, <
NICEY, LFE—LHOET &y F© EC2 OFl (7Y v 7 DNS £ 74 &) #HECE £35

New Scan Report Template mhelptips: On [Off LaunchHelp [& X
Report Title A
Detailed Results
Findings
Sorting
g
Filter

Display Host Details
Services and Ports 7] Host Details

User Access ¥] EC2 Related Information
Inciude metadata information for EC2 instances

Include the following detailed results in the report
V| Text Summary
7| Vulnerability Details
[F] Threat -

Cancel Test || savess.. |

EC2 BH#IERA S I DH v I LE— FRFHEZELTLFE 0,

= +  AutomaticZoom *

Detailed Results

Scan Report win £C2 Related iy Fage 1

10.90.2.30 (--0b11abd19771f17ed, i-0b11abd19771f17ed, -) Linux 2.4-2.6 / Embedded Device / F5 Ne.

E£C2 related Information

£2-54-162-64-34 compute-1.amazonaws.com
ami-2d4edS3e

vpe-1637cd76

RUNNING

p-10-90-2-30 ec2 internal

12 medium

e 5] N N ¢

by Severity

Severity Confirmed Potential Information Gathered Total
S 1 - - 1
4 7 7
3 2 2
2 o 0
1 0 o
Total 10 10
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Platforms D% 7227 J 7 a v OgH, NEAF v F—OfifHE2#Fr+2 X517 H Y v b3
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Inbix, £—7 v M~ v D7) vy 7 DNS £ 720133 7Y v 7 IP 2 L CRth I
72DNS 7213 IP R—RD A F ¥ v TF, R~ VIt 7Y v 7 DNS X7 Y v 7 IP T F
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- ¥ 722 7Y a T "Cloud Perimeter Azure VM Scan" #REZ HRNICT 2 L H ) £
T, COWEEZAMICTICE, T7=AALT AT v b2t —Y % —% 703 Qualys K —

MBfuwEbeE < 7Z &, F72, Cloud Perimeter Scanning, EC2 Scanning, Scan by
Hostname 7z EORED ARNICT 24 E 0 H Y 35

- 75 KERY I x—F i, VMEY 2 —LE PCEY 22— A TCfifiCEE T, w4 —
Vr—tazy b wAx =YX —DRB, FTTIFRY IX—RF ¥ VEWRT MR R
STWE T,

- Cloud Perimeter Scan API 2 L T, f57E€ & 1L7z5Fl 22 © X F % Y W RDBER T g8
ATh, 77U FRY IZ—AF > vV a 7T/ EHRTEET, A¥ v VRIC, FREX
NGl b A F ¥ VHRBER I N WHE, AF v VIFEBIAT 27T a2 -1 X
¥ry Vars7OTr 74T 4 u S LEFEBICT I —NEMEhE T,

777 RN I RZ-ZF v DR

FTRTCDIZ 77 FRYIX—RF > ViE, [5F<C] QERYORF XY a7)Eizid [

BL] DWINHTRAT Y 2a—AINFET, RETIE, AF X v YalBRT7TVa—1) R

FMCRRINTET, AF vy vy a7 ahsd e, AF vy V) A MCRRINT T,

1) EffickonwT, TAssetView | 77U O Fic®H 3 Cloud Asset Search 7 4 V& —Z{HH LT
ZAF Iy 2T HEKL T,
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Qualys ¥ 7227V 7' a v TEITHFDOTXTD X7 Y v 7 VM: not azure.vm.publiclpAddress
is null and azure.vm.state:"RUNNING"

Azure ¥ 7 A7 ) 7L a VTETHDTRTD/NT7 Y v 7 VM: not azure.vm.publiclpAddress is
null and azure.vm.subscriptionld: and azure.vm.state:"RUNNING"

B DL CETHDOFTXTD Y7 Y v 7 VM: not azure.vm.publicIpAddress is null and
azure.vm.state:"RUNNING" and azure.vm.location:westus

UYY =R IN—=TRHNTETHDOTRTDNTY v 7 VM: azure.vm.publiclpAddress 73 null Tix

72< ., azure.vm.state:"RUNNING" & azure.vm.resourceGroupName:testRG

2) ZnTlH, AFrvEBOIL LI, EEEAF Y Vv OEA&IZVM/VMDR (2 7747
VAZRFx VvOBEIIPO) KBEIL, [iLu> 25T FRY Ix—XFx ] BERL
¥4, coATFravid, [(REVa—A] 2T bERRINE T,

Dashboard Scans Reports Remediation Assets

@ Scans [EERENS Maps Schedules Appliances |

N ‘ New v I Search | Filters W

O Title Sean
EC2 Scan

(] Test 123 | CeriView Scan
Cloud CeriView Scan
PCAP Scan

[J @ Debug Sch

O r
=/ @ SchAzure Schedule Scan

[J @ Debug Sch schedule EC2 Scan
O @ Test Sched Schedule CeriView Scan

— _| Schedule Cloud CerfView Scan
[J @ cloud Perit
Host 4
Asset Group

[J A PauseRes
Option Profile

(] Scheduled
e Download...

[J @ Scheduled

3) [0 FIEHR] 27T, Azure T4 a V28R L T Azure VM =3 v % 2 ¥ v v L, [HifT]
72Uy 7 LET,

15



Configuring Cloud Perimeter Scanning for Azure Connectors Configure Cloud Perimeter Scan

| New Cloud Perimeter Scan Tum help tips: On | OFf Launch Help |

Scan Details EYpyHRN: / \
Target Hosts /s AZ ure
Scanner :

Amazon Web Microsoft Azure
Schedule & Notification Services
Review /

Service: n
VM

d: AF v VOEFHIE, TN X2 BESTL LI TEEEA, AF ¥ v OIEKIICE
RUZMER, 2F vy - F T ay - Tu7 7 AAKECATEINE T,
4) 2% voiflll 27 cBBIL | AF ¥ VICKHIZENTC, A7y av IR At
B 2B L £ 5
5 [Z—=Fv b FRM| 2TEBEHLT, 77V FRYIZ—2F >y Vv EFETT LMD
Azure VM <> v 2 EIRL T, [ax274%] Fuy 77Xy vpb, Azure 24 7 X % 3&ER
LET,
[ax272] Fay7Zyvicid, a4 22 77V 75—y a v CHRELEZaIA 7 208 —EFR
INFT, Ty b Z72BIRLT, Azure 247 X007 2 v FEN72 Azure VM 7+ » +
ZIDICT 4R —BL £ 5,
FHERL 72Ty b7, #ERLAZaA27 2Ty PO#HiHAREL, fhoax 7 x2JE
AFTEAR=ZADT Yy FD IR T 2y P2AF¥ v LEEA,
O—FXNT Vv —DEHIFZ, A VvE—Fy PCEH TSI - NT v —D DNS & % F#)jT
BINLE 9, Azure VM 2 F ¥ v D4, CloudView €Y 2 — A 5HDua—F NF7 V¥ —D
DNS Z OHUSIZ VR — P I TnwE A,
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Configuring Cloud Perimeter Scanning for Azure Connectors Configure Cloud Perimeter Scan

New Cloud Perimeter Scan

Tum help tips: On | Off Launch Help

Cloud Information Target Hosts
Scan Details Connector*: Azure Connector
Target Hosts N Select Asset Tags
We'll include the instances that match your fags.
Scanner
Include hosts that have | Any | v | of the tags below. Add Tag
Schedule & Notification l Test-176
Review
Do not include hosts that have | All v | of the tags below. Add Tag
no tags selected)
Load Balancer DNS Names
Tell us the DNS names for your Internet facing load balancers to include them in the scan
[Remove Selected| |Remove All | [ Add |
Cance
> a s N T A A e
6) [AF¥xF—] 278 [RFya— Vil 2 71CBE LT, /A * v > — %%

7)

RL, 2F v vE27Y2—1LET,
7 7 v kTl #ME Scanner Appliance 2SEIRE LT w9, ¥ 7227V 7v 3 v THIR
AF X F—=HBI7TTFRY IXZ—ZF ¥ VI LTENCR>TWEHADOHR, 2F ¥ VHD
WEBA ¥ ¥ F— 2 # IR TE T 5
[Lea—] 27 1B L £3, [Target Hosts] 27 > 3 v Tli, UTOERPIFREINE

ER
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Configuring Cloud Perimeter Scanning for Azure Connectors Configure Cloud Perimeter Scan

New Cloud Perimeter Scan Tum help tips: On | OFF  Launch Help

Clotd Tformation Please review the information and Schedule the scan

Scan Details Cloud Information
Provider: AZURE
Target Hosts Connector™: QWEB Azure Connector
Service: VM
Scanner
Scan Details
Schedule & Notification Title*: Cloud Perimeter Scan 20200817-112420
Option Profile*: Initial Options (default)
Scan Priority: 0 - No Priority
Target Hosts

Load balancers DNS list: =

Assets Identified/Synched from Connector: 23

Assets Qualified for scan: £}
Assets Submitted to scan: 8
Scanner
Scanner Appliance: External

Cancel " Submit Scan Job

8) likic, AF¥ vy Ya ek ELET,

Azure XY I Z—ZF ¥ v H oD VM GHlifG R X, BN REEORE~ > v ID IERE 1
¥, AF¥ v v oA Tvav - Turri oL LT, AFrF— 3P ICEHEL, R
2L V~DT 7R AERATT,
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Configuring Cloud Perimeter Scanning for Azure Connectors

Azure VM TEIFENDEHRX N EEXTFAMNEEIZCEKRRT S
[BE]>[FAMNEE] > [74 12 =] IcBEI LT, Azure VM DBIINREEXREL T3,

| Host Information 10.0.1.36

"""""""""""""""""" General Information

Comments

Vulnecabilties.
Network

Tickets

Business Units

Users

Asset Groups

Comphance

Excepticas

SCA

Cloud Asset Metadata
Authentication
Cortificates

Action Log Modstes By

oy ebepe./

AR L2 v 227V vy o358, 72977 F 70 X—%4(Azure VM 7+ v k D& 1T Azure),
7279 F =24 Azure VM 7 & v F O8HIX VM), BX U Azure [Ril~> v ) vV —x
ID 282 MERIBEHICRRENES, (277 Y F - TEy b X227 —%] 27ICiF, F*
FDRXRT = ZFRBRT I NE T
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Qualys APl o H#HR— |

Qualys APT i, ROSGETI/ IV FRY IZ—AF>ry VaTd%xPK—-FLIET,

- Cloud Perimeter Scans API (/api/2.0/fo/scan/cloud/perimeter/job) Z i LT, A ¥+ v
RYIX—RF v v Va7 2flBLTEHRLET, AFrvid, 5OLIART Y a—
NFBZ b, RGBT 2 0EHMVICHET 2 X ) ICATYa— 1T bTER
T, 77U FRYIZ—RF v ViE, VMELV 2 - PCEV2a—ACfITEES, ~
F=Vr—lazy b A=V X —DHEPB, 7TV FRY I X%y KT HER
ZRioTWwE T,

- Schedule Scan List API (/api/2.0/fo/schedule/scan/?action=list) ZfFHL T, 777 F~<Y
IX—RAF ¥ vYa7eRKRLET, XML 2y POtz GowsL, 277 F0D
FEICIE, 27U FRYVIA—RFFYVDRFY VY XA T [T FRY 14— BFER
INnE I

- Fetch Scan Results API (/api/2.0/fo/scan/?action=fetch) #ffif L <, AP1 #{ffHL T2 7
TEFRYIX—RF XV aTDRF Y VERZIGL T

ZN S D APT Dl (EFITTRE R AS1 S5 A — & —% APT 4 ¥ A7 ) 125 Tlx, Qualys
API (VM, PC) Z—#— + #4 F BB LT E &\,
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https://www.qualys.com/docs/qualys-api-vmpc-user-guide.pdf
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	このガイドについて
	Qualysについて
	Qualys サポート
	EC2 コネクタのクラウドペリミタ―スキャンの設定
	必要なもの
	EC2 スキャン チェックリスト
	新しいクラウドペリミタ―スキャンの構成
	スキャン結果の表示
	スキャンレポートの実行
	Azureコネクタのクラウドペリミタ―スキャンの構成
	必要なもの
	クラウドペリミタ―スキャンの構成
	Azure VM で追跡されるホスト資産をホスト資産に表示する
	Qualys API のサポート

