@ Qualys.

Qualys Custom Assessment and
Remediation

AZ—bHA R

Version 2.2



Copyright 2023-2024 by Qualys, Inc. All Rights Reserved.

Qualys and the Qualys logo are registered trademarks of Qualys, Inc. All other trademarks are

the property of their respective owners.
Qualys, Inc.

919 E Hillsdale Blvd

4th Floor

Foster City, CA 94404

1 (650) 801 6100



SN

T D TTA RIZODUNT ittt ettt ettt et et e te s et et etetetetetetetetenas 2
QUALYS [T D U N T et b bt b et bt bbb bbb bbbt 2
QUALYS TETR = B bbbttt 2
Custom Assessment and Remediation [Z DU N T it st sb s st e sba s s sre s sras s 3
CAR AT oottt 3
LTI 7y OO 4
| N U by A b | TR 4
R Nl N 4 P G S ) R =< TR 6
el N A G R N s N 7
CAR TD AT U T B OBELE oottt 8
A7 VT ROVERE Z DD Z AT IZDUNT e 8
D) B N b S N 9
D) B A N R e OO 9
D) A N 1=~ s OO 9
AT U T R DFEE (et 10
ATV T RO T T AT H A sttt s 14
/A R A N e e e 1V e G 15
(O 3! /18 N 1V e G 17
(@) A Nl A s XV e GO 18
ADPPEIIAIX A .ottt ettt r e r e 20
WATETRTT 7L EHERR oottt ettt 20
T T L AR AT B R ettt e 22
T BAFEFTR U S/ ettt ettt 23
APPENAIX B .o 24
CAR DFE T ..ottt sttt s ettt a st en st n st s et 24
(O N B A e NV o 24
LogdShell BEHHH DA AZ LA U T B ZAERT D o, 25

A B A N s L X 11KV A Y. 2O TSSO 25



ZDHARIZDWT

Z D4 FiZ, Qualys Custom Assessment and Remediation (CAR) Offif % Fith3 2 D Ic&%ir b
¥9, 7L, CARDOIEIERMEOFIHICET 2~V 7 IdEEN T E LA, sl FIEIC
DWTiE, QualysCARA Vv 74 v ~AT%SMLTL 723 0,

Qualys [Z2DLVT

Qualys, Inc.(NASDAQ:QLYS) iz, 7 7V FR—=Z2DtF 2V 74 BXVPavII4TVvARY Y 2
—>avVORAF=TTHY, V=T 4 v 7 uNf X—TF, Qualys Cloud Platform & % D
G777V, BEEAF 2V TAA VT IV Vv RAEF YTy FCIRMEL, ITYRT 4L
Web 77V r—vavolif, av 7747 v A, R#EO2HHZ BELS 2 2 LT, B¥drE
Fa )T AEMAEMERL, avTIATVROAR M EHIRT 2D E £,

1999 fFICEYL & N7z Qualys (X, 727k vF a7, BT, az/=¥vi 72778y =V Ja—
vavA, FAYFLas, Gt HCL, HP 2 v 2 =774 X IBM, 4 ¥ 7+ ¥ &,
NTT, Optiv, SecureWorks, X% + 3 I 2=/ —va v X, _RI[ Vv, 74 7umloRF~
A=Y F cHF R TN XTI T 4 v IR R — =2y TRAEAT
WE 9, 72, Cloud Security Alliance(CSA) DRIFE A v N—TH H Y T3, FEMlIc O VT,

www.qualys.com % & £ 72 X W,

Qualys %7R— b

Qualys 3, ROBENARIF— 1+ 2RMHT2 2 2BHEL 9, Qualys iz, A 74V FF
a2 AV b, B~V BLUVEHZOBTA— P KR— 2B LT, BRICARERIR Y duE i [a]
HIrZezfRabtL £9, @7 H, 24 KRR TR — b L3, I — MERICIE
www.qualys.com/support/ T7 7 €A T& £ 7,


https://docs.qualys.com/en/car/latest/index.htm#t%3Dabout_qualys_car.htm
https://docs.qualys.com/en/car/latest/index.htm#t%3Dabout_qualys_car.htm
https://cloudsecurityalliance.org/
http://www.qualys.com/
http://www.qualys.com/
http://www.qualys.com/support/

Custom Assessment and Remediation [ZC DUV T

HHE, RFECEEEOT Y bAHY, £F2 ) T4 Frv v 72N L, §CIEBIES
ZRERHVET, A T —27NOET Ly b OFHliE 2 13EEEZ TFHCHBTS &3, W
HTHB7FF TR, BEL 22V ET, ko) a—va v Tk, RZLBEHOa <Y
EERITL, Al R BEEZHIET 2720 DI0ERELZ T XT 12077y F 7+ —Lspbifftdh
TWEHA,

Qualys CAR (3, # A X LR OEHLX u FAMHEICcOWTT 2y V2 7u 7275 4 7IcEf
fid27200—TfLIN=TERRBELES, Chicky, P RZLZZ7 ) FFEEFTLT, *
Yy —2HNOT Yy b Dav T4 TR eF 2 ) T4 KHERETE T, CAR 2T
2 e, B EIGTFEEMILT 2720022 ) 7 EETTCEEY, 2hickh, AR&kLuY
v 7R EIZT y Te—F L, BESETEITLT, TRy roav 747 v At eda
V74 R Z MBS L R ETE L7200, WAXLRIZ VTV 2ETTE2009—Fo%—F7 4
V7 T 2T BAEICRY T,

E:ZDoHA4 Ficii, CARDI ¥ I 4BFICBET2FIHO~L T IZETNTVWERA, FIHD
~ATIEDWTIE, Qualys CAR AV 74 v ~A TS T LI,

CAR A1

Qualys CAR (2 lF, ROERENAEETNTVET,

- Ty P LTEFTTZZAPHAZ YV LDV RS ) 2T 220071 —L T —20 %
REL, 22V 7 O NIZ Qualys ¥ 7227 ) 7y avNOT7T 7 r—vaviitfangt
EP

- A7 VT VVEfTOENE, A2V T VAR T 2y FTE20ICERI N TS {hd Qualys
T7)EHAFETELLIICLETS,

—f%f 7 CAR 7 —27 7a—icid, RObOBEEINTT,
- 227 )7+ DIEK

SAZVTPOTAR (X TV a V)

- A2 VT PDOLE 2 —

- A7) T RA VT FCRTT 20 (53 CEITD. 22V T ORTERT Y2 -1 L
ES8

3


https://docs.qualys.com/en/car/latest/index.htm#t%3Dabout_qualys_car.htm
https://docs.qualys.com/en/car/latest/index.htm#t%3Dabout_qualys_car.htm

Getting Started with CAR

F: CAR & 2 DWFE A BRI 2 DI 2D CAR DRI S 4 v v 22 4 72 LT F 3, 25
ICoWTlE, $FE—FeBluEbd X 0w,

BIIRS
- TRV T avTCARTZV EEMICTILERD Y T4, Ehicddicii, 77=
HANTHY Vb=t —Y v —ICEBHOWEDLE LI 0,

- Windows ®¥;# 13 Qualys Cloud Agent 4.6.1.6 LA, Linux ® 54 1% Qualys Cloud Agent
4.7.0 DARED A E T

- AIX o4, Qualys Cloud Agent 4.20.0.5 AR 2S5 C 3,

- MAC o¥#. Linux Intel i 1 Qualys Cloud Agent 5.2.0 LAR%, Linux ARM 2 (% 5.3.0 AR
DIRETT,

BEIEH

Cloud Agent for Windows Installation Guide

Cloud Agent for Linux Installation Guide

O0—IILR—XXD7T 7+t X&)

Qualys CAR DR ZBIAT 2 101, 2—F B —AREHRINTWILTESSH D £+, $_CO
TP BT RC O R T TT 27 0DT 7 e AR o T VDI TS D T8 A, Lis
5T, 2—F— DR, BETOR2 ) 7 ET 70 2R RLT 57200 X ) BUHET
.

Qualys CAR (X, ¥ XE 7% CARKFE~DT 7 2%l T 20—V _R—X T 7R avin
—V(RBAOMERZ AL £ ¥, HAERINZ 42000 —L(FRDLE B TT,

Manager
Author
Auditor

Viewer

4


https://www.qualys.com/docs/qualys-cloud-agent-windows-install-guide.pdf
https://www.qualys.com/docs/qualys-cloud-agent-windows-install-guide.pdf
https://www.qualys.com/docs/qualys-cloud-agent-linux-install-guide.pdf
https://www.qualys.com/docs/qualys-cloud-agent-linux-install-guide.pdf

Operations

Qualys CAR ® 1 — L & RO FHHIC oW Tld, (HEA # 2B LT <72 &0,



Working with Scripts in CAR

YR—bPEINTWERTY T NEEE

77y bR— L HPR—ranTW3d X2 S

Linux Lua, Perl, Python, Shell
- Python 227 U 7'+ &1k, Python3 234 Y A P =1 I T3
PVERH Y £,
-Perl 27V 7 OGa, FEDNN—Y a2 VD Perl B34 v A+ —u
INTVBIRLERD D T,

Windows PowerShell =<~ . PowerShell 2 7 J 7"}
Python, VBScript
-Python 227 U 7 b &, Python A4 v A b= L, 4 VA b —
NGFR % SYSTEM PATH Z8UCENT 2 E LR H D £ 9,
#F: VBScript 3%y F £— FCTETIN T T,

Unix Lua, Perl, Python, Shell
+ Python 227V 7' b 08413, Python3 284 Y A b= I T3
MERD Y £,
-Perl 227 V) 7 DgGE, FEDOAN—Ya VD Perl 54 v A F—
INTVERHERDY £,

Mac Lua, Perl, Python, Shell
- Python 227 U 7' b D813, Python3 284 Y A b= I T3
VERH D £,
-Perl 22 ) 7+ E&HIZ. FED A=V 3 O Perl 84 v X b —
NINTHERERDHY 7,

Windows 77 v + 7 # — L C Python Z i3 25413, ROKICHEET 241 H Y 7,




Working with Scripts in CAR

- v Ty 7ERMEHLTPython 24 YA F—AFBEAIR, 7747V ava—x—F
DFRCDL—HF—WCA VAL —=ATIRERHNVET, A VA= -vF—vavii, v
AT Lo NRABEENGEINT 2 B H Y T,

- Python 2R =2 7V zip 2L TA v A b =1 F 28413, pythonexe LT 4L 27+
DANR % 2 AT I NALRATIBINS 2 BEHH Y £,

PR=—FSINTWET Ty b 75 —LA
CAR %, Linux. Unix. Windows., 83X U MAC 77 v b 74 —L%EHFK—F LTI T,

FEICOWTIE, 7Ty 7 —L0uEw R U 72 2SR L TS LI N,


https://success.qualys.com/support/s/article/000006675
https://success.qualys.com/support/s/article/000006675

Working with Scripts in CAR

CAR TD R Y 7k DigfE

Qualys CAR ICiF, T—Z_R—RICKEHEIN7ZAZ ) T+ DIYVKRY Y 2H Y £3, Qualys
GitHub 74 7 v PRI N RA 27 ) T 2fEHT 22 TEET, TNHbDRZ Y T
. MBOT Ry P ZICEATE T,

CAR . A2V 7 MER 7 —2 70 —%5i(t3 %720 ® GitHub & D& digfiiL 34, v—7
WETATRORZ Y 7 2FETANEILERT 24 7> a v & idjlic, CARICIE GitHub
DATY)y 7 )RS PV ETITAR= PRSP ZEMTAH LA T a v BEENE XD
W7 L7,

GitHub %7 ) w2 UK Ve TFITAR—P UK PV DDA )T 24 VK- F 275
EoFMicowTik, TGitHub 225227 ) 7' 24 vER—=F 35 ] 2L T2 0,

27 V)T VEfFYaToRNE, A2V T VA ERIG T 572018 IN T3 EITAT
Ty eHECE TS, Linux 79 v F 74 —24 ¢ Windows 79 v F 74 —LDWHFT, X2 Y7
F A XD EfRIZ500KB T,

27T RDEREFDMHDZ X TIZDNT

NARLAZ Y T E7EHAAZLQID 227 ) 7 &ERK L, A7 4 —n FictEmRzZEML,
MR T ey FERRL, 2272804 CreBnTEET,

Y TR2) T a v ICmEARS5000fHo 2 ) 7 #ERTE T,
270 T DERGECOWTIE, 2270 T FoFEREZSIE LT X0,

Windows T—Y = v MlE, RZ7 ) 7 BETEN B F R FICEKE & 1172 PowerShell E{TR Y
— ItV E 3

T FRXFMICEEI NS PowerShell EfT R Y > —% ANAf X2 F 32 TXxFd, 27U 7 FiC
T yw b EEMT % L X, [Bypass Powershell Execution Policy] + 7V 4 v F % L T,
Windows & & b F® PowerShell Ef7RY) o —% FEZXITEI30EIEZIBEELET, 2o+ 7


https://github.com/Qualys/Custom-Assessment-and-Remediation-Script-Library
https://github.com/Qualys/Custom-Assessment-and-Remediation-Script-Library
https://docs.qualys.com/en/car/latest/index.htm#t%3Dscripts%2Fimport_from_github.htm
https://docs.qualys.com/en/car/latest/index.htm#t%3Dscripts%2Fimport_from_github.htm
https://docs.qualys.com/en/car/latest/index.htm#t%3Dscripts%2Fcreate_scripts.htm
https://docs.qualys.com/en/car/latest/index.htm#t%3Dscripts%2Fcreate_scripts.htm
https://learn.microsoft.com/en-us/powershell/module/microsoft.powershell.core/about/about_execution_policies?view=powershell-7.2&bypass

Working with Scripts in CAR

a vk [Fwlict)v Bz 2 L. Ty MCRES L7z PowerShell EfT7HR Y o —IcBfRE <. &
BRNERZV TP EBHINTORVWRZ Y T FOWGAT—Y =V P TEITINE T

AAZLQID 227 Y 7+ DERITEICOWTIE, #AXLQID 227 Y 7' oS L T
72 &y,

27T RDTR K
270 7ME, EHT Y P CEITTEHEIC, TAMNT Y P TCTRAMTET T,

COFEEFIA T avy T, 2L, KERECOEEZREEST 27201, A7V 7+ %ET AL
T LEBEIDL LT

FAME, A7V T F AR a—BLUOREINIAE - I3BRICETTEET,
KL 728561k, 22 7 2RELT, RT3t b 2 MEA R CTE 4,

A7 YT IFDTFRAFFIEICOWTIE, A7V T FDOTF AP 2L TL X0,

A7 YTrDLE 12— & AEAR
22V 7 rDOLE2—Z1ERBYDT 754574 T, LERST, A7V TFREFEINS
L [vea—]F 7y a v idEMICRY £,

RV T PDOLEa—HEKBDOHEICONTIE, A7V 7 DL ba—bEREZSRLTLER
Uy

277 NDET
277 ME, EKRAINTHOETTEET, A2V T 2ETT5L, Ly a 783ERZ
n, [Ya7] 27 ic—ExrInEd ,

T, BT T3RCAZ) Iy 27232528 dbTEET,


https://docs.qualys.com/en/car/latest/#t=scripts%2Fcreating_custom_qids.htm
https://docs.qualys.com/en/car/latest/#t=scripts%2Fcreating_custom_qids.htm
https://docs.qualys.com/en/car/latest/#t=scripts%2Fcreating_custom_qids.htm
https://docs.qualys.com/en/car/latest/#t=scripts%2Fcreating_custom_qids.htm
https://qualysguard.qg2.apps.qualys.com/sm/help/scripts/testing_scripts.htm
https://qualysguard.qg2.apps.qualys.com/sm/help/scripts/testing_scripts.htm
https://docs.qualys.com/en/car/latest/index.htm#t%3Dscripts%2Freviewing_and_approving_scripts.htm
https://docs.qualys.com/en/car/latest/index.htm#t%3Dscripts%2Freviewing_and_approving_scripts.htm
https://docs.qualys.com/en/car/latest/index.htm#t%3Dscripts%2Freviewing_and_approving_scripts.htm
https://docs.qualys.com/en/car/latest/index.htm#t%3Dscripts%2Freviewing_and_approving_scripts.htm
https://docs.qualys.com/en/car/latest/index.htm#t%3Dscripts%2Freviewing_and_approving_scripts.htm

Working with Scripts in CAR

A7 VT IRETENDZE, A7) FriEMENZHLADOT7T 2y IR LTETENETRT
DT 7T 4AETA2EURY a 7WERENnE T, 22 ) 7 MICEMAREERT Y b Y R M,
FATHRFICFEM X v 3o,

FUTETey b VRAMCT Ry FARRINGZCESF, #HY 2 7KBEEMTONAET R Y
P YadBEEN TRV LEZRLTVET, ZOXIRRAZY) T EfTOTRY PV a7
DEIZODEETT, 2hiF, /v F—rINEZRZ) TR T Ry FE2BINTZHICETEN
UAEICRET AR BV T3, /2, A7V T PCEINE XTI, Ty FDOSET
774 7ENTETY 2L oTE, A2V TP E2ETTIEKRDOD LTy FBEETNT
WHRWEARICORET IHREELR D D T

E:ZRZ ) TP EFICSMT2TRTCOT 2y Micid, NTP RIBHREINT V3 LERDH Y £
F. T, Qualys Platform i#f5 THA &L L DfEDIE L RIS B =0 icb¥ETd, A2V
TrORITHEICOWTIE, 227 ) T FOETEZSHLTLZE 0,

27T hDERE
2707 DERRE EITUAICL, RDXIBEL DEA T HFITTE TS,

2Ry Bl
27V Trox 27V T PRIV AR—FLTu—AN 22— R—I{REFE
JAR—bFEA L. fv&R—FLTHOIRECHHATEET, A2V 7T+ 24 VR
vHR—} —b+FBE, X7V TrOEMOBRNAL, VE—FIN, Ty F X

THREDARZT 2RI EINTET, 4 VK= Ptkic, 22DV 7+
KTy PR THBIMTELENRDHY T, A7 Y 7ML JSON
Tz /7 AaF—+INF T,

F: 27 ) 7St nzEgcz /AR - rENnNE-0, 2
—HF—FR 7V T FPOARPCAZ T —RELEHEHTEERHA, ThIC
b, 2707 olEN s BEEPEARDL AV S ITEENE
KR

10


https://docs.qualys.com/en/car/latest/index.htm#t%3Dactions%2Fexecute.htm
https://docs.qualys.com/en/car/latest/index.htm#t%3Dactions%2Fexecute.htm

Working with Scripts in CAR

2707 O
%

7Y T PBEBEIN TR VBRETIN T RVBESEIX, A7)
TrERETEET, RV S, ARSI LRETET Y
ho 227V 7L DZDMDFM(Z 2 Y 7+ 4, BB, EREAR L)
DHEMETE LT,

{#: Manager = —%— (3, KR INn/zx27 V7
FEiRETE TS,

2707 0E
H

su—v A2 VT BHEOR IV T Ve, ZDT Ry b X B
TR T =2 2SO Z DD Tu T 4 LI icary—TE T,
HRINzA 27 ) 7 2EBT 56 TH, FITTHHICLE 2 —
CHEREZ T L MERDH Y T3, MRS IERINLR IV T
Fizuv—vToxEgi,

27V T POXR 27 YT IYDARTF—RIFCSVIERTE Y vue—FTEFF,

vvu—t 2PV TRV 2 TDEAS000 L T — KR AT v n— Tk %
T, o roGse,. —ECER100oLa—F2 Xy vyao—F
TE T,

22707+ DJE AEWC oA 7 Y I IFIEHERICT s o e cEET, X2V

1k FARBEIEENB L, [V Ay Torvav] Fry X8y y A=a

—0 [FlOFRR] A TY a vORBEMCRY £,

VRO R 7 ) TR, ATV a—AE RV s 7oL L
T7 HRZICHBIICHIBR X L E 3

27T FDR
T — X ADERR

27 ) TR AMEREND L, SEESEART —XABBITENE
ER

BREFOF AP T LAEREINEZZ 2 ) T ERIEEHFEOR 2 Y
TrEhb)ru—vEANEZAZ ) TR, EET DT R FIREETE
NENFE T,

11



Working with Scripts in CAR

La— R8P 227 ) 7B TFA TRy FTCTFRAMEINB L,
27V 73 vea—RERT—22CBITLE T,

EKAFH: A7) T B L a—3 N, AERECEKAEINS &,
[T A | LERRINT T,

HT: 2207 bR va—3h, RERBECKE I NG 22725
&) THIT] ¢RRINnE

FJEHESE: X2 ) 7 HIRHERRIC e B & THEHERE] C NI NE T,

270 7oK Ty b Pa Tl CETEIALETAININEZTRTORZY T+
™ HhzRrcexd,

TITFAE T[7254€54u2] 2703, 22V 7P LT —F =3

TABTD EITLZTR_RTDT 7T AT 4 BERINET, MEBEAA— 2

FIR LCT 2T 4T 4%2RBT 20, FlloFesr—vavy vi4 v F

VEMHLT7 4 VX —BETE 9, BRKFy 7 2 TR QQL
P2 v ERFHLTRREZR VA A TEE T,

- activity:

- user:

- targetType:
M AOE BHIDOA7 ) 7 FFEITY a 7OFM. EREMN RS A 2 AN
ZN TRTCOY a7%2RRTEET, A7V 70y a 7allzRns

ZICiE. ¥V a TORPERBIVLETT,

12



Working with Scripts in CAR

27 YTk
D FEA

2707 OFEBICBE#ET 3 X F X AEEIC oW Tld, Managing Scripts % ZS BT X\,

13


https://docs.qualys.com/en/car/latest/index.htm#t%3Dmanaging_scripts.htm
https://docs.qualys.com/en/car/latest/index.htm#t%3Dmanaging_scripts.htm

Working with Scripts in CAR

A7V T DY 3 TRT—HR
A7) T hDETER, [YaTd]l 27 CHMEZDREDRT -2 A% FRKRTEETT

A7V T RFEGTT L, BRINZY a 7HIEIAZ Y T A ERALTY, A2 Y T FHAT AL
INd L., Va7 HhiE Test-<ScriptName-TimestampEpoch> ¢ FRInE 3 (I VP IRETH
THA),

[aF] 27CiE. REFRXY Z7ZATCRDOQQL b —2 vAFHLTAZ Y 7t ¥ a 7%2RET
¥

script.category:

script.name:

script.type:

scriptld:

ATV a—NENTY a T ERRKRT I1TE, MERE Y 7 A TRDO QQL F—7 v 2R L £ 75
schedulerld:

schedulerName:

CARTF— 2RI —ick 3L, Ya7tTEy b YVadid, A7¥Va—AINizyar7o
—# e LT 7T HRBICHEBMWICHIRENE S, (FRAZZHL T 7m0,

14



About Script Schedules

RS R 2a—ILIZDONWT

TRDOFFEDHRFICR 7 ) T DEITEFNCT 2 ATV 2 — L ZEKTE T 7,

ATV a—NilE, RD2ODEXA THHY F 4,

S1ERBY DAY 22—

- B AT Y 2 —

TR AT Y 2 =Tk, RPIOARZ Y T ETOHK L IREZED A7 ) 7 P EITOHM 2 RE

TEET

E: A7V PORTF—2RIF, WA AY Y 2 —VICEEI N T HAEET 2 L [HR

in) tFRRINET

A7 YT DR Y 2= VHETEB XN ZDOMOBEE N vy ZiIconwTid, A7) 7 FR7y

2= VDEEZSIL T T 0,

27V T ATV 2 —NICEET I EIE A X A7 ICHET AEAFRE IR L 15

XRY

M=

A7) T PDFETEART Y 22—
R

2707, fBELZHEFCHBINICETEINS XS
FYa—ATEET, A2V 7 ME 1REBY OEFTEZIEE
M7y a 7 LTRAT Y a—ATEEd, 2270 7 I,

(R VTV BT2TD Ay 0T rvay] Ama—
IR ATV a—V] ¥ TXThOLATYa—LTEET,

AT a—NEINERZY) T ML, KBINEZZRZ) T LD
HTT, AT Va—LZHIBRLAEY, RELEZY LT, B
IGUTEEAZ Mz 22 b TE T,

2V 2 — N DEEM & RN

BEED A7 Y 2 — DM

[(RZ2 DT> [RTYa—N]H TR,

AT a— VDT 75 4 7L LI
777 4 71k

2TV a—NEERT B EEIR, [REFELTT 274 7Ll %
7V v LT, AV a—A%FIT 774 7L TcE T,
FiE, BC[RT Y a—N] B T2 THT 774705
EDHTEET,



https://qualysguard.qg2.apps.qualys.com/sm/help/about_qualys_script_manager.htm#t%3Dworking_with_script_schedules.htm
https://qualysguard.qg2.apps.qualys.com/sm/help/about_qualys_script_manager.htm#t%3Dworking_with_script_schedules.htm
https://qualysguard.qg2.apps.qualys.com/sm/help/about_qualys_script_manager.htm#t%3Dworking_with_script_schedules.htm
https://qualysguard.qg2.apps.qualys.com/sm/help/about_qualys_script_manager.htm#t%3Dworking_with_script_schedules.htm

About Script Schedules

H: ATV 2= MIGEIRL 72227 ) 77k D3IRHESE £ 72 13 HIPR X
NG G, ATV a— V2T 27747552 3TEEHE
Ao

AT Y a—NDYa T OFRR ATV a—NEERLT, ZOAT =X AR Z DHDOINIGS
itz R CcE £, OV a TOFMERINT 50, E
WA 7 VRO FTRTCDOY a 7% RKRT 20 % ERTE
ESER

[(RT Y a—=N]FTRXTHOLRTY 2=V EFENT 20, K
D QQL F =72 vDwwiiLd % Search BOX 2 H#IR L % 3,

search box:

- name:

16




About Script Schedules

CARETFEIZCDWT

[ZE] 2 7Cclt. BECELZGRINZa<YF, 7o b, BLU0T Ry F 220U 2 |
PIELET, Iblc, 5FT7 vy oY X 2R TE T3,

F~vpr—Yy—uw— L a—¥—|I, TuvrInNza~<wrsF, Ty rInzrey b, BX
CIR Ty M LTT 27y a v E2EITTE, o RBAC 2—¥F =K % 7~ [FRD
BDT 7 A]| BRHE T,

[Configuration| X 71, ROV 7 X THH Y 7,
7RysshiavyF

[Tuwyvzrzanza~<wv ]k, EF27 ey rsdsa<vyFo) X 28MMcxsd, 7
oy ZINza~vryFica~wry Fz2EMT5E, 272V 7 TATCInNbDa~y FRARD)
27-2NCAZ ) T FOEE R 7wy 7 IE T,

ZAayosInt=-7tvy b

27V 7 OEFTE2 70y 235537y bEART Y PR IEIEETEEY, 2hick
D, X2 VT4 K v—%HEAL., BEEOE VT 2y MINT A3 RERRZ Y 7 ET
S e B TEE T,

7Ry sEnk7Ey b

TR Ty bTlE, A2V 7 TRMVEHDIET v L7 ay Ty bPDOY R MEERTE
L2720, flfflE -0 e T X FRBEAETE T4,

EEAKI0MHOTEYy P 2S5KTRy FELTw—2 T2,

17



About CAR Dashboards

CAR X v ah—FKIZDWT

CAR Zffiffl$ 2 L, HED Xy v a KR —F&EKL. 20620 &2 T, BhEERICHERICT
72 A C&% 3, [Script Run Summary] £y > 2R —=FEF7 741V D CAR Xy v aR—F
T, BALoH2T7—2%2RTTO07 740 by 4Yzy bDaLbrzyavyrdlh, VTLxA
LTHFEINET,

Rie, CARXy v aR—=FDT 7450+ 4V zy PERLET
- Number of Scripts Group by Script Category
- Number of Scripts Group by Script Type
- Number of Scripts by Approval Status
- Number of Scripts Group by Platform
- Number of Scripts Created by Users
- Number of Jobs Group by Script Category

- Scripts with Potentially System-Impacting Commands

Asaessmant and Remedizon

any ~ Last30 Days - Totat widgers count 5 /80 (@) ¢, L @

NUMBER OF SCRIPTS GROUP BY SCRIPT CATEGORY NUMBER OF SCRIPTS GROUP BY SCRIPT TYPE

SCRIPTS WITH BLACKLIST COMMANDS NUMBER OF SCRIPTS BY APPROVAL STATUS NUMBER OF SCRIPTS GROUP BY PLATFORM

Qualys 23t 327 7+ Vv P D CAR X v > 2R — FE T % 2, fthd Qualys €2 2 — 2>
LIEMARRLTCLy v a R —FIGBMT 2 X514 Y=y P REHICHRECEL S, /2.
T7VTr—vavea—%hRAYARXT 5200, BEABDOLy v 2 R—-FEBNT 2L
bTEET,
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CAR IZ Unified Dashboard(UD) &G LT E 9, UD X, 9XCD Qualys 7 7'V 7 —v =
Vb DIERE 1 pATIcE o THRELL £,

A4 zv b, ByviakR—F, 77—t EDERKICOWTIL, Unified Dashboard @ #
VIAVSALTEZIRLTLEI 0,
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https://qualysguard.qg2.apps.qualys.com/ud/help/index.htm#t%3Dget_started%2Fud_get_started.htm
https://qualysguard.qg2.apps.qualys.com/ud/help/index.htm#t%3Dget_started%2Fud_get_started.htm
https://qualysguard.qg2.apps.qualys.com/ud/help/index.htm#t%3Dget_started%2Fud_get_started.htm
https://qualysguard.qg2.apps.qualys.com/ud/help/index.htm#t%3Dget_started%2Fud_get_started.htm
https://qualysguard.qg2.apps.qualys.com/ud/help/index.htm#t%3Dget_started%2Fud_get_started.htm

Appendix A

MEAO— L EERR

Qualys CAR O ZFE 3 5113, 2—F B —ABERINTVEILELRH Y T, FXTD
2=V =PI RCOEEEEITT 220D T 7 AMEEZFHFo T 2bIITEH Y THA, LD
2T, 2—F—D5tlt, BETDORZ VT M ETT v X 28B T 27200 X ) RWITET
ER

Inoou =it BEHALTRZ ) 7 2L T2 T8N0 2 ) 74 2L
ESC

Roles Permission

Manager General Ul Access
Script: View, Create, Review and Approve, Evaluate,
Update, Deprecate, Execute, Import, Export, Delete, Download
Schedule: View, Create, Update, Delete, Activate,
Deactivate, Download Jobs: View, Download, Delete
Audit Logs: View, Download
Dashboard: View, Update, Create, Download, Print, Delete

Library: View, Import

Author General UL Access
Script: View, Create, Evaluate, Update, Import, Export,
Download
Schedule: View, Create, Update, Delete, Download
Jobs: View

Audit Logs: View

20



Dashboard: View

Library: View, Import

Auditor General Ul Access
Script: View, Download
Schedule: View, Download Jobs: View, Download
Audit Logs: View, Download
Dashboard: View, Download, Print

Library: View

Viewer General Ul: Access
Script: View
Schedule: View
Jobs: View
Audit Logs: View
Dashboard: View

Library: View

Operations General Ul Access
Script: View, Execute, Import, Export, Download
Schedule: View, Create, Activate, Deactivate, Update,
Delete, Download Jobs: View
Audit Logs: View
Dashboard: View

Library: View
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N7z AbMRT—XRA

Manifest Status

Description

MANIFEST_GENERATION_IN_PROGRESS

Ty b a 7HEREI, =7 R}
D CASITEEIND L2 ICRRI NS
X%——ﬂXo

MANIFEST_PUBLISHED

CAS 13 [Manifest Received| 7 4 — K3
2% CAR IC(EL ¥ 3,

MANIFEST_ASSIGNED

Agent sends the 'Manifest Download'

confirmation.

MANIFEST_DOWNLOADED_SUCCESS

Manifest has been successfully downloaded

from Qualys Cloud Platform.

MANIFEST_DOWNLOADED_FAILED

Manifest could not be downloaded from

Qualys Cloud Platform.

MANIFEST_PARSED_SUCCESS

Manifest has been parsed successfully.

MANIFEST_PARSED_FAILED

Manifest parse failed.

MANIFEST_EXECUTION_SUCCESS

Manifest has been parsed successfully.

MANIFEST _EXECUTION_FAILED

Manifest execution failed.

SCRIPT_RESULT_UPLOAD_SUCCESS

Z 7 ) 7 b ER % Qualys Cloud Platform
7y 7u—FNTEEHATL,

SCRIPT_RESULT_UPLOAD_FAILED

27V 7 b ES % Qualys Cloud Platform
Ty 7 —FCTEIEHATL,

MANIFEST_EXPIRED

Rz A MR-V P CHERE I
Ayva—FINhnwigEse, v~ =7 X b
FHARYI T 72 ) £ 3,
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2707 MIEBICEIREINE S, . IFHEROR 7Y TR, ATV a—ArINEYa T
D—FE LTT7 HRICHBMICHIBREINE T, $/, Ya7e Ty bYaZld, A7V a—n
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Appendix B CAR Use Cases

Appendix B

CAR D2 ]

ZDETIE, Qualys CAR #3EHIL ¥ u 74 ffigitkez oot * 2V 7 4 BREFE L 72
D, 770V =2 avRA_RL—FT 4 VI VATLORERLEHLEY, WETu 56D
felTe*al) 74 R v— 2R L CREZRET 2 ELZ R TR ZHENMLET, Z
NHIRFIRC, A P77 HORI—=T[{HET Y MWL THARZL A7 Y T b 2ETT
3 &TY,

INEHNCEZTHEL &5 -Logdj B34 YA F—AINTW3E Tty F 2HFE L, LogdShell
WKL 724 v AZ v A% L 72w e LE 3, Qualys Cloud Platform @ %7 — & CAR O
FLOBEERIC XY, BRENOBENICHESS 27 2y F2FEL, BEZABL XY
T4 Fryy TEREICHED B TEET,

FIkEIC, BT —20R#E, IDEHEH, YT AGBALEDOIAXLAT Y T ZIER L TELT
T25Z2EHTEET,

Qualys GitHub 7 A7 ¥ F D2 — A7 —ZAR—ZD X7 ) 7+ 7 v 7L — } oFHllic o wTlid,
%27V v 7 LTLIZE N,

CSAM (2 £ 57ty b DFE

Qualys CSAM %, Logdj 27ty FICA VA=A INTWEHE S H, T/ Logdj 3FELT
HDJava T 7V 7= avD s FARNRRICH L0 E) »RIEMEICA v v ) LEF, CSAM
ZEMT 2 &, BRIEMNIC Logd) DMFTES 2 0289 2 MRIHTE £ 3,

RDOQQL 7z Y LT, 20XH%T Y FE2ETEL., 208N T 2y 2 7% EL £
7

software: (name:“log4j” or name: “liblog4j2”)
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https://github.com/Qualys/Custom-Assessment-and-Remediation-Script-Library
https://github.com/Qualys/Custom-Assessment-and-Remediation-Script-Library
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ZOXTE, NREBRDZTRTOT &y MCHEMWICEEMN T, B2 Z72EHLTCT 2y
FAI—FCHARARLAZ ) S 2 ETTXET,

Log4Shell EEFBD D AKX LAY 7~ %ERT 2

HMEOMHE A7) 7 b E2IEKT 5 2 &b, Qualys GitHub 7777 ~ + (log4j_findings.sh) 12 %5
INTRZ Y TP 2T TELT

Add Script

2270 7 b OERGEICOWTIE, A7) T FOIEREZSIBLTL 230,

A7 VT PR L a—I KR I N D, LogdShell o7z ic 7wy FoRa—7TR 7Y
TP EETTEET,

27U 7 MHEAICK B MDA

Qualys CAR & Qualys Policy Compliance ® 4 4 7 4 7#i& % iEH L T,


https://github.com/Qualys/log4jscanlinux/blob/main/linux/log4j_findings.sh
https://docs.qualys.com/en/car/latest/index.htm#t%3Dscripts%2Fcreate_scripts.htm
https://docs.qualys.com/en/car/latest/index.htm#t%3Dscripts%2Fcreate_scripts.htm
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[R27) T ERF 2y 7| 24 Tia—F—FFKa v b —a(UDC), =~ b u— L3
1. ERINAFMEHAEL EROZX 27 ) RIS TWwE T,

INEFEHT 572912, Qualys i Qualys Policy Compliance I
NnNaHL iz 470 UDCEZEALF L,

[Script Result Check | & M3

| New Control

Windows Control Types Select the control you want to create.

O File/Directory Existence
This control type checks for the existence of a user-specified file or directory.

Database Control Types

O File/Directory Permission
This control type checks permissions that are set on a user-specified file or directory.

(O File Content Check
This control type checks the contents of a user-specified file.

(O File Integrity Check
This control type checks the integrity a user-specified file.

(O Unix Directory Search Check

O Directory Integrity Check

O File Content Check (Agent Only)
This control type checks the contents of a user-specified file (wildcard file search).

This control type finds files and directories that match your search parameters (i.e. name, permissions, owner, etc).

This control type checks the integrity of Unix files at the directory level and reports hash based file integrity and snapshot updates.

O Script Result Check (Agent Only)

This control type collects results of the Unix scripts provided by the user. For example:

Lua, Perl, Python, Shell.

27 )7 ERF 2y 7 UDC 2ER LT, 22V 7 roH %
foavFSs47vreeFa ) T4 KGR EECTCEXE T,

AL, v TonkET Y

7z& z2iE, A7 U 7°F logd_findings.sh &, HJjo—#& LCTlogdj N—vaviz7zvF L%

T, logdj N—v a v 217 R LZETHDE EEZLNTWAS -

fail % 3% E L ¥ 3%
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https://github.com/Qualys/log4jscanlinux/blob/main/linux/log4j_findings.sh
https://github.com/Qualys/log4jscanlinux/blob/main/linux/log4j_findings.sh

Appendix B CAR Use Cases

Cardinality *

Contains v Lock Cardinality

Operator *

Regular Expression List v Lock Operator

Default Evaluation Value *

log4j\s+2\.[1][7-9]\.[0-9] Lock Default Value

Qualys 77 v b 74 —24 L CAR 2T 2 L, ¥ =2V 74 BEOME EWGERZ T TRl &
HDOEDDHARL A ) T 2ETTEILT, X2 T4 0EBICTEICHIGTE £
ER

ayv b — A IBETIE ASLT, av b —AnRKLzE 2 icHEYANE7a 2o 055
fTTE2XHrICTB2eBTETT,

<— Edit Control ©)

Rationale * 2
STEPS 2/3 VUINEraiiy. TNIS VUINEraniiy IS actvery peing expioitea in the wiia

SelsitS Log4j is a ubiquitous library used by millions for Java applications. Created by Ceki
x erecL o Gillcd, the library is part of the Apache Software Foundation's Apache Logging

Services project.
Control Information

3664/
s Review And Confirm
Cardinality *
Contains v Lock Cardinality
Operator *
Regular Expression List v Lock Operator

Default Evaluation Value *

logaj\s+2\.[1][7-9]\.[0-9] Lock Default Value

Remediation

1. Update all Logdj Library to log4j 2.17.0
2. In case the Log4j vulnerable component cannot be updated, configure the parameter
log4j2.formatMsgNoLookups to be set to ‘true’ when starting the Java Virtual Machine.

3785,
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H: A7V T ERF 2w 724 7D UDC L, BKREAAZ ) TP L TCORERKTE F
ER

Inooavirue—nid, [FRF¥] 27— ERRINDIAa—-THETty POEEED 2
VIS ATVvREEF 2T AR ER LT T,

I Po‘lcymp"!m DASHBOARD POSTURE POLICIES SCANS REPORTS EXCEPTIONS  ASSETS USERS
| Posture
X control, typesLOC and (control .id:* 100026 or control.id:*100817° or control id:®100616°)
OVERALL COMPLIANCE FALURE BY CRMICALTTY
Control Instances Compliance ——
1A% e e _
Total Falled 276K
| camea
POSTURE W 1-50 0f 4806
P 276K
Ay e STATs o NTROL STATEURNT TECRDUOGYNSTANEE A5 ey
e FhlL 100017 Logdj - JNDI-Class Linux Detection ant05 7.8 masifmigration01.p0d.
. ng.¢jc01 qualys com
CRITICALITY s
ATICA Ani
FALL 100016 Logd] Version Linux Detection ant087.x masifmigration01.p0d.e  Copy of Logd detection on Lt 3w
01 )l
EXCEPTION STATUS T o
FAlL 100017 Logdj- JNDI-Class Linux Detection 01087 masifmigration01.p04.e  Logh Getection on L beset
19.5/c01.qualys.com
FAl 100016 Logd) Version Linux Detection 00570 masifmigration01.p0d.e Logé
ng.5jc01.qualys.com
FAlL 100017 Logdj - JNDI-Class Linux Detection M08 7 masifmigration01.pdd.e Lot - INOHClass L
ng.5jc01.qualys,com
)
FAIL 100020 Logd) Jars Linux Detection ent057.0 olsdata02.p21.0ng.5J60 Lot detecton on L assels
1.qualys.com
FAlL 100020 Logd) Jars Linux Detection ent05 7.0 €lsdata02.p21.e0g.5je0  Copy of Loy Getection on Liwss st
¥ 1.qualys.com

Qualys CAR ICiZ API K= 2L CE Y., 22 ) 7T 2EE{tanzElTc7 =y F
L. =X LA Z LTI SIcHBE 2 e B8 TcE TS,
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