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) ERBHVET, ZOMICHEITTHINEDHLAV U RIIEEZ<HVET,
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=FET,

[Clear Text Password 473>

RS NDE R A H LT, ssh, telnet, rlogin 72&, SESFea~v R —EA~DVE—LT 7EA%E
fTWET, La—R Tl Clear Text Password | 5% E AR T HE, R IJ 72 S AT — KRG BAb 2 AR — KL T
T RANDPEHGEIE | B E A /AT — REEHET DIANCIEET DI ENTEET,
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DERIERPEREHD NHEZINDE RANFEFITSERIDIRAEIT 0> THEZ 2T, MK FENHR
BV ET, telnet X° tlogin 72 E DL TIRN—EAZZ 472 ssh ITEZHZEEBEDLET, LA TRN=
< URIA L —E REF T HMLERH LA . SSL/TLS X° VPN DX b RVNTHIAT 526525
BHLET,

HROESH

Unix (SSH2) #EFEL 22— NOVEREF £ 721X EHIFIC R OMEE IR ETE £,

ZDT4—)LRTIL, v/ _— AL O%F G OFEREA SSH2 787

La—RCERTAIENTEXET, FEHED Unix > /L ORIERITE | XX A ER NI ET, 20k57
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Unix FREELa—F
Unix La—KF#ZEmd 34

['Scans | — [ Authentication | (ICFEEIL £, £ D%, [New]— [ Operating Systems|— [Unix] Z 3R L £7°, Unix
DY T EAT INMB /2D H NV ET, 7 XA 71, Cisco 8FEX Checkpoint Firewall F8FEDL 2—RIZ5
REIET,

AR VR —E AN Unix ARANOZ A F 5B T 5 Unix 27 A ERER (2—P 4 L/ XRAT—R)
EAIIUET, U4 —=RITHEW, R, V—MEREGE, RV —ar T IA4T VA RO 1P IZBT5ENE
NOFFar=—X 8 bECRERLET, PR—IRLERESIT. WO THA LI~V R T
S

New Unix Record Turn helptips: On | OFf Launch Help
FEE e Authentication
Login Credentials by Provide login credentials to use for authenticated scanning. You have the option to getthe login password from a vault available in your
account.
Private Keys | Certificates Usermname*: john_white
Root Delegation Get password from vault
Policy Compliance Ports [ Skip Password
Password:
Agentless Tracking bt
[] Clear Text Password
IPs
Confirm Password*:
Comments
Target Type™ Auto (default) v

Qualys Unix 2% 4



ATLarv R

BROBKIERPHL5E | BRHILL T OIETRITSET,
1) RSA #, 2) DSA i, 3) /RAV—F

= 7‘4‘/i§\:$§‘r§§|§ D7 *32]7 — New Unix Record Turn help fips: On | Off Launch Help

}‘\\% Vault b)%ﬁﬁ%‘—a—éﬁ’—&) Record Title

@j_70?/3 »‘/‘C\“jﬁo 7j\7]7\\/l\ Provide login credentials to use for authenticated scanning. You have the option to getthe login password from a vault available in your
. i N account

[j\j T {% };H ﬂ‘ He fcﬁ Vault 7j ro Private Keys | Certificates Username® john_whice

@*ﬁ szTo Root Delegation Get password from vaulft

Authentication

Policy Compliance Ports Vault Type:
CA Access Control

Agentless Tracking Vault Record® Cyberark PIM Suite -
Cyberark AIM

IPs Target Type*: Hitachi ID PAM =
Lieberman ERPM

Comments Quest Vault

Thycotic Secret Servar
BeyondTrust PBPS

Wallx AdminBastion (WAB)
HashiCorp

Azure Key

CA PAM

Arcon PAM

FRRELZ VL, B 8 (RSA
DSA. ECDSA. ED25519) &
AIE B9 2 (OpenSSH., X.509)
LRI A G DT
LEd,

EZNIEIL ., ssh2 TO A Y
R—=h&ENTHET,

WERE Vault 7>HHEET
HAT v ar T, ThHUU
W CHEH FTREZR Vault 225
EIRLET,

Private Key / Certificate x

Set private key / certificate for your Unix record

Choose Private Key Vault M
mechanism:

Private Key Vault Type: CyberArk AIM i

Private KeyVault Record*: | My Cyberark AIM Vautt —
Vault Folder* vault-folder

Vault File* vault-filename

Get passphrase from vault.

e
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(1) WD 2T — %
Vault 2260595473
VCY, T AT TCEH
HHEZR Vault 22BN F
7,

(2) REHAFESZ A~ (OpenSSH
FoIE X509) ZiEIRL £
j‘o

DN —MERZGEY —/L
(Sudo. Pimsu, PowerBroker)

DMECTEET,

ZORELIZNEE T, FE
NN —MERZFED 71k
PR AN TSN E T,

Jo—MERZEFED /SAT —R
% Vault NHES T 547
Tar T, THU N
H AIBEZ: Vault 2HiER L E
7
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Private Key / Certificate x

Set private key / cerfificate for your Unix record

Get passphrase from vault o

Vault Usemame

Passphrase Vault Type: CyberaArk AIM .
PassphraseVault Record™: My Cyberark AIM Vault >
Vault Folder®: vault-folder

VaultFile™: vault-filename

Certificate Type 9

it
X509
OpenSsH

Close

Save

New Unix Record

Record Title

Login Credentials

Private Keys | Certificates
Policy Compliance Ports
Agentless Tracking

IPs

Comments

Turn help tips: On | Off Launch Help

Root Delegation

Add one or more root dalagatian ools (Sudo, Pimsu, PowerBroker) to he used for authentication. This allows the [FF I ERAR TN
login account to parform assessment tests with the elevated privileges required

Remove All
Root Delegation® Vault Username Vault Type
Pimsu Edit | Remove
Sudo jareens CyberArk AIM Edit | Remove
PowerBroker Edit | Remove

Root Delegation

Set root delegation for your Unix record

Root Delegation™ PowerBroker —
(Getpasswnrd from vault: )

Vault Username: user_joe
Vault Type: CyberArk AIM e
Vault Record™ My CyberArk AIM Vault A
VaultFolder* vault-folder
VaultFile™ vault-fiename

_ Close | ==




IP o) iEjJu New Unix Record Turn help tips: On | Off Launch Help

N Record Title IPs

|VIPS ] & 7 TA 3’\’ Y X“J’ % & Login Credentials Add IPS to your Unix record

—é‘}:) IP ;’&:Ejju bi‘a‘o Private Keys | Certificates Enter or Select IPs/Ranges Select PsiRanges | Select Asset Group | Remove | Clear
10.10.24.2-10.10.24.255

. N Root Delegation
% 1P X, Unix ¥4 7 DL :
. . . Policy Compliance Ports
21— R (Unix, Cisco, F7-1% :
. ) Agentless Tracking

CheckPoint Firewall) D 1 5 | .

a:él bbé:kz)i\(\\%iﬁ—o Comments.
[T] pisplay each IPRange on new line

AVTFATVRARF v DER—F

[Policy Compliance Ports |4~ Cld, ¥ —E & (ssh, telnet, rlogin) 73 A% X G ARD well-known 78 —RTHE
TSN TRV EIZ DAZ LR —RANER T HIENTEET, 7 74V TIE ARy RITRD well-
known "R—h&EL T, 22(ssh), 23 (telnet) , 513 (rlogin) A& FNFE T, TNHDOV—E R FXWTNHRGEICHH T
ETET, L OEUD - ERRICAF X SR — NI, AR Y VI HSND2 T IAT VA T var T a Ty
AL D[ Ports | DR ENT &~ TH IR MUTTER L TIZEN,

BERAAEOER

PRAEE R ST DL, TR TCOMBHRAMI =T AT BN, 2—FDR—LT AL IZRIZH D
“ ssh/authorized_keys2 77 7 A /WIS T DA Z A INT 20 ERHYET, h—EAZFIHTDITIT, A%y
UHL SRR ANASD T VT 72 AMER BT, © ssh/authorized keys2 "7 7 A /VICFEY GBS NI4T v ar
(no-pty 72 ICX > TH—E ARy 7 T I RSNDA[REMENRHY, DA, X2V T 4T AN FATTHIEILT
TEHA, RIS TND ssh SEEGEEIZLL FO@BY T, T X TORMESHIT, AT — X2 H LT
FALFEI IR SALDRERAATOZ LN TEET,

ssh F4 7 &

PEM Tl 2—R&Ei7- RSA R

PEM Tl 2—R&i7z DSA Fil i

PEM Cxa—RSi7z ECDSA fil

OpenSSH Txm—RI 4172 RSA Fib i

OpenSSH T2 a—REH 7z DSA FhE

OpenSSH Txra—RIi7z ECDSA Fih# #

OpenSSH T2 —RE#172 EDDSA (BU{E1% ED25519 D7) R

HR—FShAHEEHE

PEM Tzl a—RENT- X.509 FERHE (RSA 2 )

PEM Txlra—RER7Z X.509 FiFE# (DSA 1 )

PEM Tl a—RENT- X.509 FEHE (ECDSA Z1fi )
OpenSSH #iEF i (RSA A1 )

OpenSSH FEH]H (DSA ZA# )

OpenSSH FEM 3 (ECDSA Z A J1])

OpenSSH LA 3 (EDDSA (BT ED25519 D) A )
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Cisco 8L a—F

Record Title Login C

) ) Use the basiclogin credential or choose to use authentication vault for authenticated scanning
Login Credentials >

@ Basic authentication @ Authentication Vault

Ps
User Name: * akim

Comments

Password | seeessse [T] Clear Text Password

Confirm Password. | gpsesess

Enable Password:

Confirm Enable Passward:

Policy C

If services (SSH, telnet, rlogin) are not running on well known ports (22, 23, 513 respectively) enter the ports in the custom field
below.

Ports: @ Well Known Ports (22,23,513)
© Custom Ports

Cancel J save J

YR—rShd70/89
Cisco I0S. Cisco ASA. Cisco IOS XE. Cisco NX-0OS. Cisco ACS ("X— gy 5.8 (TR —hxl5:41)

HR—rEh 3 Vault
CyberArk AIM, CyberArk PIM Suite

Cisco BRI THELOJT 1 EHEIER

1) EIECTHERT 52— T H7 ML, TR TOF =7 % FEITTH72DIZ, Cisco BT A AIZHLTL~UL
15 OFFHE (root —H L UL DORFHEL [FIZE) BB T, 7’77‘7/]\“C%ﬁ“(’a‘é%%?ﬁi%éﬁ‘?‘/l\*dwxh 7
VIA IV TCRERTTEE T,

2) A—h 22(ssh FFEH) F72lEA—h 23 (telnet FRAEH) BMEETT, KROA T T al D telnet 7217 DA
telnet [T EF2VT 4 THRESN TN BV THD (T TOIEH iIXTuﬂnéﬂé)t . [Clear Text
Password |47 L al iR THMLERHVE T, UB—hal A 12iE, TEXLETm N 5L SAT — R %
L. [Clear Text Password |47 > al DR IREN TODEEAIZD I L TEIEREZIFETHREITRET
JOlZL TSN,

3) T2/ AT —RIZZEAZEDLLITTEEE A,
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Checkpoint Firewall Z2§EL3—F

New Checkpoint Firewall Record Launch Help

Record Title Login Crec
Use the basic login credential or choose to use authentication vault for authenticated scanning
Login Credentials b3
@) Basic authentication @ Authentication Vault
IPs
User Name: * akimsky
Comments
Password: | seescess [] Clear Text Password
Confirm Password: | sesseees

Expert Password.

Confirm Expert Password:

Policy Compliance

If services (SSH, telnet, rlogin) are not running on well known ports (22, 23, 513 respectively) enter the ports in the custom field
below.

Ports: @ Well Known Ports (22,23 513)
© Custom Ports:

HR—rShBTH/00

CheckPoint GAiA XU SecurePlatform PRO 4L —F (L 7 AT A
- CheckPoint GAiIA R75-R77
- CheckPoint SecurePlatform PRO R75-77

HYR—kEh$ Vault
CyberArk AIM, CyberArk PIM Suite

Checkpoint Firewall 2 CTHELOST 1 ERIER

1) BAECTHAT 22— T IV ML, TRTOF =752 EITL, o, L FDOa~vr REFITT 57201,
Checkpoint #7 /SA 2Tt D E BEE L~V O RAHER LI T,

ver
expert (to switch to expert mode)
cpstat os

2) ssh FAFCIE, AF YU 55D TCP AR—b 22 BT A LB R HD £,

MEHT AT —=RIZZEAEZEZDLIEITTEEE A,
[Expert Password |47 avIZ2L\T
KIROFEANTO expert "2~ RO EITIZ SAT — KBB4 1X La—RTO expert /SAT—RDO AT

VBT (R © expert "YU RO EITIZSAT =R PRI T, ZO/RRAT—RPRRESILTWDIGE, 7 —L
STV BT WA DT R —hah i),

BT H 2020 4E 7 H 28 H
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