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PostgreSQL (PC)
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CREATE ROLE qualys_scan WITH ENCRYPTED PASSWORD ‘[ZZ{Z/8AU—K% A /j]” LOGIN;
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GRANT CONNECT ON DATABASE [Current database name] TO qualys_scan;
GRANT USAGE ON SCHEMA PG _CATALOG TO qualys_scan;

GRANT SELECT ON PG_CATALOG.PG_SETTINGS TO qualys_scan;
GRANT SELECT ON PG_CATALOG.PG_USER TO qualys_scan;

GRANT SELECT ON PG_CATALOG.PG_GROUP TO qualys_scan;

GRANT SELECT ON PG_CATALOG.PG_ROLES TO qualys_scan;

GRANT SELECT ON PG_CATALOG.PG_SHADOW TO qualys_scan;
GRANT SELECT ON PG_CATALOG.PG_CLASS TO qualys_scan;

GRANT SELECT ON PG_CATALOG.PG_STAT ACTIVITY TO qualys_scan;
GRANT SELECT ON PG_CATALOG.PG_LOCKS TO qualys_scan;

GRANT SELECT ON PG_CATALOG.PG DATABASE TO qualys_scan;
GRANT SELECT ON PG CATALOG.PG NAMESPACE TO qualys_scan;
GRANT SELECT ON PG_CATALOG.PG TABLESPACE TO qualys scan;
GRANT SELECT ON PG_CATALOG.PG_AUTHID to qualys_scan;
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qualys_scan PASSED - account exists

testing_db PASSED - account can connect to current database
PG _CATALOG PASSED - USAGE privilege exists

PG CATALOG.PG SETTINGS PASSED - SELECT privilege exists

PG _CATALOG.PG_USER PASSED - SELECT privilege exists

PG _CATALOG.PG_GROUP PASSED - SELECT privilege exists

PG _CATALOG.PG_ROLES PASSED - SELECT privilege exists

PG _CATALOG.PG_SHADOW PASSED - SELECT privilege exists

PG _CATALOG.PG CLASS PASSED - SELECT privilege exists

PG CATALOG.PG _STAT ACTIVITY PASSED - SELECT privilege exists

PG CATALOG.PG LOCKS PASSED - SELECT privilege exists

PG _CATALOG.PG_DATABASE PASSED - SELECT privilege exists

PG _CATALOG.PG_NAMESPACE PASSED - SELECT privilege exists

PG _CATALOG.PG_TABLESPACE PASSED - SELECT privilege exists

PG _CATALOG.PG_AUTHID PASSED - SELECT privilege exists

(17 rows)
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host [databases] qualys_scan [address] md5
or
host all qualys_scan [address] md5
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hostssl [databases] qualys_scan [address] md5
or
hostssl all qualys_scan [address] md5
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hostssl [databases] qualys_scan [address] md5 clientcert=1
or
hostssl all qualys_scan [address] md5 clientcert=1

Certificate Authentication
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hostssl [databases] qualys_scan [address] cert
or
hostssl all qualys_scan [address] cert
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New PostgreSQL Record Tum helptips: On | OFf Launch Help
Record Title Unix
Login Credentials Enter the full path to the PostgreSQL configuration file on your Unix hosts. The file must be in the same location for all hosts (IPs)

in this record. If different, create another record
Private Key | Certificate
Configuration File Jvar/lib/pgsq|/9.3/ data/postaresql.conf

example: varflibipgsalidata/postaresql.conf
IPs
Comments
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New PostgreSQL Record Launch Help

Record Title IPs

Login Credentials Add IPs to your PostgreSQL record

Private Key | Certificate Enter or Select IPs/Ranges: Select Ps/Ranges | Select Asset Group | Remove | Clear
192.168.0.87-192.168.0.92, 192.168.0.200

Unix.

IPs »

Comments

[T] Display each IP/Range on new line

Unix authentication is required. Make sure the IPs you assign to this record are already in a Unix record
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