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CREATE PROFILE "QUALYS_PROFILE" LIMIT
FAILED LOGIN_ATTEMPTS 3
PASSWORD_GRACE_TIME 10
PASSWORD_REUSE_TIME UNLIMITED
PASSWORD_LIFE_TIME 90 PASSWORD REUSE MAX 1;
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CREATE USER "QUALYS SCAN" PROFILE "QUALYS PROFILE"
IDENTIFIED BY "[ZZ |2/~ AU —[R% A Jj]" DEFAULT TABLESPACE "USERS" ACCOUNT UNLOCK;
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CREATE ROLE "QUALYS ROLE";
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GRANT "QUALYS ROLE" TO "QUALYS SCAN";
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GRANT CREATE SESSION TO QUALYS_ROLE;

GRANT SELECT ON GV_$PARAMETER TO QUALYS_ROLE;
GRANT SELECT ON GV_SINSTANCE TO QUALYS ROLE;

GRANT SELECT ON DBA_USERS TO QUALYS ROLE;

GRANT SELECT ON DBA_PROFILES TO QUALYS ROLE;

GRANT SELECT ON DBA_TS_QUOTAS TO QUALYS ROLE;
GRANT SELECT ON DBA_SYS_PRIVS TO QUALYS_ROLE;

GRANT SELECT ON DBA_TAB_PRIVS TO QUALYS_ROLE;
GRANT SELECT ON DBA_ROLES TO QUALYS_ROLE;

GRANT SELECT ON DBA_ROLE_PRIVS TO QUALYS_ROLE;
GRANT SELECT ON PROXY USERS TO QUALYS ROLE;

GRANT SELECT ON DBA_ROLLBACK_SEGS TO QUALYS_ROLE;
GRANT SELECT ON V_$LOG TO QUALYS_ROLE;

GRANT SELECT ON V_SLOGFILE TO QUALYS_ROLE;

GRANT SELECT ON DBA_STMT_AUDIT OPTS TO QUALYS_ROLE;
GRANT SELECT ON DBA_PRIV_AUDIT_OPTS TO QUALYS_ROLE;
GRANT SELECT ON DBA_OBJ_AUDIT OPTS TO QUALYS_ROLE;
GRANT SELECT ON GV_$DATABASE TO QUALYS_ROLE;

GRANT SELECT ON DBA_COL_PRIVS TO QUALYS ROLE;
GRANT SELECT ON SYS.REGISTRYSHISTORY TO QUALYS ROLE;
GRANT SELECT ON DBA_TABLES TO QUALYS_ROLE;

GRANT SELECT ON SYS.LINK$ TO QUALYS_ROLE;

GRANT SELECT ON V_$ARCHIVE_DEST TO QUALYS_ROLE;
GRANT SELECT ON V_$CONTROLFILE TO QUALYS_ROLE;
GRANT SELECT ON DBA_DATA_FILES TO QUALYS_ROLE;
GRANT SELECT ON DBA_POLICIES TO QUALYS_ROLE;

GRANT SELECT ON DBA_FGA_AUDIT TRAIL TO QUALYS_ROLE;
GRANT SELECT ON DBA_VIEWS TO QUALYS_ROLE;

GRANT SELECT ON V_$PARAMETER TO QUALYS_ ROLE;

GRANT SELECT ON V_$DBLINK TO QUALYS_ROLE;
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GRANT SELECT ON DBA SCHEDULER JOBS TO QUALYS ROLE;
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GRANT SELECT ON SYS.USER$ TO QUALYS ROLE;

GRANT SELECT ON DBA PROXIES TO QUALYS ROLE;

GRANT SELECT ON DBA USERS WITH DEFPWD TO QUALYS ROLE;
GRANT EXECUTE ON DBMS CRYPTO TO QUALYS ROLE;

GRANT SELECT ON DBA_SCHEDULER JOBS TO QUALYS ROLE;

GRANT SELECT ON GV_$PWFILE USERS TO QUALYS ROLE;

GRANT SELECT ON DBA LIBRARIES TO QUALYS ROLE;

GRANT SELECT ON DBA NETWORK ACL PRIVILEGES TO QUALYS ROLE;
GRANT SELECT ON DBA TRIGGERS TO QUALYS ROLE;

GRANT SELECT ON V_$BACKUP_SET TO QUALYS ROLE;

GRANT SELECT ON V_$BACKUP TO QUALYS_ROLE;

GRANT SELECT ON V_SDATAFILE TO QUALYS ROLE;

GRANT SELECT ON DBA FEATURE USAGE STATISTICS TO QUALYS ROLE;
GRANT SELECT ON DBA REGISTRY TO QUALYS ROLE;

GRANT SELECT ON DBA REGISTRY HISTORY TO QUALYS ROLE;

GRANT SELECT ON DBA TABLESPACES TO QUALYS ROLE;

GRANT SELECT ON DBA OBJECTS TO QUALYS ROLE;

GRANT SELECT ON GV_$SESSION TO QUALYS ROLE;

GRANT SELECT ON DBA_SOURCE TO QUALYS ROLE;
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GRANT SELECT ON AUDIT UNIFIED POLICIES TO QUALYS ROLE;

GRANT SELECT ON AUDIT UNIFIED ENABLED POLICIES TO QUALYS ROLE;
GRANT SELECT ON DBA DB _LINKS TO QUALYS ROLE;

GRANT SELECT ON SYS.REGISTRY$SQLPATCH TO QUALYS ROLE;
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GRANT SELECT ON SYSMAN.MGMT CREATED USERS TO QUALYS ROLE;

6) AX YU T HIUDIERDHE

2Xp AN END =Y T AT TR L TODMERDRFEICFI I TEDAIZY T M 2 D, zip 7T —AAT N
WWHELTWET, 26D A7V 7 ME QG Oracle Auth verx.x.txt 7 7 A /L (Oracle 9, 10) B8 LT
QG _Oraclel 1+ Auth verx.x.txt 77/ (Oracle 11g LAR%), Oracle /N—a NI/ Tz AZU T i L TL7ES
VW ZOARZVT N, BEIZRMHERR AT N TIELSGRESIV TV OMNEINEHER T D720 DL DT, 7 — 4N — 2
DA—/N—2—FPREITLRT ULV FERE A, ZOAZVTNIEY TR COMFHEE OREEZFR R THH T
AERRSIVES

H A5

WZHIAH NS

SYS <--BUErZ A LT —H
CREATE SESSION ROLE PASSED - CREATE SESSION exists
DBMS CRYPTO PASSED - EXECUTE privilege exists
AUDIT UNIFIED ENABLED POLICIES PASSED - SELECT privilege exists
AUDIT UNIFIED POLICIES PASSED - SELECT privilege exists
DBA COL_PRIVS PASSED - SELECT privilege exists
DBA DATA FILES PASSED - SELECT privilege exists
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DBA_DB_LINKS
DBA_FEATURE_USAGE_STATISTICS
DBA FGA_AUDIT TRAIL
DBA_OBIJECTS
DBA_LIBRARIES
DBA_NETWORK_ACL_PRIVILEGES
DBA_OBJ_AUDIT OPTS
DBA_POLICIES

DBA PRIV _AUDIT OPTS
DBA_PROFILES
DBA_PROXIES
DBA_REGISTRY
DBA_REGISTRY HISTORY
DBA_ROLES

DBA ROLE_PRIVS
DBA_ROLLBACK_SEGS
DBA_SCHEDULER_JOBS
DBA_SOURCE

DBA_STMT AUDIT OPTS
DBA_SYS PRIVS
DBA_TABLES
DBA_TABLESPACES

DBA TAB_PRIVS
DBA_TRIGGERS
DBA_TS_QUOTAS
DBA_USERS
DBA_USERS_WITH _DEFPWD
MGMT_CREATED_USERS - for EM only
GV_SDATABASE
GV_SINSTANCE
GV_SPARAMETER
GV_SPWFILE_USERS
GV_$SESSION

LINKS$

PROXY_USERS
SYS.REGISTRYS$HISTORY
SYS.REGISTRY$SQLPATCH
USER$

V_$ARCHIVE_DEST
V_$BACKUP
V_$BACKUP_SET
V_SDATAFILE
V_$CONTROLFILE
V_$LOG

V_$LOGFILE
QUALYS_SCAN
QUALYS_PROFILE
QUALYS_ROLE
QUALYS_ROLE
SYS.STATS$X $KSPPI
SYS.STATS$X_$KSPPSV
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PASSED - SELECT privilege exists
PASSED - SELECT privilege exists
PASSED - SELECT privilege exists
PASSED - SELECT privilege exists
PASSED - SELECT privilege exists
PASSED - SELECT privilege exists
PASSED - SELECT privilege exists
PASSED - SELECT privilege exists
PASSED - SELECT privilege exists
PASSED - SELECT privilege exists
PASSED - SELECT privilege exists
PASSED - SELECT privilege exists
PASSED - SELECT privilege exists
PASSED - SELECT privilege exists
PASSED - SELECT privilege exists
PASSED - SELECT privilege exists
PASSED - SELECT privilege exists
PASSED - SELECT privilege exists
PASSED - SELECT privilege exists
PASSED - SELECT privilege exists
PASSED - SELECT privilege exists
PASSED - SELECT privilege exists
PASSED - SELECT privilege exists
PASSED - SELECT privilege exists
PASSED - SELECT privilege exists
PASSED - SELECT privilege exists
PASSED - SELECT privilege exists
PASSED - SELECT privilege exists
PASSED - SELECT privilege exists
PASSED - SELECT privilege exists
PASSED - SELECT privilege exists
PASSED - SELECT privilege exists
PASSED - SELECT privilege exists
PASSED - SELECT privilege exists
PASSED - SELECT privilege exists
PASSED - SELECT privilege exists
PASSED - SELECT privilege exists
PASSED - SELECT privilege exists
PASSED - SELECT privilege exists
PASSED - SELECT privilege exists
PASSED - SELECT privilege exists
PASSED - SELECT privilege exists
PASSED - SELECT privilege exists
PASSED - SELECT privilege exists
PASSED - SELECT privilege exists
PASSED - account exists

PASSED - profile exists

PASSED - role exists

PASSED - role granted to user
PASSED - SELECT privilege exists
PASSED - SELECT privilege exists
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New Oracle Record

Record Title Login Credential

. Use the basic login credential or choose to use authentication vault for authenticated scanning
Login Credentials b3

@ Basic authentication ) Authentication Vault

Windows:
UserName: * QUALYS_SCAN
Unix
Password:* | sesesess
IPs
Confirm Password:* | gpeeeeee
Comments Identifier Type @ SID O Senvice Name
Identifier: * oral1107p
Ports © AllPorts @ Port| 1527

Allow scanning multiple instances (SIDs) on IPs/ports also used in other records. If this
scanning option is selected, this record will be used for Policy Compliance scans only.

Cancel J save J

New Cracle Record Launch Help

| »

Record Title Login C

Use the basiclogin credential or choose to use authentication vault for authenticated scanning.
Login Credentials >

(© Basic authentication @ Authentication Vault

Windows
User Name: * QUALYS_SCAN
Unix
Identifier Type @ SID©) Service Name
IPs Identifier: oral1107p
Comments Ports @ AllPorts @ Port| 1527

[[] Allow scanning multiple instances (SIDs) on IPs/ports also used in other records. Ifthis
scanning option is selected, this record will be used for Policy Compliance scans only.

Vault Type: Cyber-Ark PIM Suite = |
§ Cyber-Ark PIM Suite =
Vault Title: * Thycatic Secret Server k Select
Quest Server
Folder * CA Access Control ‘
syntax: RootWiindows 7
File: * l |
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